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Research Question

‘The use of facial recognition software to improve security 

within an academic/educational setting’



Aims

• Assess how FR software can be used to improve security of 

current systems within an Academic setting.

• Test and evaluate a designed solution within a suitable 

setting and obtain feedback where necessary.



Objectives

 Ethical Considerations

 Security Considerations

 Data generated

 First-hand statistics

 Benefits & Drawbacks of FR

 Design, Evaluate & Test solution



Research Findings
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Literature Review Findings
Secondary Research

Facial Recognition within education.

 United States Early Adopter

 Evidence of Use within the UK

 Controversy within the UK



Literature Review Findings
Primary Research

Interviews – College Safety & Security Manager

 New touch screen sign-in system

 Long time scale

 Must follow legislation

 Should be able to integrate with other technologies.

 New technology – large range of ethical considerations

 Only Students & Contractors – NOT STAFF!



Literature Review Findings
Concerns

Concerns regarding FR technology – Primary and secondary research findings

 Intrusion

 Staff feeling clock-watched

 Ethical Concerns

 Restrictive & Controlling

 Legislation

 Data protection

 The Equality Act 2010

 Student Age Related Concerns



Application/Solution





Development Justification

Hardware

 Why the Raspberry Pi 4gb?

 Inexpensive

 Relatively powerful for cost

 Pre-packaged operating system

 Arduino?



Development Justification

Software & Programming Language

 Why Python?

Frameworks & Paradigms

 PyQt

 OpenCV

 Dlib

 Facial Recognition Algorithm



Application Testing Strategies

Intrinsic Factors Extrinsic Factors

Aging Occlusion

Facial Surgery Background Noise

Facial Expression Illumination

Pose Variation

Resolution

What was tested?

 Users

 Accuracy of Facial Recognition Algorithm



Application Testing Strategies - Users

Who are the users?

 Broad range of users

 Age

 Skin Colour

 Facial Expression

 Facial Surgery

 Students

 Contractors

 Staff (Initially)



Application Testing Strategies

Example Test

Resolution of known 

user image Test

Illumination Test

1.

2.



Application Results

Intrinsic Factors Result

Aging Unaffected (recommended to keep up-to-

date photos of known users)

Facial Surgery N/A unable to test

Facial Expression Did not affect accuracy

What were the results of the Intrinsic tests conducted?



Application Results

Extrinsic Factors Result

Occlusion User Unidentified

Background Noise Huge difficulty (incorrect user logged)

Illumination Highly illuminated image unrecognised

Pose Variation Issues occurred, recommendations made

Resolution Image Under 720p proved problematic

What were the results of the Extrinsic tests conducted?



Application Results

A range of other features were tested…

 Functionalities

 Enter button within application

 Correct GUI Display

 Logging of user

 Ensure log file is correct.

 Hardware testing

 Test Raspberry Pi identifies USB camera



Application Conclusions

Testing

 Errors found throughout tests were identified and addressed.

 Long load time with Application due to hardware

Implementation

 Simulated – Logistical issues

Does it improve security in Academic settings?

 Improves security under specific set of conditions (correct 

implementation)



Recommendations for Future Work

 Translate the application to Welsh or other languages (for specific 

environment)

 Implement application in real environment

 Thorough legislation testing

 Assess upgrading Raspberry Pi 4

 Interactive Touchscreen Application (theme)

 Integration Testing



Any Questions?
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Code Examples – Script 1



Code Examples – Script 2 (Initial)



Code Examples – Script 2 (Middle)



Code Examples – Script 2 (End)



Initial Design – Main Menu (Initial)



Initial Design – Main Menu (Real)



Initial Design – Live Camera Feed (Initial)



Initial Design – Live Camera Feed (Real)



Initial Design – Accepted/Declined


