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Abstract- This report aims to discuss two separate tasks that relate to computer forensics and forensic investigation. The first task that will be discussed by the author concerns a variety of the most popular applications and tools used by forensic investigators in the computer forensics field. This includes discussing and analysing the functions, features, and any potential drawbacks of these tools as well as what they are specifically used for such as data recovery or anything else related to cybercrime. This task is discussed in the first section labelled “related work”. The second task that will be discussed by the author is a scenario-based example where the author will comment on how he believes the investigator should complete the task. Section two labelled “Problem Formulation” is where the author will outline the problem of task two that t investigator aims to resolves and fix. In section three, labelled “discussion of case study” is where they will discuss the steps, the investigator would take to resolve the issues set out in task two. The fourth section labelled " results" is where the author will discuss the outcomes from the scenario and other post-investigation steps. In the conclusion section (fifth section) the author will reflect on his report with any last thoughts he has regarding the tasks and computer forensics.	Comment by Carlene Campbell: 
Abstract should be the last to be written to outline the key finding or contribution that would interest key players of what was done.  This will fit perfectly in the introduction where it give a background to the work along with some general research information of the subject areas, followed by what the rest of the report will include.
Introduction
Objectives of Computer Forensics.
While computer forensics is often associated with law enforcement agencies, intelligence services and military units to ensure the safety of their country and its citizens', computer forensics can be used by other entities. Individuals,  as well as public or private corporations, organizations, and companies, may use computer forensics to ensure the continuity of private interests, the stability of the government and public services [1], the effective resolution of cases relating to technology and computer devices are heavily dependent on the correct use of computer forensics [1].	Comment by Carlene Campbell: 
Minor but remove the excess space.
Computer forensics, in its broadest context, offers forensic investigators a framework for investigating cybercrime and other computer-related crimes by cybercriminals [1]. All of this is done following the laws of criminal procedures and constitutional mandates [1]. All privileged information is protected and the integrity of any potential evidence that may be gathered by an investigator must be maintained by following the following steps [1]:
1. The chain of command implemented must always be maintained by those involved [1].
2. Necessary steps and procedures should be followed to ensure as much as possible that viruses and other malicious code or software do not get introduced and infect a suspect's device or machine during the investigation and analysis [1].
3. Necessary steps and procedures should be followed by investigators to ensure that evidence or any potential evidence remains unaltered to ensure the integrity of the evidence [1]. The ways that evidence could be altered include being corrupted, destroyed, damaged, or otherwise manipulated during the process of the investigation [1]. 
Following these steps and procedures ensures the likelihood of processing data promptly as well as reducing the risk of the investigator or the evidence being vulnerable to litigation by those opposing the evidence [1]. It also establishes procedures for the analysis, recovery, and preservation of digital evidence, as well as protecting the evidence from damage, corruption, infection, or other alteration of the data by carelessness or design [1]. Computer forensics also enables the creation of forensically sound images that are used to prohibit claims of wrongdoing, misconduct, or corruption towards the investigating team [1].
Computer forensic investigators can also uncover almost all relevant fields on a suspect's device and system including but not limited to password-protected files, hidden files, deleted files, and encrypted files [1]. Finally, computer forensics can be used to analyse data and assist in information dissemination by way of using printouts to illustrate the overall analysis of a suspect's device and the layout of the system, file structures, data, and authorship information [1]. 

Related Work.
1. Forensic Toolkit (FTK)
Overview of Forensic Toolkit
The Forensic Toolkit (FTK) allows forensic investigators to complete thorough forensic examinations on computing devices [2]. The FTK allows for powerful file filtering and searches functionality to help investigators to find potential evidence that could benefit the investigation [2], by easily zeroing in on any relevant information in quick time and the ability to conduct a fast search on the evidence [3].  FTK also allows for access to remote systems on the investigator’s network [2]. 
FTK is one of the most widely used and recognised standards in computer forensics software around the globe, with its fast speeds, good stability, and simplicity [4]. FTK allows for customisable data views, the analysis of emails, an intuitive interface and lays the framework for seamless scalability of the investigator's solution as the investigating organization or the company grows [4], whether it be law enforcement, IT professional or corporate security [2]. The forensic investigators can evaluate and access the evidentiary value of computers, folders, and individual files with the aid of FTK [2]. 


Features of FTK
There are several ways in which a forensic investigator can use FTK, they are as followed:
· The use of Volume Shadow Copy, to identify and extract information quickly from Windows shadow system or set up directly within FTK [4].
· The ability to provide a simplified view of FTK for end-users [4].
· The ability to save time by using email threading, gaining insights into the data, and understanding data in the correct context of the conversation and how it applies to the investigators' case [4]. 
· The ability to easily and quickly save and export data as well as analysis into .HTML or .CSV files [4].
· The ability to find deleted partitions easily in many scenarios [4].
· The ability to use internet artefacts to locate hard to find evidence for analysing Dropbox files and objects on the machine [4]. As well as the ability to extract, analyse and review mobile chats on desktop and phone chat applications [4].
· Optical Character Recognition allows for the expansion to other languages with the ability to choose the desired language before converting the images into human-readable text [4]. 
· The ability to cross-reference email and phone numbers across various data types and then the ability to filter the evidence around a person of interest to help with the investigation [4]. 
· Pre-defined, one-click command features make processing quicker and easier. By simply clicking the correct button based on how the investigator wants to process the evidence with FTK processing methods [4].
· The ability on all modern operating systems, to recognise and extract keyword searches, SAM files, volume shadow copy, better targets and destination lists automatically [4].

FTK Imager
1. Overview of FTK Imager.
FTK Imagers is an imaging and data preview tool used to allow investigators to quickly assess digital and electronic evidence to determine if further analysis is needed [5]. If evidence needs further investigation, then this can be achieved by the investigator, they can use Forensic Toolkit (FTK) to do this [5]. FTK Imager can also create forensic images (Identical and perfect copies) of data without altering the original evidence, this helps to ensure the integrity of the data so that it can be used in a court case [5].  
This is achieved as FTK imager makes a bit-for-bit copy/ duplicate of the image or data, because of this the forensic images are completely identical to the original image in every single way  [6]. This even includes the drive free space, unallocated space, and file slack of the suspect's system [6]. FTK Imager's ability to create forensic Images identical to the original evidence means that the investigator can use the forensic image created to examine, analyse, and investigate the evidence for any clues or answers in the investigation while the original copy of the evidence to be safely stored away [6]. This in turn lowers the chances of the original copy of the evidence be altered in any way, whether this is for accidental or malicious reasons to potentially alter the outcome of the investigation [6].

Features of FTK Imager. 
A forensic investigator can use FTK imager in several ways to help with an investigation, they are as followed:
· The ability to create forensic images of hard drives, CDs, DVDs, floppy disks, individual files from a variety of locations  [6].  As well as entire folders and other storage objects that may relate to aiding in the investigation [6].  
· The ability for the investigator to preview the files and folders within the storage objects specified in the above point [6].
· The investigator can also preview forensic images stored on a network drive or the local machine [6].
· The ability to export files and folders from the forensic image [6].
· The ability to load an image for a read-only view that can be used with Windows Explorer to display the contents of the image as it appears on the original copy of the drive  [6]. 
· The ability to create hashes of files using either of the hash functions available as part of the FTK imager application  [6]. The hashes available to use are either Secure Hash Algorithm (SHA-1) or Message Digest 5 (MD5) [6].
· The ability for the investigator to create and generate hash reports for disk images and standard files, including the files stored on the disk images. These can then be used by the investigator as a benchmark to prove the integrity of the evidence [6]. When an entire drive is imaged, a hash generated by FTK Imager can be used by the investigator to prove and verify the integrity of the image by comparing the recently generated image hash and the hash of the original drive  [6]. If both match it helps prove that they are identical, and the images have not been altered since it acquisitions [6].
· The ability to discover, see and recover files and folders that have been sent to the device’s recycle bin but has not been overwritten yet [6]. 
Autopsy
1. Overview of Autopsy
Autopsy is an open-source digital forensic software tool that supports a range of file systems including NTFS, FAT, HFS/HFS+ to name a few [7]. Autopsy evolves with the needs of its users [8]. This allows for the investigator to use the tool to investigate from the input local disks, image files or logical files [7]. Autopsy provides three features that are rarely found on commercial forensic tools, these include allowing an investigator to perform parallel file analysis on multi-core systems to allow for fast outcomes to tests [8]. The ability for investigators to team up and cooperate on cases simultaneously and the final unique feature is the enhanced timeline analysis [8], this displays event in a graphical interface to aid the investigators in identifying suspicious activity [9].  
Autopsy also provides an intuitive workflow for investigators and navigation techniques to help find results and automate as much as it can to reduce potential errors [7]. As mentioned before as it is open-source software, users with a knowledge of Python can use Python scripting support to add custom features at any time, these features and or modules are shared throughout the forensic community as well as the Open Source Digital Forensic Conference which is hosted annually. 
Features of Autopsy
As well as the previously mentioned features above autopsy include many more to aid in investigations, they are as followed:
· The ability to complete keyword searches, enabling the investigator to find files that mentions a specific term or expression by using text extraction and index searched modules [9].
· Autopsy allows investigators to extract web activity from browsers to aid in identifying the suspect's activity [9].
· The ability to identify any accessed files and shortcuts using its LNK File Analysis feature [9].
· The ability to sort and group files together by their type to find all relevant evidence, with it file Type sorting feature [9]. 
· The ability to display a thumbnail of images to aid with a quick viewing of images [9].
· Autopsy uses RegRipper to identify any recently used files or removable storage devices [9].
· The ability to create tags on files if the investigator wants to make a comment or identify something, specifically on the file [9].
· The ability to extract evidence or information from SMS, call logs, contacts and more on Android devices [9].
· The ability to view images and videos without the need for a separate application [9]. 
· An investigator can extract information such as camera information or the geographical location of a JPEG file [9].
· The ability to scan MBOX formatted emails [9].
· Autopsy has a robust file system analyser that can support several file systems including NTFS, FAT and many more [9].
· The ability to extract strings from unknown file types in a variety of languages as well as unallocated space [9].
· Autopsy gives the investigator the ability to flag folders and files based on their path or name [9]. 
· “File Type Detection based on signatures and extension mismatch detection” [9].
The author's discussion of forensic tools continues in appendix one, appendix two contains a forensic tools table that outlines the key parts of the five tools discussed in this report and finally a comparison table of FTK, EnCase and Autopsy forensic tools can be found in Fig. 1.
[image: ]
Fig. 1 Comparison Table of FTK, Autopsy and EnCase.

Problem Formulation
1. Background Information of Task Two
The second task in this assignment was to look into a case study of suspected sabotage. In this case study, a Mobile Manufacturing Company in Swansea, Wales known as CEC. CEC recently designed a new GUI and phone interfaces for the Samsung Galaxy S20 Plus, that would rival Apple's iPhone 12 design. Millions of pounds of research went into the designs of these interfaces and CEC had planned to pattern their designs to ensure that their ideas were not stolen and used by their competitors. However, before such steps could be taken their leader designer on the project Rob, resigned from his position at the company and it is suspected that he has tried to sell the designs to CEC competitors, mainly Samtech.
Overview of Case Study.
Later it was discovered by CEC's engineers that many of the designs and files that were stored on Rob's computer were deleted, including millions of pounds of research and the recently designed interface for the S20 plus. Due to the high value and confidentiality of this research, the company never kept backups of their designs and only Rob had access to these resources and designs. For this reason, CEC suspects that this could only be done by Rob and that Rob purposely deleted the designs and sabotaged his former employee for financial gain. If these designs are not recovered and fall into the hands of their rivals the company stands to lose even more money. This leads to the task in hand CEC has decided to Contact forensic investigators in the hope that they can find and restore the deleted files that had been deleted from Rob's computer and potential try to discover and prove their suspicion that Rob had intentionally sabotaged the designs in the hopes of removing the evidence of their existence on CEC system and the CEC was the original owner of the designs. In the next section, the author will discuss and overview how he believes the investigator should tackle this case.

Discussion Of The Case Study Investigation
1. Brief overview
In this section below, the author will briefly talk about the steps and tasks that Barry Lynch should complete in this case and how they should go about finding the missing designs on Mr Jengelley's computer. The sub-sections below are biased to explaining why the author believes completing these tasks are important when conducting and completing a computer forensic investigation instead of how the investigator should complete these tasks. The author will only outline the main steps the investigator should conduct in their investigation below and for a more in-depth look at the step by step process that the investigator should follow while investigating this case please find and read the author’s forensic investigation report in the additional files.

1. Task One – Gathering Evidence
The first task the investigator should complete in this forensic investigation would be to identify and locate all devices that he has consent to investigate, in this case it would be Rob's computer's hard drive. The investigator should then take the necessary steps to ensure the evidence is handled in a way to preserve the integrity of it and isolate the evidence to ensure that it is not tampered with or lost. The investigator should then ensure that logs of how the evidence was gathered, handled or anything else that can be shown in a court are followed to help prove and ensure that the evidence is in its original state of how the investigators found it. Once the evidence is back in the office, the investigator should move to complete his second task.


Task Two – Enabling Write Blocker
The second task that the investigator should complete in this investigation is to ensure that write blocking is enabled. this ensures that no new data was added to the suspects drive that could jeopardise the integrity of the investigation and the integrity of any evidence found on this suspects drive. To ensure this the investigator should enable write blocking on the device that he would be using in the investigation before connecting the suspects drive to his device. The author feels that the investigator should use a hardware write block on his device to help ensure the protection of the evidence from potential manipulation. To complete this the investigator should  use the Windows key and "R" to open the "RUN" command window, here he should type "Regedit" to open the registry editor. From here he would create the file that would prevent the writing to and editing of evidence drive to ensure that it would not be manipulated once connected, after this task was completed, the investigator should continue to task three. 
Task Three- Forensic Image 
The Third task the author thinks the investigator should complete in this investigation would be to create a forensic image of the device in question, (Rob's computer) using FTK Imager. The reason for doing this is that the suspect’s device and machine must not be altered in any way to ensure that the integrity of the evidence collected is not questioned and subsequently thrown out of court due to the mishandling of data causing it to be untrustworthy and unusable in a court of law. Secondly once a copy (forensic image) is created the investigators can store the original drive or device away safely where there is less chance of it being tampered with as the investigator no longer need access to it as they have an identical copy of the system available to them.
Task Four  – Hashing Image Against Original to Ensure Integrity of Investigation. 
The Fourth task the author thinks the investigator should complete is to verify the integrity of the recently created forensic image against the original device's system using the MD5 hashing tool. This is important as it can be used to help ensure that any evidence that the investigator found on this copy of the suspect's system (Forensic Image) would also be on the original drive. This helps to ensure that allegation of corruption, tampering or planting of evidence and any allegation against the evidence or investigators can quickly be dispelled in the court. The assurance that the copy is identical to the original also assures the investigators that all the evidence available on the original device is also available on the copy meaning that a potential piece of evidence that proves the suspect's guilt or innocence will not be missing from the copy. Once the check is complete and the proof is there that the two are identical the investigators can begin to search for the missing files.

Task Five – Locating Deleted Designs
The fifth task the investigator should complete should be to run a program that would locate the deleted files and designs on the forensic image created. The tool that the author thinks is suited for this task is Autopsy, the previously mentioned tool from section one “Related Work” subsection C. To recap this tool will give the investigator a complete analyse of the image disk's System and allow the investigator to add a filter to allow them to view and analyse the files that interest them, which in this case was searching for the deleted files. Autopsy would also give the investigator information on when each file was created as well as the last time it was modified, changed, and accessed, meaning that if the designs are on this system the investigator can estimate when the files were likely deleted. 
Autopsy is also a useful tool to identify anything of interest such as an email being sent from the system, removable storage device be connected to the hard drive as well as many other features and tools to allow the investigator to identify easily and quickly anything suspicious or of interest in the case. Finally, Autopsy allows for the extract of deleted files found during its analysis so if the designs are discovered then Autopsy should allow for them to be extracted and recovered from the image disk. Once the image disk had been successfully added as a data source in the Autopsy case that the investigator would have created for the CEC case and all of the data, bit and resources were being displayed and filtered into their designated folders and filtered into types based on their characteristics. The investigator should then navigate to the view tab on the left-hand side and expanded it. From here the investigator should navigate to the deleted files as this is likely where the deleted designs would be sent to.

Results/Findings
Once the investigator had reached the deleted files page, they should then begin to look for the missing designs. The missing files could also be found using the keyword search feature as long as someone within the company can supply the name of the desired file and design name. As mentioned before Autopsy would also display the times of each file being created and accessed so the investigator could sort the results based on the most recently modified file as the missing designs would likely be one of the last files to be deleted and probably be accessed more recently than other deleted files. 
Once the deleted designs were found by the investigator within Autopsy and verified, that they were the correct files by examining them. they should then begin to restore them for the company. they should do this by right-clicking on the design files that need to be restored and extracting them to a folder, where they would store all of the relevant designs they restored. Finally, the investigator should return to the company with a USB drive that held the recently extracted and restored designs on them and hand it to Ms Rod whom they should ensure signed the relevant paperwork ensuring that she had received the designs and the job was completed as well as handing them a copy of the forensic invoice and forensic report, both of which can be found in the additional files. 
Conclusion
1. Conclusion on Case
The author feels that although the investigator should be able to find the missing designs by using Autopsy, it was capable of doing much more and was used to a very limited capacity in this case. As mentioned, several times in this report Autopsy is a very powerful and useful tool in forensic investigation and could have done a lot more in this case than simply find deleted designs and export them back to CEC. The author feels that Autopsy would be able to discover much more from this image drive and possibly discover evidence of sabotage. Coupled with CEC including more details surrounding the incident in question such as the date on which Mr Jengelley left the company could have allowed the investigator to utilise other features such as email search to see if he were messaging anyone around the time of his departure.  Autopsy could identify any removable devices that could have been inserted around the same time of the departure as the Designs may have been copied to a USB drive before they were deleted for the computer. 
The time stamps on each file would become more useful because the investigator could roughly estimate if the files were accessed after Mr Jengelley's departure. Information such as Mr Jengelley's user ID could help the investigator determine if the user ID on the deleted designs matches Mr Jengelley's.
General Conclusion 
The author feels that this report showcases the importance of forensic tools, in the first section the author outlines the purpose and features of each tool and in the later sections and his forensic investigation report he outlines how two of the tools he discussed, FTK imager and autopsy, could be used in a real case scenario to help investigators to complete the case. This report and the investigation also discussed how important the process of investigation is and the methodical approach of investigators when they are completing investigations. The process is not as simple as quickly running a tool finding the evidence and shutting the case, they must ensure that everything is done in accordance with stringent rules and procedures to ensure that everything they do has immaculate integrity to ensure the integrity of the evidence gathered and the report’s integrity in all court proceedings and anything else required of them. 
The author feels that this report has shown him the level of practice and experience that is required to be successful in computer forensics, in both the understanding of the process that must be followed from the initial investigation to the actual investigation and finally in the reporting aspect of the role. The investigator must be so well versed in the job and subject that they can explain every step, process, tool, and reason in such basic terms that can be easily understood by everyone. They must always ensure that everything is prepared and precisely completed every single time without mistake or missing a step as it could be catastrophic to the case. 
Appendix I
More Forensic Tools.
1. EnCase
1. Overview of EnCase.
EnCase is a widely used forensic tool that provides a variety of features that can be used to investigate a range of operating systems and file systems and can even support investigating mobile operating systems [10]. Thus, making it a robust tool in the IT industry, that can helps forensic investigators and other professionals in several ways to conduct their investigation including keyword search and disk imaging [10]. Furthermore, EnCase is designed to be used by those responsible for the collection of data and evidence at the scene of the crime, forensics analysts and examiners, and examiners who develop and use EnScript code to complete repetitive and or complex tasks [11]. 
Features of EnCase.
Features and tools included in EnCase that can be used to aid investigators in their investigations include:
· As previously mentioned, EnCase runes on multiple systems allowing for it to be used to investigate, analyse, and examine evidence on Windows, OS  X (MAC/ Apple), Linux and more [11]. Making it a robust and multi-use tool instead of having a separate tool that can only support one system. 
· EnCase allows its users to directly send evidence files to legal representatives and or law enforcement agencies [11]. This would be useful to ensure transparency in the investigation while also limiting the chance of that evidence being altered on the root as it is directly sent to them.
· EnCase includes a review option that allows for people who may not be part of the gathering of the evidence such as legal representatives to review the evidence easily [11]. This is a useful feature as it saves the investigation teams time by them not having to stand over the other person and also allows the other person to review at their own pace. 
· EnCase has a useful reporting option to allow the user to prepare a report easily and quickly [11]. The report can be done using customizable templates to ensure efficient management of reporting and workflows in the investigation [10].
· EnCase can create exact copies of original data that when hashed return the same value [11]. This important tool to have as it helps to ensure the integrity of the evidence in a court case.
· EnCase is useful when trying to manage a large amount of evidence as well as finding and viewing all related files even unallocated space, file slack and deleted files [11]. This tool is needed to help ensure that most if not all relevant data are found to help ensure that the investigating team can provide all relevant evidence to help ensure that the court comes to the right outcome.
· EnCase will help find information that may not appear to the human eye such as deleted files, hidden files and files that may be cloaked [11]. This is a useful tool to have because although there are criminals out there that will leave incriminating evidence lying around on the desktop there will also be criminals that will at least try to cover their tracks and this tool will aid in uncovering their tracks.
· Finally, EnCase uses specialised software that can acquire data in a forensically sound manner that has an exceptional record in courts around the globe [11]. This is vital as the evidence collect and the reports are written can be used and held up in court otherwise it is useless and a waste of time investigating the case.
WindowsSCOPE
1. Overview of WindowsSCOPE
“WindowsSCOPE is an incident response tool which enables memory forensics for Windows computers” [12]. The application provides many useful memory and analysis forensics features to its users [13]. It does this by reverse engineering raw memory dumps to analyse the internal parts of the Windows OS and all the application that runs on the system [14]. WindowsSCOPE can be used to analyse virtual memory management, x86 management, Windows kernel, applications, and device drivers [14]. WindowsSCOPE can take and create repositories of virtual and physical memory snapshots, as well as providing detailed OS information and details from a memory snapshot [13]. WindowsSCOPE also has an integrated data memory search tools that enable the automatic extraction of evidence and information from a device [14]. The information that it can extracts includes the web address, usernames, passwords, phone numbers and other details [14]. In addition to this WindowsSCOPE gives its users the ability to review running process and driver information such as network sockets, registry codes, open files as well as the strings, symbols, and raw code from the modules of each process [13]. This code can then be disassembled and then these disassembled instructions can then be displayed in flow diagrams to aid in the analysis of the evidence gathered as well as the objects of each of the snapshots [13]. 





Features of WindowsSCOPE.
· Data Search: this helps investigators uncover the devices recent activity and history such as phone numbers, URLs, email address [14]. It also aids investigators in finding hidden objects that have been stored in living memory such as encryption keys, passwords and more [14].
· Disassembled View
· This allows for the complete view of all of the instructions such as hex-encodings, opcodes, and operands  [14]. These Highlighted which instructions were in the physical memory at the time of the capture [14]. 
· This ability also helps investigators to find physical mapping and memory features easily and quickly by using the table entries on the lookup page [14]. 
· This program can also visualise program activity and behaviour in good time by using one of the graph views [14].
· Snapshot Repository
· Every snapshot taken and captured by the investigator is saved into the repository so that it can be used for future reference [14]. A good feature in helping the investigators to find any relevant evidence easily and quickly as they know exactly where to find the said screenshot.
· The investigators also can compare snapshots' structures within the repository [14].





· Structured Map
· This feature allows for easy and fast access to all structures captured within the memory snapshots such as drivers, modules processes and others [14].
· Quicky navigation between disassembled view to raw code and vice versa [14].
· It allows the investigators to see a summary of the activity on the evidence system such as registry keys, open files, and network sockets [14].

· Graph View
· This feature allows the user to locate procedures by either selecting them from a binary graph or address using a sorted list [14]. These graphs allow for easy interactive navigation as well [14].
· The ability to view and compare graphs, procedures, and evidence [14].

· Compare view.
· This feature allows the investigation team to view detailed comparisons of the results indicating any similarities in the results as well as highlighting anything that does match or what could be of interest to the investigators [14].
A comparison of the five tools can be found in appendix two.




































Appendix II
Forensic Tools Table.
	Name:
	FTK
	FTK Imager
	Autopsy
	Encase Tools
	WindowsSCOPE

	Parent Company:
	Accessdata [3].
	Accessdata [5].
	Basis Technology [8].
	Open Text [15]
	BlueRISC Inc [16]

	Operating system (Runs on):
	Windows  [4].
	Windows [6].
	Windows  [9].
Linux  [9].
	Windows  [11].
	Windows [12].

	Open source/ commercial?
	No.
	No.
	Open Source  [7].
	No.
	No.

	Purpose:
	Help IT professionals access and evaluate evidence [2]. 
	Creating forensic images and a data previewing tool [6].
	Diagnosing events/evidence using digital forensics [7].
	Built for digital forensic investigation, reporting,  processing and investigation workflows [15].
	Reverse engineering devices and memory forensics [10].

	Features:
	· Volume Shadow Copy [4].
· Simplified GUI Interface [4].
· Keyword Search [4].
· Hex Viewer [4].
· Email threading [4].
· Find deleted evidence [4].
· Analysing Dropbox files [4].
· Optical Character Recognition [4].
· Cross-reference email and phone numbers [4].
· Filter the evidence [4].
· One-click command features make processing quicker and easier [4].
	· Create forensic images [6].
· Preview the files and folders [6].
· Preview forensic images stored on a network drive [6].
· Export folders and files [6].
· Load an image for read-only view [6].
· Create hashes of files [6].
· Discover, see, and recover files and folders [6].
	· Simplified GUI Interface [9].
· Keyword Search [9].
· Hex Viewer [9].
· Extract web activity [9].
· LNK File Analysis [9].
· Sort and group files together [9].
· Display a thumbnail of images [9].
· RegRipper to identify any recently used resources [9].
· Create tags to identify resources [9].
· Extract evidence from android devices [9].
· View media without separate application [9].
· Extract information from JPEGs [9].
· Scan MBOX emails [9].
· Robust file system analyser [9].
· extract strings [9].
· Flag files and folders based on name or path [9].
· File Type Detection [9].
	· Simplified GUI Interface [11].
· Keyword Search [11].
· Hex Viewer [11].
· Directly send evidence to law enforcement or legal teams [11].
· Simplified review of evidence option [11].
· Reporting options.
· Create exact copies of original data [11].
· Good at managing large volumes of evidence [11].
· Find hidden files, files that may be cloaked and deleted files [11].
· Evidence acquires in a forensically sound manner [11].
	
· Data search to help uncover recent activity [14].
· Disassembled View [14].
· Hex Coding [14].
· GUI interface [14]. 
· Snapshot Repository [14].
· Structured Map [14].
· Comparisons and summary of evidence [14].
· Graph View [14].
· Compare View [14].
· Automatically hight anything that could be of interest to the investigator [14].
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]You have done excellent research on the tools with critical analysis.  Appropriate referencing used. (Grade mark: 97.50%)
	[bookmark: totalRIL]20
	[bookmark: markRIL]19.5

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have discussed the tools using related works from peer reviewed articles to critically analyse them. Excellent job. (Grade mark: 96.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]14.5

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]See report for comments on what need to be improved. Tools discussed were categorised in an appropriate manner using table. You have done an excellent work in documenting and discussing the case study forensics methodology.    Additional files uploaded with a professional forensics report and invoice. (Grade mark: 96.67%)
	[bookmark: totalANA]60
	[bookmark: markANA]58

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]
	[bookmark: totalPAD]
	[bookmark: markPAD]

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP][bookmark: _GoBack]Your work was professionally done; written and flow excellently. Few minor errors. Be consistent with your format alignment (justify) (Grade mark: 90.00%)
	[bookmark: totalSPP]5
	[bookmark: markSPP]4.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]97%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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Feature FIK Autopsy EnCase Tools
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Identification
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MAC O (Runs On) No No Yes [11
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