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Abstract- A virtualized data center is a simple software abstraction that provides varied cloud infrastructure components like servers, storage area network services (SAN), and other networking components. These centers have proved effective and helpful as they can customize to include cloud computing capabilities like processing memory, storage, power, and bandwidth that tailor such specific requirements. The report will assess whether it is considerable for the UWTSD to consider building their virtualization data center or using AWS after considering various aspects of virtualization because the UWTSD looks forward to centralizing the servers and services. 
Also, the paper will provide a detailed and systematic review of the information security policies’ compliance (ISPC) field based on virtualization technology and data center infrastructure management at ABC Data Ltd. Through a detailed analytical process, the article also provides its influences on the organizational design of the organization. SAN (Storage Area Network) is also a crucial component and contains both the hardware and software that interconnect the company’s storage devices and servers and are essential in protecting the ABC Ltd data from corruption. After assessing how the company can be protected from data faults/fraud, the report will determine the disaster recovery systems necessary to enhance the ABC Ltd for the virtualized data centers.
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[bookmark: _Toc92898641][bookmark: _Toc93008514]Introduction:
	Data centre virtualization is the transformation of physical processes and functions into virtualized data. Cloud computing is used to achieve visualization of data [1]. The data is stored shared and managed with implementation of centralization of necessary IT operations. This paper briefly defines the importance of data centre visualization in achievement of organizational objectives.  AWS (Amazon Web Services) are offering eminent infrastructure for visualization of data centers. Data centre visualization is important for an organization as it provides planning and appropriate infrastructure for various IT services. Cloud computing builds a base for the AWS to be implemented for data virtualization. UWTSD has thought about implementing AWS in processes like database management, storing inventory and power management to virtualized physical data. Discussions are made to illustrate the design and infrastructure of network topologies with the strengths and weakness of implementation of AWS in the firm. Network services are widely spread among storage systems which can be accessed by multiple users at a single time known as Storage area network (SAN). The organization takes care of the security of the data centre preparing vital security measures for the databases mitigating security breaches, data theft and unauthorized accessing. The organization provides storage space of data for the customers requiring service paying a reasonable price. The security policy inside an organization helps in building a document that provides clear guidelines for reduction of threats and protection from malicious attacks. The paper briefly describes data security and types of Disaster Recovery systems. Data virtualization helps in achieving sustainable development and innovate new services and facilities for customer satisfaction.
[bookmark: _Toc93008515]Research Methodology:
	The data and information on data centre virtualization structure and impact of data centre virtualization will be collected by following different journals. The information about AWS will be gathered by reviewing different journals on the implementation of AWS system in an organization. Different statistical information on the different topology and the use of the different topology in different organization will be presented by taking the secondary research methods. The different industrial reviews will be used in this paper on the use of topology in the organization. The e-books will be used for gathering information about the usage and impact of SAN and its processes. The data and information about security networks and SAN will be gathered by the by following the different reports from the users off the AWS. The reason for selecting secondary research methodology is it is more effective and faster. The gathered data are reliable as it was already accessed and preceded by the other authors. The secondary research helps one to gather the already accessed information. It enhances the efficiency as it was already assigned by the other users or researchers. 
[bookmark: _Toc93008516]Data Centre Technologies Virtualization: 
Data centre is the combination of both physical and virtualized resources. The hardware parts and operating systems are referred as the physical components stated by [2]. The virtualization layer and resource abstraction are based on the operational virtualization tools. [3] Added that Modularity and standardization are the key components of data centers as the data centers are built modularly architecture with the strandardized hardware. Standardization and modularity parts analyses the economical part of data centers which includes procurement, maintenance, deployment. This helps and organization in cost reduction and more investments. The automation is the task of performing the task automatically like provisioning, monitoring, patching without any external support stated by [4]. But [5] added that another major components of data centre technologies are hardware storage, high availability, remote operations and network components.
[bookmark: _Toc93008517]Virtualization process: 
	According to [2] virtualization is the process of running the virtualized instances on the actual hardware system but [7] said the virtualization is the process of running multiple operation system on a single system. The hypervisors are the main software which makes the virtualization possible. This replicates the resources for the guess machines for the usage. The type 1 hypervisors are referred as the bare metal hypervisors which a software layer installed on the top of the servers. The hypervisor also assist in running the virtualized machines. The command prompt screen is displayed once the machine is booted up after the installation of the type 1 hypervisors. Once the monitor is connected it displays the hardware and network details which details about the CPU type and IP addresses. [8] Added XEN is referred as the type 1 hypervisors of AWS. It inspects ad protects the hardware and the system codes including the virtualization of storage. XEN is assigned to access the multiple operating systems in a single operating system. The guest applications and Oss are run in each virtual machine while sharing the physical resources. It is also known as one of the most safest hypervisors which furnishes the proper security with advanced industrial processes, architecture and updated security features for the organizations. 
[bookmark: _Toc93008518]Benefits of Virtualization: 
	According to [2] the key benefits of virtualization are assists in increasing scalability, reducing cost and expenses. But [8] stated that the major benefits of virtualization are that it gives more flexibility by the transformation of different types of virtual machines comparing to the non virtualized environment. By reducing the downtime it enhances the flexibility and enhances the work process of disaster recovery systems. It is easier for any organization to recover the virtualized when comes to disaster recovery than recovering the actual physical data. With virtualization the replication of the environment becomes easy and easy to recover sated by [9] and said the virtualization also increases the efficiency and productivity of the organization as in virtualized data the organization uses less physical energy and consumes less time. These factors help the organization in reducing the cost and carbon footprint. 
[bookmark: _Toc93008519]Implementation of Cloud computing in organization:  
	In the growing generation of technologies the cloud computing is adapted by many organization as it assist the organization in many ways. According to [10] it assists the organization in accessing the services even in the remote areas. Cloud computing implementation can be difficult for the organization sometimes as it comes with the advantages and disadvantages differently. [11] added that there are several steps which can be followed by the organization to get the full benefits if the cloud computing which includes- the proper project definition or planning, the selection of an actual platform where it needs to e implemented, Creating the service level agreements and the migration of all the processes. But according to [12] the first step towards the cloud computing implementation should be analyzing the business and expense on the cloud computing. As it is necessary to inspect ad calculate how much the organization will need during the migration process. By creating an IT roadmap the implementation can be more accurate. The roadmap may include Enterprise roadmap; IT architecture roadmap, engineering roadmap and IT project roadmap. [13] Added that creating and implementing a proper strategy for the cloud services are also required. Defining the pointer on how the cloud services will be implemented should is another step the organizations should follow. To keep the workflow of the cloud computing uninterrupted the pointer are needed which will inspect the transformation process, technologies and the capabilities of the system.  
[bookmark: _Toc93008520]Scenario 1: 
[bookmark: _Toc93008521]UWTSD Scenario Analysis: 
	The data security is important as a large part of data is handled in the data center virtualization. UWTSD can reduce the cost on the license, different power support and hardware by implementing the AWS cloud services. The services also allow the students and staffs of the university to access the information and data faster and easily. Being one of the most comprehensive cloud service platforms, it provides the organization different services like remote computing, storage facilities, servers with development of applications. The AWS services provide different activities for the organization like infrastructure technologies and computation. The proper network topology is required o implement the different types of AWS cloud services which includes the Platform as service(PaaS), Software as service (SaaS) and Infrastructure as service( IaaS). To keep the IT system updated the organization must implement the AWS services. The services will be able to provide the online education for the students of UWTSD. This will not only save the time of the organization but will also help the students to access the data at any time and the study will not be hampered.  
[bookmark: _Toc93008522]Migration to Virtualized Data Centre Analysis:
	The data centre migration helps the organization to move the data from one place o another which is also known as the data center relocation. The data center migration works in the three major steps which are referred as the data centre migration, data migration and application migration. There are some key areas which the organization needs to follow to process the migration which includes Contractual obligations, Hardware inventory, Application inventory and Inventory Communication. In the contractual obligations the individuals are required to review the terms and conditions of the virtualization. The hardware inventory is the panning of the hardware which needs to be replaced or observed and in the application inventory process the individual needs to analyze the application and hardware on which the applications are processed. In this Inventory communication step the analysis of the non tangible networks, configurations and processes which need to be replaced or move to a different location. Coming to the migration processes there are different types of solution based on the requirements. For instance to enhance and simplify the IT performances multiple cloud portfolio can be done. The HCI (Hyper Converged Infrastructure) assists the organization to enhance the scalability and efficiency.  This also allows the integration of multiple components at the same time to produce the real time data and results including the control over the data by involving the third party. 
[bookmark: _Toc93008523]Different challenges and approaches: 
	There are few considerations which the organization should keep in mind before implementing the services like the virtualization can cause the security issues sometimes [2]. Data security should be the top priority while implementing the data centre virtualized services. The data get targeted easily being as it is the most part of an organization.  The work process of handling different links and multiple tasks becomes hard to handle in a single platform and task. The Virtualization process is fast but sometimes the inspection of individual task causes the delay of the individual processes. The Virtualization uses the updated technologies, software and hardware which are why the cost of the implementation process can be high sometimes for the organization. The organization has to handle the cost of manufacturing and developing the applications which are required for the implantation. The planning and process of data centre virtualization can be beneficial for the organization. Virtualization is cheaper comparing to the other services and processes and the service costs are mostly predictable which can help the organization to plan the budget beforehand. The workload on the IT staffs will be reduced by the implementation of the service as the staffs will not be required to work individually on the specific subjects and it updates and installations. The most popular approaches of virtualization which can be considered by the organization are Virtual Machine models, Operating system layer virtualization and Para virtual machine model [14]. The virtual machine models are dependent on the host guest paradigm where the individual guests are required to run the different hardware layers. This requires real resources for computing by the host. This is done by the hypervisors coordinated instructions to CPU. The Para Virtual Machine model is also created based on the host guest platform and it also uses the virtual machine monitor. In this model the guest operating system code is modified by VMM and its known as porting. This model is used by UML and XEN. The Operating system layer virtualization provides the OS level function which is not based on the host guest platform. The host is required to work on the single operating system which is known as kernel and the guest is also required to use the same operating system like the host. Among the three approaches this model helps in reducing the CPU storage by the distributed nature of architecture. As it works being isolated so if one part gets failure the rest of the process or system will not be affected by that. 
[bookmark: _Toc93008524]Recommendations: 
	Cloud computing has become one of the most adapted technologies by the organizations. It provides the major services which are required by most of the organizations like computation, automation, database management, security of data. The AWS allows the organizations to access these services without monitoring the resources directly. The organization gets the latest and updated technologies and services for the data centre by choosing the AWS services. AWS provides more flexibility and power than any other services it also provides better security and better features which make the AWS more reliable than any others services. To implement a new cloud service like AWS the UWTSD is required to make a change management plan for the change and to make the plan successful which will also provide the assurance of the services. The change management plan will make the plan easy to proceed and will mitigate the possible risk of the plan. The pan includes the different development of capabilities of layers. AMI (Amazon Machine Images) will be implemented in each layer. The change management plan of UWTSD for the implementation of AWS will reduce the risk of the plan and will add the balance the cost of tee implementations for the organization [15]. The change management plan for the implementation of AWS will include the following steps- integration, automation, risk analysis, scope determination, inspection of the process review and the pretesting and validation of the processes. The network topology changes should also be added in the change management plan of UWTSD [16]. The safest topology which the organization can choose is the star topology. This topology allows the networks the individuality which means no network will stop working if one fails.  If one of the cables and process fails the remaining processes will work normally as it is based on the centralized networks. These factors make the star topology efficient and safe for the organization to implement the data centre virtualization plan.
[image: ]
Network Topology Diagram for UWTSD
The systematic ways by which the links and nodes of networks arranged or connected are known as the network topology [17]. There are different types of network topology which includes Mesh, Star, Hybrid, Bus and Ring topology. The recommended network topology for the UWTSD is the star topology. The physical components are connected to the centralized hub or centre in the star topology. UWTSD should be implied with the star topology not only because is easy to set up but also it is more reliable. Implantation of star topology is also less expensive than the other topologies. As all nodes are connected to the central hub so failure of one node will not harm the other nodes and its activity. After getting permission from the administrators the action is taken by the central hub to transfer tee messages. Only the central hub needs to be updated to add any new node or site [18].
[bookmark: _Toc93008525][bookmark: _Toc92898642]Scenario 2: 
[bookmark: _Toc92898643][bookmark: _Toc93008526]ABC Ltd. Scenario Analysis:
The written documents of functions and procedures that help in providing protection to the organization from external and internal threats and possibilities of attacks are known as the security policy [19]. Security policy aims to mitigate the risks of organization to achieve their organizational objectives providing beneficial reports. Security policies are made to outline the main areas of the organization requiring security and protection from threats [20]. The security policy creates protocols for the employees to adhere on emergence of immediate threats. The main principal by which the security policy is integrated is the Confidentiality, Integrity and Availability of data. Confidentiality means the technique to protect data by providing safety from unauthorized access and viewing of data. Integrity of data focuses on the accuracy and authenticity of the information and provides protection from unauthorized modifications. Availability of data ensures that authorized users can access the data at any given time providing reliability. According to [21], Security policy of an information system refers to collection of statements that helps the employee understand the current position of the company’s security. The security policy allows only authorized personals to access the system under supervision of the administration. The limitations of authorized access of data are limited and depend on the sensitivity of the information and the importance of the users [22].As per [23], security policies provide the organization with the requirement of security by the employees. The policies are the reflection of the directions for creating and controlling the framework of security of the firm. Policies are key to the organization to understand the various risk and threat and provide a structured guideline of ways to remove them if encountered, leading to a sustainable environment with minimal threats. Organization takes help from policies like Disaster recovery plan, Acceptable use policy, sustainability plan of business, acceptable use policies, remote access and access control policies to achieve security and safety for threats [24]. 
[bookmark: _Toc92898644][bookmark: _Toc93008527]Security Policy:
Security policy of an organization can be defined as the set of reliable, comprehensive and well-structured rules which help in management of the system and protection of data and information describing guidelines [8]. The main purpose behind the creation of security policy is to protect the staff and the data from unauthorized access limiting risks. ABC Data Ltd aims to avoid several penalties by adopting new security policy. The organizational policies are leading reasons for brand recognition in the business and creation of shared value. The employees are given strict guidelines to follow. It makes sure the access is only done by the organizational level with proper documentation of access so that data can be tracked by the administration.  The various organizational policies used like Acceptable use policy (AUP) which is used for restricting the use of website, resources or system according to the guidelines set describing the way of proper use, Business sustainability plan takes care of the social, economic and environmental effects on sustainability of the system creating measures for constant sustainable development. Disaster recovery plan helps the organization to form a documentation that provides ways of recovering data after occurrence of an unplanned threat, access control policy that helps in regulating the access of employees to the system and allow only authenticated users to use the system and remote access policy. The employees need to get familiar with the policies to improve operational performance [25]. 
[bookmark: _Toc92898645]

[bookmark: _Toc93008528]Benefits of SAN:
	Storage area network (SAN) is referred as the high speed network for the free access to the storage. It is a combination network of technologies, hosts, protocols and different sites [12]. It protects the storage and allows an organization to use the storage as the collective resources. SAN switches are attached with the storage arrays and servers. SAN provides the secure gateways and protection of the data from the external threats which makes SAN one of the topmost priorities if the data centre virtualization [11]. 
[image: ]
 Storage area networks are networks facilitating high speed networking connecting multiple storage devices with various servers and allowing interoperability. A block-level access to network is provided by SAN [26]. The SAN is termed as the combination of various storage hosts and elements to form a network, these storage elements are connected among each other by various technologies and system protocols. SAN facilitates visible advantage in enhancement of the functionality of the networks to improve the availability of data and effectiveness of storage of information and proper utilization of resources [26]. The infrastructure of network formulates efficient techniques to encrypt confidential data, categorize user authentication provide interface security by removal of single failure points and reducing the threat of risks towards the system. According to [27], there are two ways SAN can operate in a system either by communicating on Fiber channel technologies or in small internet computing interface. All servers are connected via switches, making SAN a single place to find everything. 
[bookmark: _Toc92898646][bookmark: _Toc93008529]Importance of SAN in data protection:
Data protection is a leading domain of care for SAN and it helps in replication of user data thus, all data in the central repository are backed up, ready for future use during sudden disaster. SAN will be used by ABC Data ltd to connect various servers, databases, hosts and users for inspection of storage of data and access with proper authorization. SAN is set to operate on 3 layers to offer data protection to the firm. The first layer is called the host layer and it comprises of the servers being attached directly to the network. The next layer is the fabric layer that is made of the modes of connections or the cables and nodes attached to the networks. The final layer is the storage layer which comprises of the variety types of collection of storage devices present [30]. SAN has shown great importance by the reduction of bottlenecks by improving network bandwidth. SAN allows increasing the efficiency of performance and shows no trouble in handling high bandwidth data transmission [29]. SAN helps the organization with smooth access to data anytime anywhere, storing and replicating for future purposes, allowing consistent data protection and security.  
[bookmark: _Toc92898647][bookmark: _Toc93008530]Disaster recovery:
Disaster recovery is a technique that helps the ABC Data Ltd to restore the functionality and accessibility of the organization after the sudden disaster event or breach take place [30]. ABC Data Ltd focuses on the replication of necessary data in the central repository to store important confidential information that are required for future use. According to [31], the organizations require disaster recovery to go back their primary state after proper backup. There should be creation of a disaster recovery teams with eligible specialists of recovery. The members of the team will provide in making the disaster recovery plan. The analysis will create standards for ABC Data Ltd with necessary strategies. [32] Stated for testing and optimization of data where teams will be focused on constantly upgrading the plan according to the requirements. Different types of recoveries are- back up, hot site, cold sire, DRaaS, Data Centre disaster recovery, instant recovery and virtualization [33]. According to [34] disaster recovery reduces liability cost and recovery cost. Thus, ABC Data Ltd. Opted for disaster recovery to maintain fast paced responses for disaster.
[bookmark: _Toc92898648][bookmark: _Toc93008531]Conclusion:
Data centre virtualization is used in UWTSD to transform the physical procedures and services into virtualized data. The paper briefly discusses about the need for implementation of a data centre virtualization plan. Proper virtualization comes from arranging the various nodes and links of the networks in a systematic manner. The network topologies are described and star topology are selected for the benefit of UWTSD. Conclusions are provided on the XEN server, the type 1 hypervisor in AWS helping in virtualization of storage protecting hardware and codes. Real time data are collected from the physical assets. AWS helps UWTSD in including the latest measures of designing and security. The paper further discusses the importance of security policies in ABC Data Ltd and how it helps in building the infrastructure of the firm. The policies of the organization help in improving security and provide data protection to its audience. The security policy will help the firm to be rigid during attacks from internal or external threats and prepare for recovery from sudden mishaps. The importance of SAN is described with its organizational impacts on connection and security. The paper discusses about the need of a disaster recovery system in the firm to mitigate the sudden risk of organization breakdown from threats. The system helps in keeping the company where it was even after the attacks. The paper briefly concludes how the firm can use SAN and Disaster recovery system to achieve their organizational goals and offer protection of data. 
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