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ANSWER THREE QUESTIONS

Q1. 

a. With reference to scanning networks:
[bookmark: _GoBack]
i. Outline the stages of a virus life.
(6 marks)

ii. What are some of the characteristics that would prompt an administrator that a virus has affected a computer system?
(6 marks)
 
iii. Explain some countermeasures that can be taken to avoid viruses to infect a computer system.
(13 marks




Q2. 

a. The University of Wales Trinity Saint David (UWTSD), Mount Pleasant Campus, will be relocating to a newly build “Smart Campus” at the Waterfront Innovation Quarter in SA1, the heart of the city. The Internet of Things (IoT) will play a vital role on this campus where resources and services will be using the Internet to communicate. The use of digital and information & communication technologies to enhance quality and performance of the university services and resources will include class room management, car parks, lightening, outdoor facilities which include a ‘smart garden’ etc. to engage more effectively and actively with students, staffs and collaborative partners. Also, all relevant resources to student, staff and collaborative partner will be accessed over the Internet anywhere, anytime. Access will be given to staff and collaborative partners to work from home or remotely. Bring your own Devices/Technologies is supported on the campus network. These will pose several security challenges to the University network, especially the security risk of devices and services. One of the main problems for this project is the potential security risk of devices and services on the network.
i. You are required to write a report discussing the security impact any of the following areas will have on the campus network:
· Future trends in Internet Security
· Cloud-based Services security issues
· Internet of Things and Smart City Security issues
· Web Mark-up language (HTML5 vulnerabilities) and databases application systems security issues 
(25 Marks)






Q3.


a. Describe symmetric and Asymmetric encryption algorithms and give examples.
(10 marks)

b. List and explain some cryptography attacks and code breaking methodologies that can be used to compromise a computer system.
(15 marks)


Q4.

a. A company is buying android devices for the workers and ask your expertise knowledge about android devices and security issues relating to them.  Provide the company with relevant information about android devices.
(12 marks)
b. Demonstrate a Pen-test procedure for an android phone.
(13 marks)
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