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Research Background
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Simplified cloud-connected UAV data flow assumed in the dissertation (Fig. 1.1)

Why cloud security matters for UAVs

• UAVs are used surveillance, inspection, agriculture, emergency 
response and logistics [1]

• Cloud provides storage, analytics, identity, logging and fleet 
management

• Therefore, cloud security is important for UAV operations.

Security challenges

• UAV threats: communication interception, GNSS spoofing, 
jamming, denial of service [2]

• Cloud risks: weak IAM, insecure storage, excessive permissions, 
poor logging, weak device identity

• AWS and Azure differ in services and controls, so joint 
assessment is harder

Research problem: UAV security and cloud security are usually assessed separately. My research aims to 
combine them into one framework to identify and assess security risks.



Research Aim, Objectives and Question
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Aim

To design, develop and evaluate a defensive 
security posture assessment framework for 
UAV operations that depend on cloud 
infrastructure across multiple cloud 
environments.

Research question

How can a single framework assess security 
risks in cloud-connected UAV operations using 
AWS and Azure?

Objectives

1
Identify security weaknesses in cloud-supported UAV architectures: IAM, 
storage, logging, device identity, network exposure and telemetry

2 Design the CD-SPAF framework using NIST CSF 2.0 and Zero Trust principles

3
Develop a python prototype that applies predefined security rules to 
selected cloud information and controlled UAV telemetry

4
Implement a risk assessment mechanism that categorises findings by 
severity

5
Evaluate the prototype in controlled scenarios, including the usefulness of its 
recommendations



Literature Review and Research Gap
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Key findings from the review

UAV security research
Focuses on the aircraft, communications and navigation, such as 
GNSS spoofing [1], [2]

AWS and Azure guidance
Strong identity, detection and data-protection controls, but provider-
specific [5], [6]

Cloud security posture management
Finds cloud configuration weaknesses, but has no UAV context [7]

NIST CSF 2.0 and Zero Trust
Give principles and structure, not a combined UAV-cloud workflow 
[3], [4]

Approaches compared (dissertation Table 2.2)

Approach
UAV 

awareness
Cloud 

posture
Unified risk view

UAV communication research High Low Low

GNSS spoofing research High Low Low

AWS security guidance Low High Provider-specific

Azure / MCSB guidance Low High Provider-oriented

CSPM approaches Low High Moderate

Zero Trust Architecture Medium High Low

CD-SPAF (proposed) High High Yes

Ratings as reported in the dissertation's literature comparison, not experimental results.

Research gap: Previous research mainly focused on drone security and cloud security separately. My research aims to combine 
both in one framework to identify and assess security risks.



Proposed Framework: CD-SPAF
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Operational UAV-cloud environment (simulated telemetry and predefined conditions in the prototype)

UAV / simulated telemetry Ground / edge system Cloud services (AWS · Azure)

security information

CD-SPAF assessment layer

Cloud Security Scanner

UAV Telemetry Analyzer

Security Policy 
Engine

Risk Assessment 
Engine

Security 
Recommendation 

Engine

Dashboard / 
Reporting Layer

findings

Implemented in prototype Simulated input: predefined posture conditions, no live AWS / Azure API

Every finding shares one structure: finding · category · evidence · severity · risk score · recommendation



Research Methodology
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1

Literature and 
standards analysis

reviewed previous 
research and security 
standards for UAVs, cloud, 
IoT and identity.

2

Framework design

designed the CD-SPAF 
framework to collect data, 
check security policies and 
assess risks.

3

Prototype 
development

developed a Python 
prototype to analyse 
telemetry and generate 
security findings.

4

Controlled assessment

tested the prototype using 
simulated telemetry and 
predefined cloud security 
conditions.

5

Evaluation and 
analysis

evaluated the findings, severity 
levels, risk scores and security 
recommendation

Controlled data and boundary

• used simulated UAV telemetry data, 
including timestamp, position, speed 
and battery.

• used four predefined cloud and 
device security conditions in a YAML 
file.

• did not use live AWS or Azure 
accounts or a physical drone.

Risk scoring model [8]

Risk Score = Asset Criticality × Exposure 
× Control Failure × Mission Impact

• Severity: classified the findings as 
Low, Medium, High or Critical.

• A research-specific model, not an 
industry standard

Evaluation criteria

• checked the security findings and 
their severity levels. 

• evaluated the risk scores and 
usefulness of recommendations. 

• No precision or recall: checked 
whether the framework provides a 
unified UAV-cloud security view.



Implementation

CD-SPAF  |  Shahriar Badhan  |  MSc Cyber Security and Digital Forensics, UWTSD 7

Component Technology used

Main application Python

Telemetry processing Pandas, NumPy

Anomaly detection scikit-learn: Isolation Forest, DBSCAN

Policy evaluation Python with YAML rules

Risk and recommendations Python (category mapping table)

Reporting JSON report

Dashboard Streamlit, Plotly Express

Implemented

• implemented telemetry anomaly 
detection using Python. 

• developed a YAML-based 
security policy engine in demo 
mode. 

• developed a Streamlit
dashboard and performed unit 
testing

Not implemented

• Live AWS / Azure collectors

• Live or real-time UAV telemetry

• Physical drone testing

• Detection accuracy metrics

telemetry/detector.py policy/engine.py

risk/recommendations.py dashboard/app.py

python main.py

--demo

outputs/

report.json

streamlit

dashboard

Execution and presentation are separate: one report can be re-examined without re-
running the analysis.



Experimental Results
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36
findings in the 

demonstrated run

34
High severity (94.4%)

2
Medium severity 

(5.56%)

32

1

1

1

1
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UAV Telemetry

Cloud Storage

Cloud Identity

IoT Identity

Monitoring

Findings by category (n = 36)

• 32 telemetry findings: 10 Isolation Forest, 20 DBSCAN, 2 threshold; one 
finding each for storage, identity, device identity and monitoring

• All 36 findings received a recommendation; every telemetry finding scored 
64.6

• The telemetry data was deliberately anomaly-heavy, so this is not a real-
world risk rate

Top to bottom: dashboard (Fig. 5.8), findings table, recommendations table



Discussion and Evaluation
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Objectives revisited

1  Identify weaknesses Achieved

2  Design on NIST CSF 2.0 and Zero Trust Achieved at design level

3  Prototype with cloud and telemetry rules Partly: cloud data simulated

4  Risk assessment by severity Demonstrated

5  Evaluate and recommend Demonstrated: all 36 mapped

What the results mean: The results show that UAV and cloud security 
findings can be combined into one structure and prioritised together. 
This demonstrates the technical feasibility of the framework, but it does 
not prove real-world risk reduction.

Strengths

• Project uses a modular Python design, each part 
testable.

• Combines one pipeline for UAV and cloud findings

• provides recommendations based on security 
categories.

Limitations
• project uses an engineered dataset, so the results may not 

represent real-world situations.

• No accuracy metrics were measured, and the risk formula 
was not validated.

• Multi-cloud shown at design level only

Challenges

• project scope had to be limited to fit an MSc project.

• Anomalies were simulated and were not real attacks.

• All telemetry findings received the same risk score of 
64.6.



Conclusion and Future Work
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Contributions and 
achievements

• CD-SPAF is a Python-based security 
assessment framework. 

• It combines UAV telemetry, device 
identity and cloud security checks. 

• The prototype identified 36 findings 
in five categories. 

• The project demonstrated the 
feasibility of the framework.

Current limitations

• The project used simulated UAV 
telemetry. 

• Cloud data was predefined; no live 
AWS or Azure connection was used. 

• Multi-cloud integration was 
demonstrated at the design level. 

• The risk model has not been 
validated with real-world data.

Realistic future work

• Integrate live AWS and Azure 
services. 

• Test the framework with real-time 
UAV telemetry. 

• Use a labelled dataset to measure 
detection accuracy. 

• Validate the risk model using expert 
feedback or incident data. 

• Expand the security policies and add 
continuous monitoring.

Key message: In conclusion, my project demonstrates that UAV and cloud security findings can be assessed in one framework. 
The prototype works with simulated data, but further testing is needed for real-world use.
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