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[bookmark: _Toc235437566]Introduction
Welcome to my ACCA4025 e-portfolio. This portfolio presents my development of academic, digital, teamwork and virtual collaboration skills in preparation for a future career as a cybersecurity analyst. It contains four assessment tasks supported by research, practical evidence and reflection.

[bookmark: _Toc235437567]Task 1 – IEEE Referencing and Essential Academic and Employment Skills
[bookmark: _Toc235437568]1a. Essential Skills for a Cybersecurity Career
Cybersecurity analysts defend the information, systems and users but technical knowledge alone is insufficient. According to World Economic Forum, networks and cybersecurity are the top three fastest-growing skill sets alongside analytical thinking, resilience and collaboration [1]. It matters because analysts analyse evidence that is partial in nature with limited time due to pressure to communicate risk to those without the relevant background while coordinating a response.
The case for lifelong learning, as presented by UK labour-market evidence. Other results: about half of UK businesses identified basic technical cyber-skills gaps, and employers predicted increased demand for artificial-intelligence skills [2]. An individual needs a well behaved and consistent learning routine as compared to only over the current software knowledge. This maps to specific professional roles: The NICE Framework supports this with descriptions of cybersecurity work in terms of task, knowledge and skills [3].
The academic rigour of proper IEEE referencing and source evaluation reinforces the accuracy expected in our cyber work. They prepare students to separate evidence from assertion, document the provenance of information, and report findings plainly. It has also been emphasised in Career guidance that entering a cybersecurity career revolves around adapting both technical and non-technical skills further to employer needs [4]. More specifically, communication and collaborative skills provided in digital content production and safety are found to produce better employability results [5].
This is why I focus on five interrelated capabilities: analytical problem-solving, digital capability including personal security in the pattern of use of digital tools, professional communication, including the concise presentation of ideas, responsible collaborative learning, and lifelong self-directed learning. Combined, these will enable me to go from completing university assignments against defined criteria, to making defensible decisions as a cybersecurity analyst.


Figure 1. Five Connected Academic and Employment Skills for a Cybersecurity Analyst. Source: Author-created SmartArt based on [2]

AI use acknowledgement for Task 1. ChatGPT was used to identify research keywords and provide proofreading suggestions [6]. The resulting ideas were checked against the World Economic Forum report [1], and no AI output should be submitted verbatim.
[bookmark: _Toc235437569]1b. Turnitin Similarity and Self-Assessment Reflection
My similarity index with Turnitin was 26%. The matched areas were central bibliography, reference entries, publication titles, authors, common cybersecurity terms. This is more than I like, because a good deal of the similarity is due to long well-cited references and unavoidable technical words, rather than extensive uncited passages. With my next piece of work, I would note down before writing to make comparisons between several sources, paraphrase ideas through understanding instead of merely replacing select words, and check that every single borrowed claim has been cited. In using the Generic Assessment Criteria, I would score the work 65/100. This score indicates how relevant the sources are, their correct IEEE referencing, good link of each to a cybersecurity career and the quality of the visual. A mark would be deducted if there was an unfinished citation, reflection or supporting evidence.

[image: A screenshot of a computer
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Figure 2. Turnitin Similarity Report Showing a 26% Similarity Index

[bookmark: _Toc235437570]Task 2 – Collaborative Teamwork and Professional Academic Poster
[bookmark: _Toc235437571]2a. Collaborative Mind Map
	Student contributor
	Eugen Iorgu

	Team member 1
	Cornel Rusalim

	Collaboration and mapping tools
	Zoom, classroom and Coggle



Online mind-map link: https://coggle.it/diagram/aj_efYVaifWNtPIo/t/-/AlTdfPfRiBsUGh--47jqaod-KASxdlPsAbvBMcAvOR0
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Collaborative Mind Map: Effective Teamwork in Cybersecurity Incident Response

[bookmark: _Toc235437572]2b. Professional A3 Academic Poster
Poster title: Secure Collaboration: Teamwork Without Compromising Data
Poster file link: POSTER.png

Evidence base for the poster. The poster should connect psychological safety  [7], virtual-team performance  [8], trust and knowledge sharing  [9], broader knowledge-sharing conditions  [10], proportionate zero-trust controls  [11] and supportive security culture  [12]. These sources support the completed poster.
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Figure 4. Professional A3 Academic Poster: Effective Teamwork in Cybersecurity Incident Response
[bookmark: _Toc235437573]Task 3 – Automatic Referencing Tool
[bookmark: _Toc235437574]3a. Unit 3 Topic Summary: Security and Privacy in Virtual Collaboration
Virtual collaboration allows people to work across locations, but it also transfers communication, files and access decision to the digital spaces. An approach that assumes a user, device or network can be trusted because they are already connected is an insecure approach. With zero trust, on the other hand, each request must be evaluated against identity, device condition, context and least-privilege access required[1]. This approach is especially applicable to shared documents, cloud storage and online meetings, where one compromised account can leak multiple resources [1].
Controls should therefore be layered. The four areas of multifactor authentication (which minimize the role passwords play), role-based permissions (featuring controls over who can view or edit what information), encrypted data in transit and storage, and an extensive version history that promotes accountability [2]. CISA’s maturity model also indicates that zero trust is not a one-off product but rather an incremental improvement over identity, devices, networks, applications and data [2]. For a student team the practical equivalent is to share files only with named members, revoke access when it is no longer needed and avoid publishing confidential material via unrestricted links.
The behaviour determines the secure collaboration technology alone is not enough. Users simply need enough psychological safety to report a mistaken click, suspicious message or unintentional disclosure immediately. The NCSC therefore advocates cultural conditions which promote openness not blame [3]. As consistent with the research on virtual-team trust and communication influence knowledge sharing and performance. An ostensibly disciplined team might be hiding a risk in disguise in another mode, silenced [4].
It is also a trade-off between protection and usability. While weak controls lead to increased exposure to phishing, credential theft and data leakage; too many restrictions can push users make their own unsafe workarounds. Current threat reporting indicates that organisations have multiple, persistent attack types, as opposed to only one predictable avenue of attack. The golden mean is commensurate with the data you hold determine its classification class, apply controls matching its sensitivity, establish a reporting chain and audit access rights end-to-end [5].
This work is reinforced by establishing an automatic reference-management process, keeping information about sources and writing citation approximations consistently in different formats. But software believes neither: it does not care whether something is credible or whether a claim has been represented fairly. Study of reference-management practices reveals that tools are only one aspect of a broader academic workflow. It is still the responsibility of the student to assess, read and synthesise each source [6].

[bookmark: _Toc235437575]3b. Practical Evidence of RefWorks Citation Manager in Microsoft Word
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Figure 5. RefWorks All References Screen
[image: A screenshot of a computer

AI-generated content may be incorrect.]Figure 6. RefWorks All References Screen. Source
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Figure 7. Creating the ACCA4025 Task 3 Virtual Collaboration Folder in RefWorks
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AI-generated content may be incorrect.]Figure 8. Confirmation of the RefWorks Folder Creation
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Figure 9. Adding the Hao et al. Journal Article to RefWorks
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Figure 10. Saved Hao et al. Reference in RefWorks
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Figure 11. Adding the Zero Trust Maturity Model Report to RefWorks
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AI-generated content may be incorrect.] Figure 12. Saved Zero Trust Maturity Model Reference in RefWorks
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Figure 13. ACCA4025 Task 3 Reference Library in RefWorks
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Figure 14. RefWorks Citation Manager Open in Microsoft Word
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Figure 15. Selecting a Reference in RefWorks Citation Manager
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Figure 16. Reviewing Reference Details in RefWorks

These screenshots illustrate the practical aspect of how I completed the referencing process using RefWorks Citation Manager within Microsoft Word. The screenshots demonstrate the selection of the IEEE referencing style, how relevant academic sources were stored and verified, and cites them directly into the summary of the paper. Additionally, the screenshots show how the reference list was automatically created from sources cited in the document. Combined, this evidence demonstrates the entire process through which references were organised, source information was reviewed for accuracy and consistent IEEE formatting was applied across Task 3.

[bookmark: _Toc235437576]References for Task 3
[1] S. Rose, O. Borchert, S. Mitchell and S. Connelly, “Zero Trust Architecture,” National Institute of Standards and Technology, NIST SP 800-207, Aug. 2020, doi: 10.6028/NIST.SP.800-207.
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[4] Q. Hao, B. Zhang, Y. Shi and Q. Yang, “How trust in coworkers fosters knowledge sharing in virtual teams? A multilevel moderated mediation model of psychological safety, team virtuality, and self-efficacy,” Frontiers in Psychology, vol. 13, Art. no. 899142, 2022, doi: 10.3389/fpsyg.2022.899142.
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[bookmark: _Toc235437577]Task 4 – E-Portfolio Creation and Illustrative Review
[bookmark: _Toc235437578]4a. E-Portfolio Structure
My e-portfolio is created using Google Sites and I divided it into 5 organised pages: home, task 1, task 2, task 3 and task 4. The Home page provides a brief overview of the portfolio, module and my selected career focus into cybersecurity. In each task page, Written work delivers the chosen written pieces and supporting materials in a well-organised format that is very much readable. Task 1 contains the Essential Skills Summary and Reflection. Task 2 is split into the collaborative mind map and professional A3 poster. Task 3 is the virtual-collaboration summary and screenshots of RefWorks Citation Manager. The platform used and completed e-portfolio is reviewed in Task 4. 
[bookmark: _Toc235437579]4b. Illustrative Review of Google Sites
Google Sites was chosen because it offers an easy, browser-based way to structure content into multiple pages whilst allowing the addition of text and images, embedding of files and publishing a sharable website [13]. This is suitable for a Level 4 e-portfolio as the platform shows the evidence of each task using a consistent navigation structure without any programming knowledge required.
The most powerful area is accessibility; the tutor can switch directly from the homepage to written summaries to mind maps to the poster and referencing evidence. Another argument for a formal, professional e-portfolio is its ability to provide employability by requiring students to articulate and portray their achievements, but research has also identified time, technical confidence and the need for support as possible limitations [14]. Benefits and barriers for reflection, continuous evidence and collaboration were likewise observed in a systematic review while worries regarding privacy, support and plagiarism were reported [14].
Only publish features relevant to assessment, not including any personal contact details, create descriptive page titles, have alternative text for images and run every actual public link on a private browser window. The site can serve as evidence for assessment but also as a controlled form of digital skills communication.

Published site link: https://sites.google.com/view/eugen-iorgu-2539957-acca4025/task-4
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Figure 17. Google Sites Home Page of the ACCA4025 E-Portfolio
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Figure 18. Google Sites Task 1 Page: Essential Skills.
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Figure 19. Google Sites Task 1 Page: Skills and Turnitin Reflection
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Figure 20. Google Sites Task 2 Page: Teamwork and Poster
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Figure 21. Google Sites Task 2 Page: Professional A3 Academic Poster
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Figure 22. Google Sites Task 3 Page: Virtual Collaboration
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Figure 23. Google Sites Task 3 Page: References and RefWorks Evidence
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Figure 24. Google Sites Task 3 Page: RefWorks Folder and Source Evidence
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Figure 25. Google Sites Task 3 Page: RefWorks Library and Microsoft Word Evidence
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Figure 26. Google Sites Task 3 Page: Additional Citation Evidence
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Figure 27. Google Sites Task 4 Page: E-Portfolio Review
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[bookmark: _Toc235437581]Appendices – Generative AI Evidence
The brief requires each use of generative AI to be acknowledged and the relevant output to be included as a separate appendix item. 
ChatGPT was used to identify brief research keywords relating to academic and employability skills for a future cybersecurity analyst. The suggestions were used only as a starting point for research. The final discussion was written in my own words and checked against the academic and professional sources cited in Task 1. 
[bookmark: _Toc235437582]Appendix 1 – Task 1 research and proofreading support
Figure A1. Evidence of ChatGPT use to generate brief research keywords for Task 1.
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3b. Practical Evidence of RefWorks Citation Manager in Microsoft Word

These screenshots illustrate the practical aspect of how | completed the referencing process using RefWorks Citation Manager
within Microsoft Word. The screenshots demonstrate the selection of the IEEE referencing style, how relevant academic sources
were stored and verified, and cites them directly into the summary of the paper. Additionally, the screenshots show how the,
reference list was automatically created from sources cited in the document. Combined, this evidence demonstrates the entire
process through which references were organised, source information was reviewed for accuracy and consistent IEEE formatting
was applied across Task 3.
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Task 4 — E-Portfolio Creation and lllustrative Review

4a. E-Portfolio Structure

My e-portfolio is created using Google Sites and | divided it into 5 organised pages: home, task 1, task 2, task 3 and task 4. The
Home page provides a brief overview of the portfolio, module and my selected career focus into cybersecurity. In each task page,
Written work delivers the chosen written pieces and supporting materials in a well-organised format that is very much readable.
Task 1 contains the Essential Skils Summary and Reflection. Task 2 s split into the collaborative mind map and professional A3
poster. Task 3 is the virtual-collaboration summary and screenshots of RefWorks Citation Manager. The platiorm used and
completed e-portfolio is reviewed in Task 4.

4b. lllustrative Review of Google Sites

Google Sites was chosen because it offers an easy, browser-based way to structure content into muliple pages whilst allowing the
addition of text and images, embedding of files and publishing a sharable website [13]. This is suitable for a Level 4 e-portfolio as
the platform shows the evidence of each task using a consistent navigation structure without any programming knowledge
required.

The most powerful area is accessibilty; the tutor can switch directly from the homepage to written summaries to mind maps to the
poster and referencing evidence. Another argument for a formal, professional e-portfolio isits ability to provide employability by
requiring students to articulate and portray their achievements, but research has also identified time, technical confidence and the
need for support as possible limitations [14]. Benefits and barriers for reflection, continuous evidence and collaboration were
likewise observed in a systematic review while worries regarding privacy, support and plagiarism were reported [14].

Only publish features relevant to assessment, not including any personal contact details, create descriptive page titles, have
alternative text for images and run every actual public link on a private browser window. The site can serve as evidence for
assessment but also as a controlled form of digital skills communication.
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