Networking and security worksheet 1
Task 1
This task was used to check that the two networks, that being the Swansea server on the 11 network and the windows client on the 0 network could not connect to each other.
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The first part of task 1 was to set the IP Address of the Windows client (Lab 01-01) to 192.168.0.3, also the Cardiff server’s 0 network address of 192.168.0.1 had to be set as the default gateway in the ipv4 settings, this is shown in the screenshot to the right.
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The second step of task 1 was to set the IP address of the Swansea server to 192.168.11.2, as before the address of the Cardiff server, but on the 11 network this time of 192.168.11.1 was used to set the default gateway in the IPv4 settings, this is shown in the screenshot to the right







[image: ]The last step of task 1 was to use the Swansea server to ping the 11 network half of the Cardiff server this was successful, this is known as there is a 0% loss when sending packets of data from Swansea (network 11) to receiving the packets at Cardiff (network 11) shown below:-

Also an attempt was made to try pinging the windows 7 client (network 0) from Swansea (network 11) as expected the data packets were lost (100% loss) due to there being no connection between the 0 network and the 11 network, the failed ping attempt is shown below:- 
[image: ]








[image: ]Task 2
Task 2 was used to enable routing and remote access within the Cardiff server.
The first step of task 2 was to set up the routing, networking and access policies on the Cardiff server, below is a screenshot of the policies being installed to the Cardiff server:-
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After the routing and network policies had finished, the installing of LAN routing had to be completed, below is a screenshot of the LAN routing being completed in the routing and remote access service of the Cardiff server: -





[bookmark: _GoBack]The next step of task 2 was to test to see if the routing worked between the different networks, all of the IP addresses were checked by pinging all them from the windows 7 client below is the command window showing the results, all of the pings succeeded:-
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Then a ping was attempted between Swansea on the 11 network and the Windows 7 client, this can be seen as failed (or 100% loss): -






Task 3 is used to add routing protocols to the Cardiff server and then add two routing interfaces to the Cardiff server.
Again the routing and remote access service was used to add a new IPv4 protocol called RIP which was used for internet protocols, after that was done the RIP was used to add new interfaces to the Cardiff server, firstly the interface for the 0 (Ethernet 2)network was added, then the interface for the 11 network(Ethernet) was added, below is a screenshot of the interfaces on the Cardiff server: -
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Task 4
[image: ]The task was used to see what could be determined from routing tables, below is the routing table from the Cardiff server: -

It can be determined that the Cardiff server is connected to two network adapters, there are three main headings at the top of the table which are important as they are used to show  the destination of the network, the netmask  which collects the specific IP addresses from the entries in the table and then compares them to the IP addresses from the network and when the addresses match each other the  packets of data are sent the specific interface of the router, finally there are no persistent routes.

Observation tasks
Question 1- Type 1 Hypervisors
The main advantage of a type 1 hypervisor is that they are more efficient and can run faster as they are closer to a computer systems hardware and can be described as running on the “Bare Metal” of a computer, the other advantage is that as it runs on the “bare metal” it utilizes its OS and therefore doesn’t have a specified original operating system of its own [1]. 
There are a few products that are Type 1 hypervisor this software includes products such as Microsoft’s Hyper-V, Citrix XenServer and VMware’s vSphere/ESXi [2], some of the software listed is free such as the XenServer and Microsoft’s Hyper-V, whereas the VMware vSphere/ESXi hypervisor/s either come as free software with limited functions or a commercial version that can be quite expensive .
Task 2- Routers
A router is used within networking to link together many different computer system/networks, this can be done either through a wireless or wired connection, the router is used as a gateway between multiple networks, meaning that it an important layer on the OSI networking model (see Appendix 1), a router usually consists of a CPU, some input and outputs and has an embedded OS (operating system) so that it can run the various applications needed for routing on a network, the OS also holds the routing table which is needed for receiving and filtering any traffic coming in and out of it, when the data is filtered it is sent out to different computers depending on where the data was received from.[3]
Task 3- Routing protocols
Here are a couple routing protocols: -
Static Routing protocol- Static routing protocol is also used within network routing this is for a couple of reasons, these include it is easier to manage the routing table of smaller networking system that is not likely to increase in size, static routing protocols are also used to route to a   networks with a single route of output which are called Stub networks, there are also many drawbacks to using static protocols rather than Dynamic protocols, the drawbacks are the following, static routing protocols are only good for small networks and therefore are not usually used within big system networks, there is only one specific route so if a link fails within the system the stating protocol cannot reroute the networks traffic and it can be very tedious to be continually checking  the configurations of the static protocols within the network to see if the route has become ineffective.[4]
IPv4- IPv4 is a routing protocol that is better used for dynamically routing a network as this protocol  automatically determines the best routes through a system, the protocol can be used to correct a route if it becomes inoperative and it can also be used to automatically share the routing information with other routers within a network if a specific routing topology becomes ineffective, this is why dynamic routing protocols are better than static routing protocols, this protocol normally supports other protocols such as RIP(routing Information Protocol), EIGRP(Enhanced Interior Gateway Routing Protocol) and even OSPF (Open Shortest Path First) just to mention a couple.[4]



Task 4- Routing tables
A network routing table is used within the transferring of data packets within a network, its utilized to find specific information that’s linked to the IP’s, once the information is found it is displayed as a table, the information in the table shows the best route through the network to transfer data to a specified destination IP, when the Data packet is received by a device such as a router or switch that data is compared to the data on the routing table, if the data entry matches then it means that it can been transferred again through the network to another specified destination IP.[5]
There is five pieces of information on the routing table: -
· The destination IP that the network is sending the data packet to.
· The hop which an IP address that the data packet is forwarded from.
· The network interface which is the device that should be used for any outgoing transfers of data packets, it is the device that sends the data to the hop or the destination IP.
· The Metric which designates a cost to each route within the network system to verify which route is the most cost-effective route,
· The routes of the system can be defined as the parts of the network that links subnets, this way if there is a subnet that is not directly connected to a network it can be connected to through the hop or hops.[5]
Task 5- Subnet Mask 
The subnet mask is a number set within the network, this number is usually 255.255.255.255 or 255.255.255.0 and the number is used as part of the subnet of the network, the other part being the IP address, the subnet runs the AP or access point of the network on it, if many devices on the network have the same subnet mask than the will be able to correspond with each other easily without the assistance of a router.[6]
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Users\Adninistrator>ping 192.168.8.3
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fc:\Users\Adninistrator>ping 192.168.11.1

[Pinging 192.168.11.1 vith 32 hytes of data:
fReply From 192.168111.1: bytes=32 time-5ns TTL=128
fReply £rom 192116811111: bytes
fReply £rom 192116811111: bytes
[Reply From 1921168111.1: bytes=32 time=2ins TTL-128

[Ping statistics for 192.168.11.1:
Packets: Sent = 4, Received - 4, Lost = @ <O lose,
bioproxinate round trip times in milli-seconds:
Mininum = ins, Maxinun = 5dns, Average = 19ms

fc:\Users\Adninistrator>
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[C:\Users\Adninistrator>ping 192.168-11.1

[Pinging 192.168.11.1 vith 32 hytes of data:
[Reply From 192 168 11. 2
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[Ping statistics for 192.168.11.
Packets: Sent - 4, Received = 4, Lost = B (8% loss).
boproxinate round trip times in milli-seconds
Mininum = ins, Maxinun = 5dns, Average = 19ms

fc:\Users\Adninistrator>ping 192.168.8.3

[Pinging 192.168.9.3 with 32 hytes of data:
[Request tinéd out.
[Request tined out
[Request tined out
[Request tined out’

[Ping statistics for 192.168.8.3
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