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In the following report we will be researching how and why a business would strive to create a digital identity. To achieve this, we will look at what is the benefit of having a digital identity with social media and how can it help to improve a business. For this we will investigate the different types of social media platforms and look at how different business market their brands across these platforms. We will also research what are the most popular social media platforms and what they have to offer to any business. Following this we will evaluate the risk involve with creating a digital identity, and what are the biggest threats that business should be looking out for, and how to counter them. Next, we will be looking into what General Data Protection Regulation and how gives consumers the control over their data. Following this we determination why business create digital identities for their consumers and how they use them to better understand the needs of their consumers. Lastly we will be looking at what the security ramifications are for this.
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Business utilize social media to create a digital identity that they can use across different social media platforms in order to better connect with their customers. There are a lot of different social media platform available for business to use. For example, Facebook, Twitter, Instagram and Pinterest. Small Business Trends reported that the five most popular social media platforms were as follow, Facebook was the most popular with 1.59 billion users monthly and an estimated 1 million small business using this platform to market their business. (Maina, 2018) The second most popular social media platform is Twitter with around 320 monthly users. Twitter allows its users to easily market their product their products and services with ease. The third most popular social media site is LinkedIn. LinkedIn has 400 million users and is design for professional networking rather than socializing. The forth most popular social media platform is Google Plus with 418 million users. The fifth most popular social media platform is YouTube. Business like B&Q who are DIY suppliers, use this platform to post tutorials to encourage their follows to buy their products. (B&Q, n.d.) When used correctly social media can be the earpiece that connects the business and the customers directly. This then enables them to alter any pre-conceptions that their customers may have had about the business and or fix any misunderstandings. (Brown, 2012). This open a doorway between the customer and the business that enables customers to give feedback about their experience and the business can use this data to better understand their customer basis. This form of marketing can be used by small local enterprises all the way to world-wide global enterprises. Business can also use social media to market any new or existing products or services they have or promote any offers they are providing.
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Creating a digital identity across different social media platforms may sound like a fool proof idea in concept, its carriers with a plethora of dangers along with it. Below we will list five of the major threats that business face when creating a digital identity across different social media platforms.
The first threat we will be looking at is malware. Bullguard an anti-virus software provider stated that malware or malicious software comes in different forms such as viruses and worms that work to do damage to the user’s computer. (BullGuard, 2011). Malware can have the most expensive affect on your business if your security is compromised. But the threat of getting a malicious software attack is relatively low compared to the other threats. These attacks can be provided by taking the proper precautions such as installing a Firewall, Antivirus software on your computer. It can also be avoided by providing your staff with proper training about how to detect and prevent. You could also outsource the data to a third-party company. These would reduce the possibility of catching a malicious software and transfer liability.
The second threat we will be looking at is social engineering. Social engineering occurs when an induvial try to gain information about a company or person by tricking them into gaining their trusting them in order to gather confidential information. (Katharina Krombholz, Heidelinde Hobel, MarkusHuber, EdgarWeippl, 2014). This is done through many different methods. One method is calling and pretending to be somebody else and asking for personal information. The third threat we will be looking at is in the same category as social engineering, that is Phishing. Phishing involves a sending an email pretending to be someone who the company trust such as an employee or business partner for example, with a link attached to the email that the users will click on, giving the induvial who send the fake email access to their personal data. In order to prevent this, it is critical to provide emails with up-to-date training on how to identify false emails. It is also important to have email polices in place. Another method to avoid this is to outsource your data to a third party and or have insurance in place. These methods will protect the business from both the second and third threat.
The forth threat we will be looking at is ransomware. Ransomware is a malicious software that can encrypt users’ computers and block access to their files as well as the computer. Holders of this form of malicious software hold a decryption key that the victim will have to attain in order to unlock their computer and their files. The holders of this decryption then force the victim to pay a ransom to gain access to their computer. (Nolen Scaife, Henry Carter, Patrick Traynor, Kevin R. B. Butler, 2016). An example would be the NHS ransomware attack back in 2017. The best way of preventing ransomware is by having a firewall and antivirus software installed on your computer. It is also important to keep all your software up-to-date.
The fifth and final threat we will be looking at is hackers. Hackers are individuals who use a computer or gain unauthorized access to a computer system or server typically with the intent of gaining direct access to the victims’ data. This can be prevented with the use of a biometrics authenticates, a firewall and an Antivirus software. 
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General Data Protection Regulation or GDPR for short, is a regulation set up within the European Union to give consumers, control over their data. Union. This regulation was implemented last year on May 25th, 2018. (Nadeau, 2018). GDPR basically gives the consumer the right to choose whether a business can collect their data, and what they can do with the data. Though this does not protect any data that the business may have collect about prior to GDPR. What this means is that now need to ask for consent to collect data about the consumer and the consumer can then decide weather they went the data to be used for advising purposes. They can also control who has access to that data.

[bookmark: _Toc535264164]Why do business create digital identities of their customers online?

Business store and collect consumers data in order to develop an understanding of what the consumer may like and dislike. They do this by storing and collecting data on what consumers search for frequently, what they buy, and what sites they frequent. They do this to create a more tailored experience for the customer. (Glazer, 2018). This is done so that when customers visit one of the supplier’s sites then the supplier can display advertises that are relevant to the consumer, allowing them to show market products and services that they consumer has shown interest in. This is good for both the consumer and the supplier. It’s good for the consumer because it means that they will have tailored experience where all the products and services they are interested will be displayed on the site making easier for them to find what they are looking for. It is also good for the supplier because if the consumer see products and or service that they are interested in then they are more likely to buy something from the supplier as opposite to if they were displayed with products that they were not interested in. An example of this would be eBay and Amazon who store the interests of their consumers so that when they revisit these sites, it would display relevant products based on what the consumer has shown an interest in. (Morrow, 2018) Business who are don’t trying to sell a product or service such as Facebook, Pinterest and YouTube for example, do this as well, so that when their users with a tailored experience where they can view the content that they are interested in. But there are so down sides to this as well. For example, if all the consumers are being shown products and services that the site has stored them as having an interest in, then it would limit them from viewing new services and products or content that the site would not have stored as relevant or interesting to the consumer.

[bookmark: _Toc535264165]What are the security ramifications of a business creating a digital identity of their customers?

One of the biggest threats business face when it comes to digital identities is fake identities or actual digital identities that have had their accounts hack or compromised. When a digital consumer business struggle to tell the difference between a consumer and a fraudster who has gained access to their account details. As well as this business can’t tell the differences between a fraudulent and legitimate forms of payment. (ThreatMetrix, 2018). Comparing recognised criteria with the specifics of a given transaction, digital identity spots scammers impersonating legitimate users. (Najarian, 2017).
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