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[bookmark: _Toc235178151]Abstract 
This term paper outlines a cybersecurity strategy developed specifically for SteelForm Manufacturing (SFM). The transition to the "Industry 4.0" paradigm, alongside the adoption of cloud-based manufacturing systems and IoT sensors, has significantly expanded SFM's attack surface. Consequently, the organisation faces serious risks stemming from both sophisticated external threats-such as the "Ransomware-as-a-Service" (RaaS) model-and internal vulnerabilities linked to outdated implicit trust models. To address these critical challenges, the report proposes the implementation of a robust Zero Trust Architecture (ZTA). The proposed comprehensive solution entails strict micro-segmentation of IT and OT networks, continuous authentication of access entities, and the establishment of a Security Information and Event Management (SIEM) system integrated with Security Orchestration, Automation, and Response (SOAR) capabilities. Furthermore, the strategy includes the implementation of a continuous security awareness program tailored to specific employee roles and responsibilities.
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1. [bookmark: _Toc235178153]Introduction
In recent years, the field of computer security has evolved from a minor aspect of IT operations into a fundamental element of overall operational resilience. As organisations and critical infrastructure facilities worldwide adopt digital technologies, the frequency and sophistication of cyberattacks are increasing at an alarming rate. These changes significantly impact the global economy, leading to supply chain disruptions, sensitive data breaches, and financial losses amounting to billions. Modern threat actors employ advanced techniques to exploit vulnerabilities in digital networks. For industrial enterprises, the rapid integration of legacy operational technology (OT) systems with modern corporate IT networks creates critical security challenges. This situation necessitates a paradigm shift: moving away from traditional static perimeter defence toward strategies based on dynamic, continuous verification to safeguard critical industrial operations.



2. [bookmark: _Toc235178154]Task 

[bookmark: _Toc235178155]2.1 Identification of Modern Threats

In today’s environment, organisations face internal and external cyber threats that are becoming increasingly sophisticated, exploiting both novel vulnerabilities and traditional security gaps.

[bookmark: _Toc235178156]External Threats
Artificial intelligence has fundamentally changed the cyber threat landscape, arming threat actors with a more dangerous arsenal. This technological breakthrough directly increases the severity of modern threats such as Ransomware-as-a-Service (RaaS) and AI-enabled social engineering, particularly vishing. Furthermore, the transition to Industry 4.0 and the integration of IoT-enabled sensors and cloud-based production management systems significantly expand an organisation’s external attack surface. The rapid influx of AI threatens the software development lifecycle (SDLC), leaving organisations highly vulnerable to supply chain disruption when new vulnerabilities can quickly spread across interconnected digital and manufacturing networks. Consequently, external attackers can exploit these interconnected vectors to cause severe operational downtime and conduct industrial espionage[1].

[bookmark: _Toc235178157]Internal Threats
Internal risks often arise at the volatile intersection of modern hybrid work environments, smart technologies, and legacy security systems. Many organisations still rely on an implicit trust model. In a world dominated by remote access and cloud technologies, this model is critically flawed because it fails to continuously reverify users, personal devices, or machine identities (such as automated manufacturing machinery) after the initial login. This architectural weakness creates a massive internal vulnerability, which is heavily exacerbated by human error, as evidenced by recent phishing campaigns successfully targeting procurement staff. The lack of a robust Zero Trust architecture allows attackers, or malicious insiders, to exploit this implicit trust, gain unauthorised access, and move laterally throughout the production network without further verification[1].



[bookmark: _Toc235178158]2.2 Modern Security Policies

To effectively counter modern cyber threats such as ransomware and industrial espionage, SteelForm Manufacturing Ltd (SFM) needs to transition from outdated protection methods to a more robust Zero Trust architecture. To secure the corporate IT and operational technology (OT) environment, I have developed the following security and data management policies.

[bookmark: _Toc235178159]a. Zero Trust Network Micro-Segmentation Policy 

Policy: The corporate network must be divided into highly granular, isolated security zones that clearly separate enterprise IT, cloud-based production management systems, and OT (including IoT-enabled sensors and automated machinery). All inter-zone communication channels must enforce a "default deny" posture. Network traffic is permitted only on a verified, least-privilege basis for specific operational processes.
Compliance: Aligns with NIST CSF 2.0 (PR.AC) and ISO 27001 (Annex A.13.1.3 - Segregation in networks).

[bookmark: _Toc235178160]b. Continuous Identity-Aware Inspection and Access Policy 

Policy: Implicit trust based on network location is eliminated. Every access request to SFM's resources must be continuously verified. Human users, such as procurement staff and remote vendors, are required to use Multi-Factor Authentication (MFA) and pass endpoint health checks. Similarly, machine-to-machine (M2M) communications across smart machinery must be secured using cryptographic certificates.
Compliance: Conforms to NIST SP 800-207 (Zero Trust Architecture) and ISA/IEC 62443 standards for industrial automation. 

c. Data Governance and Information Security Policy

Policy: To mitigate the risks of data breaches and supply chain data theft, all sensitive operational and corporate data must be encrypted both at rest and in transit. Access to sensitive data repositories will be strictly logged, monitored, and audited on a regular basis.
Compliance: Ensure adherence to GDPR (Data Protection by Design) and fundamental ISO 27001 data protection government practices.

Thus:

1. The company will have a strict privacy policy, thanks to identity and access management (IAM) and encryption, which guarantees that only authorised users have access to confidential information and data, thereby significantly reducing the risk of account theft.

2. Removing legacy operational technologies (OT) and continuously monitoring them will ensure the company's smart equipment and cloud databases are protected from malware and unauthorised access and modification.

3. Creating microsegmentations will prevent attackers from freely operating across the entire system at once, which will reduce potential damage during a cyberattack. After all, if ransomware takes over an IT node, segmentation will prevent the black hat hacker from expanding its control zone. This will ensure uninterrupted production operations.

So, the proposed methods are modern security measures that will allow the SFM company to be protected from the most dangerous modern threats.

[bookmark: _Toc235178161]2.3 Technical Mitigation Measures

To fully implement the proposed Zero Trust policies into SteelForm Manufacturing's (SFM) security mechanisms, administrative and technical measures must first be developed that can adapt to the vulnerabilities of Industry 4.0. This is especially true given that recent research has shown that ransomware has evolved into a social engineering phenomenon, often leveraging generative AI.

[bookmark: _Toc235178162]Multi-Factor Authentication (MFA): 
According to industry data on ransomware attacks, 72% of cyberattacks in manufacturing involve "lateral movement" by attackers within the network, enabled by the use of shared or compromised credentials [3]. To mitigate the risk, SFMs should implement phishing-resistant MFA, such as authenticator apps, for all remote access scenarios and cloud-based manufacturing control systems; this will directly mitigate the threat of credential theft.

[bookmark: _Toc235178163]OT/IT Network Segmentation and EDR Implementation: 
Manufacturing environments are vulnerable due to the use of legacy operational technologies (OT) and control systems that are poorly isolated from IT networks [3]. SFM should deploy Endpoint Detection and Response (EDR) on all compatible IT workstations. For legacy equipment, strict network microsegmentation for OT isolation is required, complemented by network sensors to monitor abnormal behavior of programmable logic controllers (PLCs) [3].

[bookmark: _Toc235178164]Immutable Backups: 
To combat ransomware and the data encryption stages of SFM malware, a "3-2-1-1" backup strategy is essential. Having at least one immutable backup stored in a separate location (air-gapped) will allow for the rapid recovery of operational data and production documentation without the need to comply with ransom demands.

It's also important to remember that new vulnerabilities are emerging. Therefore, SFM should implement continuous vulnerability management to monitor and update software based on new vulnerabilities and their solutions listed in the CISA catalog. This will allow the company to effectively direct resources toward eliminating vulnerabilities exploited by black hats.

[bookmark: _Toc235178165]2.4 Proactive Monitoring and Incident Response

Proactive Monitoring and Incident Response. Protecting the SteelForm Manufacturing (SFM) environment—which encompasses IT, IoT, and OT systems—requires an architecture that provides round-the-clock proactive monitoring and incident response.

Traditional perimeter-based security models are becoming increasingly ineffective against modern threats, such as insider access abuse and supply chain attacks. Therefore, SFM must implement a continuous monitoring strategy utilizing Security Information and Event Management (SIEM) and Security Orchestration, Automation, and Response (SOAR) systems [4].

Continuous Monitoring via SIEM, SOAR, and UEBA. While SIEM platforms play a key role in collecting event logs and alerts from various systems, they rely on static rules and lack real-time automated response capabilities, often requiring analyst intervention [4]. To address these limitations, SFM’s SIEM system needs to be integrated with a SOAR platform and a User and Entity Behavior Analytics (UEBA) system.

The UEBA system identifies anomalies based on learned behavioural patterns rather than static rules. By leveraging machine learning, the system calculates dynamic risk scores when deviations occur—such as anomalous endpoint network activity or unexpected data transfers. Upon detecting a high-risk anomaly, the SOAR platform triggers automated response workflows (playbooks) tailored to the threat level to execute network-wide actions (e.g., enforcing multi-factor authentication or quarantining a device), thereby significantly reducing the Mean Time to Respond (MTTR) to incidents.

[bookmark: _Toc235178166]FlowChart
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[bookmark: _Toc235178167]2.5 Continuous Training and Awareness

To successfully implement the proposed Zero Trust principles and mitigate risks associated with the human factor, SteelForm Manufacturing (SFM) needs to establish a resilient cybersecurity system.

Recent research highlights that assessing and deliberately fostering a cybersecurity culture is essential for protecting critical infrastructure [5]. Although SFM operates in the manufacturing sector, the deep integration of Internet of Things (IoT) technologies, automated equipment, and cloud systems places the company in the category of critical infrastructure-where operational downtime could lead to catastrophic consequences-making safety culture principles highly relevant to the enterprise.

To effectively implement a security-oriented culture, SFM must move away from the outdated practice of merely watching annual compliance training videos and instead adopt a program of continuous, engaging education. This program will rely on two key elements. The first is the conduct of regular cyberattack simulations: since SFM's procurement staff have already been targeted by phishing attacks, theoretical knowledge alone is no longer sufficient. The company will begin conducting unannounced phishing and vishing simulations on a bi-weekly basis. These exercises will model sophisticated modern threats, such as fake supplier invoices, urgent requests for IT system credentials, and fraud schemes utilising AI-generated voices. Employees who fall for these simulated ruses will not face disciplinary action; instead, they will be immediately directed to interactive, five-minute micro-learning modules designed to reinforce correct procedures right at the moment the error occurs[5].

Because a single, one-size-fits-all approach isn't suitable for the hybrid tasks of SFM employees, the training program will be tailored to each department:

1. Procurement and finance staff will focus primarily on Compromised Business Correspondence to ensure security when communicating with external suppliers.
2. OT engineers and production personnel need a different approach; they will need to focus on the physical protection of IoT sensors and structural machines to prevent the risk of unauthorised use of USB drives and the detection of abnormal equipment operation.
3. Senior management should be especially wary of whaling, as this type of phishing can pose a threat to the entire enterprise, especially in terms of data leaks.

Through a combination of practical simulations and theoretical training, each position will enable the SFM to achieve maximum protection against cyberattacks.


3. [bookmark: _Toc235178168]Conclusion 
The report demonstrated that SFM's hybrid IT/OT environment is critically vulnerable when relying on traditional perimeter defence methods. Consequently, the company urgently needed to implement a Zero Trust architecture-integrating SIEM, SOAR, and UEBA systems for automated threat response-and conduct continuous, role-based phishing simulations to build a robust "human firewall." Moving forward, to further enhance these solutions, SFM should consider implementing AI-driven access management systems; this would improve security and regulatory compliance amidst an ever-evolving threat landscape.
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                        Internal Threats Landscape  • Legacy security systems rely on a critically flawed "implicit trust" model. • Without continuous verification, attackers can move laterally throughout the production network. • Human error exacerbates risks, as evidenced by recent phishing attacks on procurement staff.
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             Automated Incident Response/SOAR   • SOAR platforms trigger automated response workflows based on UEBA risk scores. • They execute network - wide actions, such as quarantining devices, to drastically reduce Mean Time to Respond (MTTR).   
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image21.png
Conclusion and
Recommendation

* Traditional perimeter defences leave SFM's hybrid
IT/OT environment critically vulnerable.

* Urgentimplementation of Zero Trust architecture
and automated threat response is required.

* Future Strategy: Consider Al-driven access

management systems to ensure compliance
against evolving threats





image22.svg
           Conclusion and Recommendation   • Traditional perimeter defences leave SFM's hybrid IT/OT environment critically vulnerable. • Urgent implementation of Zero Trust architecture and automated threat response is required. • Future Strategy: Consider Al - driven access management systems to ensure compliance against evolving threats   


image1.jpeg
MALWARE

INSIDER THREATS /\ PHISHING
\/

SOCIAL

i RANSOMWARE
ENGINEERING What are the 8 main
cyber security
threats?
ZERO-DAY ATTACKS \/ DENIAL-OF-SERVICE
(DDOS) ATTACKS

MAN-IN-THE-MIDDLE
(MitM) ATTACKS




image2.png
“SIEM” OR “UEBA” DETECTS
ANOMALOUS FILE ENCRYPTION

NO
‘SOAR AUTOMATION ISOLATE ENDPOINT
& REVOKE ACCESS YES Is it Ransomware > l
Behavior?

!

SECURITY TEAM: ERADICATE PAYLOAD

!

RESTORE DATA FROM IMMUTABLE
BACKUPS

POST-INCIDENT REVIEW & UPDATE
BASELINES





