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[bookmark: _Toc227793347]1.1 Context and Background
The way modern web applications are architected has changed considerably over the past decade. Where traditional web systems relied on REST (Representational State Transfer) APIs to transfer data between client and server, a growing number of organisations have transitioned to GraphQL — a query language and runtime for APIs developed internally by Facebook in 2012 and publicly released in 2015 [5]
GraphQL was designed to address specific limitations of REST in mobile and distributed computing contexts, particularly the problems of over-fetching and under-fetching data that arise when a fixed endpoint returns more or less information than the client actually needs. By allowing clients to specify exactly the fields and relationships they require in a single request, GraphQL reduces bandwidth consumption and enables faster, more efficient applications. Companies such as GitHub, Twitter, Shopify, PayPal, and Airbnb have adopted GraphQL as part of their core infrastructure, and the technology's adoption continues to accelerate. According to the Postman State of the API Report, GraphQL usage among development teams has grown at over thirty percent annually in recent years [15]
This architectural flexibility, while valuable from a development perspective, introduces a distinct set of security challenges that are fundamentally different from those encountered in REST-based systems. GraphQL's single-endpoint model, its type system, and its introspection feature — which allows any client to query the full structure of an API — create an attack surface that existing security tools and methodologies are poorly equipped to assess. The same capabilities that make GraphQL powerful for developers are those that create the most significant security risks when not properly controlled.
OWASP, which produces the most widely referenced guidance on web application security, has begun to address API-specific vulnerabilities through its API Security Top 10, most recently updated in 2023, and through a dedicated GraphQL Cheat Sheet published in 2024 [9]
However, despite this emerging guidance, a formal and empirically validated methodology for penetration testing GraphQL APIs does not yet exist. The security industry is therefore in the position of using tools and processes designed for an older architectural paradigm to assess a newer one — with predictable consequences for the completeness of those assessments.
[bookmark: _Toc227793348]1.2 Research Problem 
The core problem this research addresses is that existing automated vulnerability assessment and penetration testing (VAPT) tools were designed primarily for REST-based web architectures, and they lack the capability to effectively identify vulnerabilities that are specific to GraphQL APIs. Tools such as OWASP ZAP, Nikto, and Burp Suite — without specialist extensions — do not parse GraphQL query structures, cannot enumerate schemas automatically, and are unable to construct the payloads required to test for batching attacks, introspection abuse, or deeply nested query denial of service. Research by Bau et al. demonstrated that even in conventional web application testing contexts, no single tool provides comprehensive vulnerability coverage [1]
This is not a trivial gap. When a security assessment fails to detect architecture-specific vulnerabilities, organisations are left with an incomplete picture of their risk exposure. Development and security teams may believe that a GraphQL API has been properly tested when in reality it has been assessed only for generic HTTP-level issues that are far less likely to be exploitable in a GraphQL context. The consequences of this can be significant: introspection vulnerabilities have been confirmed to provide attackers with complete API blueprints [4]
batching attacks have been used to bypass multi-factor authentication [8]
and uncontrolled query complexity has been shown to enable server exhaustion attacks from a single low-bandwidth client [13]
The academic literature reflects this problem. While there is a growing body of research on individual GraphQL vulnerabilities, no published work has systematically measured the detection coverage gap between existing VAPT tools and the full GraphQL attack surface, and no study has proposed and validated a structured methodology designed specifically to fill that gap. This research is designed to address both of these shortcomings.
[bookmark: _Toc227793349]1.3 Research Aim and Objectives 
The aim of this research is to evaluate the effectiveness of existing VAPT tools against GraphQL APIs, identify the specific vulnerability classes they fail to detect, and develop a structured, replicable penetration testing methodology tailored specifically to GraphQL-based web applications.
To achieve this aim, the following six objectives have been defined:
1. To review the existing literature on GraphQL security vulnerabilities, current VAPT approaches for web applications, and the known limitations of automated testing tools when applied to non-REST architectures.[1], [2], [9], [10], [11]
2. To set up a controlled, isolated laboratory environment using DVGA (Damn Vulnerable GraphQL Application) as the target and configure a representative set of VAPT tools for systematic testing.[6]
3. To conduct a systematic automated assessment using Burp Suite with InQL, OWASP ZAP, and Nikto, and document which vulnerability classes each tool successfully detects and which it fails to identify.[1], [2], [3]
4. To perform structured manual penetration testing against all vulnerability classes that automated tools failed to detect, with particular focus on introspection exploitation, batching attacks, nested query denial of service, broken object level authorisation, and mass assignment.[4], [8], [13]
5. To develop a structured GraphQL VAPT methodology framework based on the combined findings of the automated and manual testing phases, covering all identified vulnerability classes with specific test cases, payloads, and evaluation criteria.[7], [12]
6. To validate the proposed methodology by applying it to the lab environment and comparing its detection coverage against the baseline automated tool results, with quantitative metrics.[7].
[bookmark: _Toc227793350]1.4 Significance of the Research 
The significance of this research operates at several levels. For the academic community, this will be the first study to formally measure and quantify the detection coverage gap between existing VAPT tools and the GraphQL attack surface. This provides an evidence base that future research and tool development can build on. The absence of such a baseline measurement means that the security community has been working without reliable data on how effective or ineffective current approaches actually are when applied to GraphQL.
For the security industry, the structured methodology produced by this study will offer practitioners a practical, tested framework for assessing GraphQL APIs. As GraphQL adoption continues to grow across industries — from financial services to healthcare and retail — the number of organisations exposed to undetected GraphQL-specific vulnerabilities increases correspondingly. The Postman report indicates that API security is now the top concern for development organisations, yet GraphQL-specific testing guidance remains sparse [15]
From a broader perspective, the methodology produced here could inform future updates to the OWASP GraphQL Cheat Sheet [11]
 contribute to security certification curricula, and provide a foundation for more comprehensive tooling support. The research also has direct relevance to regulatory compliance under frameworks such as GDPR and PCI-DSS, both of which require that organisations adequately test the security of systems processing personal and financial data.
[bookmark: _Toc227793351]2. Literature Review
The purpose of this literature review is to examine existing research on web application VAPT, GraphQL security vulnerabilities, and the effectiveness of automated testing tools in this context. The review is organised thematically, moving from the established foundations of web application security testing through to GraphQL-specific concerns and the research gaps that this study addresses. The review covers literature from 2010 onwards, with particular focus on work published since 2015, coinciding with the public release of GraphQL.

[bookmark: _Toc227793352]2.1 Web Application VAPT — Established Approaches and Tool Limitations 
Web application penetration testing has a well-established body of practice built around frameworks such as the OWASP Testing Guide and the Penetration Testing Execution Standard (PTES). The OWASP Top 10, first published in 2003 and most recently updated in 2021, remains the most widely referenced classification of web application security risks, covering issues such as injection, broken authentication, security misconfiguration, and insecure direct object references [9]
These frameworks have been extensively studied and form the basis of both commercial and open-source security testing tools that are widely deployed in professional practice.
Automated VAPT tools have been evaluated in numerous studies, with consistent findings about their limitations. Bau et al. conducted one of the earliest systematic comparisons of web application vulnerability scanners, testing eight tools against a set of known vulnerabilities [1]
Their findings revealed significant variation in detection capability across tools, with no single scanner providing comprehensive coverage of even the vulnerability classes it was nominally designed to detect. False positive rates also varied widely, complicating the task of prioritising findings. The authors concluded that automated tools should be understood as a starting point for assessment rather than a definitive source of security evaluation.
Building on this work, Doupe et al. examined why even sophisticated commercial scanners fail to effectively test modern web applications [2]
Their analysis identified that tools struggle significantly with dynamic client-side logic, complex application state, and non-standard interaction patterns. These findings are directly relevant to GraphQL, where the query-based interaction model and client-controlled data fetching differ fundamentally from the form submission and parameter manipulation patterns that most scanners were designed to test. The implication is that GraphQL's structural novelty is likely to amplify the limitations already documented for conventional web architectures.
[bookmark: _Toc227793353]2.2 GraphQL Architecture and Its Security Implications 
GraphQL was developed by Facebook to address specific limitations of REST APIs in mobile development contexts, where bandwidth efficiency and precise data fetching were operational priorities [5]
Unlike REST, which exposes multiple endpoints each returning fixed data structures, GraphQL exposes a single endpoint through which clients specify exactly what data they need. This is achieved through a strongly typed schema that defines all available types, queries, mutations, and subscriptions. While the schema provides structure, it also serves as a detailed map of the API that — under default configurations — any client can request in full through the introspection mechanism.
Either et al. conducted one of the most significant empirical studies of GraphQL security, examining publicly accessible GraphQL deployments [4]
Their findings revealed that a majority of the APIs surveyed had introspection enabled without any access controls, effectively providing any client with a complete description of all available operations, types, and relationships. The authors argued that this constitutes a serious information disclosure vulnerability, as it substantially reduces the effort required for an attacker to understand an API's functionality and identify potential targets. Their work established introspection abuse as one of the primary GraphQL-specific security concerns and provided empirical evidence that it is widespread in real deployments.
The problem of query complexity and denial of service was examined by Wittern et al., who demonstrated that GraphQL's support for arbitrarily nested queries and circular type relationships creates a natural attack vector for resource exhaustion [13]
Unlike volumetric distributed denial of service attacks, which require significant bandwidth and coordination, GraphQL complexity attacks can be mounted from a single client with a carefully crafted query that triggers exponential computational load on the server. A query requesting deeply nested relationships — for example, requesting a user's friends, each of their friends' posts, and each post's comments recursively — can cause the server to process orders of magnitude more data than a superficially similar request might suggest. The authors proposed query complexity analysis as a mitigation strategy but noted that implementation is inconsistent across GraphQL frameworks and often absent in production deployments.
Batching attacks, in which multiple operations are combined into a single HTTP request to bypass per-request rate limiting, have been documented as a significant risk in authentication contexts. A disclosed report on HackerOne describes how batching was exploited to enumerate thousands of OTP guesses in a single HTTP request, effectively bypassing the SMS-based multi-factor authentication of an unspecified production service [8]
This class of attack is almost entirely invisible to scanners designed for REST APIs, which have no concept of batched GraphQL operations and would process the request as a single interaction.
The OWASP API Security Top 10 [10]
updated in 2023 to reflect the shift toward API-centric architectures, provides a classification of risks that includes broken object level authorisation (BOLA), excessive data exposure, and unrestricted resource consumption — all of which have specific manifestations in GraphQL environments. The OWASP GraphQL Cheat Sheet [11]
published in 2024, extends this with GraphQL-specific mitigation guidance covering introspection controls, query depth limiting, batching restrictions, and field-level authorisation. While both documents represent valuable practitioner guidance, neither provides an empirically validated testing methodology or quantifies the extent to which existing tools fail to detect the vulnerabilities they describe.
[bookmark: _Toc227793354]2.3 Limitations of Existing Tools When Applied to GraphQL 
The limitations of existing VAPT tools when applied to GraphQL are acknowledged in practitioner literature, though formal academic evaluation is sparse. Burp Suite, the most widely used commercial web application testing platform, can intercept and modify GraphQL HTTP requests but does not natively parse GraphQL query syntax, cannot enumerate the schema structure, and lacks test cases for GraphQL-specific attack classes. The InQL extension, developed by Doyensec, adds schema introspection and automatic query generation capabilities to Burp Suite, representing the most significant tool development in this space [3]
However, InQL's primary contribution is to reconnaissance and query generation rather than to comprehensive vulnerability detection. It does not test for batching attacks, complexity denial of service, or the majority of access control vulnerabilities.
OWASP ZAP, the primary open-source alternative to Burp Suite, has even more limited GraphQL support. Its scanner was designed around HTTP parameter manipulation and HTML form analysis — patterns that do not map to GraphQL's query-based interaction model. ZAP's active scanner operates by mutating detected input parameters, a technique that is largely ineffective against a GraphQL endpoint where all interactions take the form of structured query operations over a single URL. Nikto, a widely used server-side scanner, operates entirely at the HTTP level and has no awareness of application-layer query languages whatsoever, making it essentially a baseline HTTP check when applied to a GraphQL target.
These limitations are acknowledged in the tools' own documentation and in practitioner discussions, but they have not been formally quantified against a defined GraphQL attack surface in the peer-reviewed academic literature. The absence of this empirical baseline means that security practitioners have no reliable guidance on how much confidence they can place in automated tools when assessing GraphQL APIs.
[bookmark: _Toc227793355]2.4 Theoretical and Methodological Foundations 
The methodological foundation for this research draws on Design Science Research (DSR), a research paradigm from information systems that is well suited to studies producing a designed artefact as their primary output [7]
Hevner et al. established the canonical framework for DSR, defining it as research that creates and evaluates IT artefacts intended to solve identified organisational problems, and setting out criteria for rigour, relevance, and design quality [7]
DSR is appropriate here because this research produces the GraphQL VAPT methodology as a practical artefact, and evaluates that artefact's effectiveness against the problem it was designed to solve.
The STRIDE threat modelling framework provides a structured approach to reasoning about the threat surface of a system and identifying the categories of attack that a methodology must address [12]
STRIDE categorises threats into Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, and Elevation of Privilege — all of which have specific instantiations in GraphQL environments. Applying STRIDE to the GraphQL architecture helps ensure that the methodology developed in this research achieves comprehensive coverage rather than addressing only the most obvious or well-publicised attack classes.
DVGA (Damn Vulnerable GraphQL Application), developed by Farhi, provides a deliberately vulnerable GraphQL API that includes intentional implementations of all the vulnerability classes identified in the literature [6]
DVGA is specifically designed for security research and training, making it an ethically appropriate and practically suitable target for this study.
[bookmark: _Toc227793356]2.5 Research Gaps and Relationship to This Study
The literature review reveals three clear and closely related gaps that this research is designed to address. First, while individual GraphQL vulnerabilities have been documented and specific exploits demonstrated [4]
no study has systematically measured the detection coverage of existing VAPT tools against the complete GraphQL attack surface. There are no published numbers indicating how many or what proportion of GraphQL-specific vulnerabilities current tools can reliably identify.
Second, no formally evaluated GraphQL penetration testing methodology exists in the peer-reviewed literature. The guidance available through OWASP [10]
and practitioner blogs is valuable but is not grounded in empirical evaluation, has not been validated through controlled testing, and does not include the systematic tool comparison data that would allow practitioners to understand where automation ends and manual testing must begin.
Third, the intersection between automated tool limitations and the manual testing techniques required to compensate for those limitations has not been explored in a structured, replicable way. Practitioners currently have no documented process for identifying which vulnerabilities require manual testing, what specific techniques are effective, and how results should be documented. This study fills all three gaps by combining empirical tool evaluation, structured manual testing, methodology development, and validation in a single integrated research design.
[bookmark: _Toc227793357]3. Research Design and Methodology
[bookmark: _Toc227793358]3.1 Research Design and Philosophical Position
· This research adopts a Design Science Research (DSR) approach, as established by Hevner et al. [7]
· DSR is the appropriate paradigm here because the primary research output is a constructed artefact — the GraphQL VAPT methodology — rather than a purely observational or theoretical contribution. The DSR framework requires that artefacts be rigorously evaluated against the problem they were designed to solve, which in this study means demonstrating measurable improvement in vulnerability detection coverage compared to the baseline established by existing automated tools.
· The research proceeds through four sequential phases. The first phase involves the empirical evaluation of existing automated tools to establish a baseline and quantify the detection coverage gap. The second phase involves structured manual testing to identify and exploit the vulnerabilities outside that baseline. The third phase involves the design of the methodology framework, informed by both sets of findings. The fourth phase involves validation of the framework through re-testing against the same target application. This iterative design-evaluate cycle is a defining characteristic of DSR and ensures that the final methodology is grounded in evidence rather than assumption.
· Epistemologically, the research adopts a pragmatist position: it is concerned primarily with what works, measured in terms of vulnerability detection capability, rather than with theorising about the nature of security knowledge. This pragmatist stance is consistent with DSR practice and reflects the applied, practitioner-oriented goals of the study.
[bookmark: _Toc227793359]3.2 Research Methods
A mixed-methods approach combining quantitative and qualitative data collection will be used. The quantitative element involves measuring tool detection rates against a defined set of vulnerability classes — recording for each tool and each class whether detection occurred (binary), how detection was achieved, and the number of false positives generated. This data will be compiled into a structured evaluation matrix that allows direct comparison between tools and provides a numerical basis for quantifying the coverage gap.
The qualitative element involves documenting the manual testing process in sufficient detail to allow replication, reasoning through the techniques that successfully identify missed vulnerabilities, and translating these into the replicable steps that constitute the methodology. The combination of quantitative detection data and qualitative process documentation is necessary because the goal is not merely to identify vulnerabilities but to create a methodology that another practitioner can follow to achieve comparable results.
The vulnerability classes that form the assessment criteria are drawn from the OWASP API Security Top 10 [10]
the OWASP GraphQL Cheat Sheet [11]
and the peer-reviewed literature [4]
These eight classes are: introspection enabled without access controls; query batching for authentication bypass; deeply nested query denial of service; broken object level authorisation; mass assignment via mutations; injection vulnerabilities (SQL and NoSQL); information disclosure through verbose error messages; and lack of query depth and complexity limiting. For each class, a specific test case and expected evidence of exploitation are defined in advance, creating an objective evaluation framework free from post-hoc rationalisation.
[bookmark: _Toc227793360]3.3 Materials and Environment
[bookmark: _Toc227793361]3.3.1 Target Application
DVGA (Damn Vulnerable GraphQL Application) will serve as the primary test target throughout all phases of the research [6]
DVGA is open-source, actively maintained, and specifically designed for GraphQL security research, providing documented instances of all eight vulnerability classes identified for this study. It will be deployed as a Docker container on an isolated virtual network, with no external internet connectivity permitted during testing sessions. This ensures that the testing environment is stable and reproducible, and that no unintended interaction with real systems can occur.
[bookmark: _Toc227793362]3.3.2 Automated Testing Tools
Burp Suite Community Edition with the InQL v4 extension will serve as the primary automated testing platform [3]
Burp Suite is used because it is the industry-standard web application testing proxy and provides the most GraphQL-capable configuration available through InQL. OWASP ZAP 2.14 and Nikto 2.1.6 will be run alongside Burp Suite to provide a representative comparison across tool types — commercial proxy, open-source proxy, and server-side scanner. Each tool will be run first in its default configuration and then with maximum available settings, including any GraphQL-specific plugins or modules. Results will be recorded systematically for each configuration.
[bookmark: _Toc227793363]3.3.3 Manual Testing Tools
Manual testing will use Altair GraphQL Client for constructing and sending custom queries and mutations, GraphQL Voyager for schema visualisation, and custom Python 3.11 scripts for payload delivery where automation is required (particularly for batching and nested query testing). Burp Suite will also be used during manual testing for HTTP-level request interception and modification. 
[bookmark: _Toc227793364]3.3.4 Operating Environment
All testing will be conducted on Kali Linux 2024.1, running as a virtual machine under VMware Workstation on a laptop with an Intel Core i7 processor and 16 GB RAM. The virtual machine will operate on a host-only network to prevent any external connectivity. No cloud infrastructure or GPU resources are required, as the research workload is entirely CPU and network-based.
[bookmark: _Toc227793365]3.4 Evaluation Framework
The evaluation matrix will record, for each combination of tool and vulnerability class, whether the vulnerability was detected, missed, or generated a false positive. Detection timestamps will also be recorded to allow analysis of detection latency. The matrix will produce a detection rate for each tool (number of classes detected divided by total classes defined) and an overall coverage percentage, providing the quantitative basis for measuring the gap between automated tools and the full attack surface.
Manual testing documentation will follow a structured template for each vulnerability class, recording: the specific technique used, the exact payload or query crafted, the server response and evidence of exploitation, the time taken, and any tool assistance used. This documentation will form the empirical basis for the methodology framework and will demonstrate that manual techniques can reliably identify vulnerabilities outside the automated baseline.
[bookmark: _Toc227793366]3.5 Ethical Considerations
All testing will be conducted exclusively against DVGA, a self-hosted application specifically designed for security research [6]
No real web applications, third-party systems, or live data will be involved at any stage. No personal data will be collected, stored, or processed. The research does not require ethics committee approval under standard exemptions for computer science research conducted entirely on self-controlled systems. The threat modelling approach used to design the methodology [12]
explicitly addresses the potential for misuse of the findings, and the methodology will be framed to emphasise defensive application within authorised testing contexts
[bookmark: _Toc227793367]4. Expected Outcomes
Based on the existing literature and the documented limitations of current tools, several specific outcomes are anticipated from this research. With respect to automated tool evaluation, it is expected that existing tools will detect a minority of the defined vulnerability classes. Specifically, InQL-enabled Burp Suite is expected to detect introspection-related issues and potentially some injection vulnerabilities, but attack classes such as query batching, nested query denial of service, and broken object level authorisation are expected to be missed entirely [1]
OWASP ZAP and Nikto are expected to provide even lower detection rates, given their limited or non-existent GraphQL awareness. This would establish a quantified coverage gap of potentially seventy-five percent or more — a figure that would represent a significant empirical contribution to the field.
With respect to manual testing, the structured process is expected to successfully identify and demonstrate exploitation of all vulnerability classes missed by automated tools, confirming both that the vulnerabilities are present and exploitable in the test environment and that a tester following a systematic process can reliably find them. The documentation of this process will provide the basis for the methodology framework.
The primary deliverable — the structured GraphQL VAPT methodology — is expected to achieve substantially higher detection coverage than automated tools alone when applied during the validation phase. The framework will be structured around the eight vulnerability classes, with each section containing a description of the vulnerability, the conditions under which it is exploitable, specific test steps, the tools or payloads required, and indicators of successful exploitation. The validation phase will provide quantitative evidence that the methodology improves detection coverage relative to the automated baseline.
A secondary deliverable will be the evaluation matrix comparing tool performance across vulnerability classes, which will provide useful empirical data for future research into GraphQL security tooling. This data could inform the development of more capable automated tools and support updates to the OWASP GraphQL guidance [11]
In terms of limitations, the study is bounded by the vulnerabilities present in DVGA, which, while comprehensive, may not represent every possible GraphQL security issue. The methodology will be validated against a single target application, which limits claims about universal applicability across all GraphQL frameworks and deployment configurations. The rapidly evolving nature of GraphQL technology means that new vulnerabilities may emerge after the study's completion, requiring ongoing updates to the methodology.
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5. Project Timeline
The following table presents the proposed six-month project timeline, with clearly defined phases, activities, and milestones.
	Period
	Phase / Milestone
	Key Activities

	M1–M2
	Literature Review & Lab Setup
	Complete extended literature review; install and configure Kali Linux, Docker, DVGA; set up isolated virtual network; install and verify all VAPT tools and extensions including InQL.

	Week 4
	Vulnerability Definition & Test Design
	Define evaluation criteria for all eight vulnerability classes; write specific test cases; document expected evidence for each exploit; confirm ethical scope with supervisor.

	M2–M3
	Automated Tool Evaluation
	Run Burp Suite + InQL, OWASP ZAP, and Nikto against DVGA; record detection results per vulnerability class; document false positives; compile results into evaluation matrix.

	Month 3
	Milestone 1 — Tool Evaluation Complete
	Analyse tool evaluation results; quantify coverage gap; identify which vulnerability classes require manual testing; present interim findings to supervisor.

	Month 4
	Manual Testing & Methodology Development
	Conduct structured manual testing for all missed vulnerabilities; document exploitation steps; write custom Python scripts; develop GraphQL VAPT methodology framework.

	Month 5
	Milestone 2 — Methodology Validation
	Apply developed methodology to DVGA from scratch; compare detection coverage against automated baseline; document improvement metrics; finalise framework.

	Month 6
	Write-Up, Review & Submission
	Write full dissertation; supervisor review and feedback; final revisions and submission.
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