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Countering Terrorism
· Explain the organisational structures and inter-relationships that exist in counter-terrorism policing
· Analyse the potential links between terrorism and other forms of criminality
· Assess the potential for an insider threat within the police service, and strategies to prevent this

1. Q1. Why are terrorist organisations often involved in other forms of criminality (e.g. acquisitive crime), and how can this inform counter-terrorism policing? 
Your answer must be based on academic research, although you may make reference relevant case studies. 
Answer: Counter terrorism policing is “a collaborative network of UK police forces and intelligence agencies working to prevent, deter, and investigate terrorist activity” (Counter Terrorism Policing, 2024). Whereby, Counter terrorism policing units or CTU’s aim to prevent terrorism, prepare for terrorist attacks, protect the public and vulnerable people (Lum, Kennedy and Sherley, 2006).  
These counter terrorism strategies are clear objectives for all counter terrorism policing. Although, the importance of clear organisational structure and good relationships are vital to counter terrorism effectiveness. This is done through ensuring that government leaders, policy makers, researchers, and funding agencies are aware of the objectives and working strategies of combating terrorism in society and they adapt to them within their own agendas (Lum, Kennedy and Sherley, 2006).  
Counter terrorism organisational structure within policing is made up of a number of different units within policing, some of these include, specialist units, intelligences agencies including MI5, MI6 and GCHQ. These structures provided a clear structure to coordinate efforts when gathering and analysing relevant information and intelligence to then respond to any potential threats from terrorist activity (Counter Terrorism Policing, 2018). 
As well as all counter terrorism policing units cooperating together and forming clear partnership to combat terrorism within our society. 
This is done through forming interrelationships with different law enforcement agencies, Intelligence sharing, community engagement and thorough international collaboration such as Interpol. Intelligence is collected and shared using the collection cycle, whereby the information and intelligence will initially go through a tasking phase where specific information is sought of by the organisation. Next the information and intelligence will be collected, it will then be processed and exploited to ensure the information is relevant and disclosable. This information and intelligence is then subsequently, disseminated to the appropriate organisation or partner agency (Hughbank and Githens, 2024). 
This intelligence can help identify terrorists traveling between countries or any potential terrorists who are seeking to plan an attack. As a result, of this intelligence being shared through interrelationships, Interpol has adapted something called “project first” a biometric data facial recognition and fingerprint system that helps to identify terrorist suspects using false identities to partake in terrorist activities when travelling (Interpol, 2017). 
Both Interpol and  United Nations Counter Terrorism Committee Executive Directorate (UN CTED) collaborate and work together to develop strategies. This also allows for all countries to be alerted when there is a threat of terrorism (Interpol, 2022).
This intelligence is also vital to help identify the terrorist suspects to help prevent them from being involved in the commission of any other crime. The link between terrorist activity and criminality is precedent. 
Terrorist groups become involved in criminality due to their lack of financial support. They become involved in different types of crime including lucrative crimes, acquisitive crimes or even predatory crime. Some of the crime they get involved in are  theft, burglary, fraud, robbery, trafficking and money laundering.  This allows for terrorist groups to finance their criminal activities. Terrorist groups due this because they do not have easy access to finances that will allow them to fund their terrorist activities (Dandurand and Chin, 2004). 
They need strong finances to fund and resource their activity. Like wise terrorists often get involved in weapons trafficking, human trafficking and drugs trafficking. Not only does this allow for terrorist groups to gather money through illegal trades but it allows them to move weapons, people and drugs that are used in the commission of their terrorist activity. 
Terrorist groups often use stolen vehicles to mask their identity when travelling around to make it easier to avoid police. They often adapt similar methods and tactics to organised crime gangs to build notoriety, financial status and to avoid police. 
578 terrorist groups were monitored between the year 1970 and 2007 who were involved in criminality regularly. Whereby, terrorist groups that were involved in criminality reduced their chance of demise by 50% and extended there life span by approximately 7 years and groups that were involved in criminal activity to do with drugs were less likely to end by police or military force but were also more likely to win political arguments (Piazza and Piazza, 2017). 
This shows how criminal activity can increase the longevity of those who are involved with terrorist activity, through added protection through increased power and finances. Ultimately allowing terrorist to plot and plan their terrorist activity more freely. 
Although, as terrorism is defined “The calculated use of violence to create a general climate of fear in a population and thereby to bring about a particular political objective” (Jenkins, 2025) their involvement in crime is also used to create fear among society and intimidate those who do not believe in political objective such as murder, kidnap, and criminal damage. 
The link between terrorism and criminality is that a person who often commits an act of terrorism commits a crime in order to do so. An act of terrorism is defined as “an action that causes fear and/or harm for a political, ideological, religious, or economic objective” (Team, 2015).
Although, due to the terrorist groups being involved in criminality regularly it provided counter terrorism police officers with an insights into how they operate, their methods, networks and financial structures they use such as crypto currency. This then enables for counter terrorism police officers to develop quick and effective strategies to prevent and disrupt their activity (Ornella, 2021). These strategies consist of countering extreme ideology, strengthening national security and addressing factors that contribute to radicalisation. 

Insights into the criminal activity of these terrorist groups allow for counter terrorism police to infiltrate financial networks, work closely with border control to prevent cross border activity and intervene early with members of society who are at risk of radicalisation. 
Although, terrorism and criminality can be linked through the recruitment process of terrorist groups as they can target individuals with a criminal history or background. As some criminals find the objectives and ideology of these terrorists groups appealing or they believe that through joining the terrorist group they can gain money, power or status. This can occur in prison whereby inmates can become radicalised (Williams and Liebling, 2022).
As well as the link between Cybercrime and Cyber terrorism. Due to the worlds ever growing technological advances, Cyber terrorism is becoming a frequently used method by terrorist groups. This is the method whereby terrorists “attack or the threat of such an attack by nonstate actors intending to use cyberspace to cause physical, psychosocial, political, economic, ecological, or other damage” (Maryville University, 2022. The link is because the person carrying out the act of cyber terrorism can have both ideological and financial motivations. 
Terrorist groups will usually operate in country and regions that have a weak political status and major breakdowns in law. Whereby, they often exploit these breakdowns in the government and the justice system to operate their terrorist groups and partake in criminal activity (Newman, 2007). This allows terrorists to control territories and establish training camps, recruit people for their terrorist groups, extort businesses and impose taxes on the community and spread violence and fear. 
Due to the weaknesses in state it allows terrorist groups to challenge states through attacking the weak countries military and government (Pašagić, 2020). They can also corrupt government  officials due to weaknesses in the state and this can allow terrorist to gain control of the governments which allows them to have control over making decisions in a country. This can cause major instability in a country and can make it impossible for counter terrorism officers to prevent it. 
This can also cause a risk of inside threats within policing. Inside threat is defined as “The potential for an insider to use their authorized access or understanding of an organization to harm that organization” (CISA, 2023). Police officers have access to sensitive information on a daily basis and if the wrong person gains access to that information there is potential for major issues. 
If a police officers does pose an inside threat to the organisation and exploit their authority for personal gain which can put the safety of others at major risk. Inside threat can make police officers abuse their power and become involved in extortion. Some officers can even become involved with criminal gangs and terrorist groups. Whereby, they provide them wit sensitive information and can even partake in criminal activities with them (Jones, 2023). There is also a risk of police officers becoming radicalised with the organisation.

Although, there is strategies to prevent this in place. Police use pre employment screening and vetting, there are over seeing bodies, standards departments, anonymous reporting such as safe call. As well as there being complex training provided to officers such as ethics training and diversity training. The police also provided regular mental health support and encourage ethical leadership and peer accountability. There is a risk of insider threat within policing although with these effective measures it can be easily mitigated. 
Being aware of terrorism and criminality it can allow for counter terrorism to become more targeted and proactive. It will allow for counter terror policing to intercept terrorist activity sooner through the criminal networks that support and fund these groups. Which will subsequently, be more effective in combating terrorists. 
Counter terrorism policing is vital to stopping terrorists or people who agree with terrorist ideology. By intervening early on police can stop groups before they gain power and are able to put peoples lives at risk and commit crimes. Information and intelligence can be gathered by officers that’s relevant to countering terrorism even if the incident they gather the information and intelligence from is not an act of terrorism. 
They can use this information to monitor communication between terrorist groups and other interested parties to intercept as soon as they can. They can also recognise patterns of behaviours and map terrorist groups. This allows for police to disrupt finances and messaging between groups which eventually results in the groups demise. As without finances terrorist groups can not be sustained and it makes it difficult to commit terrorism. 
Although, terrorists will commit acts of crime as it is vital for their groups survival. By committing crime such as theft, trafficking, money laundering and fraud. They can fund their operation, recruit new members and remain powerful. Whereas, other crimes like murder, criminal damage, assault and kidnap are committed to put people in fear of them and helps them remain in power also. 
Counter Terrorism police officers will plan out operations with a multi agency approach to monitor these groups develop information and intelligence and then effect an arrest when appropriate. The members of the terrorist groups will then be interviewed which allows for a positive outcome and help counter terrorism policing to further develop information and intelligence surrounding terrorism. It can allow them to identify more specific information that can help prevent any attacks before they come into fruition. 
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2. What lessons have been learned from recent high-profile critical and major incidents, and how have these translated into best practice for policing?
Your answer must be based on academic research rather than personal experience, but you may refer to recent examples of high-profile critical and major incidents.

Answer: A critical and major incident is defined as “any incident where the effectiveness of the police response is likely to have a significant impact on the confidence of the victim, their family and/or the community” (College of Policing, 2013). These incidents require an immediate response from police whereby they often attend using a multi-agency approach as ambulance and fire are still required. These incidents include terrorist attacks, mass shooting and any large-scale emergencies. These events have allowed police to learn from their mistakes and develop best practices for police to follow. 
One of the critical and major incidents police have learnt from was the 2017 Arena bombing and the 2017 London Bridge Attack whereby a terrorist has attended Manchester Arena with a bomb and blew it up killing 22 people and injured 116 others (BBC News, 2017) and as for the London bridge attack three attackers ploughed their van into pedestrians on the Bridge before attending Borough Market and attacking people with a knife.
As a result of these incidents police have learnt from their mistakes and developed best practice ways to follow when dealing with incidents like that if an incident was ever to happen again. These include the introduction of “RUN,HIDE,TELL” advice for the public. This is the advice to follow during a critical incident to run to a place of safety, to then hide and call police immediately (NaCTSO, 2017). 
They also introduced the increasing of speed and intensity when responding to a critical incident. The deployment of armed response vehicle and specialist teams when attending critical incidents is becoming more frequent. As they also introduced “Immediate Action” model, this is the model whereby it requires an immediate response from emergency services to stabilise what is going on (WEDC, 2018). Police have also introduced more critical incident training during their officer safety training.
This incident teaches you the importance of immediate response to critical incidents and the importance of having the appropriate specialist teams deployed who are trained for dealing with certain scenarios and how they are better equipped to deal with things. As well as the importance of training and following that training when dealing with incidents like that. But not only that, this incident can teach you the importance of learning from your mistakes. 
Another incident that police have developed best practices from was the 2015 Paris whereby three male were involved in a series of attacks across Paris killing 130 people and injuring hundreds of people (BBC News, 2015). This incident highlighted the importance of good coordination and having a multi-agency approach when dealing with critical incidents. As a result of this incident police improved officers knowledge of Joint Emergency Services Interoperability Principles (JESIP), these are principles that emergency must follow when attending a critical incident to have a coordinated approach. There are five principles to follow, these are co-late, communicate, coordinate, jointly understand the risk and shared situational awareness (Pike, 2022).

This incident also pushed for improvements in Joint Tactical Command, the Multi-Agency Coordination Centres and incident command systems to help ensure communication between services are clear. As for police they now deploy a Joint Emergency Services Team (JEST) to coordinate responses. During critical incidents polices role is to “Save life, coordination during the an Emergency Phase, calling out of essential services, protection and preservation of the scene, investigation, identification of the dead, collation and dissemination of casualty information, co-ordination of the media response, application of counter measures to protect the public and restoration of normality” (Argyl Bute Council, 2018). T
The introduction of thorough exercises and scenarios of terror attacks were introduced during officer training to help officers with what to do during an incident. As well as informing them of what their roles and responsibilities during an incident. 
This incident teaches you the importance of following the Joint Emergency Services Interoperability Principles when at a critical incident to be efficient when dealing with an incident and having a multi-agency approach. As well as having good and clear communications with other services. 
Another incident that occurred that caused there to be best practices introduced into policing was the 2017 Westminster Attack. This incident involved a male who ran a terror attack in Westminster killing 6 people and injuring 50 people, with one of the people killed being a police officer after being stabbed (BBC News, 2017). 
This incident enhanced intelligence sharing and threat assessment as it highlighted the importance of it, as it helps police identify threats before they escalate into major incidents. The male who commenced the attack was known to police but lack of intelligence led to lack of intervention. Since the attack counter terrorism intelligence-sharing has been majorly improved whereby the UK government has invested in security and improved sharing between agencies such as MI5,MI6, the police and all international services. As well as this “CONTEST STRATEGY” was introduced to focus on intervening early and prevention before people can . This is the strategy whereby they focus on prevent, pursue, protect and prepare (Wilkins, 2017).
This aims to work with all partner agencies including social services, councils and communities to put in place early intervention to help prevent radicalisation. Similarly, the use of technology by police has increased since the incident as the attacker put things on social media prior to the attack. Police have increased the use of technology to track suspicious behaviour and monitor terrorists. Since the incident the National Security Threat Level system has become a more accessible tool for people to see the risk.
The response and learning that police have taken from this incident is good. As they made many changes and improvements in order for officers to know what best practice is. This incident teaches police the importance of using technology to help them prevent any critical or major incidents from happening such as submitting intelligence, which allows for critical markers and flags to be put on people. This can allow for certain people to be monitored and prevent them from conducting any attacks. As well as that, this incident teaches you the importance of early intervention with offenders as mentioned in the “CONTEST STRATEGY” to intervene at an early stage is more effective in preventing people from causing a major or critical incident and being radicalised. As well as being able to offer them people support regarding their thoughts and feelings. 

Another incident that made police make changes was the 2016 Nice Truck Attack. This is the incident whereby a male has drove a truck through the streets of Nice killing dozens of people (BBC News, 2016). This incident showed police how an incident can have major impacts on victims and people within the community. More recently Police in the UK have received a huge increase in the funding for victim support units across the UK from the government of approximately £440 million (Gov.uk, 2018). This shows that from incidents like the 2016 Nice Truck attack, whereby it can have a major impact on someone mental health and wellbeing. That People understand the importance of supporting the victims and the community of all the people involved. 
As well as the importance of putting emphasis on police working with communities to help them become more resilient. They do this by offering community days involving emergency services whereby they educate them on emergency skill, first aid and what services are available to them.

Another major critical incident that impacted and reshaped police best practice is the 2018 Salisbury poisonings. This is the incident whereby two people were poisoned in Salisbury and it had a major impact on the community (Corera, 2020). As a result of this incident police in the UK majorly increased the training officers received as this incident made them aware that officers lack knowledge of what to do in complex incidents as they had lack of knowledge surrounding chemical attacks. They increased the use of blended threat training to make officers be able to deal with hybrid situations better (LAS, 2023). As well as the introduction of CBRN training and Counter terrorism training being introduced. 
This incident shows the importance and teaches officers that the appropriate training and upskilling can be vital to being able to deal with a critical incident correctly and preserve the lives of all people involved. As well as ensuring that the communities confidence in the police remains high. 
Another incident that had major impacts on the victim, his family and the community was the incident involving a male called Stephen Lawrence. This is the incident whereby a young male was murdered in 1993 (BBC News, 2018) and there was major failing by police. This incident resulted in there being major changes in the law within policing in relation to racism and bias among institutions, the way that hate crimes are investigated within the police and the increase in diversity training among officers. 
This incidents teaches officers the best practice to follow when dealing with incidents involving racism and it also educates officers on things like institutional racism and what to do if they see it happening. 
Another incident that caused police in the UK to affect changes within the police was the 7/7 Bombings. This is the incident whereby 4 people in London killed 52 people and injuring may other after detonating there bags with explosives in (Rodgers, Qurashi and Connor, 2015). This resulted in the introduction of the Terrorism Act 2006. Section 1 of the Terrorism Act 2006 states that  “applies to a statement that is likely to be understood by a reasonable person as a direct or indirect encouragement or other inducement , to some or all of the members of the public to whom it is published, to the commission, preparation or instigation of acts of terrorism or Convention offences” (Gov.uk, 2019).
As well as police in the UK having to reevaluate counter terrorism strategies in the UK and majors improve intelligence sharing and security. It was during this time they introduce the 10 second triage among emergency services. This is the tool used by emergency service staff to assist them when responding to a major incident. It allows officers to run a 10 second triage on someone and assess the risk of death and injury that person is facing. This allows emergency service staff to prioritise those who need immediate medical attention. Emergency service staff using a model called “METHANE” which was introduced when using 10 second triage to bring structure when dealing with a major incident. It covers Major incident, Exact location, Type of incident, Hazards, Access, Number of casualties and Emergency services (NHS England, 2023). 
These practices were introduced to assist officers when dealing with major incidents to have a more structured approach. These practices are vital tools that are now utilised by officers and emergency staff in the UK as a result of learning from major incidents.
High profile critical incidents have majorly impacted the way police respond to incidents like terror attacks, natural disasters and large-scale emergencies across the world. Through errors and mistakes police have developed new best practices through training, improved their response, adopted inter agency coordination, continue to improve intelligence sharing and how it is used and communication with members of the public and victims of crime. By increasing victim support and making officers aware of its importance. 
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