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This report discusses the development of a PHP 5 website for a user to monitor temperature of IoT sensors for the Smart and connected devices module. The introduction discusses the Internet of Things and the website requirements, followed by a discussion on the importance of visualising IoT data, an implementation section then a conclusion.
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The Internet of Things (IoT) is an extension of the internet into physical devices and is a technology that has many use cases. These devices, or things, connect to the network to provide valuable information they gather from the environment through sensors, or to act on the world through actuators. For example, in a sprinkler system (fig.1) [1].
[image: ]
[bookmark: _Toc8503970][bookmark: _Toc8561453][bookmark: _Toc8563087]Figure 1 - example of temperature sensor [1].
An example of the usefulness of analysing sensor data are when companies can predict equipment failure and optimize their operational costs [2].
The aim of this assignment is to retrieve IoT sensor data from a MySQLi database and output it in graph format on a web browser using PHP for the backend server. In order to achieve this, the following require to be implemented:
1. Log in to website.
2. Searches / querying of data.
3. Generation of graphs.
4. Logout of website.
The following was to implement the website:
1. Server Software - WAMP.
2. Server Language – PHP 5.0.
3. Database – MySQLi.
4. Client Scripting – HTML5 and Bootstrap. 

[bookmark: _Toc8349242][bookmark: _Toc8479328][bookmark: _Toc8496093][bookmark: _Toc8563106]IoT Visualisation

Data visualisation involves the creation and study of the visual representation of data and is one of the most popular technologies today. To communicate information clearly and efficiently, statistical graphics, plots, information graphics and other tools are used [2][3]. It is important to visualise the collected data from IoT sensors for the following reasons [4] :
· Being able to grasp more information.
· Being able to determine patterns.
· Identify historical trends.
· Relate to the data.
There are many tools for IoT visualisation, and some of them were researched in order get ideas for designing the PHP homepage:
ThingsBoard – an open-source IoT platform with line and bar charts for historical and real-time data visualisation and map widgets for tracking objects on Google Maps [2].
Power BI - is designed to trace and visualise data gathered by sensors for temperature, sound, motion, location, and healthcare [2].
D3.js – a JavaScript data visualisation library [2].
[bookmark: _Toc8341929][bookmark: _Toc8342091][bookmark: _Toc8342120][bookmark: _Toc8342209][bookmark: _Toc8349243][bookmark: _Toc8479329][bookmark: _Toc8496094][bookmark: _Toc8563107]Implementation

The provided diagram for the task in Figure 2 shows the layout of how the website will be implemented.
[image: ]
[bookmark: _Toc8563088]Figure 2 – the website layout.
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Two tables were created using the PhpMyAdmin tool, which is used to administer MySQL. A user login table and a table to store the data from 3 text files that contain the 3 IoT sensors:
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[bookmark: _Toc8503971][bookmark: _Toc8561454][bookmark: _Toc8563089]Figure 3 - ‘thedata’ table to store the sensor data.
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[bookmark: _Toc8503972][bookmark: _Toc8561455][bookmark: _Toc8563090]Figure 4 – ‘user’ table to store username and password.
Three text files were provided that contain temperature, date and time information. A separate file was created in order to read these files and then transfer the data into the created database.
[image: ]
[bookmark: _Toc8503973][bookmark: _Toc8561456][bookmark: _Toc8563091]Figure 5 – sensor data text file. 
Figure.1 shows the PHP statements from the ‘starter code for data transfer’ file to insert data from 3 text files into the database.
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[bookmark: _Toc8503974][bookmark: _Toc8561457][bookmark: _Toc8563092]Figure 6 - inserting the data from a text file.
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Initially, a user will need to log-in with a username, which has been set to “goodluck”, and a password which has been set to “fjksidm111”. The username and password will be checked by sending a POST request to the MySQL server. The User’s table will be checked if the username and password exist or not. If log-in is successful, the user will be redirected to http://localhost/temperature/main.php which is the homepage of the website located at ‘main.php’. Otherwise, the user will be redirected to the log-in page again, with an error message – Figure 6. 
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[bookmark: _Toc8503975][bookmark: _Toc8561458][bookmark: _Toc8563093]Figure 7 - log-in page.

Login form from index.php
[image: ]
[bookmark: _Toc8503976][bookmark: _Toc8561459][bookmark: _Toc8563094]Figure 8 – log-in form.

Check log-in from checklogin.php.
[image: ]
[bookmark: _Toc8503977][bookmark: _Toc8561460][bookmark: _Toc8563095]Figure 9 – checking username and password.

[bookmark: _Toc8333172][bookmark: _Toc8333625][bookmark: _Toc8333659][bookmark: _Toc8341278][bookmark: _Toc8341932][bookmark: _Toc8342094][bookmark: _Toc8342123][bookmark: _Toc8342212][bookmark: _Toc8349246][bookmark: _Toc8479332][bookmark: _Toc8496097][bookmark: _Toc8563110]Security


SQL command injection is a web hacking technique that allows attackers to control an application’s database by accessing or deleting it. This is done by inputting an improperly formatted SQL query, and is one of the most common way hackers steal data from websites [5] [7] [6].
Implementation
Basic malicious queries are added into input fields along with the legitimate input such as usernames or passwords.
SELECT * FROM Users WHERE UserId = 100 OR 1=1;

Simply adding 1=1 in the input field may return a list of user names and passwords, from the user table in the database, as 1=1 will always be true.

SELECT * FROM Users WHERE Name ="" or ""="";
In this example, “” =”” will always be true.
Countermeasures
A prepared statement, which is also known as a parameterised statement, is an SQL query template that contains placeholder for values. The placeholders will be replaced by actual values during execution [6]. 
In PHP, MySQLi prepared statements work as follows:
1. An SQL query is prepared with an empty value as a placeholder (with a question mark for each value).
2. Bind variables to the placeholders by stating each variable, along with its type.
3. Execute the query.
[bookmark: OLE_LINK20]A login function using PHP Prepared Statements was implemented to prevent SQL Injection. Firstly, variables were replaced with a question mark (?): $query = "SELECT * FROM users WHERE username = ? AND password = ?"; 
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[bookmark: OLE_LINK13][bookmark: OLE_LINK14]The queries were not immediately executed as before, instead they were prepared: $stmt = $db->prepare($query);
Next, the parameter (variables) were binded for the login. This is inserted into the query where the question mark (?) falls. "ss" indicates the type, which is string in this case: $stmt->bind_param("ss", $un, $pw);
Each variable is inserted into the ?s in the query, in sequential order.
Finally, the query was executed: $stmt->execute(); 
[image: ]
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On the homepage, Bootstrap search boxes were used to input temperature, date and time with a search button. A request was then sent to a server using a POST method. A query was performed on the table (thedata) for date, time and temperature data. A match would then be shown in a loop.
Three radio buttons were used to select a sensor. A drop-down menu was created to select a graph.
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[bookmark: _Toc8333180][bookmark: _Toc8503978][bookmark: _Toc8561461][bookmark: _Toc8563096]Figure 10 – searches on the homepage.

Search Form
[image: ]
[bookmark: _Toc8503979][bookmark: _Toc8561462][bookmark: _Toc8563097]Figure 11 – the search form from the homepage.
Search Action

$temperature=$_POST["temperature"]; //get post of temperature data from form
$date=$_POST["date"]; //get post of date data from form
$time=$_POST["time"]; //get post of time from form

//get data from database
/*making query string*/

if($temperature!="" && $date!="" && $time!="")
	{
$query="SELECT * FROM thedata WHERE temperature like '$temperature' AND date like '$date' AND time like '$time'";
	}
	Else {
		$query="SELECT * FROM thedata WHERE temperature like '$temperature' 
				OR date like '$date'
				OR time like '$time'";
	}
	/*executing query */
	$result=mysqli_query($db,$query);
	/*fetching number of rows after query execution */
	$numrows=mysqli_num_rows($result);
	
	//show data selected from database.
	/*if number of rows greter than > 0 */
	if($numrows>0)
	{
		/* get all results in an array */
		while($r=mysqli_fetch_array($result)) {
			
			echo $r["temperature"]."  ";
			echo $r["date"]."   ";
			echo $r["time"]."   ";
			echo "<br>";
		}
	}
	else
	{
		echo "Nothing found!";
}
?>

[bookmark: _Toc8333176][bookmark: _Toc8333630][bookmark: _Toc8333662][bookmark: _Toc8341281][bookmark: _Toc8341935][bookmark: _Toc8342097][bookmark: _Toc8342126][bookmark: _Toc8342215][bookmark: _Toc8349248][bookmark: _Toc8479334][bookmark: _Toc8496099][bookmark: _Toc8563112]Graphs


Make Graph Form

[bookmark: OLE_LINK33][bookmark: OLE_LINK34][bookmark: OLE_LINK28]The PHPMyGraph library was used in order to display graphs. In order to display a graph, a sensor and graph type must be selected then submitted (fig.11). This sends a request to the server using a GET method. Using the value of sensor type and graph type a request is sent to PHP ‘my graph’ library, which returns an image response in an HTML <iframe> element. 
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[bookmark: _Toc8503980][bookmark: _Toc8561463][bookmark: OLE_LINK37][bookmark: _Toc8563098]Figure 12- display of a vertical column graph.
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[bookmark: _Toc8503981][bookmark: _Toc8561464][bookmark: _Toc8563099]Figure 13 - GET method for graph
8 types of graph are available from the drop-down button:
· Vertical Column graph.
· Vertical Line graph.
· Vertical Polygon graph.
· Horizontal Column graph.
· Horizontal Line graph.
· Horizontal Polygon graph.
· Horizontal Simple Column graph.
· Vertical Simple Column graph.
The default colours of the graphs were changed to blue using: $cfg[“column-color’]=”0000ff”.

Make Graph Action
In order to draw the graph: header ("Content-type: image/png"); was used. 

[image: ]
[bookmark: _Toc8561465][bookmark: _Toc8563100]Figure 14 - selecting the sensor file


isset() - is a PHP function used to check if there is a value stored in a variable. isset($_REQUEST['filename'])
means if any 'filename' variables exist or not.

[image: ]
[bookmark: _Toc8561466][bookmark: _Toc8563101]Figure 15 - selecting the graph type.
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[bookmark: _Toc8561467][bookmark: _Toc8563102]Figure 16 - iframe displaying the graph.

[bookmark: _Toc8479336][bookmark: _Toc8496100][bookmark: _Toc8563113]Logout

A logout button was inserted on the jumbotron of the site. When logging out, the user will be redirected to the logout page, and the session would be destroyed. When clicking on “Back to index”, the user will be on the log-in page.
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[bookmark: _Toc8503982][bookmark: _Toc8561468][bookmark: _Toc8563103]Figure 17 - redirection to login

Logout code in jumbotron.
[image: ]

Logout page.
[image: ]

[bookmark: _Toc8349250][bookmark: _Toc8479337][bookmark: _Toc8496101][bookmark: _Toc8563114]Conclusion

The author believes that the website was designed and coded successfully, as per the requirements of the project assignment.
In future JavaScript, can be added to make the drop downlink functionality smoother, and for displaying and fetching graph data.
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¥ Table structure €8 Relation view

# Name Type Collation Attributes Null Default
01 id. > int(11) No  None
[[] 2 username varchar(200) latin1_swedish_ci Yes NULL

[[] 3 password varchar(200) latin1_swedish_ci Yes NULL
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//Insert data to database from txt files
include_once('include/conninfo.php');//relative path to conninfo in www above
//read data from txt files

"textfiles/temperaturel.txt";

extfiles/temperature2.txt";

textfiles/temperature3.txt";

if (filesize($myfilel)>0){
insert_data($myfilel);
insert_data($myfile2);
insert_data($myfile3);
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Asgar's Monitoring Website

Data from loT Sensor devices.

Enter your username and password:

Username goodluck

Password [fjksidm111




image8.tiff
<body>

<hl class="text-center">Enter your username and password:</hi>
<form align="center" action="checklogin.php" method="POST">
<div class="form-group">

Username <input type="text" name="un" placeholder="goodluck">
</div>
<div class="form-group">

Password <input type="text" name="pw" placeholder="fjksidm111">
</div>

<input type="submit" value="Submit" class="btn btn-primary">

</form>
</body>
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include_once('include/conninfo.php');

$un=$_POST["un"1;
$pw=$_POST["pw"];

$query = "SELECT * FROM users WHERE username = ? AND
password = ?";
$stmt = $db->prepare($query);
$stmt->bind_param("ss", $un, $pw); //attach parameters to
query (both types, variable names)
$stmt->execute();
$result = $stmt->get_result();
if($result->num_rows == 1)//Log them in
{
session_start();//access the session
$_SESSION[ "username"]=$un;
echo "Thank you for logging in<br><br>";
header('Location: /temperature/main.php');
Yelse{
echo "Sorry, no records found<br><br>Please try
again<br><br>";
header('Location: /temperature/index.php');
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$query = "SELECT * FROM users WHERE username = ? AND
password = ?";

$stmt = $db->prepare($query);

$stmt->bind_param("ss", $un, $pw); //attach parameters to
query (both types, variable names)

$stmt->execute();

$result = $stmt->get_result();

if($result->num_rows == 1)//Log them in

{
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$result = $stmt->get_result();
if($result->num_rows == 1)//Log them in
{
session_start();//access the session
$_SESSION["username" 1=$un;
echo "Thank you for logging in<br><br>";
header('Location: /temperature/main.php');
Yelse{
echo "Sorry, no records found<br><br>Please try
again<br><br>";
header('Location: /temperature/index.php');
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<!--The search form-->
<form action="search.php" method="POST" id="file_form">

</form>

<label
<input
<label
<input
<label
<input
<input

>Temperature(C) </label>

type="text" name="temperature" id="temperature" placeholder ="e.g. 5"/>
>Date </label>

type="text" name="date" id="date" placeholder ="e.g. 20xx-xx—-xx"/>
>Time </label>

type="text" name="time" id="time" placeholder ="e.g. 00:15:51"/>
type="submit" class="btn btn-primary" value="Search">
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<!--Select a Sensor-—>
<!-—form start with get action-->
<form name="show_chart" id="show_chart" method="GET" action=
<div class="radio">
<label><input type="radio" name="filename" id="filel" value="1">Sensor No.1</label>
</div>
<div class="radio">
<label><input type="radio" name="filename" id="file2" value=!
</div>
<div class="radio">
<label><input type="radio" name="
</div>

">Sensor No.2</label>

ilename" id="file3" value="3">Sensor No.3</label>
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//get data from database by file name selected
if ($file_name == 1){
$quer

}
elseif($file_name == 2){

"SELECT * FROM thedata WHERE filename like 'textfiles/temperaturel.txt'";

$query="SELECT * FROM thedata WHERE filename like 'textfiles/temperature2.txt'";

}
else{

$query="SELECT * FROM thedata WHERE filename like
}

$result=mysqli_query($db,S$query);

$data = array();

while($row = mysqli_fetch_assoc($result))

{
$datetime = $row['date']." ".$row['time'];
$datal$datetime] = $rowl['temperature'];

}

//Call phpmygraph library to draw the graph\

header("Content-type: image/png");

'textfiles/temperature3.txt'";
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$graph = new phpMyGraph(); /*creating new instance of phpMyGraph*/

//draw graph using selected graph shape
if($_GET['kindofGraph'1==0|$_GET['kindofGraph'Jl==1){
/*Generating Vertical Column Graphx/
$graph-> parseVerticalColumnGraph ($data, $cfg);
}
elseif($_GET['kindofGraph'l==2){
/*Generating Vertical Line Graph/
$graph->parseVerticallineGraph($data, $cfg);
}
elseif($_GET['kindofGraph'l==3){
/*Generating Vertical Polygon Graphx/
$graph->parseVerticalPolygonGraph($data, $cfg);
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<!—=—=showlng graph here——>

<div style="width:1100px; height:500px" id="graph">

<l-—create iframe and add graph image generate url with assigned value——>

<iframe src="http://localhost/temperature/makegraph.php?filename=<?php echo $filename; ?>&kindofGraph=<?php echo
$kindofGragph; ?>" style="width:100%;height:100%;">

</div>

<?php } 7>
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@ localhost/temperature/logout.pl X +
< C @ localhost/temperature/logout.php
You have logged out

Back to index




image20.tiff
Py P— log out link ———->
<a href="logout.php">Log Out</a>
</div>
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/*start sessionx/

session_start();

$_SESSION["username"]="";//set variable to nothing (unset
session variable)

session_destroy();//destroy session
?>

You have logged out<br><br>

<a href="index.php">Back to index</a>
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