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Task 1
(Demonstration of VMs, and how VMs are created and managed, vNets, network security group, and screenshot in Microsoft Azure)

Managing Resources in the Microsoft Azure Portal

Using Azure Portal and its resources it’s possible to manage all resources and life cycle development available in our subscription.
Starting off setting up resource group because it is a container that holds all related resources for a particular Azure solution.
Resource group can include for example, resources for an entire solution or only those resources the Admin expected to manage as a group.
For example, if we have a web solution that need to be high available and included a couple of web apps, load balancer to manage a traffic, what we do is to group all together in same resource group so it can easy be deployed, update, manage, delete, etc.
Resources allow to group all resources together logically, tags also allow to group these resources in additional way so in a larger grouping we can cover up a smaller group of resources and associate them in a different attributes such as department as a name and IT as a value. [1]
Another usage of tags is tagging Production and Development machines.
If we have 500 VMs running around in Dashboard or in a Portal, what we can do instead of struggling to determine which one are production and development we can tag them so to have a better idea which server belongs in which environment. 
Ultimately, defining tags that makes the most sense for the organisation or environment is helpful. 
But so should keep in mind there a few limitations that applied to tags.
For example, each resource or resource group can only have a maximum 15 tags and a tag name is limited to 512 characters. 
The tags values is limited to 256 characters and also, tags applied to resource group are not inherited by resources in that resource groups.
At the end of day, tagging is another way to logically grouping resources within an Azure subscription. [2]

Virtual Network or vNet

Virtual network is the building block for private network in Microsoft Azure, just like a physical network allows communication of physical machine, virtual network in Azure allows the Admin or a developer or a user to facilitate communication among different types of Azure resources like virtual machine, scale sets, storage accounts, all kind of Azure resources that have an IP address. 
Everything that communicate will communicate over that network. 
We can also use vNet to communicate with internet and establish connectivity back to and on physical network through the usage of VPN connection. 
There are 4 keys vNet concepts to be aware of: the address spaces, subnets, regions, and subscription.
During the creation of a vNet it will prompt to specify an address space. This is something we don't need in a physical environment when you create a network, we simply go on and create the subnet on our physical network device. 
When we create a virtual network what we need first do is specify an address space that network will consume.
Azure will then assign addresses to the resources from the pool of IP addresses that make up the address space defined.
Now a subnet is a piece of network that Admin or someone else is carving out. It's no difference in a physical sense.
In this case, we have the virtual network with an address space of, let's say, 192.168.0.0/16.
So, we define an address space for a virtual network that way with that range of addresses, what we can then do is further carve out that virtual network into separate subnets. 
In this example, outlined below on screenshot we create a subnet of 192.168.0.0/24.
That subnet would be a subspace of that address space that we defined for our virtual network. 
Again, this is really no different than carving up our network in a physical environment. 
Now, the third term I want to touch on here is the region.
This is important because when you deploy a vNet, that vNet is going to be scoped to a single region.
Now, that being the case, if we need to facilitate communication across regions, which will obviously sometimes happen, what we can do is peer multiple networks, multiple virtual networks, I should say, from different regions using Azure virtual network pairing option.

Resource groups will house all the remaining resources the deploy throughout the building an VM, vNet, etc.
Resource group is a container you use to hold all related resourses for a specific Azure solution.
An example will be a lab course with all Azure resources will be deploy all kind belong together, so it makes sense to keep then within their own resource group, and use resource group as management boundary.
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So, in the scenario of the Assessment 2 let’s keep that in mind that when we're deploying a network, and the vNet its scope's to a single region.
And lastly, it’s important to talk a little bit about subscriptions because like region, virtual networks are scoped to a specific subscription. 
That being the case, you can implement multiple virtual networks within each Azure subscription and of course, within each Azure region. 
So, what we're going to do is deploy a virtual network and run through some of the basic configuration tasks for that virtual network. 
I'm in my resource group, the rg-task1 Resource Group that we deployed earlier and what we're going to do to provision our virtual network in this resource group is click add and, we'll search the marketplace for virtual network. 
And we can select it form the search results and then we can see in the overview, Azure tells us a little bit about what a virtual network is. 
So, what we'll do to begin the deployment is click create, and now we have a couple of configuration tabs here that we need to be concerned with. Some of this information is mandatory, some is optional.
We need to tell Azure which subscription we want to deploy to (in our case we got only one, Student Subscription) and to which resource group we want to deploy to.
And under instance details, we need to tell Azure what the name of our vNet is and in what region we want to deploy to. 
We're deploying everything into (US) East US and for this virtual network, I'll just call this vnet-task1.
We could have click "Review + create" but I don't want to do that because as we'll notice, we haven't had an opportunity to configure the address space for our network, nor the address range for our subnet. 
So, what we'll do to make that happen is click on next for IP address down at the bottom.
Now, from the IP addresses pane, we can see that by default Azure is going to give us an address of 10.0.0.0/16 and I don't want do that. 
So, what we'll do, instead of using the 10.1.0.0/16 address space, we're going to create a 192.168.0.0/16 address space.
Then what we'll do is add a subnet and we'll call this subnet1. 
The address range here, needs to fall within the address space of a parent virtual network. 
We'll give an address range for our subnet of 192.168.0.0/24.
If we hover over the icon, we can see that what this does is allow us to enable one or more service. 
What that means is that we can create these endpoint policies that allow traffic to specific Azure resources from this virtual network over the service end points. 
Now we have our virtual network with an address space of 192.168.0.0/16 and then we have a portion of this virtual network carved out into a subnet called subnet1 with an address space of 192.168.0.0/24.
If we bounce into security tab we can see we have a couple different options in this security tab.
So, what we can do is review and create. And Azure goes in, validates our options and says, we're good to go.
What we can do at this point is create our virtual network. 
Now, the deployment of the virtual network takes a little bit longer than a resource group, but not terribly long, and we see the deployment is complete if we go to our resource were taken to the overview page where we can look at some of the information about our virtual network, we can look at the different connected devices, we can look at the address space, the DNS servers that are assigned to this network, and of course, if we go under settings, we can look at the address space itself.
Going back to the overview page and at this point we have our first virtual network deployed.
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Deploying a Network Security Group via the Azure Portal

To protect that vNet we use what's called network security group.
What a network security group does is filter network traffic to and from Azure resources that are connected to a specific Azure virtual network. The network security group that we define will contain security rules that allow or deny inbound and outbound traffic to and from the resources that are connected to that network. Now, what we're going to do is create a network security group that allows RDP in from the internet, so when we deploy our virtual machine later on, we can get access to it from the internet.
We're at the overview page now to create our first network security group that's going to allow RDP traffic.
What we'll do is will go to the hamburger menu up and click create a resource.
And from the marketplace will search for network security group, and it shows up in the results and then again in the overview pane we can see Azure tells us what a network security group does, what it's used for, some details that kind of help to understand what the network security group is. 
There is some basics and there's some tags. What it does it creates security group. Then we have to go in and define our role.
We're going to deploy into rg-task1 and will deploy into the (US) East U.S. region and the name we're going to give for my network security group, I'll just call it my rsg-sec-task1. 
We get a successful validation, so we'll go ahead and create our network security group. 
Now, once this is deployed, we need to associate this network security group with a subnet that we want to protect with it.
We can see that this network security group actually came out of the box with a half a dozen pre-existing default rule. 
We have three default inbound security rules and three default outbound security rules.
The three inbound rules allow traffic from the virtual network in, they allow traffic from low balancers in, but then they deny everything else. 
So, unless traffic is coming from vNet or from a load balancer, traffic coming in is locked down. 
The outbound security rules that are created automatically do the same thing, but the opposite.
They allow vNet traffic out, they allow internet traffic out, but they block everything else. 
If I click the ellipsis, the option to delete these default rules is grey out.
That's because we can't delete these default rules. 
But what you can do is create custom rules Port_3389_in that override them, but we can't delete these rules. 
After setting and create our inbound security rules, clicking in outbound security rules we can see that all traffic to the internet is allowed so we don't have to create that rule Port_3389 for outbound because we're already allowing traffic out to the internet.
Now that we have our security rules created, let's go ahead and associate this network security with subnet. 
What we want to do is protect the subnet called subnet1 that we created early on. 
And to do that we click on Associate and then in the virtual network drop down we can select virtual network vnet-task1,subnet name subnet1, service protocol RDP, port 3389.
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Deploying a Virtual Machine via Microsoft Azure Portal

In the previous session, we walked through the process of the deployment and configuration of our first network security group, what we're going to do now is walk through the process of deploying our Windows virtual machine. And when we deploy this virtual machine, we're going to attach it to the subnet called subnet1 which is the subnet that's protected by the network security group that we have provisioned. 
To deploy our virtual machine, I can click the hamburger button and then create a resource. I want to do is deploy a Windows Server 2019 machine. I don't see Windows Server 2019, so what I can do is browse to compute in left-hand pane, and then when I browse to compute we can see Windows Server 2019 Data Center is down at the bottom. Now, when we create a virtual machine, we have six different tabs to complete. 

In Instance details, if I hover over the icon what this tells us is that a virtual machine in Azure has two different names. 
It has a virtual machine name that is shown in the Azure portal and then it has a guest host name. So that's the host name within the operating system. When we create a VM in the portal, the same name that we give it in the portal is automatically used as the host name for the OS. We cannot change the name in the portal. We can change the name that's within the operating system, the hostname. 
Best practice would be calling our server what we want to be called in both the Azure portal and on the guest operating system, so we're not trying to figure out which servers are which. So, in this case, we're calling this server vm-task1 and we're going to deploy into the (US) East U.S. region. Now, the availability options allow us to deploy into an availability zone and availability set or have no infrastructure redundancy at all. Now, we're not going to use any availability options.
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Task 2
(Additional Exercise)

In this part first we create a Resource Group as container for a virtual network named vnet-task2 with two subnets, subnet1 and subnet2, and two virtual machines (VMs), named vm1-task2 and vm2-task2. Both VMs were installed Linux image.
Network security group that we define contain security rules that allow or deny inbound and outbound traffic to and from the resources that are connected to that network. We create a network security group that allows SSH in from the internet, so when we deploy our virtual machine, we can access it from the internet.
We define some rules on network security group that's going to allow traffic on SSH (port 22, Nginx (http, https on port 80 and 443 respectively), and MySQL (port 3306). [3]
On vm1-task2 we installed Ubuntu Server 22.04 and vm2-task2 Centos 8.2.2004 Linux images.
Virtual network was assigned IP address 192.168.0.0/16, subnet1 192.168.0.0/24, and subnet2 192.168.1.0/24. [4]
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Preferred e-mail address @studentuwtsdac.uk

Preferred phone number ‘ 01267676767

Next > | Download a template for automation

UNIVERSITY OF WALES TRINITY

A Give feedback




image106.png
signin ()

20236931

portal.azure

@studentuwts... @

(YR YVl © Search resources, services, and docs (G+/)

UNIVERSITY OF WALES TRINTY . &
Home >
& CreateVm-OpenLogic.CentOS-8_2-gen2-20230503195601 | Overview = X
Deployment
« [0l pelete © Cancel & Download () Refresh
& Ovenview .
Deployment is in progress
& Inputs
- Deployment name: CreateVm-OpenLogic.CentOS-8_2-g. Start time: 5/3/2023, 8:06:22 PM
o Subscription: Azure for Students Correlation ID: ccdB5950-7181-4680-900c-2128 0
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B vmubuntu@vmi-task2: ~ X @ carlosy@windosy: ~ X 4+ v

carlosy@uindosy:~$ ssh vmubuntu@20.172.201.176
vmubuntu@20.172.201.176's password:
Welcome to Ubuntu 22.64.2 LTS (GNU/Linux 5.15.0-1037-azure x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Wed May 3 20:19:00 UTC 2023

System load: ©.2802734375 Processes: 103
Usage of /: 5.0% of 28.89GB  Users logged in: [¢]
Memory usage: 7% IPv4 address for eth@: 192.168.0.4

Swap usage: 0%

* Strictly confined Kubernetes makes edge and IoT secure. Learn how Microk8s
just raised the bar for easy, resilient and secure K8s cluster deployment.

https://ubuntu.com/engage/secure-kubernetes—at-the-edge
Expanded Security Maintenance for Applications is not enabled.
0 updates can be applied immediately.

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

The programs included with the Ubuntu system are free software;
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vmubuntu@vm1-task2: ~ X ‘ vmcentos@vm2-task2:~ X + v

carlosy@uwindosy:-$ ssh vmcentos@137.117.34.252

The authenticity of host '137.117.34.252 (137.117.34.252)' can't be established.
ED25519 key fingerprint is SHA256:9hy937LcTmry2ulNVQYNb2BulxgUOcizbaEIpZ/p9do.
This key is not known by any other names

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '137.117.34.252' (ED25519) to the list of known hosts.
vmcentos@137.117.34.252's password:

Activate the web console with: systemctl enable ——now cockpit.socket

[vmcentos@vm2-task2 ~1$
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B vmubuntu@vmi-task2: ~ X & vmcentos@vm2-task2:~

vmubuntu@vml-task2:~$ lsb_release -a
No LSB modules are available.
Distributor ID: Ubuntu

Description: Ubuntu 22.64.2 LTS
Release: 22.04
Codename: BELLIY

vmubuntu@vml-task2:~$
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vmubuntu@vmi-task2: ~ X @ vmcentos@vm2-task2:~ X 4+ v

[vmcentos@vm2-task2 ~]$ uname -a
Linux vm2-task2 4.18.0-193.28.1.el8_2.x86_64 #1 SMP Thu Oct 22 ©0:20:22 UTC 2020 x86_64 x86_6L x86_6U GNU/Linux
[vmcentos@vm2-task2 ~1$
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vmubuntu@vm?i-task2: ~ X . vmcentos@vm2-task2:~ X + v

vmubuntu@vml-task2:~$ sudo apt install nginx

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

The following additional packages will be installed:
fontconfig-config fonts—dejavu-core libdeflate® libfontconfigl libgd3 1ibjbig@ libjpeg—turbo8 libjpeg8
libnginx-mod—http-geoip2 libnginx-mod-http-image-filter libnginx-mod-http-xslt-filter libnginx-mod-mail
libnginx-mod-stream libnginx-mod-stream—geoip2 libtiff5 libwebp7 libxpmi4 nginx—common nginx-core

Suggested packages:
libgd-tools fcgiwrap nginx-doc ssl-cert

The following NEW packages will be installed:
fontconfig-config fonts—dejavu-core libdeflate® libfontconfigl libgd3 1ibjbig@ libjpeg—turbo8 libjpeg8
libnginx-mod—http-geoip2 libnginx-mod-http-image-filter libnginx-mod-http-xslt-filter libnginx-mod-mail
libnginx-mod-stream libnginx-mod-stream—-geoip2 libtiff5 libwebp7 libxpmd nginx nginx—common nginx-core

0 upgraded, 20 newly installed, @ to remove and 3 not upgraded.

Need to get 2689 kB of archives.

After this operation, 8335 kB of additional disk space will be used.

Do you want to continue? [Y/n] y

Preparing to unpack .../19-nginx_1.18.0-6ubuntuld.3_amdél.deb ...

Unpacking nginx (1.18.0-6ubuntuld.3)

Setting up libxpm#:amdéd (1:3.5.12-1ubuntu@.22.04.1)

Setting up libdeflate®:amdé6d (1.10-2)

Setting up nginx-common (1.18.0-6ubuntuld.3)

Created symlink /etc/systemd/system/multi-user.target.wants/nginx.service » /lib/systemd/system/nginx.service.

Setting up libjbig@:amdéd (2.1-3.lubuntu6.22.64.1)

Setting up libnginx-mod-http-xslt-filter (1.18.0-6ubuntuld.3)

Setting up fonts-dejavu-core (2.37-2buildl)

Setting up libjpeg-turbo8:amdéu (2.1.2-Qubuntul)

Setting up libwebp7:amdé4 (1.2.2-2)

Setting up libnginx-mod-http-geoip2 (1.18.0-6ubuntuld.3)
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vmubuntu@vml-task2:~$ nginx -v
nginx version: nginx/1.18.0 (Ubuntu)
vimubuntu@vml-task2:~$ sudo systemctl status nginx
® nginx.service — A high performance web server and a reverse proxy server
Loaded: loaded (/lib/systemd/system/nginx.service; enabled; vendor preset: enabled)
Active: active (running) since Wed 2023-05-63 20:33:13 UTC; 3min 42s ago
Docs: man:nginx(8)
Process: 1886 ExecStartPre=/usr/sbin/nginx -t -q -g daemon on; master_process on; (code=exited, status=0/SUCCESS)
Process: 1887 ExecStart=/usr/sbin/nginx —g daemon on; master_process on; (code=exited, status=0/SUCCESS)
Main PID: 1980 (nginx)
Tasks: 2 (limit: 4095)
Memory: 4.6M
CPU: 26ms
CGroup: /system.slice/nginx.service
}-1980 "nginx: master process /usr/sbin/nginx -g daemon on; master_process on;
L1083 "nginx: worker process" f " " e AT

May 03 20:33:13 vml-task2 systemd[1]: Starting A high performance web server and a reverse proxy server...
May 03 20:33:13 vml-task2 systemd[1]: Started A high performance web server and a reverse proxy server.
b es /16 _(END)
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vmubuntu@vml-task2:~$ sudo apt install lynx

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

lynx is already the newest version (2.9.0dev.10-1).
0 upgraded, @ newly installed, © to remove and 3 not upgraded.
vmubuntu@vml-task2:~$
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[vmcentos@vm2-task2 ~]$ sudo dnf install @mysql

CentO0S Linux 8 - AppStream 4es B/s | 38 B 00:00
Error: Failed to download metadata for repo 'appstream': Cannot prepare internal mirrorlist: No URLs in mirrorlist
CentOS Linux 8 - BaseOS 166 B/s | 38 B 00:00
Error: Failed to download metadata for repo 'baseos': Cannot prepare internal mirrorlist: No URLs in mirrorlist
CentOS Linux 8 - Extras 25 kB/s | 11 kB 00:00

Ignoring repositories: appstream, baseos
Dependencies resolved.

Installing group/module packages:

mysql-server x86_64 8.0.26-1.module_el8.4.0+915+de215114 AppStream-openlogic 25 M
Installing dependencies:

libevent x86_64 2.1.8-5.el8 BaseOS-openlogic 253 k
mariadb-connector-c-config noarch 3.1.11-2.el18_3 AppStream-openlogic 15 k
mecab x86_64 0.996-1.module_el8.4.0+589+11e12751.9 AppStream-openlogic 393 k
mysql x86_64 8.0.26-1.module_el8.4.0+915+de215114 AppStream-openlogic 12 M
mysql—common x86_64 8.0.26-1.module_el8.4.0+915+de215114 AppStream-openlogic 134 k
mysql-errmsg x86_64 8.0.26-1.module_el8.4.0+915+de215114 AppStream-openlogic 598 k
perl-Carp noarch 1.42-396.el8 BaseOS-openlogic 30 k
perl-Encode x86_64 4:2.97-3.el8 BaseOS-openlogic 1.5 M
perl-Errno x86_64 1.28-420.el8 BaseOS-openlogic 76 k
perl-Exporter noarch 5.72-396.e18 BaseOS-openlogic 34 k
perl-File-Path noarch 2.15-2.e18 BaseOS-openlogic 38 k
perl-File-Temp noarch 0.230.600-1.el8 BaseOS-openlogic 63 k
perl-Getopt-Long noarch 1:2.50-4.el8 BaseOS-openlogic 63 k
perl-HTTP-Tiny noarch 0.074-1.e18 BaseOS-openlogic 58 k
perl-IO x86_64 1.38-420.el8 BaseOS-openlogic 142 k




image121.png
vmubuntu@vm1-task2: ~ X @ vmcentos@vm2-task2:~ X + v [m] X

[vmcentos@vm2-task2 ~]$ sudo systemctl enable ——now mysqld
Created symlink /etc/systemd/system/multi-user.target.wants/mysqld.service » /usr/lib/systemd/system/mysqld.servic
e.
[vmcentos@vm2-task2 ~]$ sudo systectl status mysqld
sudo: systectl: command not found
[vmcentos@vm2-task2 ~]$ sudo systemctl status mysqld
® mysqld.service — MySQL 8.0 database server
Loaded: loaded (/usr/lib/systemd/system/mysqld.service; enabled; vendor preset: disabled)
Active: active (running) since Wed 2023-05-03 20:55:21 UTC; UUs ago
Process: 73334 ExecStartPost=/usr/libexec/mysql-check-upgrade (code=exited, status=0/SUCCESS)
Process: 73205 ExecStartPre=/usr/libexec/mysql-prepare-db-dir mysqld.service (code=exited, status=0/SUCCESS)
Process: 73181 ExecStartPre=/usr/libexec/mysql-check-socket (code=exited, status=0/SUCCESS)
Main PID: 73290 (mysqld)
Status: "Server is operational"
Tasks: 38 (limit: 21706)
Memory: 460.1M
CGroup: /system.slice/mysqld.service
L73290 /usr/libexec/mysqld --basedir=/usr

May 03 20:54:53 vm2-task2 systemd[1]: Starting MySQL 8.0 database server...

May 03 20:54:53 vm2-task2 mysql-prepare-db-dir[73205]: Initializing MySQL database
May 03 20:55:21 vm2-task2 systemd[1]: Started MySQL 8.0 database server.
[vmcentos@vm2-task2 ~1$
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& vmubuntu@vmi-task

vmubuntu@vml-task2:~$ sudo vim /var/www/html/index.html
vmubuntu@vml-task2:~$
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<html>
<head>
<title>Welcome to Assessment 2 for Cloud Computing</title>
</head>
<body>
<h1>Hi, I'm Carlos Manuel Fernandes Viegas de Abreu, student of Cloud Computing.</hl>
|- VEREY, |
</html>

/var/www/html/index.html" 16L, 200B 9,8-15 ALl
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B vmubuntu@vmi-task2:

vmubuntu@vnl-task2:~$ lynx /var/www/html/index.html
vmubuntu@vml-task2:~$
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