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1 Introduction
The electronic product industry is a capital and technology-intensive industry, and its supply chain is complex and involves all walks of life. Coupled with the globalization of supply chain node enterprises, the uncertainty factors in the supply chain of this industry are gradually increasing, and the accompanying risks The probability of occurrence increases accordingly. The analysis of the electronic product manufacturing industry shows that its characteristics are as follows.
(1) Diversified consumer needs
The market demand for electronic products changes rapidly. Some product sales are related to seasons, some are related to consumer groups, some increase month by month, and some fluctuate. With the improvement of people's living standards, ordinary standardized products can no longer meet consumers' desire to buy, and the personalized and diversified needs are increasing day by day, and the speed of change is fast. Diverse functions, exquisite appearance and comfortable experience are the pursuit goals of consumers. In terms of functions, consumers are increasingly pursuing diversification, such as the transition from early ordinary feature phones to today's smart phones, and the transition from black and white TVs to today's digital TVs and Internet TVs. In terms of appearance, consumer day, preference for customization, etc. In order to meet consumer demand, the electronic product manufacturing supply chain needs to continuously shorten the product development cycle, production cycle and marketing channels to gain market recognition. The growth of such personalized and diversified demands has also brought new challenges to the R&D technology and innovation capabilities of the electronic product manufacturing industry.
(2) Fast product replacement
In recent years, the replacement of electronic products has become faster and faster, and the market demand for electronic products such as Internet TV and smart phones is huge. Taking Apple and Huawei smartphone products as examples, the new products launched in 2018-2021 are shown in Table 1, reflecting the fast update speed of electronic products. With the ever-changing personalized needs of consumers and the need for companies to occupy the market, companies in the electronic product supply chain need to constantly innovate and design products that meet current needs to win business opportunities.
Table 1 2018-2021New product release of well-known brand smartphones
	brand
	series
	2018
	2019
	2020
	2021

	Apple
	iPhone
	XS/ XS Max/XP
	11/ 11 Pro/ 11 Pro Max
	SE 2 /12/ 12 mini/ 12 Pro/ 
12 Pro Max
	13/13 mini/ 
13 Pro/
13 Pro Max

	Huawei
	Mate
	Mate20/ 
Mate20 Pro/ Mate20 X/ Mate20 RS
	Mate30/
Mate30 Pro/
Mate30 RS
	Mate40/ Mate40 Pro
	——

	
	P
	P20/P20 Pro
	P30/P30 Pro
	P40/
P40 Pro/
P40 Pro +
	P50/
P50 Pro/
P50 Pro +


(3) intense market competition
With the rapid development of the electronic product industry, the competition for market share among enterprises has become increasingly fierce. Taking the Chinese market as an example, as far as smartphones are concerned, its shipments are huge. Figure 1 shows the shipments of smartphones in China from 2010 to 2017, and the shipments in 2016 were as high as 467.3 million. Due to the large number of electronic product manufacturing enterprises, with the continuous innovation of science and technology, the globalized market and economy, the increasingly strong personalized needs of customers, and the faster and faster upgrading of electronic products, these realities make electronic product manufacturing. The industry supply chain is facing severe challenges.


figure 1 Chinese smartphone shipments

[bookmark: _Toc95276459]2 Critical evaluation of Electronics Manufacturing supply chain vulnerability
Under certain circumstances, supply chain vulnerability and supply chain risk are inseparable. Supply chain vulnerability refers to the possibility of damage to the supply chain caused by internal and external risks in the supply chain. This paper analyzes the supply chain of electronic product manufacturing enterprises. Risk assessment of their supply chain vulnerabilities.
[bookmark: _Toc95276460]2.1 supply chain
Lee (1992) has said that a supply chain is a complex network system with interlaced levels and interlocking links [1], which is composed of related enterprises and related industries that directly or indirectly meet customer needs. Logistics, capital flow, effectively combine related suppliers, manufacturers, logistics service providers and sellers into a network-type enterprise organization formed as a whole. A supply chain skillfully connects producers, customers, and commodities together. A successful supply chain can meet customer needs, reduce corporate costs, and increase corporate profits.
[bookmark: _Toc95276461]2.2 Electronics Manufacturing Supply Chain
The electronics manufacturing supply chain involves industries including electronics, energy, steel, and chemicals. At the same time, each node enterprise has many upstream and downstream partners, showing a complex network structure, and each node enterprise also plays a different role in different supply chains.
[bookmark: _Toc95276462]2.3 Electronic Product Supply Chain Risk Analysis
Combining the relevant literature of supply chain risk and the characteristics of electronic product manufacturing industry to analyze the electronic product supply chain risk, it can be seen that the supply chain risk mainly includes external environmental risk and internal risk.
(1) External risks
The external environmental risks of the electronic product manufacturing supply chain mainly include two categories: natural risk factors and social risk factors.
Natural risk factors mainly refer to risks caused by natural force majeure factors, such as volcanic eruptions, mudslides, hurricanes, earthquakes, etc. The occurrence of natural disasters will inevitably affect a node in the supply chain. For example, earthquakes and abnormal weather may temporarily cause a shortage of raw materials for electronic products, thus affecting the stability of the entire supply chain.
For example: In March 2011, the earthquake in Fukushima, Japan caused a shortage of power supply throughout Japan, resulting in the inability of many enterprises to produce, resulting in the failure of normal delivery of electronic components, affecting the stability of the entire supply chain.
Social risk factors include both policy and economic risk factors. Policy risk factors include the adjustment of laws and regulations (including the government's macro-control or institutional reform), as well as the government's compulsory intervention to achieve a certain purpose. Economic risk factors include changes in interest rates and exchange rates, rapid economic growth and widespread global economic depression. In addition, factors such as social chaos caused by social instability such as strikes and riots also belong to the category of social risk factors. These factors will affect the efficiency of each enterprise in the electronic product manufacturing supply chain.
(2) Internal risk
This paper determines the internal risks of electronic product manufacturing enterprises by analyzing the internal links of the electronic product supply chain. For the electronic product manufacturing industry, from the very beginning of predicting the market demand and predicting the share that the enterprise can compete for, to the listing of goods, its internal operations mainly include: Demand determination, procurement and supply, production and delivery of four major links.


Figure 2 Internal operation links of electronic manufacturing enterprises
① Demand forecasting link risk analysis
The determination of product output is the primary link in the production and operation of an enterprise. This link mainly involves the market demand for a certain electronic product and the prediction of the company's share in the market competition, as well as the internal transmission of demand information and the conclusion of cooperation agreements with customers and other activities. . The market is a system with incomplete information symmetry. Customer demand is random. Accurate prediction enables enterprises to efficiently meet customer needs and smooth internal operations. Deviations from demand forecasts will lead to problems such as inventory backlog, increased costs, and poor capital flow. appears, affecting the normal operation of the enterprise. By summarizing the literature, it can be seen that demand risk and information risk are mainly involved in demand forecasting.
demand risk: Demand risk is caused by factors such as large changes in market demand, inaccurate demand forecasts, guidance by various marketing methods or the loss of key customers. Through the analysis of the characteristics of electronic products, we can see that taking mobile phones as an example, its demand is huge, consumer demand is diversified, electronic products are updated quickly, and there are many electronic product manufacturers. At this time, companies are increasingly unable to control the market direction, and It is difficult to accurately predict the market demand. At this time, the following two results may occur: First, the forecast volume exceeds the market demand, resulting in a large backlog of inventory. The rapid update speed in the electronics manufacturing industry will lead to the elimination of the backlog of inventory, which will bring great losses to enterprises. massive loss. Second, because the forecast volume is lower than the market demand and the production volume is small, it fails to respond to the market in time and misses the opportunity for development.
information risk: Information risk is caused by information system technical problems, information distortion, and low level of information sharing. Information is transmitted between enterprises at each node of the supply chain. In this process, information delay and distortion will occur due to various reasons, which eventually lead to enterprises unable to grasp or incorrectly estimate market and customer demand information, so that the supply chain can operate. Fail. The general situation of supply chain information risk includes the following two categories: one is the risk caused by the lag of the information itself, which can be solved by updating the information in time and strengthening the degree of informatization between enterprises; Each node enterprise acts independently and pursues the maximization of its own interests. During the process of information transmission, some or all of the information will be retained, which will lead to poor communication between upstream and downstream node enterprises and even information distortion, which will eventually lead to information distortion in the entire supply chain. The "bullwhip effect" refers to the risk of information distortion caused by step-by-step amplification when the demand information is transmitted to the upstream of the supply chain in order to prevent the shortage of supply by enterprises at each node in the supply chain, resulting in a large backlog of inventory.
②Risk analysis of procurement supply and delivery and distribution links
These two links mainly involve the stable receipt of parts, the guarantee of the quality of parts, and the guarantee of the transportation process, etc. The risks involved are supply and delivery risks.
Supply and Delivery Risk: Controlling supply and delivery risks is very important for electronics manufacturing companies as most of the components are provided by suppliers. Supply and delivery risks mainly refer to various problems in the delivery of parts or raw materials, including supplier problems and logistics and transportation problems. In the electronics manufacturing industry, the supplier issues include: whether the supplier's production is stable, whether the delivery is on time, whether the technical ability is in line with the quality, whether the quality of the parts is qualified, etc. As for the supplier problem, on the one hand, the supplier problem refers to the substandard production quality, which causes major harm to the production of the enterprise. Taking the airbag manufactured by Takata as an example, it can be seen that the incident affected 19 automobile enterprises, and the duration was (2009). from 2019 to 2019), which has a significant impact on the automobile manufacturing industry. On the other hand, the supplier problem refers to the interruption and delay of the supply of raw materials or components in the electronic manufacturing industry caused by factors such as a single supplier and a lack of flexibility of the supplier, resulting in the inability to produce electronic products or the quality of the products produced does not meet the requirements. requirements, causing a major crisis to the enterprise.
③Production processes
The risks that are prone to occur in the production process of the electronic product manufacturing industry are operational risks, including the following factors: whether the enterprise can carry out stable production; what is the rate of production compliance; whether the production equipment is qualified; whether the on-site personnel are qualified; whether the production site meets the standard; Whether the moral quality has passed the test; and so on.
Among them, if the production does not meet the standard, the product will not be released normally, and the moral quality of the employees may directly affect the interests of the enterprise. For example, for the procurement personnel, when the employees cannot be objective and fair, and choose a closely related company or a company that can receive benefits, it will directly damage the company. The interests of the company may also lead to risks in cooperation with suppliers in the later stage. Through analysis, we know that the risks of electronic product manufacturing enterprises are as follows:
Table 2 Electronic product supply chain risk factors
	source of risk
	risk factor

	external factors
	natural risk

	
	social risk

	Internal factors
	demand risk

	
	information risk

	
	Supply and Delivery Risk

	
	operational risk



[bookmark: _Toc95276463]3 Measures to improve supply chain resilience
[bookmark: _Toc95276464]3.1 supply chain resilience
The analysis of supply chain elasticity shows that different scholars have different understandings of the concept of supply chain elasticity. Sheffi and Rice Jr. (2005) defined supply chain resilience as “the ability of an enterprise to absorb disruptions or make the supply chain network return to its original state more quickly and thus have a positive impact on enterprise performance” [3]. Table 3 lists scholars' definitions of supply chain resilience.
Table 3 Supply Chain Resilience Definition
	definition
	literature

	Supply chains, with or without limited performance degradation, Ability to operate in the face of disruption and disruption
	Christopher and Peck ( 2004) ［2］

	Maintenance, execution and recovery (adaptation) planning strategies and implementation plans (or adjusted, but still acceptable) ability to perform
	Ivanov and Sokolov ( 2013) ［4］

	Supply chains respond to unexpected disruptions and restore normal supply networks the ability of the network to operate
	Ｒice and Caniato  ( 2003) ［5］

	Supply chains remain and resume functioning after a severely disruptive event Ability
	Gaonkar and Viswanadham ( 2007) ［6］

	The supply chain reduces the likelihood of disruption and reduces the likelihood of those disruptions Consequences and the ability to reduce the time to return to normal performance
	Falasca and Zobel et al． ( 2008) ［7］

	Supply chain adaptability reduces the likelihood of sudden disruptions Capability, resists disturbance by maintaining control over structure and function dissemination and recovery through an immediate and effective response plan and Respond to move beyond disruption and restore supply chains to a steady state Operation
	Kamalahmadi and Parast ( 2016) ［8］


Analysis of various definitions shows that they have in common: sustaining disruption, responding quickly to disruption, recovering from disruption, and restoring a stable state. Christopher and Peck (2004) and Ponis and Koronis (2012) emphasized that unanticipated disruptions require supply chains to be better prepared [2, 9].
[bookmark: _Toc95276465]3.2 Supply Chain Resilience Analysis
Supply chain resilience is a capability of an enterprise that enhances the ability of a system to adapt and recover itself after interruptions [10]. Biringer and Vugrin et al. (2013)) pointed out that supply chain resilience can be divided into three categories, each representing temporal attributes before, during, and after disruption: absorptive capacity, adaptive capacity, and resilience [11]. 
According to Biringer and Vugrin et al. (2013), absorption adaptive capacity is the ability of a system to absorb and withstand the impact of system disturbances and reduce the negative effects of disturbances with relatively low cost or effort [11]. 
Biringer and Vugrin et al. (2013) defined resilience as the ability to quickly and effectively restore a system in the event that the system's absorptive adaptive capacity cannot maintain an acceptable level of performance [11]. Resilience is the last line of defense when a system is compromised and cannot continue to operate.
Based on the above analysis, this paper divides supply chain resilience into the absorption, adaptation and recovery capabilities of the supply chain, arguing that supply chain resilience includes the ability to resist disturbances before the disruption event occurs, and quickly adapt and repair to maintain supply after the disruption event occurs. The complete structure of the chain and the ability to operate stably.
[bookmark: _Toc95276466]3.3 Supply Chain Resilience Building in Electronic Product Manufacturing
[bookmark: _Hlk95276361]Through the risk analysis of the electronic product manufacturing industry, the risks include: external factors: natural risks, social risks; internal factors: demand risks, information risks, supply and delivery risks, and operational risks. Combined with the above analysis of supply chain elasticity, it can be seen that the building of supply chain elasticity should include pre-prevention measures and post-event quick recovery measures. Therefore, this paper proposes the following measures to improve supply chain elasticity.
(1) Supply and delivery risk response measures
Supply and delivery risks mainly refer to various problems during the delivery of parts or raw materials, and also involve suppliers and logistics. For electronic manufacturing enterprises, the supply of required parts and components cannot be overly dependent on a certain supplier. Once there is a problem with the operation and management of the supplier, it will inevitably directly affect the normal production of the enterprise. Therefore, the same type of parts and components required by the enterprise Should be supplied by multiple suppliers, and secondary suppliers should be selected for backup. At the same time, for core components, since enterprises have a strong dependence on them, enterprises should try their best to improve the relationship with suppliers, and ensure the timely supply of products by signing agreements and other methods, and at the same time, pay attention to finding new supplies in a timely manner to maintain supply elasticity. When the preferred supplier has a supply risk, part of the order will be passed on to other suppliers in the supply chain, and other node enterprises will undertake the supply task. However, it should be noted that the production capacity of the transferred enterprise should be examined, and the size of the order should not exceed the production capacity of the enterprise. Due to the insertion of emergency orders, the production plan of the transferred enterprise is disrupted, which may bring risks to the enterprise. Therefore, the original supplier should pay a certain fee to the transferred enterprise as compensation. When the supply risk is completely beyond the supplier's control, the risk can also be avoided by enabling an alternative supplier and terminating the partnership with the original supplier. By comparing Dole and Chiquita Brands, we can know the effect of alternate suppliers on supply chain resilience:
Plantations in some areas were hit by hurricanes and suffered huge losses from being unable to supply. Dole's lack of backup suppliers in the region caused the company's supply shortage in Central America. In contrast, Chiquita Brands has managed to stay afloat during the crisis by adding suppliers to other regions.
For logistics factors, it is a good factor to strengthen cooperation with third-party logistics companies. As an advanced logistics operation mode, third-party logistics is an advanced logistics operation mode, with contractual relationship, functional specialization, service personalization and Information networking is the main feature and has become the mainstream of today's logistics industry development. Enterprises can take advantage of third-party logistics companies to strengthen cooperation with each other, outsource their logistics management work, and improve their own logistics operation efficiency.
(2) Demand risk and information risk response measures
Information system and demand risk may cause the following two consequences: First, a large backlog of inventory. Second, the production quantity is small, thus failing to respond to the market in time and missing the opportunity for development. Guiding market demand, strengthening enterprise informatization building, and establishing a flexible sharing mechanism are the methods to deal with demand risk and information risk.
①Guide the market demand. Due to the growth of consumers' personalized demand, there have been large fluctuations in demand, which makes it more difficult for enterprises to accurately predict market demand. In order to eliminate the adverse impact of large fluctuations in demand on enterprises, enterprises are ensuring product quality. At the same time, certain measures should be taken to guide market demand, for example, market demand can be guided by means of promotion and demand delay strategy. When market demand is sluggish, companies can attract customers through promotions to obtain more orders; when market demand is too strong, companies can adopt a demand delay strategy to diversify customer flow by means of price discounts, that is, for the same specification Different sales prices are set for products at different times to diversify market demand, so that enterprises can still operate normally under the premise of limited supply capacity, thereby effectively preventing supply chain demand risks.
②Strengthen the building of enterprise informatization and establish a flexible sharing mechanism. The reliability of demand forecast is related to the location of the information collection terminal set by the enterprise. Usually, the closer the information collection point is to consumers, the more accurate and reliable the demand forecast information obtained will be. high. Consumer preferences are elusive, temporary fashion trends, competitors launching new products, and the herd effect will all change market demand. Therefore, the market demand forecast has a certain timeliness. Due to the delay of information transmission and the uncertainty of demand, the "bullwhip effect" will occur, which will make the market demand forecast distorted. Companies that schedule production with distorted market forecasts reduce market responsiveness and create unnecessary waste. Therefore, enterprises can learn from the experience of the food retail industry, realize the latest statistics of sales data, and implement information sharing in the entire supply chain, which can effectively prevent the occurrence of demand risks.
For information technology and information system building, Wal-Mart is a good example. Wal-Mart attaches great importance to the building of information technology and information system technology. Based on information building, on the one hand, changes in customer demand information can be efficiently fed back to Wal-Mart without any distortion in the transmission; on the other hand, Wal-Mart can also share information with suppliers when To achieve seamless connection, to achieve the effect of stable supply chain cooperation; at the same time, with the help of the information system, its logistics has achieved high efficiency and high accuracy at the same time.
(3) Operational risk response measures
Operational risk refers to the risks that are prone to occur in the production process of the electronic product manufacturing industry, including the production capacity, production equipment, and personnel quality of the enterprise. At this time, the flexibility of the production process can be enhanced by enhancing manufacturing flexibility and establishing various mechanisms, such as the introduction of advanced equipment and software by the enterprise, and the establishment of a qualified and perfect employee selection system to select employees with sufficient ability and moral quality to meet market demand. Once a change occurs, production can be quickly switched to realize mixed manufacturing of multiple varieties and batches; at the same time, due to the investigation on the moral quality of employees, the impact on production and operation due to employee moral problems is prevented. For the determination of the basic moral quality of talents, Apple is a good example: one of Apple's procedures before employees joins is background research, investigating whether candidates have criminal records, etc., to prevent people with tainted conduct from joining Apple from the source team. In addition, most Apple employees have a good family financial situation, and their desire for career success is greater than their desire for money, and they will not easily ruin their careers for money.
(4) Countermeasures against external risks
Due to the uncertainty of external risks, a certain node of the supply chain may be interrupted after the occurrence of external risks. At this time, it is necessary to quickly find the accident node and take timely measures, that is, the visibility and agility of the supply chain.
① Visibility: Francis (2008) defines visibility as “recording supply chain event information (including schedule and date) in time by recording the location and status of supply chain entities” [12]. Chopra and Sodhi (2014) pointed out that visibility in supply chain entities is a key strategy to protect the supply chain from disruption and is a positive strategy that contributes to supply chain resilience [13].
Cisco is a good example of supply chain visibility: the 2011 tsunami and earthquake in Japan cost Japan a total of $217 billion, but Cisco was barely affected because within 12 hours of the disaster, Cisco All suppliers in its affected areas were identified, and customer maps were drawn and enquiries were made within 24 hours.
②Agility: Christopher and Lee (2004) believe that agility is one of the most effective means to achieve elasticity in the supply chain, and a supply chain network with higher agility can respond faster to unstable external environments [14].
Ways to achieve agility include building a repository of fallback supplier information and updating it regularly. Establish a backup supplier information database and update it regularly. Once the original supply is interrupted by an emergency, the enterprise can quickly obtain the supply information that can be used as an alternative supplier, and select other appropriate supply sources, so that the interruption can be quickly recovered.
Take Nokia's response after the Philips fire in 2000 as an example: after the Philips fire in 2000, Nokia, with its agile response speed, quickly collected relevant information and identified other sources of supply, and finally recovered the interruption of supply through unremitting efforts.
In addition to this, there is a good case: In 2018, a fire at a key parts supplier to Ford led to a shutdown involving its classic pickup F-150. Ford, through its rapid response, found a replacement factory in the UK to produce parts and resumed production. . By analyzing the measures taken by Ford, it can be seen that the key to the rapid recovery of its supply chain includes: 1. 87-day safety stock to gain response time; 2. High degree of agility and informatization, it responds quickly, and can quickly determine the location of the Alternative factories in the UK produce critical parts.
3.4 Electronics Manufacturing Supplier Evaluation Change Proposal
If the supplier at a certain node in the supply chain is not strong enough to resist risks, the flexibility is not enough, and the parts cannot arrive on time, which will lead to an increase in the procurement cost of the enterprise. Taking the new crown epidemic as an example, some suppliers were unable to provide key components on time due to insufficient safety stock and staff being unable to start work on time. It can be seen that the evaluation of suppliers should involve not only hardware facilities, product quality and competitive market prices, but also a certain ability to resist risks. Therefore, when evaluating suppliers, it is necessary to have relevant indicators that can evaluate the ability of suppliers to resist interruption and disturbance risks, that is, elastic supplier indicators. According to the definition of Seyedmohsen Hosseini and Abdullah Al Khaled (2019), the selection indicators for evaluating elastic suppliers can be divided into three dimensions: absorption, adaptability, and resilience [15].

[bookmark: _Toc95276467]4 Recommendations
Summarizing the above suggestions, it can be seen that the measures for the flexible building of the electronics manufacturing industry include:
1. For suppliers, single-supplier supply is vulnerable, so parts should be supplied by multiple suppliers, and second-tier suppliers should be selected for backup.
2. Introduce advanced equipment, software, etc., and establish a qualified and perfect employee selection system at the same time, select employees with sufficient ability and moral quality, when the market demand changes, they can quickly switch to production, and realize multi-variety and variable batch mixed manufacturing.
3. Strengthen the building of enterprise informatization and establish a flexible sharing mechanism.
4. Maintain the agility and visibility of the supply chain.
5. The supplier evaluation should increase the elastic supplier index to ensure the supplier's ability to resist the risk of interruption and disturbance.
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