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[bookmark: _Toc117256374]1. Introduction

The digital landscape constantly growing and evolving and while the world wide web as a whole benefit humanity. With the increase reliance on technology, it become essential to keep data and information secure. Organization like to use to internet transfer data between co-worker however if the network is not secure than it can lead to everlasting consequence. Network security play an important aspect in today world and I believe I need to focus on protecting data and network.

[bookmark: _Toc117256375]2. Background to the Proposed Research

The world is becoming more connected with the dawn of the internet and network technology. One journal article claims over the “course of march 2016-2017, over 12.4 million of victims of phishing and over 1.9 billion username and password is traded on the black-market” [1]. 
The internet structure allowed for many security threats to occur, example are malware attacks, social engineering attacks, phishing and more. Organizations and businesses will likely protect themselves from threats by using firewalls and anti-virus software. As an IT student, I feel like network security is an important element that needs to be covered in detail. One article claims a fashion brand lie about data breach in 2018, and is fined $1.9m [2]. Another article claims, Microsoft have a data breach and expose 65,000 user email and contact info [3]. The data breach example show consequence of data breach, the fashion brand is fined for lying about data breach and over 65,000 personal information is traded on the black-market. present time I am studying advance cybersecurity in university because I found that networking is unique in a form that cybersecurity keeps evolving, attacker/hacker need to invent new type attack to penetration network security. Defender need to keep up-to-date security to countermeasure the hackers. 
“The network can be exploited and allow an unauthorised user to gain access to the network and access data” [4]. Network security is becoming more important each day as more organisations plan to start a business on the world-wide-web. To lessen network vulnerability is to understand security issues and potential attackers. One journal claim [5],I found if I want to secure a network, I need to think as an attacker to test my network security capability. 
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The aim and objectives of my independent project is to investigate, analyse and demonstrate the importance of network security. To achieve my aim, I will design prototype network scanner that show novice user run basic scans to uncover network vulnerabilities. I will demonstrate how to overcome some basic network attacks so user can secure their network. Before I can design my prototype scanner, I will need to research and investigate what is network vulnerabilities, consequence of security breach, the impact of security breach and patches network vulnerability. 
Hacker like to look for loopholes in network, a vulnerable network can lead to leaking sensitive information to the public or to the hacker. “A network scanner allow user to keep track of devices on a network, see number of computer devices connect to the network. see traffic between connected computer devices and application” [6]. The prototype needs to identify open or close port in a network, plus identify data packets to a specified port.
My prototype network scanner need have the capably run basic scan on any network and uncover any network vulnerability. The prototype must run on any network, and able to detect all hosts on a network. 
My project can break down into 3 objectives
· Research network scanner 
· Design and created network scanner 
· Evaluate my project

To design and create my network scanner, first I need to understand what is a network scanner. I already understand what a network scanner is however I need to understand the how to create a network scanner? What resources I will need, do I need software or hardware, how to design a network scanner and what ethical issues will I face if I create a network scanner. 
I need to evaluate my network scanner to see if the products are fit for purpose. Does the scanner scan for vulnerable in a network, does the scanner keep track of data package going in or out and does my scanner fit my original mission. 
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Jun 2023
Finalize my independent project report 
Oct 2022
Submit my independent proposal
Nov 2020 – Jun 2023
Construct my project
Nov/Nov 2022
Preliminary project design
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To create my network scanner, I first need to identify what data I will need and why I will be using the data. In order to create my scanner, I will need to learn Python computer language. There are many books like “Python crash course” which give a fast paced and comprehensive introduction to python [7].  I need to learn Python as soon as possible as I need to understand Python computer language to create my network scanner. 
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My prototype network scanner is able to uncover network vulnerabilities which is useful fining gaps in a network that could be exploited. One article claim “Hacker often finds multiple exploits to attack a network” [8]. another limitation is that my scanner can be detect threats that are known to the database, if a hacker uses a new type of exploit than my network scanner is unable to identify the threats. 
Another limitation for my scanner is that I will need access to a network to perform scans on, if I don’t have access to a network then my project will be useless. 
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Under the computer misuse act 1990 [9], I need to ensure when I scan a network, I need ask for authorised to scan a network. Should I plan to attack a network as a demonstrate the importance of network security, I need to ensure any data I demonstrate are return to the original owner. I need to make sure I don’t keep any unnecessary data after a hack or use data to blackmail users.  I can avoid this problem by attack a network only to showcase my network scanner. 
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I will need resources and planning if I want to be successful to create my network scanner. I will need some basic hardware like, a computer and server. I will ned software like, a VirtualBox and python. I may need other resources like book on how to create a network scanner, online research to understand ARP protocol and more. 
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[bookmark: _Toc117256384]5.1.1/2 Hardware Resources and Software Resources 
	[bookmark: _Toc117256385]Hardware Resources 
	[bookmark: _Toc117256386]Software Resources 
	[bookmark: _Toc117256387]Other Resources 

	[bookmark: _Toc117256388]A computer – the specs of the computer don’t matter as long as the pc can run Window 10 and Python software 
	[bookmark: _Toc117256389]Python – Python is programming language which I will be using to create my network scanner. I will need to research and learn programming with Python. I will research Python by research internet or books. 
	[bookmark: _Toc117256390]investigate, analyse network security – understand network security can help me improve my design and create network scanner. 

	[bookmark: _Toc117256391]Mouse and Keyboard 
	[bookmark: _Toc117256392]VirtualBox (unsure)
	[bookmark: _Toc117256393]Research on network, IP address and port – I need to research how attacker can gain access by IP address and port. If I can understand how attacking the port or the IP address than I can improve my scanner capability. 

	[bookmark: _Toc117256394]Monitor
	
	[bookmark: _Toc117256395]Collect useful information relation to network security – any information about network security can improve my scanner capability.

	[bookmark: _Toc117256396]A server (Unsure if I want to use a server or a VirtualBox)
	
	[bookmark: _Toc117256397]Research network protocol 
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	Objectives 
	Objectives description  
	Schedule
	Does Objectives need extra time 

	Understand network threat
	I need to understand what type of network threat before I design my scanner.  The objective to understand what type of threat I will expect, and create countermeasure. 
	Oct 2022 – Nov 2022
1 weeks

	No

	Research how to create a network scanner by using Python
	I will be using Python to create my network scanner so I need to learn Python 
	Nov 2022 – Dec 2022
2-3 weeks
	Extra 1 week 

	Find resources that can help in my project 
	Finding books and article about network scanner can improve my scanner capability.  
	Dec 2022
1 weeks 
	No

	Design/creating network scanner
	I will be using all my all data and information I have to design a network scanner that is capability to scan a network to see any vulnerability 
	Dec 2022 – Jun 2023
33 weeks
	Will need to start as soon as possible 

	Test my network scanner on a network to run basic scans
	I will be testing my network scanner to a network to see if my products fit it purpose 
	Jun 2023 
2 hours – 5 hours 
	No 

	Evaluate my project 
	I will give a final report to evaluate my project 
	Jun 2023
1 weeks 
	Yes extra 2-3 days 
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