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[bookmark: _Toc155617478]Abstract
Due to frequent occurrences of cyber-attacks over the years, individuals and corporate organisations have been having challenges with protecting their digital assets and network infrastructure. This is why ethical hacking is now a career path for security experts. 
Ethical hacking is an aspect of cybersecurity that focuses on adopting legal practices and techniques to ensure the safety of a network.  Several of these techniques will be discussed in this work.
The first part of this work is going to focus on the recent cybersecurity attacks, the mode of attacks, and how these attacks can be mitigated.
The second part of it will focus on how to develop a well-planned cybersecurity attack simulation and the different mitigation techniques to adopt.













1. [bookmark: _Toc155617479]Introduction
Cybersecurity is the act of ensuring the security of networks, systems, and resources of an organisation. As technology keeps evolving, the likelihood of cyber threats increases.  
Security experts are faced with the challenge of keeping up with security threats. Recent attack records indicate cyberattacks are on the rise, with multi-national organizations like manufacturing, government agencies, educational sector software development, and consulting. There have been high cases of ransomware attacks in the healthcare sector between 2020 to 2023. 
Ethical hacking can also be referred to as penetration testing. It is the practice of utilizing legal techniques and practice in exploiting different vulnerabilities in computer systems, networks, applications, or websites.
1.1. [bookmark: _Toc155617480]Key aspects of Ethical Hacking include [1]:
Purpose: the goal of ethical hacking is to identify and resolve security vulnerabilities before it is exploited by an attacker.
Authorization: Ethical hacking operates on a legal basis. That is, every penetration tester must also seek explicit permission before engaging in the operation.
Methodology: It adopts different tools, techniques, frameworks, and standards to simulate real-world cyber-attacks, to check for vulnerabilities.
Scope: every scope of ethical hacking must be decided by the organization demanding the test.
1.2. [bookmark: _Toc155617481]Benefits of Ethical Hacking [1]
· Proactive security measures
· Risk mitigation
· Compliance
· Build trust
· Continuous improvement



2. [bookmark: _Toc155617482]RECENT CYBERSECURITY ATTACKS IN ORGANISATION

2.1. [bookmark: _Toc155617483]Royal Mail ransomware attack [18]
The Royal Mail server in Northern Ireland was breached by an Emotet malware. The Emotet malware is said to be a banking Trojan discovered in 2014. This malware has since been used to carry out several ransomware attacks. A distribution center of Royal Mail was affected by this malware, which led to a shutdown of some of their international delivery services. The attackers sent their demands through a printer request in the Royal Mail distribution center, where the printer printed out the hackers' demands.
Below is a screenshot of the ransom file sent by the hackers through the Royal Mail printer.

[image: ]





Figure 1. Royal Mail ransomware attack printout

2.1.1. [bookmark: _Toc155617484]Mode of attack
The Emotet malware is mostly spread through phishing emails with malicious attachments or links. The attack was initiated using the lockBit ransomware encryptor algorithm. The victim clicks a malicious link, it installs automatically on the victim's device after which the LockBit encryptor payload is deployed to encrypt the user's data and files and the user will be unable to access their files except if they have the decryption key generated by the LockBit, which the user must pay ransom before access to their files is given. This attack was carried through one of Royal Mail's affiliates which uses LockBit Ransomware-as-a-Service (RaaS). Below is a diagram showing the steps involved in the LockBit attacks.

2.1.2. [bookmark: _Toc155617485]How could it have been avoided?
The endpoint devices should have been protected with sophisticated firewalls. Intrusion detection systems if implemented would've detected the malware and the Intrusion prevention system would've blocked the malware from spreading into the entire network.
2.1.3. [bookmark: _Toc155617486]Countermeasures
· IDS and IPS must be installed and configured correctly.
· Access control must be properly regulated
· Outdated and unused user accounts should be deactivated.
· Backups must always be done and kept secure from the main server 
· A multi-factor authentication must be implemented.


2.2. [bookmark: _Toc155617487]The UK Electoral Commission ProxyNotshell attack [7]
The UK Electoral Commission issued a notification of a possible cyber breach, this was made known to the public on the 8th of August, 2023. Details of the attack indicate a breach of the database of over 40 million people. Email databases containing personal data of individuals, electoral databases of registered voters, and sensitive details like home address and date of birth were leaked. The agents behind this attack were not mentioned. 
2.2.1. [bookmark: _Toc155617488]Mode of attack
From the report released by a whistleblower, it was discovered that the commission had failed an Essential Cyber Audit within that period. Security expert researchers discovered there was a Microsoft Exchange Server with outdated patches, which was vulnerable to the ProxyNotshell attack at the time of intrusion.
2.2.2. [bookmark: _Toc155617489]How could have this been avoided?
If necessary security preventive measures were taken and every outdated software was fixed with the latest patches.


2.2.3. [bookmark: _Toc155617490]Countermeasures
· Database backup is very essential
· Vulnerability scanning must be done frequently to check unpatched software
· IDS, IPS, and firewalls must be set up to protect the server.
· All affected victims must be contacted within 24 to 48 minutes of every data breach.

2.3. [bookmark: _Toc155617491]T-Mobile UK
T-Mobile: In August 2022, T-Mobile, a US-based wireless network operator, suffered a data breach that exposed the personal information of over 50 million customers. 
According to the company, its investigations turned up information from about 7.8 million active T-Mobile postpaid customer accounts in the stolen files, in addition to slightly more than 40 million records of past or potential customers who had applied for credit from T-Mobile in the past.
Names, phone numbers, and account PINs of about 850,000 active T-Mobile prepaid customers were also revealed, it said, but all of the PINs on the accounts had been reset to protect users.
2.3.1. [bookmark: _Toc155617492]Mode of attack
Details of this attack was not clearly stated; however, it noted the attacker gained entry into the company’s server through an open access point. Customers details were compromised as a result of this.
2.3.2. [bookmark: _Toc155617493]How could have this been avoided?
If all open access point on the server were closed, the attacks would not have been successful.
2.3.3. [bookmark: _Toc155617494]Countermeasures
· All unused access point must be closed
· Vulnerability scanning must be done frequently to check unpatched software
· IDS, IPS, and firewalls must be set up to protect the server.
· All affected victims must be contacted within 24 to 48 minutes of every data breach.



[bookmark: _Toc155617495]3. Flowchart for the Proposed Virtual Environment Simulation
This flowchart shows the proposed simulation environment

[image: ]




Flowchart diagram of CPC proposed infrastructure setup


[bookmark: _Toc155617496]4.0 INFRASTRUCTURE SET-UP PHASES
[bookmark: _Toc155617497]4.1.  Define Infrastructure requirements
For this setup, I will be using a virtual environment as the network hosting the company's infrastructure. VMs will be used as the computers and fresh operating systems will be installed on them.
[bookmark: _Toc155617498]4.2. Virtualization Platform
Windows Virtual box, 4 Virtual machines, 

[image: ]
Figure 2. Virtual environment setup


[bookmark: _Toc155617499]4.3.  Setting up Virtualization environment
Kali Linux will be the attacker machine, Windows 10 machine, metasploit2, and bbox, will be the victim machines, Windows Server 2019 will host the company server, and a domain controller will be set up on this server, privileges will be given to users and the computers, firewall rules will be configured.




[bookmark: _Toc155617500]4.4. Create Virtual machines
Installing and configuring all virtual machines with operating systems, Webservers, Application servers, and Database server










Figure 3. Virtual machine setup

[bookmark: _Toc155617501]4.5. Configure operating system
Windows server 2019 will be assigned about 4 CPU processors, 8GB RAM, 200GB HDD, Active Directory Services will be installed, Domain controllers configured, Users and computers added and assigned privileges, Kali Linux machine will be assigned 4GB RAM, 2CPU processor, 150GB HDD, several tools like NMAP Scan, Wireshark, Nessus, OpenVAS, Nexpose, Metasploit, Burp Suite will be installed and configured.
Web server installation (Apache, or Nginx.)
Application server installation: (Tomcat, or IIS)
Database server installation (MySQL, PostgreSQL)
Setup domain controller with the name CPC.local  (configured Active Directory)
Implement network segmentation e.g. Choose Ip address, Mac address, DNS, DHCP.
Configure Firewall rules e.g. what ports should be open or closed, what protocol should be allowed or blocked? 
[bookmark: _Toc155617502]4.6. Test connectivity: 
Check to see that all machines can reply to each other, using the ping command.
Connect host machines to the domain Add client machines to join the domain, and IP address dynamically assigned by DHCP. I installed and configured Active Directory on the server.

Figure 4. Configuration of virtual machines





[bookmark: _Toc155617503]4.7.  Perform Attacks 
conduct different attacks like social engineering attacks, Malware attacks, phishing attacks
[bookmark: _Toc155617504]4.8.   Implementation of security measures: after performing vulnerability testing and assessment, necessary security measures will be implemented based on the vulnerability discovered.
[bookmark: _Toc155617505]4.9. Documentation: details of the entire setup, from start to completion.

















[bookmark: _Toc155617506]5. Penetration standards and Frameworks
[bookmark: _Toc155617507]5.1 OWASP Top 10 Web Application Standard
For this study, I will adopt the OWASP Top 10 Web Application standard, which helps point out the most frequently exploitable vulnerabilities in a network, as listed below:

The below diagram is a previous version 2017 of OWASP and the updated version 2021. It shows that 3 news vulnerabilities have been added to the 2021 version, which is Insecure Design, Software, and Data Integrity Failures, and Server-Side Request Forgery
[image: ]

Figure 5. Top 10 OWASP vulnerabilities









[bookmark: _Toc155617508]5.2 MITRE ATT&CK Framework

This is the framework that will be adopted in this study
This framework is a widely adopted knowledge base of cyber attackers' tactics in real-life scenarios. It is a basis for the development of different threat prototypes and methodologies for organisations that are intentional about the security status of their network infrastructure.
MITRE is meeting its objectives of resolving cyber-related problems and making the world a safer place, which in turn, encourages collaboration among cybersecurity professionals. It follows a specified pattern that has the following phases: *Reconnaissance, *Resource *Development, *Initial Access, *Execution, *Persistence, *Privilege *Escalation, *Defense Evasion, *Credential Access, *Discovery, *Lateral Movement, *Collection, *Command and Control, *Exfiltration, and *Impact. Each of these is explained using a tactics matrix diagram on the page.

Below is a diagram of a complete overview of MITRE ATT&CK frameworks 
[image: ]

Figure 6. MITRE ATT&CK frameworks

[bookmark: _Toc155617509]5.2.1 MITRE ATT&CK uses Matric tactics in its operation, as shown below.
[image: ]Each phase of the MITRE framework is explained below:






















Figure 7.  MITRE ATT&CK Tactics matrix

[bookmark: _Toc155617510]6. RED TEAM CYBER ATTACK SIMULATION

[bookmark: _Toc155617511]Phases in simulating cyber-attacks simulation for CPC systems, and Exploiting Tools
[bookmark: _Toc155617512]6.1 Scope and Objectives
As a Red Team Engineer, I am tasked with the job of conducting a multi-layered, full-scope cyberattack simulation on CPC’s systems and infrastructure, using a simulated virtual environment. To achieve these objectives, I will analyse design weaknesses, technical flaws, and vulnerabilities in CPC network infrastructure, utilizing different techniques, security frameworks, and tools while observing every Ethical rule.
[bookmark: _Toc155617513]6.2 Reconnaissance (MITRE ATT&CK Tactics: Discovery): this is the step of finding every necessary information about the target network or system. I adopted Open-Source Intelligence (OSINT) which is an intelligent method of collecting, evaluating, and analysing information available in the public domain.
Information such as; network, Source IP, queries from DNS and Zone Transfers, Google database, social media, Who is, and Company website can be gathered from OSINT. (T1119).
[image: ]





Figure 8. OSINT




[bookmark: _Toc155617514]6.3 Scanning (MITRE ATT&CK Tactics: Initial Access)

Vulnerability Scanning is the method of utilizing tools to gather useful information about a network or system. Information like IP address, Open or closed ports, and different services running on the network. This information is been used to exploit vulnerabilities.
Tool: Nmap: It is a scanning tool for finding hosts and services on a computer network. 
It contains different commands for discovering hosts on a network. 
Example: # nmap -Pn <ip > for ping scan
# ping <ip>  icmp packet
# nmap -sn <ip>  arp ping scan
Live IP and Host Discovering, Port scanning (Open/Closed ports)
nmap -p 1-1000 -sS <ip>
nmap -p 1-1000 -sV <ip>
[image: ][image: ][image: ]NMAP Scan output

[bookmark: _Toc155617515]6.4 Vulnerability Analysis: at this phase, with the information gathered, I identify and analyse vulnerabilities in the CPC systems. Using the top 10 OWASP vulnerabilities standard.
Some of the vulnerabilities identified in the CPC system were Design flaws, Misconfiguration settings, Outdated and vulnerable components, Data and Software Integrity failures, and cryptographic failures.
Tool:OpenVAS: An open-source vulnerability scanner that identifies vulnerabilities in a target environment.
*sudo systemctl start *openvas-scanner
*sudo systemctl start *openvas-manager
*sudo greenbone-nvt-sync
*sudo greenbone-scapdata-sync
*sudo greenbone-certdata-sync
*sudo openvasmd --create-user=<username> --role=<role>
sudo openvasmd --user=<username> --new-password=<new_password>
sudo systemctl start openvas-gsa
sudo openvas-check-setup --v9
sudo omp --xml='<create_target><name>Target_Name</name><hosts>Target_IP_or_Range</hosts></create_target>'
sudo omp -- id="Full and Fast Scan"/><target id="Target_ID"/></create_task>'
sudo omp --xml='<get_results task_id="Task_ID"/>'



[bookmark: _Toc155617516]6.5 Exploitation: (MITRE ATT&CK Tactics: Execution)
At this phase, I attempted to exploit all the identified vulnerabilities to gain unauthorised access to the CPC network. The MITRE matrix attack technique was used to exploit this network system, but due to the limited timeframe, I will perform a social engineering attack, a Phishing attack, and a Password attack exploit on the network.
The aim of conducting this full-scope scan is to check for vulnerabilities in the system, The attacks to be conducted include social engineering, Spear Phishing attacks, Privilege escalation, and data breaches.
Tool: Metasploit Framework is a tool used by pen-testers for exploiting vulnerabilities in a network.  
Red Teamers used this tool to develop, test, and execute exploit code).
msfconsole (launching Metasploit console)
search <exploit_name> (searching for exploits)
use exploit/<exploit_name>
set RHOSTS <target_IP> (setting exploit options)
set PAYLOAD <payload_name>

[bookmark: _Toc155617517]6.5.1. Phishing Attack Simulation:
Objective: Evaluate the susceptibility of CPC employees to phishing attacks.
Techniques: Conducted spear-phishing campaigns with crafted emails mimicking common communication.
[bookmark: _Toc155617518]Spear Phishing Email Attack: 
Objectives: to trick an employee of CPC into using a phished reset password link to try to reset her password. The goal is to check if the employee is educated on how to spot a phishing link.
Techniques: I generated a mail as though it is coming from the IT support team of the company, the contain of the mail has the sender’s name as that of the head of the IT team, who claims there’s a potential breach of the network, so all staff must reset their password.

[image: ]

Used SET (Social-Engineer Toolkit) for email spoofing and payload delivery.
Outcome: Successfully obtained user credentials from targeted employees.
Demonstrate the potential impact of phishing attacks on organizational security.

[bookmark: _Toc155617519]6.5.2 Malware Susceptibility Attack:
Objective: Evaluate the organization's defenses against malware.
Techniques: Executed simulated malware attacks using Metasploit payloads.
Utilized EICAR test files to assess antivirus detection capabilities.
Outcome: Successfully executed malware payloads on systems without being detected.
Demonstrated potential weaknesses in antivirus protection.


[bookmark: _Toc155617520]6.5.3 Brute Force Attack
Objective: use a brute force technique to login into a web page on the web application CPC
Techniques: I developed a password list containing common passwords, leaked passwords, or variations based on known information about the victim's machine.
Included a mix of upper and lower-case letters, numbers, and symbols.
Selected attack tools like Hydra, Medusa, or custom scripts.
I configured the attack parameters:
Set up the brute force tool with the target system.
Adjust parameters such as the rate of login attempts, and timeouts.
I launch the brute force attack against the selected accounts or systems.
Monitor the progress of the attack, and I noted successful logins and any system responses.
[bookmark: _Toc155617521]6.5.4 Social Engineering: (MITRE ATT&CK Tactics: Execution)
SET (Social-Engineer Toolkit): A toolkit for social engineering attacks, including phishing campaigns.
[setoolkit
set WEBATTACK_HOST <your_IP_address>
set WEBATTACK_URL <custom_URL>
run
generate]
Data Breaches (MITRE ATT&CK Tactics: Exfiltration):
Attempt to exfiltrate sensitive data using techniques like Data Exfiltration Over Command-and-Control Channel (T1041).



[bookmark: _Toc155617522]6.6 Privilege Escalation: (MITRE ATT&CK Tactics: Command and Control)
At this phase, once an initial has been gained, I will escalate privileges to gain higher levels of access within the CPC network and infrastructure. I will exploit the misconfiguration vulnerabilities to move laterally all through the network.
Tool: PowerShell (It is used for privilege escalation).
whoami /all
Get-LocalUser
whoami /groups
net localgroup administrators
Get-WmiObject Win32_Service | Where-Object { $_.Path -notlike '"*"' -and $_.StartName -eq 'LocalSystem' } | ForEach-Object { Invoke-Expression "sc.exe stop $($_.Name)" }
# Example: Replace 'C:\Program Files\SomeService\executable.exe' with the target executable
icacls 'C:\Program Files\SomeService\executable.exe' /grant Everyone:F
# Example: Replace 'HKLM:\Software\SomeSoftware' with the target registry key
Get-Acl -Path 'HKLM:\Software\SomeSoftware' | Set-Acl -AclObject (New-Object System.Security.AccessControl.RegistrySecurity)
Get-ScheduledTask | Where-Object {$_.TaskPath -notlike 'Microsoft*'} | ForEach-Object { $_.Action.Execute() }


[bookmark: _Toc155617523]6.7 Maintaining Access (MITRE ATT&CK Tactics: Defence Evasion):
After escalating the privileges, I will try to maintain access to some of the compromised systems and infrastructure, by creating backdoors, setting up rogue accounts, and elevating its permission. 
BloodHound: A tool for analyzing Active Directory relationships to identify attack paths.
.\SharpHound.ps1 -c All
Get-DcAll -Properties objectsid,dc | Get-DcShadow -Force -FullSync
Get-NetSession | Where-Object { $_.UserName -like "*Domain Admins" }
Get-NetSession | Get-ObjectAcl -ResolveGUIDs | Where-Object { $_.ObjectType -like 'DCOM' }
Get-NetSession
Get-DomainUser -TrustedToAuth
Get-DomainGroup -AdminCount
Get-DomainOU | Get-DomainGPO | Where-Object { $_.LinksTo -ne $null }
Get-NetShare
Invoke-Kerberoast

[bookmark: _Toc155617524]6.8 Wireless Assessment: (MITRE ATT&CK Tactics: Discovery and Collection)
Tool: Aircrack-ng: A suite of tools for assessing and exploiting wireless security.
[airodump-ng wlan0 (Capturing packets on a wireless network)
aircrack-ng -w <wordlist> -b <BSSID> <capture_file.cap> (Cracking WPA-PSK key) ]
Wireshark: A network protocol analyzer for examining packets from a live network or a capture file.
sudo wireshark -i <interface>
sudo wireshark -i <interface> -f "tcp port 80"
sudo wireshark -i <interface> -w <output_file>
sudo wireshark -r <input_file>
sudo wireshark -i <interface> -c <packet_count>
sudo wireshark -i <interface> -p

[bookmark: _Toc155617525]6.9 Data Exfiltration: (MITRE ATT&CK Tactics: Exfiltration)
I will try to exfiltrate some sensitive data without being detected.

[bookmark: _Toc155617526]7. Reporting: (MITRE ATT&CK Tactics: Impact)
 I will document all findings from the start of this simulation to the end. Reporting all the various identified, vulnerabilities, exploits, and weaknesses both in the network and available security policies of the company.
[bookmark: _Toc155617527]7.1 Tool: LaTeX and Markdown Editors: Used for creating professional and detailed penetration testing reports.
[bookmark: _Toc155617528]7.2. Debriefing: At this phase, I discuss in general everything I have encountered throughout the simulation phase, with every stakeholder and security team.
[bookmark: _Toc155617529]7.3 Remediation and Mitigation: at this phase, I will collaborate with the company's security team to develop mitigation and remediation steps to fix the identified vulnerabilities.












[bookmark: _Toc155617530]8. Penetration Testing Report for Curetor Pharmaceutical Company (CPC)

[bookmark: _Toc155617531]8.1 Executive Summary:
This penetration testing engagement aimed to identify vulnerabilities within Curetor Pharmaceutical Company's (CPC) systems and infrastructure. The scope encompassed a multi-layered, full-scope cyberattack simulation to assess the company's resilience against common threats. The testing revealed several vulnerabilities in the areas of phishing attacks, web application security, misconfigured firewalls, and malware susceptibility. The following sections detail the techniques, tools, and outcomes of the penetration testing.

[bookmark: _Toc155617532]8.2. Phishing Attack Simulation:
Objective: Evaluate the susceptibility of CPC employees to phishing attacks.
Techniques: Conducted spear-phishing campaigns with crafted emails mimicking common communication, and used SET (Social-Engineer Toolkit) for email spoofing and payload delivery.
Outcome: Successfully obtained user credentials from targeted employees, and demonstrated the potential impact of phishing attacks on organizational security.

[bookmark: _Toc155617533]8.3.  Web Application Vulnerability Assessment:
Objective: Identify vulnerabilities in CPC's web applications.
Techniques: Utilized OWASP ZAP (Zed Attack Proxy) for automated scanning, and conducted manual testing to identify injection, cross-site scripting (XSS), and authentication vulnerabilities.
Outcome: SQL injection vulnerabilities in the login page, Identified XSS vulnerabilities in the contact fields, and presented detailed reports with recommended remediation steps.
[bookmark: _Toc155617534]8.4. Firewall Configuration Assessment:
Objective: Evaluate the effectiveness of CPC's firewall configurations.
Techniques: Conducted network reconnaissance using Nmap and utilized Nessus for vulnerability scanning on the network perimeter.
Outcome: Detected misconfigured firewall rules allowing unnecessary access.
Identified weaknesses in network devices that can easily be exploited to bypass firewall protections.
[bookmark: _Toc155617535]8.5 Malware Susceptibility Assessment:
Objective: Evaluate the organization's defenses against malware.
Techniques: Executed simulated malware attacks using Metasploit payloads.
Utilized EICAR test files to assess antivirus detection capabilities.
Outcome: Successfully executed malware payloads on systems without being detected.
Demonstrated potential weaknesses in antivirus protection.

[bookmark: _Toc155617536]8.6. Recommendations:

[bookmark: _Toc155617537]8.1 Phishing Mitigation:
Implement regular training programs for employees on how to detect and report phishing attempts.
Enhance email filtering systems to detect and block malicious emails.
[bookmark: _Toc155617538]8.2 Web Application Security:
Patch and update web applications regularly to address known vulnerabilities.
Conduct thorough code reviews and security testing during the development lifecycle.
[bookmark: _Toc155617539]8.3 Firewall Configuration Improvement:
Regularly review and update firewall rules to adhere to the principle of least privilege.
Perform periodic firewall rule audits to identify and remediate misconfigurations.
[bookmark: _Toc155617540]8.4 Malware Defense Enhancement: Improve endpoint protection by updating antivirus signatures and implementing behavior-based detection, and regular malware simulation exercises must be conducted to test and improve incident response capabilities.



[bookmark: _Toc155617541]8.5 Conclusion:
This penetration testing engagement identified critical vulnerabilities in CPC's systems, emphasizing the importance of proactive security measures. The recommendations provided are aimed at strengthening the company’s security posture and mitigating potential risks. Regular assessments, employee training, and proactive security measures are essential components of a robust cybersecurity strategy for Curetor Pharmaceutical Company.


















[bookmark: _Toc155617542]9. PROCEDURES FOR MITIGATION IMPLEMENTATION

a. [bookmark: _Toc155617543]Configuration Changes:
· Regular Patching: CPC must ensure that all systems and software are kept up-to-date with the latest security patches.
· Harden System Configurations: Disable unnecessary services, apply least privilege principles and configure firewalls to restrict unnecessary network traffic.
b. [bookmark: _Toc155617544] New Software and Hardware:
· Intrusion Detection and Prevention Systems (IDPS): Invest in IDPS to detect and prevent malicious activities on the network.
· Endpoint Protection: Deploy advanced endpoint protection solutions to detect and mitigate malware threats.
· Network Segmentation: Segment the network to limit lateral movement and reduce the impact of a successful attack.
c. [bookmark: _Toc155617545]Defense Strategy:
· Employee Training: Conduct regular security awareness training to educate employees about phishing and other social engineering attacks.
· Incident Response Plan: Develop and implement an incident response plan to quickly and effectively respond to security incidents.
· Regular Security Audits: Conduct periodic security audits and penetration testing to identify and address vulnerabilities proactively.
d. [bookmark: _Toc155617546]Cost of Solution and Implementation of Fix:
· Cost of Replacing Software or Hardware:
This cost will depend on the specific software and hardware in use. Consideration will be given to licensing fees, hardware costs, and any associated migration expenses.
e. [bookmark: _Toc155617547]Cost of Implementing the Fix:
The cost will depend on the complexity of the changes required. It may include the time spent on configuration changes, implementing new security measures, and deploying hardware or software solutions.
[bookmark: _Toc155617548]9.1 PAYMENT INVOICE
ALTAR SECURITY SERVICESInvoice Details                                                                                       
Invoice Number: DPST-2024-009                                                                         
Date: 04/01/2024                                                                                 
Due Date:20/01/2024                                                                                 
Currency: British Pounds (GBP)


Professional Service Invoice
 altarsecurity@gmail.com
www.altarss.com
0703060990

	SERVICE
	SERVICE DESCRIPTION                      
	QUANTITY
	UNIT PRICE
	TOTAL  

	IMPLEMENTATION
	Red Team Security Assessment      
exploitation, and post-exploitation)
	1
	£200 for an hour 
(10 hours)
	£1000

	MITIGATION
	Mitigation Tools and Software (Snort)            
	2
	£6000
	£120000

	FIREWALL
	Firewall Solutions     (Cisco Firepower)                   
	1
	£5000
	£7,000

	IDS (Intrusion Detection and Prevention)
	 (IDPS) CrowdStrike Falcon
	2
	£15000 for each Year
	£30,000

	IPS (Intrusion Prevention System) 

	CrowdStrike Falcon       
	1
	£5000
	£5000

	PATCH
	Patch Management Tools  
(Microsoft WSUS)                  
	2
	£4000
	£8000

	ENDPOINT PROTECTION
	Endpoint Protection Tools  
(Symantec Endpoint Protection)               
	1
	£2500
	£2500

	EMPLOYEE
TRAINING
	Training and Consultation                 
	1
	£3500
	£3500

	SECURITY
AWARENESS
	Security Awareness Training 
(4 hours)     
	1
	£2000
	£2000

	IMPLEMENTATION

	Cost of Implementation
	1
	£4000
	£4000

	CONFIGURATIONS
	Security Configurations Setup 
(5 hours)     
	1
	£3000
	£3000

	
	Subtotal                                                        
VAT (10%)                      
Total         
	
	
	£78000.00
 £7800
 £85800.00 



[bookmark: _Toc155617549]9.3 TIMELINE FOR IMPLEMENTATION

This is the proposed timeline for the mitigation implementation, the data can be adjusted to meet the company’s timeline.
	
TASK
	
DURATION
	
DATE AND TIME 

	IMPLEMENTATION
	48 hours
	15/01/2024

	MITIGATION
	24 hours
	16/01/2024

	FIREWALL
	10 hours
	17/01/2024

	IDS (Intrusion Detection and Prevention)
	5 hours
	18/01/2024

	IPS
 (Intrusion Prevention System) 
	4 hours
	19/01/2024

	PATCH
	2 hours
	20/01/2024

	ENDPOINT PROTECTION
	
	21/01/2024

	EMPLOYEE
TRAINING
	
	22/01/2024

	SECURITY
AWARENESS
	
	23/01/2024

	IMPLEMENTATION

	
	24/01/2024

	CONFIGURATIONS
	
	25/01/2024







[bookmark: _Toc155617550]Conclusion
Ethical hacking plays a major role in ensuring that proactive measures are always in place to identify and address vulnerabilities as soon they occur. The field of cybersecurity is still evolving and this means that more security breaches and challenges will be occurring.  However, with regular penetration testing, these vulnerabilities can be detected and mitigated as fast as possible. It is therefore important organisations and companies adopt penetration testing as a part of security measures.
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MITRE ATT&CK Matrix Tactics

Resource Development

Adversaries create or repurpose infrastructure and
tools needed for the attack, such as malware and
command-and-control servers.

Execution
Attackers run malicious code on the system to establish

control and prepare for further activities within the
network.

Privilege Escalation
Attackers gain higher access levels, exploiting system

flaws or using compromised credentials to elevate
their control.

Credential Access
Compromising accounts to gain credentials that

enable further access and control within the victim’s
environment.

Lateral Movement

Attackers move stealthily within the network to
reach more systems and increase their foothold.

Command and Control

Attackers establish a means to remotely direct
compromised systems, often blending in with
normal traffic.

Impact

The final stage, where attackers disrupt, damage, or
destroy systems, often resulting in data encryption for
ransom or outright data deletion.

Reconnaissance

Attackers research targets, identifying vulnerabilities
and planning entry points, utilizing both public and
private information sources.

Initial Access

The first breach is made, typically through deceptive
tactics like phishing, exploiting weaknesses, or using
stolen credentials.

Persistence

Attackers secure ongoing access through various
methods, ensuring they remain inside the system
undetected for as long as needed.

Defense Evasion

Attackers conceal their actions to avoid detection,
manipulating systems and evading security measures
to continue the attack.

Discovery

Attackers explores the environment to understand
the network and find valuable data and systems.

Collection

Data of interest to the attacker’s goals is gathered
from the compromised systems.

Exfiltration

They stealthily transfer stolen data out of the network
to an external location they control.
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E(kili@ lali)-[~/Desktop/pentest ]

$ nmap -sn 10.0.2.7 —disable-arp-ping

Starting Nmap 7.94 ( https://nmap.org ) at 2024-01-06 14:34 EST
Nmap scan report for 10.0.2.7

Host is up (0.0082s latency).
Nmap done: 1 IP address (1 host up) scanned in 0.02 seconds

(kali® kali)-[~/Desktop/pentest]

Con
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File Actions Edit View Help

NSOCK INFO [0.0010s] nsock write(): Write request for 39 bytes to I0D #1 EID
59 [192.168.135.50:53]

NSOCK INFO [0.0010s] nsock_trace_handler_callback(): Callback: CONNECT SUCCES
S for EID 8 [192.168.135.50:53]

NSOCK INFO [0.0010s] nsock_trace_handler_callback(): Callback: WRITE SUCCESS
for EID 59 [192.168.135.50:53]

NSOCK INFO [0.0010s] nsock_trace_handler_callback(): Callback: CONNECT SUCCES
S for EID 24 [192.168.180.101:53]

NSOCK INFO [0.0010s] nsock_trace_handler_callback(): Callback: CONNECT SUCCES
S for EID 40 [192.168.135.20:53]

NSOCK INFO [0.0090s] nsock_trace_handler_callback(): Callback: READ SUCCESS f
or EID 18 [192.168.135.50:53] (39 bytes): .7.2.0.10.in-addr.arpa.

NSOCK INFO [0.0090s] nsock_read(): Read request from I0D #1 [192.168.135.50:5
3] (timeout: -1ms) EID 66

NSOCK INFO [0.0090s] nsock_iod_delete(): nsock_iod_delete (10D #1)

NSOCK INFO [0.0090s] nevent_delete(): nevent_delete on event #66 (type READ)
NSOCK INFO [0.0090s] nsock_iod_delete(): nsock_iod_delete (10D #2)

NSOCK INFO [0.0090s] nevent_delete(): nevent_delete on event #34 (type READ)
NSOCK INFO [0.0090s] nsock_iod_delete(): nsock_iod_delete (10D #3)

NSOCK INFO [0.0090s] nevent_delete(): nevent_delete on event #50 (type READ)
Nmap scan report for 10.0.2.7

Host is up (0.00044s latency).

Nmap done: 1 IP address (1 host up) scanned in 0.01 seconds

[ (Kka1i@ kali)-[~/Desktop/pentest]

$ nmap -sn 10.0.2.8 —packet-trace —send-ip

Starting Nmap 7.94 ( https://nmap.org ) at 2024-01-06 14:39 EST

CONN (0.00145) TCP localhost > 10.0.2.8:80 = Operation now in progress

CONN (0.0014) TCP localhost > 10.0.2.8:443 = Operation now in progress

CONN (2.00825) TCP localhost > 10.0.2.8:443 = Operation now in progress

CONN (2.00845) TCP localhost > 10.0.2.8:80 => Operation now in progress

Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (0 hosts up) scanned in 3.01 seconds

[ (ki kali)-[~/Desktop/pentest )
ol |
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lali@kali: ~/Desktop/pentest

File Actions Edit View Help

Nsoc
NSoC
Nsoc File Actions Edit View Help
Nmap

Host °°

L= [ (root@kati)-[=1
4 nmap -sn -PE 10.0.2.7 —disable-arp-ping
[ starting Nmap 7.94 ( https://nmap.org ) at 2024-01-06 14:43 EST
 Nmap scan report for 10.0.2.7 r
Host is up (0.00033s latency).
MAC Address: 08:00:27:D5:3E:D9 (Oracle VirtualBox virtual NIC)
Nmap done: 1 IP address (1 host up) scanned in 0.11 seconds

root@lali:

star
CoNn
CONN
CONN

CONN 5
el E&r["nte kali)-[~]

nmap -sn -PE 10.0.2.8 —disable-arp-ping
Starting Nmap 7.94 ( https://nmap.org ) at 2024-01-06 14344 EST
Nmap scan report for 10.0.2.8
[ Host is up (0.000415 latency).

© MAC Address: 08:00:27:9A:64:52 (Oracle VirtualBox virtual NIC)
Nmap done: 1 IP address (1 host up) scanned in 0.10 seconds

Nmag

Warn
star

el [C(root@kati)-[=]
05t L, nmap -sn -PE 10.0.2.10 —disable-arp-ping

NM3F Starting Nmap 7.94 ( https://nmap.org ) at 2024-01-06 14:44 EST
Note: Host seems down. If it is really up, but blocking our ping probes, try

|§( -Pn

Nmap done: 1 IP address (8 hosts up) scanned in 2.11 seconds

(root® kali)-[~]
[ |
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Sender:william. itsupport@cpc.com
Receiver:Rossywalter@cpc.com

Subject: Urgent: Password Reset Required for Your CPC Account

Dear Rossy Walter,

I hope this message finds you well. My name is William Alfred, and I am the Head of the IT
Security Team at Cureton Pharmaceutical Company. We are reaching out to you with urgency
to ensure the security of your CPC account.

In our continuous efforts to enhance cybersecurity, we have detected unusual activity
associated with your account. To protect your information and maintain a secure
environment, we kindly request you reset your password immediately.

Please follow this link to reset your password: www.cpcresearchs.com/password-reset

If you encounter any difficulties or have concerns about the legitimacy of this request,
please do not hesitate to contact our IT support team at supports@cpcresearch.com. We are

here to assist you promptly.

Your prompt attention to this matter is highly appreciated, as it contributes to the
overall security of our syste

Thank you for your cooperation.
Best regards,

william Alfred

Head of IT Security Team
Cureton Pharmaceutical Company
waw . cpcresearch. com
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Command Prompt

Packets: Sent = 3, Received = ©, Lost = 3 (166% loss), A
Control-C

C

C: \Users\Adnin@>ping 16.0.2.7

pinging 16.6.2.7 with 32 bytes of data:

Reply from 16.6.2.7: bytes=32 time<ims 4
Reply from 16.6.2.7: bytes=32 time<ims 4
Reply from 16.6.2.7: bytes=32 time<ims 4
Reply from 16.0.2.7: bytes=32 time<ims 4

bing statistics for 10.6.2.7:

Packets: Sent = 4, Received = 4, Lost = © (8% loss),
approximate round trip times in milli-seconds:

Minimum = @ms, Maximum - ems, Average = 6ms

C: \Users\Adnin@>ping 16.8.2.15

binging 16.6.2.15 with 32 bytes of data:
Reply from 16.6.2.15: 2 timecins
Reply from 16.8.2.15: bytes-32 time<ims
Reply from 16..2.15 2 time<ins
Reply from 16.6.2.15:

ping statistics for 16.6.2.15:

Packets: Sent = 4, Received = 4, Lost = © (8% loss),
approximate round trip times in milli-seconds:

Minimum = @ms, Maximum - ems, Average = 6ms

C: \Users\Adming> v
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lali@kali:

File Actions Edit View Help

64
64
64
64
64
64
64
64
64
64
64
64
64
“c

— 10.0.2.8 ping statistics

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

from 10.0.2.8: icmp_seg=1 tt1-128
from 10.0.2.8: icmp_seg=2 tt1-128
from 10.0.2.8: icmp_seg=3 tt1-128
From icmp_seq=4 ttl-128
From icmp_seq=5 ttl-128
From : icmp_seq=6 ttl1-128
From icmp_seq=7 ttl-128
From icmp_seq-8 ttl-128
From : icmp_seq=9 ttl-128
From icmp_seq-10 ttl-128 time-0.395 ms
From icmp_seq-11 tt1-128 time-0.390 ms
From : icmp_seq-12 ttl-128 time=0.441 ms

from

icmp_seq-13 ttl-128 time-0.440 ms

13 packets transmitted, 13 received, 0% packet loss, time 12418ms
rtt min/avg/max/mdev - 0.388/0.440/0.680/0.075 ms

E

(kali® kali)-[~]

ping

10.0.2.8

PING 10.0.2.8 (10.0.2.8) 56(84) bytes of data.

64
64
64
64
64

bytes
bytes
bytes
bytes
bytes

from 10.0.2.8: icmp_seq-1
from 10.0.2.8: icmp_seq=2
from 10.0.2.8: icmp_seq-3
from 10.0.2.8: icmp_seq=4
from 10.0.2.8: icmp_seq=5





image11.PNG
Start IP Address
1100220

End IP Address
100230

ver

lage

d services

Roles:4 |

Server groups: 1 | Servers total: 1





image12.PNG
& server [Running] - Oracle VM VirtualBox - o X

Fie  Machine View Input Devices Help
R Server Manag

0 Local Servey
Allservers | Summary
AD DS
DHCP The status ofthe post install configuration steps ae indicated below:
& DNs
R File and St Creating secury groups . Dore
Plase retar the DHCP server sendce on the target computer or the secuity groups o be
effective.
Authorizing DHCP server Done

Hide

<Previous | [ Next> Cancel

BPA results. BPA results.






1


 


 


 


 


 


Ethical Hacking


 


�


$&&$����


�


 


End of Semester Assignment


 


 


 


By


 


David Ntino


 


 


(2225674)


 


 


 


January, 


202


4


 


 


 


 




1           Ethical Hacking  

 

End of Semester Assignment       By   David Ntino     (2225674)       January,  202 4        

