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This project aimed to design, implement, and evaluate a secure Gold Build using Windows Server 2022, reflecting modern cybersecurity standards and aligning with NHS-style infrastructure environments. Gold Builds serve as standardised system baselines intended to enforce consistent configurations, security controls, and regulatory compliance.
A structured methodology was used, combining literature analysis with practical implementation and security testing. The server was deployed in an isolated environment using VMware Workstation. Core services such as IIS, Active Directory, and DNS were installed. Security vulnerabilities were introduced unintentionally during initial configuration including legacy protocol support, weak access controls, and misconfigured firewall rules, reflecting realistic early-stage deployment oversights. Assessment tools such as Nessus Essentials, Nmap, and manual inspection were used to identify and evaluate these issues. Remediation actions were then applied, and further testing confirmed substantial improvement in the server’s security posture.
The findings validate the literature’s emphasis on continuous testing and the risks of configuration drift. The project demonstrated that secure Gold Builds are achievable with freely available tools and a structured, layered approach to hardening and auditing. While limitations existed, particularly the use of a single server and isolated environment, the objectives were met.
Future work is recommended in testing server migration paths, exploring Windows Server 2025 configurations, improving benchmark testing capabilities, and replicating implementation within NHS infrastructure for realistic validation.
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Cybersecurity is critical in modern environments, particularly with server infrastructures hosting sensitive data and services. As technology evolves in organisations, ensuring the security and integrity of virtualised and cloud-based systems is more important than ever. One method for maintaining a secure and standardised IT environment is using Gold Builds. These are preconfigured systems designed to enforce consistency, security best practices, and compliance across an organisation's infrastructure. These Gold Builds provide a baseline that minimises vulnerabilities while maintaining operational efficiency. However, ensuring Gold Builds remains secure over time requires continuous evaluation, security testing, and proper management.
Windows Server is a widely adopted operating system in organisational environments, including the NHS. Due to its extensive use, Windows Server is a frequent target for cyberattacks, particularly when misconfigurations, outdated software, or unpatched vulnerabilities exist. Securing these systems can be complex due to balancing usability, performance, and security. As new threats emerge, organisations must assess their security configurations and implement mitigations accordingly. This project focuses on developing and evaluating a Windows Server 2022 Gold Image, ensuring that it meets specific security requirements while remaining practical for deployment.
A key aspect of this study is the comparison between modern and legacy Windows Server versions, notably Windows Server 2012, 2016, and 2019. Older versions often suffer from known vulnerabilities, limited vendor support, and outdated security mechanisms, making them more susceptible to cyber threats. Many organisations face the challenge of securing legacy systems or migrating to newer, more secure versions, such as Windows Server 2022. This research provides insight into both approaches' effort, feasibility, and cost implications, helping organisations make informed decisions about their infrastructure security strategy.
A crucial element of this project involves penetration testing and vulnerability assessments to evaluate the effectiveness of the Gold Build. While many organisations implement security best practices, their effectiveness is often not tested against real-world attack scenarios. Penetration testing identifies weaknesses that are not immediately apparent in standard vulnerability scans. This project will explore how penetration testing methodologies can be applied to assess and enhance the security posture of a Windows Server 2022 Gold Image, ensuring it meets the required security benchmarks.
Additionally, the study will examine the best practices for securely storing and managing Gold Builds to prevent unauthorised modifications or access. Proper storage and management ensure Gold Builds remains a reliable, secure baseline for future deployments. While SharePoint or similar platforms may be used for storing Gold Builds, assessing their security implications and determining the most effective approach to safeguarding these assets is essential.
This study aims to develop and assess a Windows Server 2022 Gold Image based on predefined security and operational requirements. This study will evaluate the security posture of both new and legacy Windows Server versions through vulnerability assessments and penetration testing, applying security remediations to enhance resilience. Additionally, the research will examine the practicality and cost implications of migrating from legacy server versions to Windows Server 2022, alongside best practices for managing and securely storing Gold Build configurations.
The objectives that will aid in achieving this aim are:
1. To review current security best practices, standards, and frameworks for Windows Server hardening, with a focus on NHS-aligned environments.
2. To implement and configure a Windows Server 2022 Gold Image in accordance with best practices, conducting security testing to evaluate whether it meets a gold standard of security and configuration.
3. To evaluate the effectiveness of the implemented security measures and provide recommendations for secure, standardised Gold Build deployment.
This study will contribute to cybersecurity and IT infrastructure management by providing insights into the security challenges associated with Gold Builds. The findings will be valuable for IT security professionals, system administrators, and other decision-makers managing Windows Server environments.
Organisations must adopt structured approaches to system hardening, continuous security assessment, and strategic infrastructure management as they continue to combat evolving threats. Through a combination of technical implementation, security testing, and comparative analysis, this study aims to provide an evaluation of Gold Build security while offering recommendations for organisations seeking to enhance their security posture.
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This literature review explores the management and testing of gold standard virtual machines. These “Gold Builds” form the foundation for repeatable deployments, particularly within virtualised environments where secure and scalable system provisioning is critical.
The review is structured around various key areas, such as, common vulnerabilities and hardening techniques in Windows Servers, vulnerability scanning and penetration testing practices, secure storage strategies, migration challenges, including a cost-benefit analysis of system upgrades versus hardening, and specific cybersecurity context within NHS and healthcare environments.
Current research supports the use of Gold Builds as a best practice in secure system deployment, though it also highlights challenges such as configuration drift, testing gaps, and maintaining long-term compliance. Tools such as Nessus, Nmap, and Microsoft’s Security Compliance Toolkit are widely used in the implementation and validation of secure builds.
This review is guided by the research question:
How can gold standard virtual machines be effectively managed, secured, and tested to ensure consistent and resilient deployment within organisational IT environments?

[bookmark: _Toc203253674]2.2 – Definition and Role of Gold Builds in IT Security

A Gold Build refers to a standardised and secure baseline configuration of software or systems, crafted to serve as the foundational template for deployment across an organisation's infrastructure. This concept has gained prominence in IT security and compliance as organisations strive to ensure that their systems are functional and resilient against cyber threats. The Gold Build is a critical component of a robust IT governance strategy, mitigating potential vulnerabilities that malicious actors could exploit [1].
Gold Builds are significant in IT security. By establishing a secure baseline, organisations can effectively reduce the attack surface that cyber adversaries might exploit. Research indicates that secure software development practices integrated with Gold Builds foster an environment where security is prioritised from the outset of the software development lifecycle (SDLC) [2][1]. Furthermore, the implementation of Gold Builds can enhance compliance with regulatory frameworks, such as General Data Protection Regulations (GDPR) or the Health Insurance Portability and Accountability Act (HIPAA), which demand strict adherence to standards of data protection and security [3][1]. Deployed systems built on Gold Builds allow organisations to align their technological practices with legal requirements and build a reputation of reliability in the face of increasing data privacy and security scrutiny.
Moreover, the deployment of Gold Builds follows industry best practices. One such practice involves automating the creation and maintenance of Gold Builds through Continuous Integration and Continuous Deployment (CI/CD) pipelines, which enhances the efficiency of software delivery while ensuring consistent application of security measures [4][5]. This approach allows teams to monitor changes effectively, automatically deploy updates, and swiftly address vulnerabilities before they can be exploited, thereby creating a proactive security posture [6]. Additionally, adopting Infrastructure as Code (IaC) methodologies enables teams to manage configurations through code, ensuring that any deviations from the established Gold Build can be detected and corrected promptly, thereby preserving the integrity of the deployed systems [7].
In secure software development, best practices suggest that the Gold Build concept should encompass thorough testing and verification to safeguard against potential exploits or misconfigurations [6]. Implementing rigorous validation processes such as penetration testing and static code analysis before deployment ensures that the Gold Build meets established security standards [8][6]. Organisations are encouraged to conduct regular reviews and updates of their Gold Builds to adapt to emerging threats and changing business requirements. This dynamic approach bolsters security and promotes resilience within the IT infrastructure, as regularly assessed and updated systems can better withstand unforeseen challenges [9].
Effective collaboration among development, operations, and security teams forms the backbone of a successful Gold Build deployment strategy. Integrating security practices throughout the development process, often called DevSecOps, ensures that each deployment reflects the security standards set forth by the organisation [1][10]. This cultural change emphasises security as a shared responsibility rather than a separate function, fostering an environment that is more aware of potential risks and proactive in mitigation [11].
In conclusion, Gold Builds play a vital role in IT security and compliance by providing organisations with a secure baseline for their software deployments. Organisations can create a resilient infrastructure that meets compliance demands and fortifies defences against advanced cyber threats through the strategic integration of security practices, effective automation, and continuous monitoring. As the cyber landscape evolves, comprehensive Gold Build strategies will remain essential to safeguarding critical data and maintaining operational integrity.
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Windows Server versions from 2012 to 2022 present a broad spectrum of vulnerabilities that often stem from outdated encryption methodologies, misconfigurations, and weak authentication mechanisms. Each version has distinct characteristics, leading to different vulnerabilities and risks.
The vulnerabilities inherent to the Microsoft Windows Server operating system have evolved through various iterations, specifically from Windows Server 2012 to Windows Server 2022. Each version has introduced new features and security improvements while carrying forward vulnerabilities and introducing new ones. For instance, Windows Server 2012, while marked by the introduction of various security features, was prone to vulnerabilities such as Remote Desktop Protocol (RDP) exploitation, which has been highlighted as a significant concern for secure communications between clients and servers [12]. Windows Server 2016 brought enhancements such as the introduction of Windows Defender. However, vulnerabilities such as the CryptoAPI flaw (CVE-2020-0601), disclosed with the NSA's assistance, remained points of concern for administrators [13].
Windows Server 2019 further fortified security measures by implementing features such as Windows Defender ATP and improvements in Credential Guard. Still, it retained legacy vulnerabilities related to Server Message Block (SMB) versions that historically have been targeted by ransomware attacks like WannaCry [14]. The most recent iteration, Windows Server 2022, continues with these trends, incorporating features such as Azure Stack HCI, necessitating careful management to avoid misconfigurations. As these Windows Server versions advance, the evolving threat landscape becomes increasingly complex, showcasing the significance of addressing vulnerabilities effectively across all stages of deployment and operation. While the Windows Server 2022 has evolved and become a generally more secure environment, it still has its issues that can impact the deployment of a gold standard build.
Specific risks associated with Windows Servers include outdated encryption protocols, misconfigurations, and weaknesses in authentication processes. Outdated encryption protocols, particularly weak or deprecated ciphers, expose systems to attacks as they are easier to break than modern encryption standards. For example, many systems still utilise outdated versions of TLS and rely on the deprecated 3DES cipher, which has vulnerabilities, easily exploitable by adversaries [13]. Misconfigurations are often a critical risk factor; these can occur in numerous settings, including firewall rules and user access privileges, facilitating unauthorised data access and exploiting system weaknesses [15]. Poorly configured RDP settings, unnecessary open ports, or not implementing strong authentication practices can render the server susceptible to credential theft via brute-force attacks [16]. The highlighted risks and misconfigurations are issues that an organisation would need to address for any server, but especially for a Gold Image, as they are typically simple risks to remediate, however, can also be easily exploited, leading to severe consequences for an organisation when not addressed.  
Weak authentication processes, particularly those relying solely on password verification without additional factors, exacerbate the vulnerability landscape. The reliance on single-factor authentication, despite the availability of multi-factor authentication (MFA) solutions, leaves organisations open to various attacks, such as phishing and credential stuffing [17]. Furthermore, the increasing prevalence of fileless malware, operating through legitimate processes, highlights an area where Windows Servers with poor authentication controls can be particularly vulnerable [18]. Such vulnerabilities, when exploited, validate the pressing need for robust security measures tailored to reinforce the inherent weaknesses of Windows Server infrastructures. Implementing MFA and secure authentication for a Gold Image is an essential element to ensuring the security of the build.
A notable case study reflecting the impact of these vulnerabilities is the widespread WannaCry ransomware attack in May 2017. This incident showcased the potential devastation of exploiting SMB vulnerabilities in Windows systems, including Windows Server. The attack infected over 230,000 computers across more than 150 countries, leveraging the CVE-2017-0144 vulnerability that resulted from Microsoft's SMB service misconfigurations. The effectiveness of this ransomware attack illuminated the drastic repercussions associated with ignoring security updates, as many organisations were operating on unpatched versions of Windows [19].
Another critical case is the Equifax breach in 2017, where attackers exploited a vulnerability in the Apache Struts framework, exposing over 147 million personal records. This incident emphasised issues related to outdated web components running on Windows servers and the dire consequences of inadequate patch management, misconfiguration, and outdated encryption practices [20]. Such incidents underscore the importance of continuously auditing and deploying timely patches and security updates to mitigate the risks posed by legacy vulnerabilities across different Windows Server versions.
Reflecting on the overall landscape of Windows Server vulnerabilities, it remains crucial for evolving threat landscapes. Awareness programs, regular training, and stringent adherence to security best practices can significantly mitigate the vulnerabilities of outdated cryptographic measures, misconfigurations, and weak authentication practices. In conclusion, as Windows Server systems continue to advance, the lessons learned from previous vulnerabilities and security incidents must guide future security protocols and approaches to better safeguard against the inherent risks posed by these widely deployed systems. Ensuring that these best practices are followed when implementing and deploying a gold standard server can aid an organisations security posture, however, vulnerabilities and exploits evolve over time, and so a Gold Image must be regularly tested and hardened so that it remains compliant and fit for purpose.
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Hardening a server encompasses a variety of security baselines and configuration standards to ensure its safety from vulnerabilities. Security baselines involve the establishment of minimum-security configurations that all Windows Server 2022 systems should adhere to, which aligns with best practice guidelines provided by organisations like the Center for Internet Security (CIS) and Microsoft's Security Compliance Toolkit. These baselines include disabling unnecessary services, restricting unauthorised access, and ensuring that all outdated software versions are updated to mitigate known vulnerabilities. A comprehensive vulnerability assessment must be conducted regularly, typically involving tools like Nessus or Nmap, to identify potential weaknesses in system configurations that malicious actors could exploit [21][22].
In addition, configuration hardening must include user account management practices that enforce the principle of least privilege, ensuring that users have only the required permissions necessary to perform their job functions. This principle extends to group policies that can be enforced through Active Directory, which can help ensure consistent implementation of security policies across an organisation's infrastructure. An adequately administered Active Directory enhances security through controlled access and facilitates management improvements through applying security policies at scale [23]. Furthermore, implementing regular audits and log reviews can help continuously monitor the effectiveness of these security configurations and adjust them as necessary, perhaps triggered by emerging threats or compliance requirements [24].
Strengthening authentication mechanisms is a fundamental aspect of hardening Windows Server 2022. One key area involves securing communications using Transport Layer Security (TLS) version 1.2 or higher. This protocol safeguards data in transit by encrypting the communication channels, particularly against eavesdropping and man-in-the-middle attacks, which are prevalent in today's cyber landscape [25]. Upgrading to TLS 1.3, where possible, enhances performance and security through improved encryption methods and reduced latency during connection establishment [26]. 
Beyond secure communication, implementing MFA can provide an additional layer of security, complementing traditional username and password combinations. This can involve utilising Windows Hello, which offers secure biometric authentication and a Trusted Platform Module (TPM) to manage credentials securely. Recent findings highlight the importance of ensuring that such technologies do not introduce new vulnerabilities, particularly in scenarios where unauthorised access may still be possible [27]. Ultimately, combining strong encryption practices with robust authentication controls is essential for an effective security posture for Windows Server 2022 gold standard builds.
The principle of least privilege stipulates that users should only have the access necessary for their current role, significantly reducing the attack surface on Windows Server environments. By systematically auditing permissions and actively managing user roles, organisations can diminish the risk posed by malicious insiders or compromised accounts, a tactic that cybercriminals frequently exploit [28]. Implementing Role-Based Access Control (RBAC) can assist in categorising users according to their function within the organisation, ensuring that access is allocated strictly based on necessity and role requirements.
Access control measures should also extend to server configurations, allowing only authorised devices and personnel to access critical systems. Security policies that define network segmentation and firewall rules aid in isolating sensitive server areas from general access. This could include policies such as placing database servers behind a virtual LAN [29]. This segmentation, coupled with thorough logging and monitoring of access attempts, enables a more proactive security stance, allowing immediate incident response when abnormal access patterns are detected [30]. By embedding the least privilege principle into the operational workflow and employing vigilant access controls, organisations utilising a Windows Server 2022 Gold Image can significantly reduce their vulnerability to external and internal threats.
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Penetration testing and vulnerability scanning play a crucial role in upholding strong cybersecurity measures. Among the many tools available, Nessus is widely recognised as a leading solution for vulnerability scanning. Nessus offers detailed insights into potential vulnerabilities within IT infrastructures by employing a comprehensive approach that includes system scans, configuration assessment, and patch management. Its automation capabilities significantly improve efficiency, allowing organisations to proactively address vulnerabilities that could be exploited by malicious actors [31].
Common vulnerabilities associated with “Gold Builds,” which refer to the baseline configurations of software and systems, typically include misconfigurations, unpatched software, and software dependencies with known vulnerabilities. Vulnerability scans are effective in detecting issues like weak access controls, legacy components lacking critical updates, and insecure default settings. Research indicates that outdated and unpatched software can serve as an entry point for attackers, emphasising the importance of continuous scanning and remediation efforts [32][33]. Notably, vulnerabilities such as SQL injection (SQLi) and cross-site scripting (XSS) continue to pose significant threats and are frequently uncovered during assessments. These vulnerabilities, if left unaddressed, can lead to severe breaches that compromise data integrity and user trust [34][35]. Although SQLi and XSS vulnerabilities are commonly identified during security assessments and can lead to significant damage, it is important to note that these issues are typically associated with the applications hosted on the Gold Builds, rather than the Gold Build infrastructure itself. 
Structured methodologies underpinning penetration testing, such as those outlined in the OWASP Testing Guide, provide a framework for effectively identifying and exploiting vulnerabilities. The general approach typically involves reconnaissance, scanning, gaining access, maintaining access, and post-exploitation analysis. This systematic methodology ensures a thorough evaluation of security weaknesses and enhances the effectiveness of penetration testing. Furthermore, these methodologies are strengthened through the implementation of best practices, including close collaboration with security teams across organisations, ensuring both a broad and deep assessment of potential exploits [36][37][38].
Penetration testing not only uncovers vulnerabilities but also evaluates the effectiveness of existing measures in place to guard against them. By incorporating real-world attack simulations, the iterative nature of penetration testing can reveal how vulnerabilities might be exploited in practice, offering organisations valuable, actionable insights [39]. Tools such as Metasploit, can simulate attacks to assess the security posture practically and dynamically. However, these tools require careful calibration to avoid disrupting critical operations during testing [38].
The combination of vulnerability scanning and penetration testing significantly enhances an organisation's defence against cybersecurity threats and assists in compliance with regulatory frameworks and industry standards like ISO 27001. Vulnerability scan data can lead to prioritised remediation efforts by scoring vulnerabilities based on severity and exploitability, which is crucial for aligning security with business objectives. Additionally, the evolution of scanning tools, such as OpenVAS and Nessus, highlights the shift towards more intelligent, automated systems capable of conducting vulnerability assessments across various environments, including cloud infrastructures and IoT devices [32][40][41]. These capabilities are particularly valuable when securing Gold Builds, ensuring that baseline system configurations are resilient against evolving threats from the outset.
In summary, the integration of automated scanning tools such as Nessus with robust penetration testing methodologies ensures a comprehensive approach to cybersecurity. This integration enables organisations to efficiently identify, assess, and remediate vulnerabilities, thereby strengthening their overall security posture in an ever-evolving threat landscape. Continuous monitoring and regular assessments are essential, as they allow organisations to stay ahead of potential attackers while maintaining compliance with cybersecurity regulations and industry best practices [42][43]. Applying these practises to Gold Builds helps ensure that the infrastructures foundations are secure and resilient.
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The secure management and storage of assets are fundamental in preserving integrity and consistency, particularly in the context of IT infrastructure. Adhering to best practices involve implementing strict access controls, enabling version control, and protection against unauthorised changes. Organisations should adopt a layered security approach that focuses on digital safeguards like audit logging and secure configurations, while incorporating physical security where necessary to reduce the risk of tampering and misconfiguration [44]. Furthermore, the use of automated tools for security management significantly enhances monitoring capabilities and the detection of vulnerabilities, reducing the burden on administrative overhead [45]. Incorporating these measures into the Gold Build process helps ensure that infrastructure deployments remain consistent and secure, while also aligning with organisational standards. 
The use of secure repositories and automation tools in storage systems plays a critical role in defending against common security threats. Automated security analysis frameworks have proven effective in detecting potential weaknesses and ensuring compliance with security policies [46]. Continuous integration (CI) and continuous deployment (CD) practices integrated with security protocols foster a proactive and resilient security posture [47]. Tools like CloudSafe have demonstrated success in automating security assessments in cloud environments, providing organisations with valuable insights into their overall security stance [45]. Additionally, technologies such as blockchain for access control and record verification, particularly in storage environments are emerging as they offer potential for enhancing data integrity and auditability in shared or decentralised systems [48]. However, these technologies are not widely adopted for Gold Build management due to them typically relying on centralised systems like the CI/CD practises, secure image repositories, and version control. Applying these techniques and practises to the storage and deployment of Gold Builds can help ensure secure maintaining and validation throughout the full software lifecycle.
Improper storage of assets introduces considerable risks, including theft, data loss, and regulatory non-compliance. Ransomware attacks represent a significant threat by targeting storage systems, potentially resulting in complete operational shutdowns and substantial financial losses [49]. Inadequate security in storage configurations can leave organisations vulnerable to data corruption and unauthorised access, underscoring the importance of strong security controls [50]. The consequences of such incidents can be devastating, leading to loss of trust, legal ramifications, and substantial recovery costs [51]. Organisations must therefore prioritise adopting comprehensive security policies and utilising advanced technologies to ensure storage systems are resilient against evolving threats and vulnerabilities. This is especially crucial in the context of Gold Builds, where secure storage is essential in maintaining the integrity and consistency of system baselines across deployments.
In conclusion, combining best practices for secure management and storage with robust automation tools greatly enhances the effectiveness of security measures in safeguarding valuable assets, such as Gold Builds. The risks associated with improper storage highlight the need for vigilance and strategic planning to mitigate risks associated with modern security threats.
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When considering the strategic options of migrating to Windows Server 2022 versus hardening legacy systems within an organisation, a comprehensive cost-benefit analysis reveals complex implications across cost, compliance, operational efficiency, and long-term sustainability. The financial investments involved in upgrading to the latest operating system are substantial, but they are often justified by the need to ensure enhanced security measures, improved performance, and compliance with current regulatory requirements.
Firstly, the costs associated with upgrading to Windows Server 2022 include software licensing fees, hardware compatibility checks, training, and potential operational disruptions during the migration process. Despite these challenges, organisations are exposed to security risks when continuing to rely on outdated legacy systems. Legacy systems become more vulnerable over time due to the lack of software updates, patches, and official vendor support, which can lead to increased financial liabilities due to the increased risk of security breaches or data loss [52][53]. Hardening these systems can appear less intense and more cost-effective initially, but can also accumulate, particularly if they require multiple patches or short-term fixes that only briefly extend the lifespan of the aging infrastructure without meaningfully enhancing its security posture.
When assessing long-term financial and security implications, transitioning to a more modern system typically includes enhanced security features, compliance with various standards (e.g., GDPR, HIPAA), and the improved responsiveness to cyber threats [54]. Upgrading not only reduces the risk of cyberattacks but promotes greater operational efficiency through advanced technology integrations that streamline processes and improve service delivery [55]. Recent studies indicate that organisations that prioritise upgrading their IT infrastructure often experience a lower total ownership cost over time due to reduced failures, decreased maintenance costs, and improved productivity [56][57].
Administrative compliance plays a significant role in determining the viability of either strategy. Organisations are increasingly subject to stringent regulations that mandate secure data processing, thorough documentation of processes, and reporting capabilities. Windows Server 2022 offers integrated compliance features that help mitigate the risk of regulatory penalties and support audit readiness [58]. Organisations that choose to rely on their legacy systems may find themselves facing increased scrutiny and potential legal exposure from non-compliance, emphasising the importance of aligning IT strategies with regulatory compliance demands [59]. Implementing Gold Builds that are compliant and up to date further ensures the baseline configurations align with required standards, strengthening both operational and legal resilience. 
Operational efficiency considerations are key in a cost-benefit analysis. Migrating to Windows Server 2022 enables organisations to take advantage of cloud services, virtualisation, and built-in management tools that contribute to reduced operational costs, downtime, and the time spent on troubleshooting legacy systems [60][61]. In contrast, hardening legacy systems often results in reactive IT operations, where administrators are frequently occupied with resolving ongoing issues rather than focusing on the proactive management of their infrastructure. This reactive stance can create a cycle of inefficiency that is a hinderance from overall productivity and resource allocation within the organisation [62]. Deploying Gold Builds within a modern and efficient environment helps reduce configuration drift-the gradual divergence of system settings from the intended baseline, therefore simplifying ongoing maintenance.
Ultimately, the decision to upgrade versus maintain legacy infrastructure depends on a complex balance of immediate costs, long-term strategic goals, and risk assessments. While upgrading is often associated with high initial investment, the potential for long-term savings and improved security infrastructure presents a strong case for migration to Windows Server 2022. The growing number of organisations facing deficiencies in their legacy systems highlights the necessity for modernisation to ensure resilience in an evolving digital landscape [63][64]. Neglecting or failing to invest in newer technologies not only undermines security but also threatens operational viability and regulatory compliance, reinforcing the need for organisations to adopt a proactive and forward-looking approach to their IT strategy.
In conclusion, evaluating the costs and benefits of migrating to Windows Server 2022 against the hardening of legacy systems highlights significant advantages in security, compliance, and operational efficiency. While budgetary constraints and resource allocation are important factors, organisations must prioritise a strategic approach to upgrading their infrastructure. Implementing Gold Builds within a modern environment further strengthens this approach by ensuring a consistent, secure, and compliant system configuration. This strategy not only safeguards operations but also supports sustainable growth in an organisation’s technological landscapes.
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Migrating to Windows Server 2022 presents several challenges that organisations must understand and manage effectively. Common issues during migration could include application compatibility, potential downtime during the transition, and the need for extensive reconfiguration of services and settings. Compatibility can be particularly challenging when migrating from older versions of Windows Server or when integrating legacy applications that may not support the latest features and security updates in Windows Server 2022 [65]. For example, applications originally developed for Windows Server 2012 or 2016 may require thorough testing and modification to ensure proper functionality on the newer platform [66]. Additionally, certain hardware and drivers may be incompatible, prompting the need for upgrades or replacements to maintain full operational capability.
Downtime is another critical factor that organisations must address when planning migration to Windows Server 2022. Unplanned outages can result in significant productivity losses and customer dissatisfaction [67]. To mitigate these risks, it is essential to have a structured migration schedule, consider peak usage periods, and strategic rollback plans. Additionally, reconfiguration of services and settings must be meticulously planned, as post migration misconfigurations can lead to performance issues or security vulnerabilities [68]. This is especially true in complex environments that involve a mix of physical and virtual servers, where reconfiguration challenges can intensify compatibility issues and lead to further operational disruptions [69]. Establishing and validating Gold Builds before migration helps an organisation ensure consistent configurations, reducing the likelihood of misconfigurations and simplifying recovery in case of a rollback.
To address the challenges of migration, organisations can adopt a range of effective mitigation strategies. Developing a comprehensive migration plan that includes compatibility assessments, thorough testing protocols, and rollback procedures is essential to minimising risks [70][71]. Establishing test environments prior to full scale migration allows an organisation to identify and resolve unforeseen issues before they result in significant downtime or disruption [72]. Additionally, implementing strategies, such as phased rollouts or pilot launches, enable organisations to test changes in smaller, controlled environments. This approach reduces the likelihood of widespread operational impact and facilitates a smoother transition across the network.
Policy and organisational considerations also play a crucial role in the migration process. Organisations must review and adapt their existing IT policies to align with the new capabilities and features offered by Windows Server 2022 [73]. This includes not only operational policies but also regulatory compliance measures that may change with the new system. Strong change management practices are essential for supporting staff through the new transition, addressing resistance to change, and ensuring smooth adoption of new processes [74]. Investing in training and resources equips team members with the knowledge needed to manage the new environment effectively, thus reducing the learning curve [75]. Maintaining clear and consistent communication throughout the migration process is essential to managing expectations and ensuring all stakeholders are aware of the challenges and long-term benefits of the upgrade [76]. Incorporating Gold Builds into organisational policy ensures standardised configurations from the outset, further supporting governance, compliance, and user training efforts.
Overall, the challenges involved in migrating to Windows Server 2022 require a strategic approach that considers compatibility, downtime, and reconfiguration, alongside policy and organisational factors. Employing comprehensive planning and mitigation strategies can significantly increase the likelihood of a successful transition. Incorporating Gold Builds as part of this approach ensures consistency, simplifies deployment, and supports long-term maintainability. By doing so, organisations can fully leverage the capabilities of Windows Server 2022 to improve operational efficiency and overall performance.
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Cybersecurity has become a critical component within the National Health Service (NHS) and broader healthcare environments, particularly amid ongoing digital transformation and increasing reliance on information technology for patient care. The growing sophistication of cyber threats poses significant risks to both the confidentiality of sensitive patient data and the integrity of healthcare services. Incidents such as the infamous WannaCry ransomware attack in 2017 underscores the severity of these threats, having disrupted operations across numerous NHS facilities, resulting in thousands of cancelled appointments and delayed urgent care [77]. These potential breaches in security not only jeopardise patient safety but also erode trust in healthcare systems, ultimately compromising the quality of care and organisational efficiency [78].
Further complicating matters, the transition to virtualised healthcare systems introduces unique cybersecurity challenges. While virtualisation offers flexibility and scalability, it also exposes healthcare organisations to new vulnerabilities such as increased attack surfaces and interoperability issues between diverse platforms. The complex architecture of hybrid cloud environments can make it difficult to implement comprehensive security measures. Often resulting in gaps in data protection [79]. Furthermore, the constant evolution of cyber threats demands agile security frameworks that support continuous assessment and adaption of cybersecurity protocols within healthcare IT infrastructures [80]. In this context, the use of standardised Gold Builds can help ensure consistent, secure configurations across virtualised systems, reducing the risk of misconfigurations and vulnerabilities in dynamic environments.
In this complex regulatory landscape, compliance with frameworks such as NHS Cyber Essentials, GDPR, and the National Institute of Standards and Technology (NIST) guidelines is not only mandatory but essential for ensuring data integrity and protecting patient privacy. GDPR imposes stringent requirements around data handling and consent, placing responsibility on healthcare organisations to ensure that personal data is processed lawfully, transparently, and securely [81]. Achieving compliance involves implementing robust technical safeguards and comprehensive organisational policies to protect against data breaches [81]. Frameworks like NIST provide detailed guidance on risk management and cybersecurity best practices, helping healthcare organisations establish resilient infrastructures capable of withstanding evolving cyber threats [82]. Adopting standardised configurations through Gold Builds can further support compliance efforts by ensuring consistent security baselines across systems, thereby simplifying audit readiness and reducing the risk of misconfigurations.
Alignment with these regulatory frameworks not only safeguards sensitive data but also fosters a culture of accountability and trust within the healthcare sector. By adhering to standards like Cyber Essentials and GDPR, healthcare organisations can reduce the risks posed by cyber threats, strengthen their incident response capabilities, and protect patient data from unauthorised access and misuse [78]. The implementation of securely configured Gold Builds supports this alignment by ensuring systems are deployed with consistent, policy-compliant baselines that reinforce both technical and regulatory security requirements.
Moreover, there exists a significant interdependence between adopting proactive cybersecurity measures and fulfilling regulatory commitments. Investments in cybersecurity infrastructure, alongside ongoing staff training are essential in strengthening defenses and maintaining compliance with applicable laws, while delivering measurable improvements in patient care and operational efficiency. Standardising system deployments through securely configured Gold Builds support this proactive stance, helping minimise vulnerabilities and streamlining compliance across diverse environments. Overall, while the challenges are complex, a comprehensive and well-structured approach to cybersecurity aligned with regulatory frameworks can enhance the resilience and trustworthiness of the NHS and wider healthcare environments [78][80].

[bookmark: _Toc203253682]2.10 – Conclusion 

This literature review has explored the security and operational considerations involved in the management and testing of gold standard virtual machines. Across various thematic areas, the review examined common vulnerabilities and hardening techniques in Windows Server versions, vulnerability scanning and penetration testing methodologies, secure storage strategies, migration challenges, cost-benefit analysis of system upgrades versus hardening, and specific NHS cybersecurity context.
The reviewed literature highlights a broad consensus on the benefits of using Gold Builds to improve system consistency, reduce misconfiguration, and support regulatory compliance. However, it also reveals persistent challenges, including configuration drift, managing legacy systems, and ensuring that hardening efforts remain effective over time. Tools such as Nessus, Nmap, and the Microsoft Security Compliance Toolkit are commonly cited as essential for both evaluation and enforcement of secure configurations.
These findings directly inform the next phase of this research, which involves the development and testing of a Windows Server 2022 Gold Build using industry-recognised best practices. 
Future research may extend this work by exploring automation strategies, integration with DevOps pipelines, or adapting Gold Build principles for containerised and cloud-native infrastructure.






[bookmark: _Toc203253683]3.0 – Methodology

[bookmark: _Toc203253684]3.1 – Introduction

The methodology forms a foundational component of a dissertation, outlining the philosophical, strategic, and practical decisions taken to meet the research objectives. As Dawson (2012) states, research methodology represents the “philosophy or general principles which guide and justify the research.” To structure this methodology, the researcher adopted the Saunders et al. (2007) research onion, which offers a layered framework for selecting appropriate methods and justifying research design decisions (see Figure 1)[83] [84][85].
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[bookmark: _Toc202018365]Figure 1: Research Onion
[bookmark: _Toc203253685]3.2 – Research Philosophy and Approach

This study adopts a pragmatic research philosophy, allowing the researcher to draw from both positivist (objective, data-driven) and interpretivist (contextual, experience-based) perspectives. Pragmatism offers flexibility in method selection and supports the use of mixed methods, making it well-suited to the technical and real-world nature of this research[86] [87].
The research follows a deductive approach, informed by the theoretical frameworks and best practices identified in the literature review. These were applied and tested within the project’s implementation phase. A deductive approach was chosen over inductive reasoning due to the availability of substantial existing literature, combined with the time and scope constraints of the project [88].

[bookmark: _Toc203253686]3.3 – Methodological Choice

A mixed-methods approach was employed, combining both quantitative data (vulnerability scores, scan results) and qualitative insights (configuration analysis, literature synthesis). While this method can require greater technical knowledge and more resources, it offers a balanced framework that increases the validity and robustness of the findings [89].
[bookmark: _Toc203253687]3.4 – Research Strategy

The primary strategy adopted was experimental research, used to evaluate how changes in configuration and applied hardening measures affect the security posture of a Windows Server 2022 Gold Build, following its initial deployment. Variables such as encryption policies, firewall rules, authentication mechanisms, and vulnerability mitigation steps were adjusted in a controlled setting to assess their security impact.
Although some PowerShell scripts were developed to support testing and validation, the primary focus of the research remained on experimenting with various configuration tools, standards, and software environments.
In addition, the study takes the form of a case study, in a realistic organisational context (the NHS). This adds depth by aligning the project’s findings with real-world requirements and constraints relevant to healthcare IT systems [90][91].
[bookmark: _Toc203253688]3.5 – Time Horizon

The project uses a cross-sectional time horizon, given the short-term nature of the study and the focus on capturing the security posture at specific points. However, some aspects of the work (e.g., comparing pre- and post-hardening configurations) incorporate a longitudinal element by observing changes over time [84].
[bookmark: _Toc203253689]3.6 – Data Collection and Analysis

Initial data was gathered through the literature review, followed by technical data obtained from the security scanning and auditing of the implemented server build. Tools such as Nessus, NMAP, and PowerShell scripts were used to identify misconfigurations, outdated protocols, and other vulnerabilities.
Analysis was conducted using Common Vulnerability Scoring System (CVSS) ratings to evaluate risk severity. Both automated scoring (via Nessus) and manual evaluation (via NIST’s CVSS calculator) were used to assess vulnerabilities before and after remediation efforts.
[bookmark: _Toc203253690]3.7 – Risks and Limitations

This project faced several limitations, primarily due to time constraints. The short timeframe restricted the researcher’s ability to explore a broader range of tools and perform more in-depth testing. Some advanced security software was excluded from the implementation due to the expertise required and the lack of time to properly learn and validate its use.
The scope of the research was limited to a single instance of Windows Server 2022. As a result, the study does not account for differences in configuration requirements across other operating systems such as Linux, or among various departmental needs within the NHS. These exclusions may affect the generalisability of the findings across wider organisational contexts.
A key consideration was the sensitive nature of NHS infrastructure. Due to the high level of security and data protection required, the project did not involve testing within a live NHS environment. This limits the ecological validity of the results. However, by using widely accepted tools (e.g., Nessus, Nmap), official benchmarks (e.g., CIS, NIST), and referencing NHS-relevant guidance, the study remains highly applicable in concept and methodology.
Despite these limitations, the research is considered relevant and valid for NHS-aligned environments. It provides practical insights into securing virtual machine deployments and supports broader organisational efforts to standardise and harden infrastructure using a gold build approach.
[bookmark: _Toc203253691]3.8 – Resources

The project utilised a range of resources:
· Hardware: The researcher’s laptop served as the host for a virtualised Windows Server environment.
· Software: VMware Workstation, Nessus Essentials, NMAP, IIS Crypto, and PowerShell were used for implementation, testing, and auditing. Microsoft Office was used for documentation and reporting.
· Informational Resources: Books, academic journals, professional guidelines (e.g., CIS Benchmarks, NIST standards), and official documentation were consulted throughout.
· Human Resources: Feedback and guidance were received from the researcher’s academic supervisor and IT professionals within the NHS, where appropriate.
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[bookmark: _Toc203253693]4.1 - Operating System Selection

Windows Server 2022 was selected as the operating system for the Gold Build due to its widespread adoption in enterprise environments, including its current use within DHCW. While Windows Server 2019 remains in use across NHS infrastructure, 2022 provides improved default security features, more mature support for hybrid deployment scenarios, and compatibility with modern security tooling.
Windows Server 2025 was not chosen due to its recent release and limited uptake at the time of this project. As it has not yet been formally adopted by NHS organisations or widely supported within compliance frameworks, its inclusion would have limited the relevance of this research.
[bookmark: _Toc203253694]4.2 Requirements and Security Standards

A high-level set of system requirements was created to guide implementation and ensure that the final Gold Build aligned with best practice expectations. These included:
· Disabling deprecated protocols such as TLS 1.0 and 1.1
· Ensuring the final server build did not contain critical or high-severity vulnerabilities
· Meeting a baseline organisational password policy (e.g., minimum length, lockout threshold, no default accounts)
· Limiting unnecessary open ports or services
These requirements were influenced by guidance from several recognised security standards, including ISO/IEC 27001, NIST SP 800-123, the UK National Cyber Security Centre (NCSC) Windows security guidance, and Microsoft’s own CIS-aligned baselines. While these standards helped shape the configuration priorities of the server, they were not the sole focus of the project. The NHS, while ISO certified and aware of these frameworks, typically develops its own internal standards and hardening policies, which fall outside the scope of this study. A full version of the requirements document is included in Appendix 1: Requirements Document.
[bookmark: _Toc203253695]4.3 Server Role Selection

The server was designed to act as a web server using Microsoft IIS. This was chosen based on its relevance to the researcher’s workplace, where web and client applications are commonly developed and deployed internally. Hosting a basic website in a test configuration enabled the simulation of realistic vulnerabilities and configuration oversights relevant to the NHS and broader enterprise environments.
The server was also configured as a Domain Controller using Active Directory Domain Services (AD DS). This was done to simulate a more authentic infrastructure environment, reflecting the NHS's standard use of centrally managed user accounts and policies. Although no live NHS systems or data were accessed, a test domain (test.local) was created, and simulated user accounts were added to demonstrate typical administrative patterns and common account misconfigurations.
[bookmark: _Toc203253696]4.4 Scope Limitations and Exclusions

Due to the scope and timeframe of the project, several infrastructure roles, such as SQL Server, file storage services, or backup management were excluded. This decision was made to maintain a clear focus on core system configuration, hardening, and vulnerability analysis, rather than broader platform integration.
The project was also restricted to using open source or freely available software, including Tenable Nessus Essentials, Nmap, PowerShell, IIS Crypto, and VMware Workstation 17. Licensing and financial constraints meant that professional or enterprise-tier solutions could not be used. Despite this, the selected tools were sufficient for simulating a realistic and assessable environment.
[bookmark: _Toc203253697]4.5 Infrastructure and Architecture Design

The Gold Build server was deployed as a single virtual machine within a fully isolated test environment. It was hosted locally on the researcher’s system using VMware Workstation 17. As the free version of this software does not support snapshots, all configuration was versioned through scripts and notes to allow manual recreation if required.
While the project did not include a multi-server or networked architecture, this single-server configuration was appropriate for the goals of the study — focusing on internal misconfigurations, service hardening, and vulnerability detection within a self-contained environment.


[bookmark: _Toc203253698]5.0 – Implementation and Results

The implementation phase of this project involved building a Windows Server 2022 Gold Build in an isolated environment, conducting security testing, and performing remediation work based on the findings. The results of both the initial and follow-up assessments are discussed in relation to the project’s aims and relevant literature, with key lessons and conclusions drawn from each stage.
[bookmark: _Toc203253699]5.1 – Implementation of Initial Server Build

The Gold Build server was hosted using VMware Workstation Player (free version), operating entirely within a self-contained virtualised test environment. The server was provisioned with two network adapters: a NAT connection to allow temporary internet access for downloading software and updates, and a second adapter configured with a static IP to simulate an internal network.
Initial challenges emerged due to resource limitations — particularly when installing Tenable Nessus Essentials for automated vulnerability scanning. The server’s original specification (2 CPUs, 4GB RAM, 40GB disk) caused Nessus plugins to fail to update and install properly. To resolve this, the server was reconfigured with 4 CPUs, 6GB RAM, and 100GB of storage. Nessus Essentials was then successfully deployed on the server. This was a compromise from standard practice, as typically Nessus would scan from a separate host. However, the project’s single-server scope necessitated this adaptation.
Attempts were made to incorporate CIS-CAT Lite and Microsoft’s Security Compliance Toolkit 1.0 to perform formal benchmark-based audits. While the toolkit installed correctly, insufficient time and familiarity with the tool limited its effectiveness. CIS-CAT Lite was incompatible with Windows Server 2022 benchmarks in its free version. Although these tools reflect best-practice auditing approaches referenced in the literature (e.g., CIS and NIST), their limited utility in this case further emphasised the value of using complementary tools and manual testing techniques.
Server setup scripts were created to automate role installation and configuration. These included the setup of AD DS, DNS, and the IIS Web Server role, reflecting a typical organisational infrastructure. During testing and configuration, several oversights emerged including the enabling of RDP without enforcing Network Level Authentication (NLA), the use of weak password and lockout policies, and broad NTFS and firewall permissions. These misconfigurations were not deliberately introduced but rather arose from the early-stage setup process, highlighting how easily vulnerabilities can be introduced in practical deployments. One configuration, the enabling of SMBv1 was retained intentionally to reflect real-world compatibility needs, such as legacy device integration, which remains relevant in many NHS environments.
Scripts used in this stage are included in Appendix 2 – Initial Implementation Scripts.	
[bookmark: _Toc203253700]5.2 – Results of Initial Server Build

Following the initial configuration, security assessments were conducted using Nessus Essentials, Nmap, and a manual review. The initial Nessus scan identified numerous vulnerabilities, including critical and high-severity issues. These covered insecure legacy protocols (SMBv1, TLS 1.0/1.1), weak cipher suites (SWEET32), untrusted and self-signed SSL certificates, and missing security headers. Medium and low-severity findings also related to information disclosure, lack of enforced NLA, and the absence of HSTS.
Manual testing provided further insight into configuration weaknesses, such as overly permissive NTFS permissions on the web root, misconfigured account policies, and unencrypted HTTP traffic. These findings are summarised in the following tables:
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[bookmark: _Toc203058213]Table 1: Nessus Scan Results Summary
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Table 2: Manual Testing Results Summary
These results reinforced several core issues raised in the literature review. The persistence of legacy protocols such as SMBv1 and TLS 1.0 aligns with NIST SP 800-123 and NCSC guidance that emphasise deprecation of outdated cryptographic standards. Similarly, the use of overly broad access controls and unsegmented firewall rules reflects the kind of misconfiguration risks noted in OWASP’s security assessment frameworks.
Crucially, the findings highlight how security weaknesses can result not only from technical limitations but also from operational decisions made during early deployment — a theme echoed in both academic and industry research. For instance, the weak password and account policies identified are consistent with common missteps observed during pre-GPO deployment phases. These are often overlooked in projects that assume policy enforcement will be managed later at domain level — a gap which attackers can exploit if not closed.
The layered testing methodology, using Nessus, Nmap, and manual checks, mirrored the multi-tool approach recommended in the literature. Although automated tools like Nessus offer broad detection capabilities, manual verification remains essential for contextual understanding, for example, confirming whether a firewall rule is a risk or a legitimate testing configuration.
From these findings, it became clear that Gold Builds, even when intended as secure baselines, are vulnerable to configuration drift, oversight, and weak defaults. The results validated the literature’s emphasis on iterative security assessment and the importance of verifying all configurations before assuming baseline integrity.
Scripts used in this stage are included in Appendix 4: Testing Scripts.
[bookmark: _Toc203253701]5.3 – Implementation of Remediation Work

Remediation focused on correcting the vulnerabilities discovered during assessment. PowerShell commands, GUI-based configuration, and Group Policy Objects (GPOs) were all used to improve the security posture of the Gold Build.
Key actions included:
· Disabling SMBv1 via PowerShell
· Applying TLS 1.2+ and other encryption settings using IIS Crypto’s best practices template
· Replacing the self-signed SSL certificate with one issued by a local Certificate Authority
· Binding the certificate to IIS and adding HSTS headers
· Enabling Network Level Authentication for RDP
· Creating and applying GPOs for password and lockout policies
· Restricting group permissions within AD, plus NTFS permissions on the Webroot folder.
· Enforcing HTTPS through IIS URL Rewrite rules
· Deleting insecure firewall rules and enabling system firewalls
· Removing unnecessary server roles, such as Telnet and PowerShell 2.0
· Ensuring automatic Windows Updates via sconfig and GPOs
During this phase, some technical complications were encountered — for example, HTTPS redirection failed after a reboot due to local DNS issues. This was temporarily resolved by editing the local hosts file.
Outdated third-party software also triggered new scan findings post-remediation, including issues with Notepad++, VMware Tools, and leftover Office components. These were remediated via manual updates and uninstallation.
This phase of the project applied many of the hardening techniques referenced in the literature review, including Microsoft’s Security Compliance Toolkit recommendations, and mapped clearly to ISO 27001’s emphasis on access control and secure configuration. The process highlighted the importance of treating remediation as a continuous, integrated component of system design, not a reactive fix.
Scripts used in this stage are included in Appendix 5: Remediation Scripts.
[bookmark: _Toc203253702]5.4 – Results of Remediation Work

A follow-up Nessus scan confirmed that all previously identified critical and high-severity issues had been resolved. Medium and low-level issues were significantly reduced, and many residual weaknesses had been mitigated or corrected. Additionally, new scan results related to outdated or unnecessary software were addressed through direct action. These are summarised in the following tables:
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[bookmark: _Toc203058215]Table 3: Remediation Results – Nessus Scan
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[bookmark: _Toc203058216]Table 4: Final Nessus Scan Results (Post-Remediation)
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[bookmark: _Toc203058217]Table 5: Remediation Results – Manual Testing
Remaining concerns included the continued use of a default administrator account, which in a real-world NHS environment would typically be removed or replaced with managed user accounts. Additionally, some SSL certificate-related findings reappeared in the final Nessus scan, however, these were due to Nessus not trusting the internally issued certificates rather than an actual configuration flaw. These findings were investigated and confirmed to be false positives within the context of the isolated test environment. 
These results reinforced several conclusions:
1. Initial builds, even when based on the latest OS, are not inherently secure and require structured hardening.
2. Configuration oversights, even small ones, can have significant security implications if left unaddressed.
3. Iterative testing, combining automated scans with manual verification, is vital to creating a secure and resilient Gold Build.
4. Security baselines must be monitored and maintained, as remediations can introduce new weaknesses if not carefully managed.
The remediation outcomes also demonstrated that tools and techniques highlighted in the literature, such as Nessus, PowerShell scripting, and policy-based hardening are not only theoretically sound but also practically effective. However, their effectiveness depends on accurate configuration and contextual awareness.
In summary, this phase of the project validated the importance of the Gold Build as a concept while demonstrating the complexity of achieving a secure, standards-aligned baseline. The experience gained reflects many of the real-world challenges IT teams face in deploying and securing infrastructure in sensitive environments, such as the NHS.
[bookmark: _Toc203253703]5.5 – Conclusion

The use of tools such as Nessus, Nmap, and manual inspection proved complementary throughout the project. Nessus was highly effective in identifying protocol-related issues (e.g., TLS 1.0/1.1, SMBv1) and in flagging encryption misconfigurations based on known CVEs. However, it was less helpful in detecting context-sensitive weaknesses such as broad NTFS permissions or misapplied access controls, where manual review provided clearer insights. Nmap, meanwhile, was valuable for mapping the server’s attack surface and verifying port-based vulnerabilities, though its findings largely reinforced rather than expanded upon the Nessus results. These tools, when used in tandem, supported a layered assessment strategy aligned with the literature’s emphasis on comprehensive, repeated testing.
Several configuration decisions during implementation also had measurable security consequences. For instance, enabling RDP access without enforcing Network Level Authentication — due to an incomplete script — resulted in a vulnerability that could facilitate brute-force attacks. Similarly, applying broad firewall rules for ease of initial testing inadvertently exposed unnecessary services. These examples underscore the relationship between small administrative oversights and high-impact vulnerabilities, reinforcing the literature’s concern that Gold Builds are not inherently secure without thorough validation.
Overall, the results of both the initial build and the subsequent remediation support the project’s stated objectives — specifically Objective 2 and Objective 3. The implementation and testing of the Windows Server 2022 Gold Build provided a realistic scenario for identifying security gaps, while the remediation process demonstrated how practical hardening measures can align a system with expected security standards. These findings offer concrete lessons for improving deployment practices in environments like the NHS, where standardisation and secure baselining are critical.




































[bookmark: _Toc203253704]6.0 – Conclusion and Recommendations

[bookmark: _Toc203253705]6.1 – Conclusion

The primary aim of this project was to develop and assess a secure Windows Server 2022 Gold Image in line with defined security and operational requirements, with a focus on relevance to NHS-aligned infrastructure. This included evaluating the security posture of legacy and modern Windows Server environments, applying remediation strategies, and establishing best practices for configuration and storage of Gold Builds. Based on the research, implementation, and results presented, this aim was successfully achieved.
The first objective — to review current security best practices, standards, and frameworks for Windows Server hardening — was addressed through an extensive literature review. This review examined the role of Gold Builds in IT security and compliance, highlighting their value in reducing misconfigurations, enforcing consistency, and supporting regulatory frameworks such as ISO/IEC 27001, NIST SP 800-123, and Cyber Essentials. Key security challenges were explored, including misconfigured services, legacy protocol usage (e.g., SMBv1, TLS 1.0/1.1), and the risks of configuration drift. Techniques such as applying the principle of least privilege, implementing secure authentication, and enforcing secure communication protocols were identified as critical components in a hardened server build. The literature also explored the role of tools such as Nessus, Nmap, and CIS benchmarks, providing a theoretical foundation for the testing methodologies used during implementation.
The second objective — to implement and configure a Windows Server 2022 Gold Build in line with best practices — was fulfilled through a staged deployment within an isolated environment using VMware Workstation. Roles such as IIS, Active Directory, and DNS were configured to reflect a realistic enterprise use case. Although some initial misconfigurations occurred (e.g., NLA not enforced, weak password policies, excessive permissions), these reflected real-world deployment oversights. The use of scripted role installation and policy enforcement mirrored recommendations identified in the literature around automation, infrastructure-as-code, and consistency.
The third objective — to evaluate the effectiveness of the implemented security measures and provide recommendations — was accomplished through multiple rounds of testing. Nessus Essentials, Nmap, and manual testing identified vulnerabilities and misconfigurations consistent with those noted in prior research. The application of hardening measures, including PowerShell-based policy changes, TLS hardening via IIS Crypto, and implementation of secure authentication and GPOs, resulted in substantial improvements in the security posture of the server. A follow-up scan confirmed that all high- and critical-severity issues had been addressed, with any residual or new issues resolved or justified (e.g., Nessus not recognising internal certificates). These results aligned strongly with the literature’s emphasis on iterative testing and remediation, and the need for layered defences. The remediation strategy was not only effective, but replicable, reinforcing one of the core principles of Gold Builds: standardisation without sacrificing security.
In terms of comparative analysis, the literature underscored the heightened risks associated with legacy systems, particularly Windows Server 2012 and 2016. These were noted for limited vendor support, older cryptographic standards, and reduced compatibility with modern security tooling. The project’s use of Windows Server 2022, the most widely adopted contemporary version was validated both through its enhanced default security posture and improved compatibility with hardening tools. The research also acknowledged future transition points, particularly Windows Server 2025, and the importance of preparing Gold Builds that are adaptable to newer versions.
Another area explored in the literature but not fully implemented within the project scope was the secure management and storage of Gold Builds. Research emphasised the importance of maintaining Gold Builds in protected repositories, using access control, audit logging, and secure distribution mechanisms. While these practices are essential for operational environments, the project was limited to a single-server deployment within a virtualised test environment using VMware Workstation. As such, secure storage and version management were not feasible to implement in full, but their significance was recognised during the research process. Future work could explore how these methods might be applied using enterprise-grade tools or within an organisational environment like the NHS.
In conclusion, this project met its stated aim and successfully delivered on each of its core objectives. The literature provided a strong theoretical framework that informed practical implementation decisions and validation techniques. The project reinforced the importance of secure-by-default baselines, regular vulnerability assessment, and the careful balance of usability and security. The findings are relevant not only within academic contexts but for practitioners managing server infrastructure within the NHS or similar environments. By simulating real-world deployment, identifying misconfigurations, and remediating them through structured, standards-aligned methods, this project provides a foundation for secure Gold Build practices and highlights several paths for further exploration.
[bookmark: _Toc203253706]6.2 – Recommendations for Future Work

While this project successfully demonstrated the process of designing and securing a Gold Build, several opportunities for future research and practical enhancement were identified.
1. Migration Testing
One key recommendation is to explore the migration process between server versions. This could involve migrating an existing Windows Server 2019 build to 2022 and assessing compatibility, performance, and potential new vulnerabilities introduced during the process. A similar test from Windows Server 2022 to the emerging 2025 release would provide valuable insights into future-proofing Gold Builds and ensuring minimal disruption during upgrades.
2. Windows Server 2025 Gold Build
With Windows Server 2025 currently in its infancy, developing a dedicated Gold Build for this version would provide early insights into its configuration requirements, security posture, and compatibility with existing hardening tools. This would be especially valuable to the NHS and similar large organisational environments that require extensive planning to ensure the security of critical applications and infrastructure.
3. CIS Benchmark Integration
While benchmark testing was explored using CIS-CAT Lite and Microsoft’s Security Compliance Toolkit, time constraints and tool limitations restricted an in-depth assessment. Future work should involve a more comprehensive investigation into CIS benchmarks, potentially including access to fully licensed versions of tools such as CIS-CAT. Aligning hardening scripts directly with these benchmarks would provide a more measurable, standardised, and externally validated approach to evaluating Gold Build security.
4. Real-World Environment Testing
Where possible, conducting similar implementation and testing within a live NHS environment would improve realism and accuracy. This could include using enterprise-grade tools such as Nessus Security Center for more comprehensive vulnerability scanning, alongside strict NHS standard and policies for Group Policy enforcement, certificate management, and deployment within a live directory and network environment, all while adhering to strict ethical and data governance requirements.
5. Extended Testing Tools
Using a Kali Linux virtual machine to perform more advanced penetration testing could further validate the security posture of the Gold Build. Tools like Hydra, Nikto, or Metasploit would allow for targeted attacks against misconfigured services.
6. Administrative Automation
Administrative tasks such as user removal from AD groups could be further automated by writing PowerShell scripts to reduce manual overhead and increase repeatability across multiple deployments.
7. Nessus Integration Improvements
Finally, importing the internally created Certificate Authority into Nessus would resolve persistent scan findings related to untrusted SSL certificates, helping avoid false positives and improving the clarity of future scan results.
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This project provided me with an opportunity to apply system security principles in a practical setting, specifically through the creation and evaluation of a Windows Server 2022 Gold Build. While the overall process came with challenges and at times proved frustrating, it ultimately helped me gain a better understanding of server configuration, vulnerability assessment, and the testing and remediation of common issues.
From the outset, the project did not align entirely with the type of work I currently perform in my professional role. Although the topic is broadly relevant to IT infrastructure and security, the day-to-day tasks involved in building and hardening a server are typically handled by other specialist teams within my organisation. I had initially proposed a different project that was more closely aligned with my work responsibilities, but due to project suitability criteria, that proposal was not approved. Despite this, I recognise that the experience gained through this project has improved my technical capability and familiarity with server management, which may prove useful in future roles or collaborative work with those infrastructure-focused teams.
The practical implementation phase presented several difficulties, most notably when trying to enforce secure HTTP redirection. This issue was particularly inconsistent — at one point working correctly, then failing unexpectedly after system changes or reboots. Resolving this required repeated testing, configuration adjustments, and close inspection of web server behaviour, eventually leading to a stable outcome. While frustrating, working through that specific issue reinforced the importance of troubleshooting, clear documentation, and consistent testing when resolving technical problems.
Challenges also arose during the setup of key tools, particularly Nessus Essentials and CIS-CAT Lite. With Nessus, plugin update failures were initially caused by insufficient system resources, which highlighted an oversight in my original server configuration. This was resolved by increasing the virtual machine’s CPU, RAM, and storage allocation, allowing Nessus to function correctly. In contrast, CIS-CAT Lite proved unsuitable for the project, primarily due to version limitations and the absence of the required benchmark profiles in the free version. This reflected a lack of detailed investigation on my part during the planning phase. These setbacks emphasised the need for deeper familiarity with selected tools before implementation.
The literature review informed many of the decisions I made throughout the project. Research into security standards from NIST, Microsoft, ISO 27001, and the NCSC helped shape the server hardening process, particularly with respect to disabling legacy protocols, enforcing authentication settings, and using role-based access control. In general, I agreed with the recommendations and principles found in the literature, although applying them practically showed that not all environments allow for full adherence to best practice due to resource or compatibility constraints. Some assumptions in the literature also presume enterprise-level tooling or team support, which is not always realistic in smaller-scale or isolated implementations.
The project highlighted some key gaps in my existing experience, particularly around advanced security auditing and benchmark alignment. Although I was familiar with general security practices, deeper knowledge of Microsoft’s compliance tools and their implementation within GPO structures is something I would now prioritise for future learning. I would also look to automate more of the hardening process using PowerShell, to support consistency across multiple deployments.
Reflecting on the experience, I recognise that while this project was not ideal in terms of my original preferences, it did offer me a chance to demonstrate independent problem-solving, apply research in a practical way, and manage a complete technical task from planning through to evaluation. These are useful transferable skills that extend beyond the specifics of the content. I also gained a clearer understanding of how small misconfigurations can significantly impact system security, and the value of using structured assessment tools alongside manual verification.
If I were to approach a similar project in the future, I would likely spend more time upfront planning the testing environment and understanding the tools in greater detail before starting the implementation. I would also try to structure my work in a way that avoids unnecessary repetition, particularly where trial-and-error was involved in configuration.
Going forward, I intend to continue developing my skills in security, with a focus on areas more aligned to my role, such as penetration testing, vulnerability management, and policy implementation. However, I do now have a stronger foundation in system-level hardening and will be better equipped to contribute to wider infrastructure discussions within my team.
In terms of contribution to the research or relevant community, this project offers a real-world case study in deploying and securing a Gold Build under resource constraints, using freely available tools. It may help others in similar environments understand what’s achievable without enterprise software, and where compromises or workarounds may be necessary. It also serves as a useful reference for how structured testing, remediation, and evaluation can improve server security posture over time, even in small-scale implementations.
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Initial implementation was completed through using installed features and also some PowerShell scripts. Some of these scripts are below:

Role Installation 
Install-WindowsFeature -Name Web-Server, Web-Mgmt-Tools, Web-Scripting-Tools
Install-WindowsFeature -Name AD-Domain-Services
Install-WindowsFeature -Name DNS

RDP Configuration 
Set-ItemProperty -Path "HKLM:\System\CurrentControlSet\Control\Terminal Server" -Name "fDenyTSConnections" -Value 0
Set-ItemProperty -Path "HKLM:\System\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp" -Name "UserAuthentication" -Value 0
Enable-NetFirewallRule -DisplayGroup "Remote Desktop"

SMBv1 Compatibility 
Set-SmbServerConfiguration -EnableSMB1Protocol $true -Force

Basic Firewall Rule for Web Traffic
New-NetFirewallRule -DisplayName "Allow HTTP" -Direction Inbound -Protocol TCP -LocalPort 80 -Action Allow
New-NetFirewallRule -DisplayName "Allow HTTPS" -Direction Inbound -Protocol TCP -LocalPort 443 -Action Allow

NTFS Permissions on Web Directory
$acl = Get-Acl "C:\inetpub\wwwroot"
$permission = "Everyone","Modify","Allow"
$accessRule = New-Object System.Security.AccessControl.FileSystemAccessRule $permission
$acl.SetAccessRule($accessRule)
Set-Acl "C:\inetpub\wwwroot" $acl

Password Policy
net accounts /minpwlen:5
net accounts /complexity:off
net accounts /lockoutthreshold:0
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Login Page
<!DOCTYPE html>
<html lang="en">
<head>
    <meta charset="UTF-8">
    <meta name="viewport" content="width=device-width, initial-scale=1.0">
    <title>Login - Gold Builds Portal</title>
    <script src="https://cdn.tailwindcss.com"></script>
    <style>
        body { font-family: 'Inter', sans-serif; }
    </style>
</head>
<body class="bg-gray-100 text-gray-800">

    <div class="container mx-auto p-6">
        <!-- Header -->
        <header class="bg-white shadow rounded-lg p-6 mb-6">
            <h1 class="text-3xl font-bold text-gray-900">Secure Area Login</h1>
        </header>

        <!-- Navigation -->
        <nav class="bg-white shadow rounded-lg p-4 mb-6 flex justify-start space-x-4">
            <a href="index.html" class="text-blue-600 hover:underline">Home</a>
            <a href="about.html" class="text-blue-600 hover:underline">About</a>
            <a href="login.html" class="text-blue-600 font-semibold hover:underline">Login to Secure Area</a>
        </nav>

        <!-- Main Content -->
        <main class="bg-white shadow rounded-lg p-6 text-center">
            <h2 class="text-2xl font-semibold mb-4">Windows Authentication Required</h2>
            <p>To access the internal build submission form, you must authenticate with your Active Directory credentials.</p>
            <div class="mt-6">
                <a href="./secure/form.html" class="bg-blue-600 text-white font-bold py-3 px-6 rounded-lg hover:bg-blue-700 transition duration-300">
                    Proceed to Secure Form
                </a>
            </div>
            <p class="mt-4 text-sm text-gray-500">Your browser will prompt you for your username and password.</p>
        </main>

        <!-- Footer -->
        <footer class="text-center text-gray-500 mt-8">
            <p>University Dissertation Project - 2025</p>
        </footer>
    </div>

</body>
</html>

Index Page
<!DOCTYPE html>
<html lang="en">
<head>
    <meta charset="UTF-8">
    <meta name="viewport" content="width=device-width, initial-scale=1.0">
    <title>Gold Builds Portal</title>
    <script src="https://cdn.tailwindcss.com"></script>
    <style>
        body { font-family: 'Inter', sans-serif; }
    </style>
</head>
<body class="bg-gray-100 text-gray-800">

    <div class="container mx-auto p-6">
        <!-- Header -->
        <header class="bg-white shadow rounded-lg p-6 mb-6">
            <h1 class="text-3xl font-bold text-gray-900">Gold Builds Portal</h1>
            <p class="text-gray-600">Welcome to the central hub for managing and securing server gold builds.</p>
        </header>

        <!-- Navigation -->
        <nav class="bg-white shadow rounded-lg p-4 mb-6 flex justify-start space-x-4">
            <a href="index.html" class="text-blue-600 font-semibold hover:underline">Home</a>
            <a href="about.html" class="text-blue-600 hover:underline">About</a>
            <a href="login.html" class="text-blue-600 hover:underline">Login to Secure Area</a>
        </nav>

        <!-- Main Content -->
        <main class="bg-white shadow rounded-lg p-6">
            <h2 class="text-2xl font-semibold mb-4">Homepage</h2>
            <p>This portal is a demonstration for a university dissertation project focused on creating, testing, and remediating a secure Windows Server 2022 gold build.</p>
            <p class="mt-4">Please use the navigation above to learn more about the project or to log in to the secure area to access internal forms.</p>
        </main>

        <!-- Footer -->
        <footer class="text-center text-gray-500 mt-8">
            <p>University Dissertation Project - 2025</p>
        </footer>
    </div>

</body>
</html>

About Page
<!DOCTYPE html>
<html lang="en">
<head>
    <meta charset="UTF-8">
    <meta name="viewport" content="width=device-width, initial-scale=1.0">
    <title>About - Gold Builds Portal</title>
    <script src="https://cdn.tailwindcss.com"></script>
    <style>
        body { font-family: 'Inter', sans-serif; }
    </style>
</head>
<body class="bg-gray-100 text-gray-800">

    <div class="container mx-auto p-6">
        <!-- Header -->
        <header class="bg-white shadow rounded-lg p-6 mb-6">
            <h1 class="text-3xl font-bold text-gray-900">About This Project</h1>
        </header>

        <!-- Navigation -->
        <nav class="bg-white shadow rounded-lg p-4 mb-6 flex justify-start space-x-4">
            <a href="index.html" class="text-blue-600 hover:underline">Home</a>
            <a href="about.html" class="text-blue-600 font-semibold hover:underline">About</a>
            <a href="login.html" class="text-blue-600 hover:underline">Login to Secure Area</a>
        </nav>

        <!-- Main Content -->
        <main class="bg-white shadow rounded-lg p-6">
            <h2 class="text-2xl font-semibold mb-4">Project Overview</h2>
            <p>This project involves the creation, security hardening, testing, and remediation of a Windows Server 2022 gold build. The server is configured as an Active Directory Domain Controller, DNS Server, and IIS Web Server.</p>
            <p class="mt-4">The methodology includes manual testing, automated vulnerability scanning with Nessus, and network mapping with Nmap to identify misconfigurations and vulnerabilities. The final phase involves remediating the identified issues according to industry best practices to produce a secure server template.</p>
        </main>

        <!-- Footer -->
        <footer class="text-center text-gray-500 mt-8">
            <p>University Dissertation Project - 2025</p>
        </footer>
    </div>

</body>
</html>

Form Page
<!DOCTYPE html>
<html lang="en">
<head>
    <meta charset="UTF-8">
    <meta name="viewport" content="width=device-width, initial-scale=1.0">
    <title>Submit Build Form - Gold Builds Portal</title>
    <script src="https://cdn.tailwindcss.com"></script>
    <style>
        body { font-family: 'Inter', sans-serif; }
    </style>
</head>
<body class="bg-gray-100 text-gray-800">

    <div class="container mx-auto p-6">
        <!-- Header -->
        <header class="bg-white shadow rounded-lg p-6 mb-6">
            <h1 class="text-3xl font-bold text-gray-900">Secure Area: Submit a Build</h1>
        </header>

        <!-- Navigation -->
        <nav class="bg-white shadow rounded-lg p-4 mb-6 flex justify-start space-x-4">
            <a href="../index.html" class="text-blue-600 hover:underline">Home</a>
            <a href="../about.html" class="text-blue-600 hover:underline">About</a>
            <a href="../login.html" class="text-blue-600 hover:underline">Logout (Close Browser)</a>
        </nav>

        <!-- Main Content -->
        <main class="bg-white shadow rounded-lg p-6">
            <h2 class="text-2xl font-semibold mb-4">New Build Submission Form</h2>
            <p class="mb-6">You have successfully authenticated. Please fill out the form below.</p>
            <form onsubmit="return false;">
                <div class="mb-4">
                    <label for="buildName" class="block text-gray-700 font-semibold mb-2">Build Name:</label>
                    <input type="text" id="buildName" name="buildName" class="w-full px-3 py-2 border border-gray-300 rounded-lg focus:outline-none focus:ring-2 focus:ring-blue-500" required>
                </div>
                <div class="mb-4">
                    <label for="description" class="block text-gray-700 font-semibold mb-2">Build Description:</label>
                    <textarea id="description" name="description" rows="4" class="w-full px-3 py-2 border border-gray-300 rounded-lg focus:outline-none focus:ring-2 focus:ring-blue-500" required></textarea>
                </div>
                <button type="submit" class="bg-green-600 text-white font-bold py-3 px-6 rounded-lg hover:bg-green-700 transition duration-300">Submit</button>
            </form>
        </main>

        <!-- Footer -->
        <footer class="text-center text-gray-500 mt-8">
            <p>University Dissertation Project - 2025</p>
        </footer>
    </div>

</body>
</html>

WebConfig File
<?xml version="1.0" encoding="UTF-8"?>
<configuration>
    <system.webServer>
        <defaultDocument>
            <files>
                <remove value="index.html" />
                <add value="index.html" />
            </files>
        </defaultDocument>
        <httpProtocol>
            <customHeaders>
                <add name="Strict-Transport-Security" value="max-age=31536000; includeSubDomains; preload" />
            </customHeaders>
        </httpProtocol>
        <rewrite>
            <rules>
                <rule name="Force HTTPS" enabled="true" stopProcessing="true">
                    <match url="(.*)" />
                    <conditions>
                        <add input="{HTTPS}" pattern="^OFF$" />
                    </conditions>
                    <action type="Redirect" url="https://{HTTP_HOST}/{R:1}" redirectType="Permanent" />
                </rule>
            </rules>
        </rewrite>
    </system.webServer>
</configuration>
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Testing was conducted through automated scans and manual assessment. Some of the manual testing was conducted through GUIs and built in features such as Windows Firewall, however, some testing was conducted through the use of scripts in PowerShell or NMAP. Below are some examples:

Password Policy Review
Get-ADDefaultDomainPasswordPolicy | Format-List MinPasswordLength,ComplexityEnabled,PasswordHistoryCount,ReversibleEncryptionEnabled

Account Lockout Policy Review
Get-ADDefaultDomainPasswordPolicy | Format-List LockoutThreshold,LockoutDuration,LockoutObservationWindow

NMAP Scans
nmap -sV -p - 192.168.1.1
nmap -sS -sU -sV -A -v 192.168.1.1
nmap -sV -p - -T4 -A -v 192.168.1.1

NMAP Explained
· nmap: The command to execute the Network Mapper tool.
· -sV (Service Version Detection): Probes open ports to determine the specific software and version running (e.g., "Microsoft IIS 10.0").
· -p- (All Ports): Scans all 65,535 TCP ports, ensuring no service is missed.
· -sS (TCP SYN Scan): A fast and common method to scan TCP ports.
· -sU (UDP Scan): Scans for open UDP ports, which are used by critical services like DNS and Kerberos.
· -A (Aggressive Scan): A shortcut that enables OS detection (-O), version detection (-sV), script scanning (-sC), and traceroute. It's used for deep information gathering.
· -T4 (Aggressive Timing): Speeds up the scan; suitable for lab environments where stealth is not a concern.
· -v (Verbose): Shows detailed progress on the screen during the scan.
DNS Zone Transfer 
Nslookup
Server 127.0.0.1
Ls -d test.local

Server Roles and Features Review
Get-WindowsFeature | Where-Object { $_.InstallState -eq 'Installed' }
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Remediation included some software such as IIS Crypto with a GUI, policy creation and installed roles such as IIS manager, there were times where certain code like input or PowerShell scripts were used. Some of which are below:

Conditional Redirect to enforce encrypted web traffic
({HTTPS} matches ^OFF$)

HSTS Header
Strict-Transport-Security
max-age=31536000; includeSubDomains

Disable SMBv1
Disable-WindowsOptionalFeature -Online -FeatureName SMB1Protocol -NoRestart

Disable PowerShell 2.0 Engine
Disable-WindowsOptionalFeature -Online -FeatureName PowerShell-V2 -NoRestart

Uninstalling Telnet
Uninstall-WindowsFeature -Name Telnet-Client

Windows Update Status
PowerShell – sconfig
Option 5
Option 1
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Name Severity CVSS Description Solution Notes

Server Message Block (SMB) Protocol 

Version 1 Enabled (uncredentialed check) High 8.1

The Windows server supports SMBv1 which is insecure due to 

the lack of security features.

Disable SMBv1. Additionally, block SMB by 

blocking TCP port 445 on the network boundary. 

NIST CVSS Calculator: 

AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

SSL Medium Strength Cipher Suites 

Supported (SWEET32) High 7.5

The Windows server supports SSL Ciphers that are seen as 

medium strength encryption.

Configure the server to only use strong protocols 

that adhere to best practises.

Originally was reported as a Medium, however, 

CVSS scores 7 and above are High/Critical

SSL Certificate Cannot Be Trusted Medium 6.5

The server's certificate cannot be trusted. This could be due 

to:

- Certificate not being from a known public certificate 

authority.

- Certificate was not valid.

- Certificate could not be verified.

Purchase or generate a proper SSL certificate.

TLS Version 1.0 Protocol Detection Medium 6.5

The server accepts connections using TLS 1.0 which has a 

number of flaws and is considered a legacy protocol.

Enable TLS 1.2/1.3 support. Disable TLS 1.0

TLS Version 1.1 Deprecated Protocol Medium 6.5

The server accepts connections using TLS 1.1 which has a 

number of flaws and is considered a legacy protocol.

Enable TLS 1.2/1.3 support. Disable TLS 1.1

SSL Self-Signed Certificate Medium 6.5

The certificate is not signed by a recognised certificate 

authority.

Purchase or generate a proper SSL certificate.

HyperText Transfer Protocol (HTTP) 

Information Medium 6

Information disclosure of HTTP protocol verion used and other 

potential useful information.

Obfuscate information and secure web code. 

Remove hardcoded passwords and use a secure 

authentication method.

NIST CVSS Calculator: 

AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N 



Usually a Medium, however, website code visible 

and includes a hard coded password.

Nonexistent Page (404) Physical Path 

Disclosure Medium 5

The error page reveals the physical path of the hosted site. 

Upgrade IIS to latest version and/or disable debug 

reporting.

Microsoft Windows SMB Versions 

Supported (remote check) Medium 5

Nessus obtained the SMB version(s) running on the server 

through port 139/445. SMBv1 and SMBv2 were discovered.

Disable SMBv1 as it is an out dated and insecure 

protocol

NIST CVSS Calculator: 

AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

Typically informational, however, upgraded due to 

SMBv1 being enabled.

Terminal Services Doesn't Use Network 

Level Authentication (NLA) Only Medium 4

Network Level Authentication (NLA) Only was not configured. 

NLA protects the server from a malicious user by requiring 

authentication before RDP is established.

Enable NLA on the server. 

HSTS Missing From HTTPS Server Low 4

Server does not enforce HTTP Strict Transport Security (HSTS). 

HSTS is a response header that instructs browsers to only 

communicate using HTTPS.

Configure the remote web server to use HSTS.

NIST CVSS Calculator: 

AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:L/A:N

Upgraded from informational as HTTP is an 

unecrypted protocol and so HTTPS should be used 

at all times.

HTTP Server Type and Version Low 3.7

Nessus attempts to determine the type and version of the 

server.

Obfuscate information

NIST CVSS Calculator: 

AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

Information Disclosure - upgraded from 

Informational to Low

Microsoft Windows SMB Service Detection Low 3.5

Nessus found that SMB protocol was open and running on the 

server.

Obfuscate information

NIST CVSS Calculator: 

AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

Similar to other SMB vulnerabilities detected. 

Reveals that SMBv1 is available. 
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Name Severity CVSS Justification  Notes

Firewall rule check

Critical 9.8

Any/Any rule negates the purpose of a firewall due 

to it allowing any traffic in and out of the network.

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H



This rule was made purely for testing purposes when 

initially setting up the server.

Unencrypted Web Traffic

Critical 9.1

Transmission of data over unencrypted HTTP 

allows an attacker to intercept and read 

potentially sensitive information.

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N

Permission Checks - Broken 

Access Controls

High 7.8

Violation of least privilege principle.  CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Server Roles and Features

High 7.5

Unnecessary and insecure features such as 

Telnet increases the potential attack surface of 

the network

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N



NHS context - some legacy features are required for 

supporting systems.

Password Policy

Medium 5.3

A weak password policy lowers the effort required 

by an attacker to brute-force credentials and gain 

access to the network.

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

Account Lockout

Medium 5.3

A weak account lockout policy allows an attacker 

a larger brute-foce attack without repercussions 

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

Windows Updates - Up to date / 

automatic updates

Low 3.7

No immediate risk at time of testing. Automatic 

and managed updates were not configured, 

however, the server was not missing any critical 

patches.

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:N/A:N



If automatic updates are not set up, then this could 

increase in severity depending on the updates that 

are missing.
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Name Initial Severity CVSS Remediated Decision Notes

Server Message Block (SMB) Protocol Version 1 Enabled 

(uncredentialed check) High 8.1 Yes

Fixed Fix works and SMBv1 is no longer present.

SSL Medium Strength Cipher Suites Supported (SWEET32) High 7.5 Yes

Fixed Fix was successful.

SSL Certificate Cannot Be Trusted Medium 6.5 Yes

Fixed

Scan shows Medium, however, evidence of the HTTP only fix 

proves that the certificate is secure and trusted

SSL Self-Signed Certificate Medium 6.5 Yes

Fixed

Scan shows Medium, however, evidence of the HTTP only fix 

proves that the certificate is secure and trusted

TLS Version 1.0 Protocol Detection Medium 6.5 Yes

Fixed Fix was successful.

TLS Version 1.1 Deprecated Protocol Medium 6.5 Yes

Fixed Fix was successful.

HyperText Transfer Protocol (HTTP) Information Medium 6 Partial

Risk Accept

Scan shows informational finding, but no longer shows the full 

site code or the hardcoded password.

Nonexistent Page (404) Physical Path Disclosure Medium 5 No

More 

Testing/Fixes 

Required

Error messages changed to default available, however, this 

was not successful in remediating the issue.

Microsoft Windows SMB Versions Supported (remote check) Medium 5 Partial

Risk Accept

Information Disclosure. Scan now only shows SMBv2, showing 

SMBv1 has been remediated.

Terminal Services Doesn't Use Network Level Authentication 

(NLA) Only

Medium 4 Yes

Fixed Fix was successful.

HSTS Missing From HTTPS Server Low 4 Yes

Fixed Fix was successful.

HTTP Server Type and Version Low 3.7 Partial

Risk Accept

Information Disclosure. All the finding shows is that the server 

is running IIS 10.

Microsoft Windows SMB Service Detection Low 3.5 Partial

Risk Accept

Information Disclosure. SMBv1 is no longer present on the 

server. SMB is required due to being used by AD DS.
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Name Severity CVSS Description Solution Remediated Decision Notes

Microsoft Office 

Unsupported Channel 

Version Detection

Critical 10

Microsoft Office version 

installed is no longer 

supported.

Upgrade Channel version 

of Microsoft Office or 

remove the software.

Yes Fixed

Vulnerability remediated through uninstalling the 

software.

VMware Tools 11.x / 12.x < 

12.5.1 Authentication 

Bypass (VMSA-2025-

0005)

High 7.5

VMware Tools version 

installed is outdated and 

insecure.

Upgrade to VMware Tools 

version 12.5.1 or later.

Yes Fixed

Downloaded and installed Vmware Tools version 12.5.2 

file

Notepad++ < 8.8.2 

Privelege Escalation (CVE-

2025-49144)

High 7.3

Notepad++ version 

installed is outdated and 

insecure.

Upgrade to Notepad++ 

8.8.2 or later.

Yes Fixed

Installed lastest Notepad++ version.

Windows Speculative 

Execution Configuration 

Check

Medium 6.5

The remote host has not 

properly mitigated known 

vulnerabilites.

Apply recommended 

settings.

Yes False Positive

Server is up-to-date, however, this still shows - possible 

False Positive finding

VMware Tools 11.x / 12.x < 

12.5.2 Insecure File 

Handling (VMSA-2025-

0007)

Medium 6.1

VMware Tools version 

installed is outdated and 

insecure.

Upgrade to VMware Tools 

version 12.5.2 or later.

Yes Fixed

Downloaded and installed Vmware Tools version 12.5.2 

file

WinVerifyTrust Signature 

Validation CVE-2013-3900

Medium 5.5

Server is missing or has 

misconfigured registry 

keys.

Add and enable the 

relevant registry value.

Yes Fixed

reg add 

"HKLM\SOFTWARE\Microsoft\Cryptography\Wintrust\Config" /v 

"EnableCertPaddingCheck" /t REG_SZ /d "1" /f

reg add 

"HKLM\SOFTWARE\Wow6432Node\Microsoft\Cryptography\Wintrus
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Name Initial Severity CVSS Remediated Solution / Notes

Firewall rule check

Critical 9.8 Yes

Insecure rules deleted and firewalls all turned back on.

Unencrypted Web Traffic

Critical 9.1 Yes

Encrypted traffic enforced through binding the trusted certificate to port 443.

Configured a redirect through IIS URL Rewrite Module in IIS manager.

Updated local hosts file with server IP and site URL.

Permission Checks - Broken 

Access Controls

High 7.8 Yes

Standard users were manually removed from each of the admin groups.

Security permissions on the Webroot folder were updated so standard users no longer had modify access.

Server Roles and Features

High 7.5 Yes

Legacy roles/features such as Telnet and PowerShell 2.0 Engine removed. 

While the server still has more roles active than a typical server would, this was due to the scope of the project and 

so is not an issue in the case of this project.

Password Policy

Medium 5.3 Yes

Security groups created with individual password policies for each group (e.g. standard or admin).

Standard user: minimum 11 characters

Admin user: minimum 14 characters

Account Lockout

Medium 5.3 Yes

Account Lockout policy updated and assigned to the groups, along with the password policy.

Lockout threshold: 10 attempts

Lockout duration: 15 minutes

Windows Updates - Up to 

date / automatic updates

Low 3.7 Yes

Automatic and managed updates implemented to ensure updates are not missed in the future. 
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