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[bookmark: _Toc196830159]Abstract:

This report will look at the design and development of a low-power LoRa asset tracking system. It will utilise a rapid prototyping development methodology for quick turnaround of prototypes, market research, literature review and anonymous surveys to determine the requirements for a minimum viable product.

The project will need to have three tracking nodes capable of communicating with the central node running a Python graphical user interface to control and monitor each node individually. The project explores how rapid prototyping is a suitable methodology for developing a product. It has proven that it isn’t possible to directly create a final working device, and a prototyping approach explores what is possible within the time given.

The project will look at specific design and code procedures to achieve a low-power device capable of lasting at least 24 hours on battery. Utilising various modes within the GPS and microcontroller, the device can enter power-saving mode or sleep modes to reduce power consumption when idle. The tracking performance of the device will be assessed to see if it is suitable for assets such as vehicles. The reliability of the locational data is an essential factor that needs to be validated.

The report concludes with a statement on how rapid prototyping is a great way to approach this problem, but the drawback of being overly time-consuming is a common problem seen throughout. This ultimately resulted in not enough time to test the relay and transmission range within this report. Future recommendations for this system are to include measures to prevent misuse of the device, implement a dedicated crypto engine to improve encryption reliability and implement more power-saving measures. These measures include reducing the size of the LoRa packet by avoiding ASCII characters, redesigning the PCB to reduce its size and implementing more power-saving measures.
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This project will focus on designing a LoRa-based low-power communications system and how it can be utilised for asset tracking and management. LoRa is ideal for systems that require low power consumption, long range, and can be deployed anywhere locally without relying on existing infrastructures such as Wi-Fi, cloud services, or cellular connection, which can be expensive and complex to set up [1]. The aim of this project is to utilise the LoRa-based radio protocol to achieve low-power and long-range communication between tracking nodes and a central management system. This will be beneficial for remote areas where Wi-Fi and cellular are not easily accessible or where the system wants to be deployed locally without using cloud services but still maintain the similar level of connectivity.

[bookmark: _Toc196830161]Objectives:
· Research current asset tracking solutions and identify limitations and areas of improvement.
· Design and build a low-power PIC microcontroller-based tracking device capable of encrypted communication over the LoRa protocol. This will include a manufactured PCB, circuit design and a suitable case for the nodes to be deployed in
· Create a user-friendly web-based GUI to interact and monitor with the devices on the system.
· Identify features that can be implemented to prevent the misuse of the device (e.g. audible noise during transmissions, protected encryption keys, protected firmware)
· Test the device’s performance in the real world and assess the accuracy of the GPS and battery life of the device.
· Request further feedback from participants for future improvements.
· Produce a final report summarising the design process and illustrating the results.

Effective time management is essential for the success of this project. System design changes must be determined during the early design phases, making initial design and user feedback a high priority. It's crucial to carefully evaluate the costs and lead times of components, as some may take weeks to be delivered.

The report will cover the initial literature review, market research of existing technologies, development methodology, ethical implications, prototype stages of the device, final build/implementation of the device, results, conclusion and reflection piece on how it went.



[bookmark: _Toc196830162]Literature Review:
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[bookmark: _Toc196828015]Table 1 - Wireless Communication Comparison [2] [3] [4] [5]
Initial research was carried on the most appropriate wireless communication protocol that would fit the requirements of this project. The table shown in Table 1 summarises the benefits and drawbacks of each technology and highlights why LoRa is the most suitable.

Businesses require the ability to track and manage assets, as this is essential for common applications like inventory management, global shipping tracking, and vehicle monitoring. The primary advantages for businesses that implement asset tracking are improved inventory management, operational efficiency, to deter theft and provide better security on the assets. This ultimately stops businesses from spending unnecessary funds and time on keeping on top of assets. 
Current asset tracking systems rely on existing infrastructure, such as Wi-Fi and cellular access, which can be expensive and complex to set up [2]. Wi-Fi-based systems require multiple access point to be within range of the device to maintain connectivity. Wi-Fi isn’t suitable for this project as it uses high frequencies to achieve high data rates resulting in unreliable data transmission at long ranges. 
This is where LoRa is beneficial, as it supports long transmission distances with the trade-off of lower data rates [3]. This trade-off is acceptable for this system as the tracking nodes need to benefit from a longer range but don’t have the requirement to transmit large amounts of data. 
A key feature found in current asset management systems is the capacity to utilise cloud processing, allowing easy access and management of the system from any location. This feature is very useful and will be considered as an option in the final design. Given the additional features that these products offer, it is crucial that this system design optimises the existing technologies that have already been developed.
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[bookmark: _Toc196828016]Table 2 - Comparisons of existing LoRa GPS Trackers [8] [9] [10] [11]
Market research into existing LoRa-based tracking solutions highlighted many benefits towards using the LoRa protocol. These include small, lightweight designs, low power consumption, and compatibility with alternative wireless protocols. However, the main drawback across all these products is that they can only achieve these long-range figures because they rely on LoRaWAN connectivity. This is highly beneficial in urban areas where gateways are more commonly used, but in areas without them, it limits the capability of these devices dramatically. [4]
Existing products need to consider battery life and the power consumption of their devices. Small lithium batteries are generally used in asset tracking modules and can be harmful to the environment. Therefore, an alternative source of power such as energy harvesting can be investigated to see if it is a viable option for the low power system tracking nodes. Current off-the-shelf energy harvesting systems are relatively expensive and quite inefficient so utilising this technology for the prototype will not be within scope at this stage.
The work achieved on this project will help mitigate the issues observed in the literature review. The key limitations of current asset management systems are that they rely on existing infrastructure for long-range communication and are costly. This project aims to reduce the complexity, cost, and power consumption of the system while providing a product that can be deployed anywhere. It will also utilise unlicensed frequency bands that will not interfere with regularly used Wi-Fi and cellular interfaces. This follows the same connectivity requirements as existing systems but utilises a different type of radio protocol to achieve low power consumption and longer range.


[bookmark: _Toc181017723][bookmark: _Toc196830163]Project Design:
[bookmark: _Toc181017724][bookmark: _Toc196830164]Research and Development Methods:
[bookmark: _Toc181017725][bookmark: _Toc196830165]Research:
This project will have two main elements of research:
· The initial step involves conducting a market survey to evaluate and analyse current asset tracking solutions. This will help establish a baseline design and identify any limitations that could be implemented within the design.
· The use of surveys/questionnaires directed at the users to identify key issues and improvements that can be made to the design. This will follow the rapid prototyping process outlined below.

[bookmark: _Toc181017726][bookmark: _Toc196830166]Development Method:
This project will use a rapid prototyping development approach to design and build the system. Anonymous surveys will capture feedback for suggested improvements at each revision of the design, using the feedback to implement changes. [5]
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[bookmark: _Toc196828031]Figure 1 - Rapid Prototyping Flowchart [5]
The flowchart seen in Figure 1 outlines the process that the project will follow to design and build the prototype asset management system successfully. The type of prototyping used for this project will be “Evolutionary” as it will be “a prototype is built, then refined by improvements, adding further requirements until it meets a level of acceptability decided by the user - the prototype evolves into the actual, final system.” [5]
This methodology offers the benefit of evaluating the proposed design at various stages, receiving continuous user feedback to facilitate quick adjustments and enhancements throughout the project's development. [6]
The disadvantages of rapid prototyping are the uncertainty of what systems will be used and how they will be designed. When making multiple revisions of the design, components can change, which will likely increase cost and time as the product matures to the user’s requirements. [5]
As noted earlier, a crucial aspect of prototyping is gathering user feedback via surveys and questionnaires. This allows for quick implementation of enhancements during the product's lifecycle. The surveys and questionnaires used must identify key improvements and problems of the system, and can be rapidly improved upon as the product matures. 
There are a few risks to this research method which will need to be considered:
· Firstly, the process of prototyping can be very time-consuming, and it is important to be aware of the project's time constraints and remain within those boundaries. As this project will follow a rapid prototyping method, it is important to inform the user that this will not be a perfect system but will aim to meet the initial requirements set out in the problem statement. [5]
· Prototyping is a method of research with a level of uncertainty and is vital that any major changes to the design are identified as early as possible to avoid unexpected delays. This is where early feedback from the user is very beneficial, as it prompts the need for changes early in the design stage. [5]
· The cost and lead time of components are crucial aspects to consider since the system will evolve during the prototyping phase. To avoid complications regarding lead times and expenses, it's essential to finalise the main components early and refrain from altering them later in the design process. [6]
The data collected from these surveys will be anonymous and used to obtain the initial improvements after the first prototyping stage, and will repeat that process to influence what technologies are used and how to best implement them, depending on the feedback from the user. The initial design and choice of technology will be influenced by market research of existing products to establish a baseline of what the system must be able to accomplish. 

Upon reaching each design milestone, the project will adhere to the process illustrated in Figure 1 to make necessary adjustments before advancing to the subsequent stage. Consequently, multiple revisions of the hardware and software will occur prior to manufacturing, ensuring that critical issues are recognised and resolved for the next prototype iteration.



[bookmark: _Toc196830167]Project Planning:

Within this project, a Gantt chart and objective breakdowns were both used to outline when and how each section of the project would be completed. Proper project planning ensures the project is delivered on time, potential pinch points, mentioned previously, are highlighted, and appropriate measures can be taken to mitigate them.

[image: ]

[bookmark: _Toc196828032]Figure 2- Project Gantt Chart
Figure 2 shows the Gantt chart in its current state, with areas highlighted in yellow showing where the section/area significantly deviated from the initial plan. In most cases, the deviations in the project plan were intentionally made due to areas requiring more time. An example of this is seen in the system design and development of Python GUI, which requires additional work earlier in the project to prevent issues later in the implementation stage. As this is a rapid prototyping-based project, getting early designs and component selection done early enabled sufficient time for changes to be made within the final prototyping window.

[bookmark: _Toc196830168]Considerations:
[bookmark: _Toc196830169]Ethical and Legal Implications:
[bookmark: _Toc196830170]OFCOM:
This device will transmit commands and data over the air to control and monitor all the nodes within the system. Therefore, the wireless communication regulatory body for the UK, OFCOM, will determine what can and can’t be done to comply with the law. Careful consideration needs to be made when selecting a LoRa module to ensure it complies with the regulations detailed below:
· It will need to operate in a license-exempt band [7]
· It cannot intentionally disrupt other devices sharing that band [7]
· It must not exceed 25mW effective radiated power over a 6-minute period [7]

[bookmark: _Toc196830171]Misuse of device:
Due to nature of the device, if this product was released commercially, there is a risk of misuse of the device. Examples include maliciously tracking people and or their possessions without explicit consent. This is a massive concern, and it is important that measures can be implemented to mitigate this. As this is an early prototype, a lot of these changes will be discussed in the recommendations section.

Another area of concern is the possibility of intercepting data packets during transmission. This risk can be mitigated by using encryption on all data sent over the air to prevent people from listening in on anything being sent.

[bookmark: _Toc196830172]Risk Management:
Risk management was an important factor to consider during the planning phase of this project. This doesn’t only apply to the risks associated with designing/building the product but also includes risks to the project's delivery.
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[bookmark: _Toc196828033]Figure 3- Project Risk Assessment
The risks associated with building the product are fully detailed in the risk assessment in Figure 3. The highlighted areas of concern were mainly related to the safe operation of the equipment and safely using chemicals and implementing controls such as adequate ventilation and extraction fans with filters.

The risks associated with the project are component lead times, component failure and failure to follow project plan. All these issues are largely mitigated through proper project planning which includes the use of Gantt charts and aims/objectives. This will help identify key pinch points that may cause delays, and appropriate measures can be taken to prevent them or get back on track.

· Component lead times – The procurement of components for the devices may involve long lead times, making it essential to ensure the availability of multiple suppliers.
· Component Failure – Factors like shipping, assembly, and design can contribute to component failure, making it essential to have back-up plans ready for worst-case scenarios.
· Following the project plan/Gantt chart – It is very easy to focus solely on the technical work leading up to the final report. Therefore, it is important to adhere to the project plan to ensure there is enough time to address the other aspects of the project.

[bookmark: _Toc196830173]Quality management systems:
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[bookmark: _Toc196828017]Table 3 - Component Record
If this product is to be produced commercially, it is important to maintain high standards and accurate records of the components used. If failures or exploits are found within the components, it is important that measures can be taken to address them. For this project, a record of all the main components, suppliers and identifiers is kept, ensuring the product's quality, as seen in Table 3. This would also apply to software/firmware variations, and it is crucial that a record of all developments is kept. [8] 

It is also essential to consider if this project were to be produced commercially, working in a diverse and inclusive team would be highly beneficial to bring new ideas, breadth of knowledge and experience. This is vital for rapid prototyping projects that require new and innovative solutions to the problems being solved.



[bookmark: _Toc196830174]Continuous Professional Development (CPD)
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[bookmark: _Toc196828018]Table 4 - CPD Logbook
CPD is an essential aspect of this project and wider career development, and it must be well documented throughout using the logbook in Annexe 1. This applies to both technical and soft skills such as coding, project management, and design best practices, which are all detailed in Table 4.



[bookmark: _Toc196830175]Design & Implementation:
[bookmark: _Toc196830176]Requirements:
· Python Graphical User Interface:
· Can control, monitor and display GPS/battery data from the tracking nodes.
· Easy-to-use interface
· Simple interface
· Map interface to view GPS data
· Selection tool for communication with individual nodes.
· Hosted on Raspberry Pi with remote desktop for the user to interface over LAN
· Tracking Nodes:
· At least 24 hours of battery life
· Capable of receiving communication between itself and the laptop hosting the user interface
· Capable of receiving GPS data
· Capable of estimating battery percentage
· Capable of sending packaged data, via the LoRa protocol, to the Python User interface.
· Data must be encrypted when transmitted over the air.
· Switch between two modes of operation: Active – Constantly transmitting location data, Passive – transmitting location data on request from the Python interface.
· Built-in USB-C Charger
· A case to hold all the components
· Capable of battery and mains operation

These requirements were captured from an anonymous survey conducted at the start of the project. By explicitly stating that completing and submitting the survey, the user consents for their responses to be used within this project. The questions were designed to gauge what the user would require from this kind of system, and this was used to determine the requirements above. The survey results were captured by email, utilising blind carbon copy (BCC) to keep the identities hidden from others copied into the email, and stored on an encrypted USB drive.

[bookmark: _Toc196830177]Tools:
[bookmark: _Toc196830178]Software:
· Proteus 8 Professional
· EasyPC
· Shapr3D
· Creality Slicer
· CCS C Compiler
· Ucentre – GPS configuration
· VSCode
· Python
· Windows Remote Desktop
· Xrdp server
· MPLAB IDE
· PuTTy
[bookmark: _Toc196830179]Hardware:
· PICKit 3 – Programmer
· Bus Pirate 5
· Soldering station – Iron, Solder, Flux
· Ender 3 – 3D printer
· Raspberry Pi 5 – Hosting XRDP server and Python GUI



[bookmark: _Toc196830180]Design:
[bookmark: _Toc196830181]Proposed Design:
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[bookmark: _Toc196828034]Figure 4 - Proposed System Design

Figure 4 shows the proposed design of the asset tracking system, which includes a central node that hosts the Python-based graphical user interface, tracking nodes, and a user PC that interfaces with the whole system.

Regarding hardware, all the tracking nodes will be identical but will have different identifiers assigned to them within the C program. This design will consist of a low-power PIC microcontroller used for interfacing with the various modules and will perform actions dependent on the commands received by the central node. The device will not retain any location data whilst in use, as it relies on the central node to store and process that information. The central node, Raspberry Pi 5, will run a custom Python graphical user interface using PySide6 and folium to create a map-based interface for the user to control and monitor all the nodes. The Raspberry Pi will host its remote desktop server to allow the user to connect to the device and interface with the software. The Remote Desktop Protocol supports the Windows Remote Desktop software included with Windows installations, alongside various 3rd party software available.


[bookmark: _Toc196830182]Component Down Selection:

Before the final prototype PCB design can be made, the process of down-selecting components needs to happen. The suitability of each component will be determined by how well it fits the requirements outlined previously. The main criteria that will influence the down-selection of the components are the power consumption and operating voltage. The summary tables for each component below show the benefits and drawbacks of each suitable component selected.

GPS:

[image: ]
[bookmark: _Toc196828019]Table 5- GPS Selection [9] [10] [11]
[image: ]
[bookmark: _Toc196828020]Table 6 - GPS specifications [9] [10] [11]

For the GPS module for this device, the three shown in Tables 5 and 6 summarise the features and benefits associated with each of them. The UBLOX M8C was initially chosen for its small form factor and low power consumption. However, after initial testing was conducted, as mentioned later in the report, moving to a GPS module with an active external antenna was preferred due to the increased tracking reliability and accuracy.



LoRa Radio:

[image: ]
[bookmark: _Toc196828021]Table 7 - LoRa Radio Selection [12] [13] [14]
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[bookmark: _Toc196828022]Table 8 - LoRa Radio Specification [12] [13] [14]

The LoRa radio module needed to be power efficient, have encryption, and interface with the microcontroller. As most of the devices found online would fit the criteria concerning interfacing with the microcontroller and power efficiency. The main reason the SX1262 LoRa Hat was chosen is that it provided the capability of encryption within the radio module, and the control registers can be configured easily for design and development. It also shared the same radio module as the RangePi purchased for initial testing of the Python GUI, meaning that existing components are compatible. 

Battery Monitoring:

[image: ]
[bookmark: _Toc196828023]Table 9 - Battery Monitor Selection [15] [16] [17]
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[bookmark: _Toc196828024]Table 10 - Battery Monitor Specification [15] [16] [17]

For the battery monitoring devices, all the options provide battery passthrough, low power consumption, and interfacing options compatible with all microcontrollers. Therefore, the decision was based on the supplier and how much was in stock. For this module, the Gravity: I2C 3.7v Li Battery Fuel Gauge was chosen for its availability across multiple suppliers and low cost, making it ideal for this application.


Power Distribution:
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[bookmark: _Toc196828025]Table 11 - Power Distribution Selection [18] [19] [20]
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[bookmark: _Toc196828026]Table 12 - Power Distribution Selection [18] [19] [20]
Ideally, the power distribution board would be an all-in-one battery charger and voltage source output for both 5v and 3.3v to power all the components within the system. However, the majority of the modules available will only come with an integrated single-cell LiPo battery charger and a single 5v output, meaning an additional voltage regulator would need to be purchased for 3.3v. The LiPo Rider Plus was chosen because it was a module that covered all the battery charging and power distribution needs for the tracking device. Despite its larger form factor, it was ideal for this use case.

Microcontroller:

[image: ]
[bookmark: _Toc196828027]Table 13 - Sensor Requirements
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[bookmark: _Toc196828028]Table 14 - Microcontroller Summary
The microcontroller was one of the last components to downselect, as the determining features depend on the sensors/modules chosen beforehand. Table 13 shows a summary of the sensors/modules used in the tracking node, including input voltage, interface type and bytes per reading. As the tracking node will not need to store data locally on the device, the “Bytes per reading” section will only include the maximum number of bytes required for 1 sample of data, as it will be overwritten when the next command is received. These parameters will be used to determine an appropriate microcontroller for this system.

From the summary in Table 13, the microcontroller will need to be able to interface with I2C and UART and will need a minimum of 321 bytes of RAM for storing data from the various sensors. Table 14 shows the processor estimated specifications, and the column highlighted in green is the most suitable for the system being designed. It has a suitable amount of RAM, a clock speed capable of running I2C and UART, and is the most power-efficient.

The Microchip down selection tool then provides a list of suitable microcontrollers using the parameters established beforehand. The microcontroller chosen from this list was the PIC18F24K20, as it met all the requirements and supported “XLP” which is Microchip’s extreme low-power series of microcontrollers. [21]


[bookmark: _Toc196830183]Interfaces:
Before designing the schematic and PCB of the device, it is important to consider the interfaces between the different modules. The tracking node will be using the following interfaces to send/receive data between modules on each device and between the central node:
· I2C
· UART
· LoRa (Chirp Spread Spectrum Modulation)
I2C:
Inter-Integrated Circuit, or I2C, is a popular two-wire bus interface for communicating between devices on the same PCB or over short distances [22]. For the device being designed, a master-slave configuration is the most appropriate. This process works by having one device drive/initiate communication on the bus.

I2C consists of two wires/connections, the first being SCL or serial clock line, which is set by the master device to ensure timing is correct when sending data. The slave device also uses the SCL line to know when the data has been sent and when to expect it. The second wire/connection is called SDA or serial data line, which sends the data to the other device. This is linked to the serial clock line to ensure the timing of the data and clock are synchronised to ensure the slave device receives the message. [22]

Both wires/connections must be tied high, connected to the 3.3v, through two separate pull-up resistors on each line. This is because in an idle state, the lines by default need to be kept at the high state of the logic voltage. For this device, the operating voltage is 3.3v. It is important to consider and get the value of the resistor correct for the communication to operate correctly, as it will affect the transition time of signals. The transition time is the time interval for the signal on the bus to change from a low to a high state. The specification for I2C communication suggests picking a transition time suitable for the speed at which the data is sent against the device's requirements [22]. This is not a big concern as the device will not need fast and constant communication between the modules.

Too little resistance between the bus and operating voltage will result in a faster transition time. Still, it will result in unnecessary power consumption and may prevent the I2C line from being driven low. Whereas having too much resistance between the bus and operating voltage will result in a slower transition time, which will cause issues if the signal changes state before it has passed the threshold that determines a “1” or a “0”, or can’t pass the threshold at all. This ultimately results in data loss as the signal doesn’t change state before the next bit is sent. Therefore, finding the middle ground between both scenarios is important to ensure the signalling is reliable and doesn’t consume unnecessary power during operation. [22]

Choosing the correct value of a resistor depends on a few factors:
· Operating logic voltage (VCC)
· Capacitance of the bus (Cb)
· Transition time/Speed at which the data needs to be sent

The following equations can be used alongside a summary table of I2C specifications to work out what value to use:
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[bookmark: _Toc196828035]Figure 5- I2C Specification [22]

[image: A black and white image of a mathematical equation

AI-generated content may be incorrect.]
[bookmark: _Toc196828070]Equation 1 - Minimum pullup resistance [22]
Where:
VCC – Operating logic voltage
VOL – Maximum low-level output voltage
IOL – Maximum low-level current
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[bookmark: _Toc196828071]Equation 2 - Maximum pull-up resistance [22]
Where:
tr – Rise time of both SDA and SCL signals
Cb – Capacitive load for each bus line
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[bookmark: _Toc196828036]Figure 6 – Minimum pullup resistance vs reference voltage [22]
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[bookmark: _Toc196828037]Figure 7 – Maximum pullup resistance vs bus capacitance[22]

Using the graphs in Figures 6 and 7, the estimated minimum resistance at 3.3v is 0.9kOhms, and the maximum resistance at 300pF maximum load capacitance, stated in the battery monitor’s datasheet, in standard mode is 4kOhms. Therefore, to reduce power consumption and stay within the I2C specification, a resistor value of 3.3kOhms was chosen. 

UART:
Universal Asynchronous Receiver/Transmitter or UART is the other two-wire interface to send and receive data from the LoRa radio and GPS module. It is designed for device-to-device communication and requires TX to connect to RX of the other device and vice versa. As this protocol is asynchronous, it doesn’t have a clock signal to synchronise timings for transmissions. The protocol has configurable baud rates, but for this system, a baud rate of 9600 will be used.

Data transmission on UART consists of the following:
· Start Bit
· Data Frame
· Parity Bit
· Stop Bit

These are all parameters that need to be set up/confirmed on the microcontroller and the module it is interfacing with for compatibility.

Chirp Spread Spectrum (CSS):
CSS is the modulation technique the LoRa radios use to send the packets of data gathered by the tracking node to the central node for processing. This technique is designed for long-range communication with low power consumption. It is wideband and uses “modulated chirp pulses” to encode information. [23]

As all the devices within the system use the same brand/model of radio module, the devices are all compatible with each other, as it is known that the protocol differs between versions. The only major concern is that each radio is set up and configured with the same settings before use, which will be detailed later in this report.




[bookmark: _Toc196830184]Test PCB:
[bookmark: _Hlk196416417]Schematic Design:
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[bookmark: _Toc196828038]Figure 8 - First Schematic Design
Figure 8 shows the schematic design for the initial prototype/test PCB, which was designed specifically for testing the microcontrollers with the following features:
· Power delivery
· Programming over the PGD/PGC pins
· I2C communication
· UART communication

The microcontroller's power delivery will come directly from the LiPo Rider Plus board, which outputs a clean, regulated 3.3V power source up to 250mA, which will provide plenty of current for this low-power microcontroller. The datasheet suggests connecting the VDD (Voltage Input) to ground through a 0.1uF capacitor to smooth the input voltage source [21].
The programming pins, PGD and PGC, have been connected to a pin header on the board using the pinout of the PICKIT 3 to ensure it can be connected and programmed easily. During programming, the PICKIT must control the VPP pin and supply a voltage to power the device. Therefore, the VPP pin is directly tied to that specific pin on the pin header to comply with the datasheet’s recommendation [21]. A jumper connector is used to isolate the 3.3v input and the series resistor to the VPP pin on the microcontroller during programming to avoid interference. During normal operation, this jumper pin will be bridged as the master clear (MCLR) needs to be held high. [21]
The I2C pins are connected to another pin header to test the master/slave configuration of the modules being connected. In a master-slave configuration, the master device, in this case the microcontroller, will drive/initiate and communicate between the two devices. This means that the slave device (GPS, Battery monitor) will not send any commands or data over the bus until it is told to by the microcontroller. [22]
As this was the first prototype design, it only includes one UART interface for testing, but this will be used for both the LoRa and GPS modules due to issues with the I2C interface on the GPS.

PCB Design:
[image: ]
[bookmark: _Toc196828039]Figure 9 - PCB Design
[image: ]
[bookmark: _Toc196828040]Figure 10 - PCB Render
Figure 9 shows the PCB design created from the schematic discussed previously. As it is designed around testing the microcontroller and its ability to communicate with the other modules, all the available pins are routed to their own pin headers. The specific interfaces, I2C and UART, are all routed to their own individual pin header, which will match the pin layout of the modules being connected. At the top of the PCB is the programming header with a jumper connector (two-pin header) integrated to prevent issues during programming and normal operation.
This design is not expected to be used for the final prototype, as it will be used to validate that the microcontroller can be programmed, powered, and communicate with the various modules. Therefore, no considerations were made for the size of the PCB or layout of the pin headers to fit within the case at this stage.
The PCB design files were then sent to JLCPCB for manufacturing and testing before designing the final prototype.

[bookmark: _Toc196830185]Component Procurement and Internal Layout:
After sending off the PCB designs, components from the down selection process were procured. The testing process of these components before the final prototype design is detailed later in the report, but at this stage, the internal layout of the device is being considered.
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[bookmark: _Toc196828041]Figure 11 - Test Footprint
The internal layout process involved designing and printing various footprints using a 3d printer and test-fitting the components purchased. Figure 11 shows the very early iterations of the footprint design. The component layout consists of a 3-layer stack:
· The first layer (bottom of the case) consists of the internal battery and battery monitor.
· The second layer (middle layer) consists of the LoRa radio and LiPo Ride Plus
· The third layer (top layer) consists of the final PCB mounted on top. This layer will bridge the connections with the other modules using the pin headers.

The idea is that the LoRa and power distribution can directly connect to the PCB using pin headers, with the battery monitor bridge connected by a cable to the pin headers on top. Having the PCB at the top of the stack allows easy access to the programming pins and allows the GPS module to be placed at the top of the device.



[bookmark: _Toc196830186]Final Prototype:
Schematic Design:
[image: ]
[bookmark: _Toc196828042]Figure 12 - Final Schematic
The initial schematic and PCB for the first prototype were successful regarding power delivery, programming and interfacing capabilities. Therefore, not many changes needed to be implemented for the final prototype, meaning that the schematic is largely the same. The changes between the initial and final versions involved removing unnecessary routes to additional pins and adding another UART interface due to issues with I2C communication with the GPS module.
This issue was identified when multiple failed attempts were made to communicate with the GPS module using the PIC microcontroller and Bus Pirate. To address this issue, a software-based UART interface was developed within the C code to still allow communication with the GPS module, which can be seen on pins RB0 and RB1.

PCB Design:
[image: ]
[bookmark: _Toc196828043]Figure 13 - Final PCB Design 1
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[bookmark: _Toc196828044]Figure 14 - Final PCB Render 1
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[bookmark: _Toc196828045]Figure 15 - Final PCB Design 2
[image: ]
[bookmark: _Toc196828046]Figure 16 - Final PCB Render 2
As the schematic didn’t dramatically change between the test and final prototype, a similar layout of components was used. However, more attention was focused on the layout of the pin headers to fit within the device's component layout.

Two variations of the PCB were made for the final prototype to ensure that if the modules' measurements didn’t fit inside the case, the other design could be used. The first PCB, shown in Figures 13 and [14, was designed to be compact and small and didn’t exactly match the device's proposed design layout.

The second PCB, shown in figures 15 and 15, was designed to exactly match the footprint of the components being used. This will be positioned at the very top of the device with the pin headers connecting the main PCB with all the separate modules underneath. Both PCBs were sent out for manufacture by JLCPCB in case there were any issues with the pin header placement.


[bookmark: _Toc196830187]Case/Housing Design:
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[bookmark: _Toc196828047]Figure 17 - Case Drawing
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[bookmark: _Toc196828048]Figure 18 - Test Case
The design and printing of the node housing was one of the last to consider, as it required the component selection and final PCB designs to be complete beforehand. It wasn’t an issue if the PCB didn’t exactly match the layout of the components. This is because a backup PCB was designed, and the housing was made on a 3d printer, enabling quick turnaround for different layouts and versions to best fit the components. The final design had an identical placement of components determined previously, but had required some tweaking to find the best layout to fit it all without taking up too much space. 
Figure 17 shows the design drawing of the final prototype, with the test print seen in Figure 18.

[bookmark: _Toc196830188]Build Costings:
[image: ]
[bookmark: _Toc196828049]Figure 19 - Bill of Materials
Figure 19 shows the build costings for three tracking nodes, including all the materials required for building them. The total for a single device and all three can be seen in the blue highlighted boxes at the bottom.

[bookmark: _Toc196830189]Implementation:
The implementation phase for this project consisted of the following stages:
· Direct testing with the Bus Pirate and the module to validate that it is working
· Simulations in Proteus 8 Professional/Python
· Programming the test PCB to validate that the code works on hardware
· Final implementation on Prototype PCB

[image: Machine generated alternative text:
Bus Pirate 5 RE-VIO 
y/n, x to exit (Y) > Y 
Actual speed: 9600 baud 
Logic analyzer speed: 76800Hz (8x oversampling) 
Use the ' logic' command to change capture settings 
Mode: UART 
UART> W 
Power supply 
volts (0. BOV-5.00V) 
x to exit (3.30) > 3.3 
Maximum current (0mA—500mA) , <enter> for none 
x to exit (none) > 100 
3.30V requested, closest value: 3.30V 
100.0mA requested, closest value: 
Power supply: Enabled 
Vreg output: 3.3V, Vref/vout pin: 
UART> 
out: 3.29V/100.OmA max 
100. ON 
3.3V, Current: 
2. 100 
01B. 7mA 
3. 101 
4 . 102 
3 .5mA 
RX < 
3.2V 
107 
10 . GND 
GND 
GND ]
[bookmark: _Toc196828050]Figure 20 - Bus Pirate Configuration
The same testing process was used throughout the implementation stage for each module (GPS, Radio, Battery Monitor). Initial module testing was conducted before developing any code to ensure that the device worked and was suitable for this system. The “Bus Pirate 5” tool was used to achieve this by programming it to communicate with protocols such as UART, I2C, SPI, CAN and 1-wire communication. The interactive terminal in Figure 20 shows how the device was configured to power and receive data from the modules. Using this power tool provided quick and easy testing of the individual modules, resulting in ample time to find replacements if they didn’t meet the requirements.
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[bookmark: _Toc196828051]Figure 21 - Simulation Setup
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[bookmark: _Toc196828052]Figure 22 - Bus Pirate Bridge Mode
The next testing stage involved writing code to specifically interface with each module separately using the simulation setup seen in Figure 21. The components labelled P1 and P2 are virtual COM port bridges, allowing a pass-through of data between the actual module hardware and the simulated code by using the bridge function within the “Bus Pirate 5”, which is seen in Figure 22. The virtual terminal was used to capture the exchange of data between the two systems, making it easier to validate that the code was working as expected before implementing it on hardware in the next stage. 

The battery monitor was the only exception, as it used I2C, and the bus pirate isn’t capable of bridging I2C commands. Therefore, the simulation’s setup wasn’t the same for this module. Instead, the code developed from direct testing with the bus pirate was implemented on the test PCB. The output data received from I2C was then sent over UART to the same simulated setup.
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[bookmark: _Toc196828053]Figure 23 - Hardware test setup
The next testing stage involved programming each function of the code individually onto hardware to validate operation. The setup shown in Figure 23 shows the test PCB designed and manufactured early in the project, connected to all three tested modules. Each function of the code to control and interface with the modules was then tested before combining them into one script capable of communicating with the Python GUI. The validation of the code working with all the modules, with successful communication between the Python GUI, indicated that the final prototype PCB could be sent off for manufacture. The next section of the report highlights key developments within the code and individual modules to meet the requirements successfully.





[bookmark: _Toc196830190]LoRa Radio Configuration and Interfacing:
Initial testing on the LoRa Radio was done through a direct USB connection to a laptop running the example Python script to send messages. This was verified by testing whether the commands were received by the early version of the Python GUI. 
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[bookmark: _Toc196828054]Figure 24 - Bus Pirate Setup
After successful communication over USB, it was time to try interfacing over the UART port on the board. As this is how the PIC microcontroller will communicate with the radio, it is important that this works. The Bus Pirate 5, as seen in Figure 24, is used to achieve this as it can convert the UART to a USB serial interface, using the bridge mode feature, which can be connected to a virtual COM port within Proteus 8 Professional. This allowed the embedded C code to be simulated in Proteus, but interfacing with the actual hardware. This approach to testing the embedded C code is extremely efficient as it provides very early debugging with the radio before receiving, building and programming the PIC microcontroller on the board itself for debugging. Fine-tuning the embedded C code through prior simulations reduced the time spent on debugging on hardware.

From the datasheet provided by Waveshare, the default parameters programmed onto the radio required changing to comply with the project requirements.
[image: ]
[bookmark: _Toc196828055]Figure 25 - LoRa Radio Register Layout [13]
The list of parameters that can be changed is shown in Figure 25, and the parameters that need changing for this project are:
· Channel - 868MHz - setting the offset value to 0x12 to achieve 868MHz as the default frequency is 850MHz.
· LBT (Listen Before Transmission) - Enabling this will reduce the chances of interference but may cause a maximum delay of 2 seconds before data is sent.
· Crypt Feature - Using the encryption feature within the radio to ensure that any data is unreadable by other devices that may listen in. By setting the CRYPT_L and CRYPT_H bytes to specific hex values on all radios to encrypt transmitted data.
Before changing any parameters within the configuration registers, I want to read and save the default values as a backup. To access the configuration registers, the radio needs to be set to configuration mode by removing the jumper puck from pin M1 and ground so that the M1 pin is set to high. Any commands now sent to the radio over UART will be used to configure the registers and not sent over the LoRa protocol. [13]
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[bookmark: _Toc196828056]Figure 26 - Python Script for changing configuration settings
Changing the example script provided by Waveshare [13] allowed the config registers to be read and displayed, to be noted down as shown in Figure 26. The default configuration register list can be compared to the values received to ensure the radio is in its default setup. The binary/hex values needed to enable/disable or modify the desired radio settings can also be determined using the manufacturer's configuration register to ensure the system achieves the requirements. 

[image: ]
[bookmark: _Toc196828057]Figure 27 - Data Packet to Configure Radio
Using the serial write function in Python whilst the radio is in configuration mode to send the bytes, shown in Figure 27, to configure the radio. As the final prototype PCB doesn’t include a pin to control the radio mode, it couldn’t be implemented in the initial setup within the microcontroller code. Therefore, the configuration code was done on all the radios separately through the USB interface on the radio itself and then validated by power cycling the device and reading the registers back. The byte “0xc0” tells the radio to permanently save this configuration so that when the radio is power cycled, it retains the correct setup. The first three bytes of this setup payload are part of the header used to determine if the config settings are permanent, the start location of the register being changed, and the number of bytes sent within this configuration message. The next 9 bytes are the values of the registers 00xh through to 08xh, seen in the register layout, that will be changed. [13]
[bookmark: _Toc196830191]GPS Configuration and Interfacing:
[image: A close-up of a device
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[bookmark: _Toc196828058]Figure 28 - GPS Test Setup
Initial testing for the GPS followed the same procedure as the LoRa radio, by which it was connected to the “Bus Pirate 5” in bridge mode to interface with the manufacturer-provided software called “UCentre” This software verified that the GPS module was performing correctly and is capable of getting a location fix. The software was also used to view the NMEA messages being sent over serial so that an appropriate function can be made within the embedded C code to find the specific NMEA message “$GNGLL” and save its location values. 

Two GPS breakout boards were purchased and tested before the final PCB was designed and made. The performance of the on-chip GPS antenna on one of the boards was very poor. It wasn’t capable of accurately tracking or sometimes receiving a GPS fix. This is why the GPS board was changed to one with an active antenna that provided far greater performance and power-saving options.

The configuration setup for the GPS can be done by sending Ublox commands over serial. To work out the commands needed to configure the GPS into power saving mode, the included parameter update function within “Ucentre” was used to send and capture the commands and acknowledgements from the device.

From the datasheet provided by the manufacturer, to enable power-saving mode and reduced polling rates. The “UBX-CFG-RXM” (Ublox Config Receiver Manager) and “UBX-CFG-PMS” (Ublox Config Power Management Setup) both need to be changed to achieve the lowest power consumption whilst maintaining adequate tracking performance. [24]
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[bookmark: _Toc196828059]Figure 29 - uCentre Configuration Message Capture 1
[image: ]
[bookmark: _Toc196828060]Figure 30 - uCentre Configuration Message Capture 2
Figures 29 and 30 show the configuration command and acknowledgement received by the GPS for each of the modes that need enabling. The box in red shows the configuration command sent to the GPS module and the box in green shows the acknowledgement which consists of acknowledgement followed by updated parameters followed by another acknowledgement message. Using the commands and acknowledgement bytes captured on Ucentre, this setup process can be run within the embedded C code on startup.
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[bookmark: _Toc196828061]Figure 31 - C code for configuring GPS
Figure 31 shows the implementation of the configuration transaction within Ucentre in embedded C for the microcontroller to set up the GPS before operation. The code will send the appropriate config command and then read the data from the GPS module until it sees the acknowledgement message specified by the hex values of “0x05” followed by “0x01” after the header values. After receiving the second acknowledgement from the last config command, it will set the “config_ack” flag to 2, and the while loop will break, allowing the device to enter operating mode. If the device doesn’t receive both acknowledgement messages, it will timeout for 1 second and run the function again until it does. [24]



[bookmark: _Toc196830192]Battery Monitor Interfacing
Following the same testing procedure as the other modules of the tracking node, the initial testing on this device was done using the Bus Pirate 5 to interface with the device's registers over the I2C protocol. Following the manufacturer's datasheet for the battery monitoring device, the 7-bit I2C address is “0x36”, which will be used to determine the read and write hex values when communicating with the device. The read and write addresses are determined by the last bit of the address being sent. A “0” indicates a write and a “1” indicates a read. Therefore, using the I2C address of “0x36” in hex or “0110110” in binary, a write value will be “01101100” in binary and “0x6c” in hex. The read value will be “01101101” in binary and “0x6d” in hex. This was validated using the Bus Pirate's built-in I2C address scanner to ensure the correct values were worked out. The only interaction with the battery monitor is to read the estimated battery capacity from the onboard registers. Therefore, the random read I2C protocol needs to be investigated and implemented in embedded C. [16]

The random read I2C protocol consists of these sequences of commands: I2C Start Bit, I2C Write Address, I2C Register Address (The address that stores the battery capacity), I2C Start Bit, I2C Read Address, Read the Byte of data sent by the device, I2C Stop Bit. [25]

The read procedure was translated into the format that the Bus Pirate accepts. After a LiPo battery was plugged in, a single byte of data with the estimated battery capacity was received by the device, which showed the battery monitor's successful operation and communication. The tested I2C read procedure was then translated to embedded C, as seen in figure 31, to be run on the PIC microcontroller.

[image: A screenshot of a computer code

AI-generated content may be incorrect.]
[bookmark: _Toc196828062]Figure 32 - C code for I2C Interfacing
It is not possible to simulate I2C communication with the battery monitor on Proteus 8 Professional. So, the only choice was to implement it onto hardware and validate the values by outputting them over UART and bridging the connection using the Bus Pirate to a serial interface called PuTTy. After validation of successful communication, the code is ready to be added to the main script with the rest of the tested functions.


[bookmark: _Toc196830193]Programming PIC Microcontroller

The design of both the test PCB and final prototype included a PGC/PGD programming pin header to allow connection of a PICKIT 3. The PICKIT 3, alongside MPLAB IDE, was used to program and test out the different versions of the code. The process consisted of testing each function/element of the code individually on the PIC to ensure it all worked before combining it, which included the following:
· GPS configuration
· Hardware UART interrupt for incoming commands from LoRa radio
· Packet handling (processing commands and sending acknowledgements)
· Receiving GPS data over software UART
· Receiving battery consumption data over I2C

This process of testing the functions separately allowed for debugging and optimisation by fixing any issues before combining the code. The testing process, as mentioned previously, consisted of simulating the majority of the code in Proteus 8 Professional, where possible, over hardware passthrough before testing it on hardware that is difficult to debug.



[bookmark: _Toc196830194]Building the Final Prototype:
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[bookmark: _Toc196828063]Figure 33 - Final PCB
The device's assembly started with soldering the components onto the PCB, as seen in Figure 33. It is particularly important to check that there are no shorts between the microcontroller pins and that all the traces have a reliable connection. This was validated by testing the continuity of each trace using a multimeter.

[image: ]

[bookmark: _Toc196828064]Figure 34 - Completed System
The parts can then be assembled within the final case with the battery and battery monitor at the bottom. The next layer will consist of the LoRa radio module and power distribution board which will have the final PCB directly mounted on top using the pin headers and screws to secure it. The button is connected between the battery monitor and the power distribution board, enabling the device to turn on and off.


[bookmark: _Toc196830195]Software:
Python Software Flowchart:
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[bookmark: _Toc196828065]Figure 35 - Python Flowchart
The flowchart, seen in Figure 35, will outline the processes and functions that the Python GUI uses. The code itself is split into three files, summarised below:
· Main.py
· Gui.py
· Controller.py

The main.py only includes libraries and initialises the graphical user interface by opening the window and controlling what happens when it is closed.

The gui.py script controls the layout and functionality of the user interface but does not do any of the processing. This script is responsible for creating all the widgets and overlays used to display the data and linking the buttons and data streams to functions within the worker thread for processing. The GUI functionality and background processes are on separate threads to prevent issues found in early testing, where the GUI will hang whilst an incoming message is being processed. This made the GUI unresponsive and unusable during this time, so it was appropriate to assign a separate worker thread for communication with the LoRa radio and other background processes.

The controller.py script controls all background processes, such as serial communication with the LoRa radio, handling incoming packets, handling GUI button inputs, map functionality, and recording data logs. The controller script is essential for keeping the GUI responsive while it processes data in the background.


Embedded C Software Flowchart:
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[bookmark: _Toc196828066]Figure 36 - Embedded C Flowchart
Annexe 2 contains a full copy of the code, as it is too long to include within the report, but the process will be detailed below. Figure 36 shows the software flowchart of the embedded C code within each tracking node. This software flowchart describes how each node is programmed and covers these main functions:
· GPS configuration
· Hardware Interrupts
· Packet Handling/Filtering
· Command Structure

The code starts by configuring the GPS module to enter power-saving mode, which is essential to maintaining low power consumption for this device. The code will then wait until a hardware interrupt occurs when a command is received. The use of hardware interrupts ensures that the command is received and processed by the device no matter what stage the code is currently in.
To initiate communication between the central and individual nodes, the central node needs to send out a registration request. The process consists of the central node sending a registration request to all nodes that are powered on and waiting. After a node receives a registration request, the handshake process starts. This process consists of the individual node sending its identifier back to the central node with the appropriate acknowledgement command. The identifier received by the central node from the individual nodes is stored within a temporary variable, and an acknowledgement is sent back to the tracking node. When the tracking node receives the acknowledgement, it triggers a flag to allow the tracking node to receive other commands. The commands can now be sent to specific nodes by selecting the appropriate identifier before choosing the command.
Listed below are all the available commands that the tracking node can process:
· register_device
· status_update
· change_status_active
· change_status_passive
The “status_update” command sent from the central node will tell the tracking node to sample its GPS location and current estimated battery capacity. To poll the GPS location, the device will begin to read the constant output of GPS data and filter it down until locational data is received. It will then request the estimated battery capacity from the battery monitor using the I2C interface. Once the data has been received, it will package it and send it over the LoRa protocol to the central node.
The “change_status_active” command from the central node will tell the tracking node to enter an active state. This active state will then start using the timer0 interrupt, which triggers every second, to start a counter. When this counter reaches 10, indicating a 10-second interval, it will follow the same process as the “status_update” command, sample location and battery capacity values and send them over LoRa to the central node. This will repeat every 10 seconds until the device receives a “change_status_passive” command, which will revert its state back to passive. The passive state will not send any data unless requested by the central node. 
Each command will wait for an acknowledgement before it can process another command, with the only exception being when the device is in an active state. This is only possible by using flags to indicate when a message has been sent and if an acknowledgement has been received. If an acknowledgement isn’t received after 30 seconds, it will attempt to send it again up to three times, and only after that will it accept another command.




[bookmark: _Toc196830196]Results & Discussions:
The three areas of this system that will be assessed are:
· Tracking accuracy
· Power consumption
· Overall System Design

The results from this testing will be used to assess the system's performance against the requirements stated in the proposal. Any major flaws identified will be discussed in the future recommendations section below.

[bookmark: _Toc196830197]Tracking capability:
The first area to test is the device's tracking accuracy. This involves setting a single tracking node to the active state so that it transmits location data every 10 seconds during the trip from Stockbridge to Milton Keynes.

The data from the tracking node isn’t stored locally on each node, so a data log is created within the Python GUI to record the received location data.

[image: ]
[bookmark: _Toc196828067]Figure 37 - GPS Log
Figure 37 shows a section of the location data log from the trip used to plot the trip on the map and estimate power consumption. The data log is formatted by date, time, device ID, GPS data, and battery percentage.
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[bookmark: _Toc196828068]Figure 38 - Tracking Capability Test Plot
Figure 38 shows the location data from the data log discussed previously. The results show that the tracking node is more than sufficient for tracking performance. The map clearly shows the route taken on the trip and proves that the tracking node can reliably track for over three hours. 
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[bookmark: _Toc196828069]Figure 39 - Zoomed in View of Map Plot
Figure 39 shows a closer look at the tracked route. It clearly shows that it follows the route taken, but in areas like roundabouts, the sample time of 10 seconds isn’t quick enough to plot quick location changes accurately.
[bookmark: _Toc196830198]Power consumption:
Initial calculations of each tracking node's power consumption were made by using the device's max current draw and working out the device's minimum run time with a 2000mAh battery.
	Part
	Current Consumption

	PIC18F24K20
	3.6-5.1mA

	UBLOX MAX-M8Q 
	6-25mA

	SX1262 868M LoRa HAT
	11mA(Receive), 100mA(Transmit)

	LiPo Rider Plus
	Supply (250mA@3.3V)

	Gravity Battery Fuel Guage
	50uA


[bookmark: _Toc196828029]Table 15- Power Consumption Calculations
Table 15 shows the power consumption of each of the modules used in the tracking device. The maximum values were used to estimate the minimum time the device, which is approximately 142mA combined. That value can then be divided by the battery capacity of 2000mAh to calculate a minimum run time of approximately 14 hours.

Using the data log with time stamps and battery percentage from the device, a rough calculation over the 10-hour test period can work out the actual power consumption. These calculations were done with the device configured in the following three ways:
· Normal operation – No configuration changes were made to the GPS module or active transmit interval of 10 seconds per sample reading.
· GPS power saving mode—The GPS module was changed to enter power saving mode with an active transmit interval of 10 seconds.
· GPS power-saving mode and longer interval between samples—Changes were made to both the GPS configuration for power-saving mode and the longer interval of 60 seconds between packet transmission.

The results from the normal operation test achieved approximately 33.5 hours of estimated run time on a full battery. This is a significant improvement from the estimated power consumption calculated during the design phase. 

The GPS power saving provided even better results by achieving an estimated power consumption of 42 hours. 

As expected, increasing the interval between transmitting data will heavily influence the device's battery life. By increasing it to 60-second intervals, a battery life of approximately 81.5 hours was calculated, which is a massive improvement on previous tests. 

However, the main trade-off with power-saving mode and an increased interval between data transmission will result in less accurate tracking and less frequent updates, making moving assets more difficult to track reliably. But this is defined by how the device will be implemented and careful considerations need to be made to validate that trade-off.


[bookmark: _Toc196830199]Conclusion and Recommendations
In conclusion, the designed system was successful as it was capable of communicating with all the tracking nodes, had accurate tracking, was power efficient and displayed the data on an easy to use GUI. The product meets the requirements stated at the start of the report and is a functioning prototype.

Whilst the design of the system was successful and the tracking nodes operated within the requirements outlined at the start of the report, some recommendations can be made for future iterations:
· Reducing the size of the tracking nodes
· Reducing the size of the data packets being sent
· Implementing a crypto engine to handle encryption
· Implementing measures to prevent misuse of the device
· Implementing more power-saving measures

The main limitation for the size of the tracking nodes comes from the use of individual modules/components to create the system. Design changes of the PCB could have been implemented to reduce the device's size, such as utilising the 40-pin header to pass the signals between modules. Whilst this is acceptable for the prototype, for future recommendations, integrating all the components onto one PCB will significantly reduce the device's size, cost and power consumption.

The size of the data being sent over the LoRa protocol can also be optimised to reduce power consumption and the chances of data loss at longer distances. Currently, all the data is being sent over the air as ASCII characters, meaning that each letter/symbol used in the message is 1 byte, resulting in messages with lengths of up to 64 bytes at a time. This can be significantly reduced using hex values for device identifiers, commands and data. 

Other measures to prevent the misuse of these devices include adding an audible tone during transmissions to prevent them from being placed on a person or assets without permission. Additional measures taken to avoid interception of data packets during transmission, such as better encryption. The tracking devices currently use the cryptographic system built into the radio module. Whilst this is an acceptable option for a prototype, if this product were produced commercially, a dedicated crypto engine within the microcontroller or a dedicated integrated circuit would be a better choice as it offers a higher level of encryption and securely stores encryption keys to prevent unauthorised access.

Due to time constraints, it wasn’t possible to fully implement all the power-saving measures. The additional measures that could be included for future iterations would be utilising sleep states on the microcontroller and LoRa radio whilst idle. The current solution of manually changing the configuration registers before assembling the devices worked for the prototype, but implementing this within the code would be far more beneficial for future recommendations. This would involve redesigning the PCB to set the LoRa module into configuration mode and implementing the changes at startup of the device within the embedded C code. 


[bookmark: _Toc196830200]Reflection:

This project provided me with plenty of challenges during the project's research, planning, design and implementation phases. The technical and soft skills I have gained and developed across this project include:
· Learning new modules within Python to create graphical interfaces, using multithreading and interacting with devices over a serial interface.
· Soldering skills
· Embedded C coding to interface with devices over I2C and UART
· Using LoRa for over-the-air transmission
· Project management and planning
· Gantt Charts
· Risk Assessments
· Defining requirements

These are all valuable skills obtained that will be logged as part of my continuous professional development.
The key challenges faced within this project came from issues related to rapid prototyping. Changes to code within the device and GUI are easily amended and implemented, but changes required with the hardware take considerably longer. This was seen when a GPS module used in the first prototype was unsuitable for this system due to poor performance and interfacing issues. This was identified early in the project, and appropriate changes were implemented into the final prototype, but a considerable amount of time was taken to apply these changes. With only two iterations of the prototype implemented in the end, it highlights that it isn’t possible to jump straight into a final working product. This takes time to develop and test to determine what is possible within the given time frame, and as the trade-off is decided by the user, it isn’t always possible to implement everything. I found that prioritising the minimum functionality of the device over additional features I wanted to implement was beneficial, as the system itself works, but not enough time was left to try to implement the relay features spoken about at the start. On the positive side, rapid prototyping is an excellent methodology for designing a minimum viable product as it enables quick turnaround of aspects of the system to meet the user's requirements.
If I were to do this project again, I would emphasise the importance of prioritising certain aspects of the system when it comes to prototyping. Key features that are part of the need for a minimum viable product should take priority over desired features, as each change comes with the trade-off of time.
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//Include Libraries
#include <main.h>
#include <string.h>
#include <stdlib.h>

//Define Buffer Sizes
#DEFINE BUFFER_MAX_SIZE 128         //default 128
#DEFINE GPS_MAX_SIZE 128         //default 128 **Issues with 64 Bytes**
#DEFINE COMMAND_MAX_SIZE 32         //default 32
#DEFINE ID_MAX_SIZE 16            //default 16

//Define Device ID
char id[] = "DEVICE_2";

//Define int Variables
unsigned int timer_count=0;
unsigned int retry_count=0;
unsigned int retry_attempts=0;
unsigned int new_msg=0;
unsigned int data=0;
unsigned int i=0;
unsigned int status_update_ack=1;      //Default Value 1
unsigned int register_device_ack=1;      //Default Value 1
unsigned int change_status_ack=1;      //Default Value 1
unsigned int active_state=0;         //Default Value 0
unsigned int temp_state=0;         //Defualt Value 0
unsigned int reg=0;
unsigned int trig=0;
unsigned int reset=0;
unsigned int split = 0x2C;
int bat_percentage;
int config_ack=0;

//Define Char Buffer for storing characters
char command[COMMAND_MAX_SIZE];
char prev_command[COMMAND_MAX_SIZE];
char msg[BUFFER_MAX_SIZE];
char uart_rx_buffer[GPS_MAX_SIZE];
char gps_data[GPS_MAX_SIZE];
char *latitude;
char latitude_dir;
char *longitude;
char longitude_dir;

//Define Function Prototypes
void configure_gps();
char* handle_packet(char *msg, char *command);
void execute_command(char *command);
void reset_buffers();
void receive_gps_status_data();
void process_gps_data();
void receive_bat_status_data();

// Hardware UART (Primary UART for LoRa)
#use rs232(baud=9600, xmit=PIN_C6, rcv=PIN_C7, stream=HW_UART, ERRORS) 
// Software UART (Secondary UART for GPS)
#use rs232(baud=9600, xmit=PIN_B0, rcv=PIN_B1, stream=SOFT_UART, FORCE_SW) 
#define  KEYHIT_DELAY   500     // in milliseconds

//Timer0 for increamenting counters between transmission interval
#INT_TIMER0
void  TIMER0_isr(void) 
{
   if(active_state==1 && change_status_ack==1) timer_count++;
   if(status_update_ack==0) retry_count++;
   if(register_device_ack==0) retry_count++;
}

//Hardware UART Interrupt for recieving command data
#INT_RDA
void  RDA_isr(void)
{
   trig=1;
   i=0;
   if(kbhit(HW_UART))
      {            
    while(i < 128 && data==0)
    {
       msg[i] = getc(HW_UART);
       if(msg[i] == 0x40) data=1;
       i++;
    }
    msg[i] = '\0';
       }
}

//Main loop 
void main()
{
    setup_timer_0(RTCC_INTERNAL|RTCC_DIV_64);      //1.0 s overflow
    enable_interrupts(INT_TIMER0); 
    enable_interrupts(INT_RDA);
    enable_interrupts(GLOBAL);
    while(config_ack!=2)   configure_gps(); //Repeat GPS configuration setup until both parameters have been accepted
    while (TRUE)
    {          
        if(status_update_ack==1 && register_device_ack==1 && change_status_ack==1) retry_count=0; //Reset retry count when not waiting for a response
        if(active_state==0) timer_count=0; //Reset timer count when in passive state
        if(data==1) handle_packet(msg,command); //Trigger handle packet function when packet recieved over hardware UART
        if((data==2) || reset==1 || (retry_count>=5) || (timer_count==60 && active_state==1)) execute_command(command); //After known command from LoRa packet is extracted or state is set to active run execute_command function
        if(reset==1) reset_buffers(); //Reset all buffers
    }
}


//Functions

//-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------	 
// Function configure_gps()
//
// Inputs: None
// Ouputs: config_ack
// Description: This function will send various configuration packets to confiugre the GPS module for low power saving mode. It will increment config_ack each time a configuration message is accepted by the module.
//              This function will repeat until both configuration packets have been accepted.
//-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
void configure_gps()
{
    delay_ms(1000); // Wait 1 second for GPS to startup

    byte cfg_rxm_message[] = {
        0xB5, 0x62,  // Header for UBX packet
        0x06, 0x11, 0x02, 0x00, 0x48, 0x01, 0x62, 0x12 //Configuration message 1 for reciever manager
    };

    byte cfg_message[] = {
        0xB5, 0x62,  // Header for UBX packet
        0x06, 0x11, 0x00, 0x00, 0x17, 0x4B //Configuration message 2 for reciever manager
    };

    byte cfg_pms_message[] = {
        0xB5, 0x62,  // Header for UBX packet
        0x06, 0x86, 0x08, 0x00, 0x00, 0x03, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x97, 0x6F //Configuration message 1 for power management system
    };
    byte cfg_message2[] = {
        0xB5, 0x62,  // Header for UBX packet
        0x06, 0x68, 0x00, 0x00, 0x8C, 0xAA //Configuration message 2 for power management system
    };

    byte response[GPS_MAX_SIZE]; // response buffer for GPS module
    unsigned int count = 0; //count used to increament through bytes within config messages

    //Sending the configuration message for reciever manager
    for (int i = 0; i < sizeof(cfg_rxm_message); i++) {
        fputc(cfg_rxm_message[i], SOFT_UART); //Sending each byte within configuration message
    }
    
     for (int i = 0; i < sizeof(cfg_message); i++) {
        fputc(cfg_message[i], SOFT_UART);  //Sending each byte within configuration message
    }

    //Waiting for response from GPS module
    while (count < GPS_MAX_SIZE) //While loop until buffer is filled
    {
        if (kbhit(SOFT_UART)) {
            response[count] = getch(SOFT_UART);
            count++;           
            //Check if the header is found (0xB5 0x62)
            if (count > 3 && response[count - 4] == 0xB5 && response[count - 3] == 0x62 && response[count - 2] == 0x05 && response[count - 1] == 0x01) { //Check if ACK is recieved (0x05, 0x01)
                fprintf(HW_UART, "ACK Recieved"); //Send LoRa command that config is setup
                config_ack=1; //increament config_ack 
                break; //Break while loop once found message
            } 
        }
    }
    count = 0; //Reset counter

    ///Sending the configuration message for power management system
    for (int i = 0; i < sizeof(cfg_pms_message); i++) {
        fputc(cfg_pms_message[i], SOFT_UART);  //Sending each byte within configuration message
    }
    
     for (int i = 0; i < sizeof(cfg_message2); i++) {
        fputc(cfg_message2[i], SOFT_UART);  //Sending each byte within configuration message
    }

    //Waiting for response from GPS module
    while (count < GPS_MAX_SIZE) //While loop until buffer is filled
    {
        if (kbhit(SOFT_UART)) {
            response[count] = getch(SOFT_UART);
            count++;
            // Check if the header is found (0xB5 0x62)
            if (count > 3 && response[count - 4] == 0xB5 && response[count - 3] == 0x62 && response[count - 2] == 0x05 && response[count - 1] == 0x01) { //Check if ACK is recieved (0x05, 0x01)
                fprintf(HW_UART, "ACK Recieved");
                config_ack=2; //increament config_ack 
                break;  //Break while loop once found message
            } 
        }
    }
}



//-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------	 
// Function handle_packet()
//
// Inputs: msg, command - msg is from Hardware Interrupt, command is from previous command set
// Ouputs: commmand - returns extracted command
// Description: This function will check for the start of a LoRa packet(indicated by @). It will then extract the intended reciepent of the the packet and check if it mathces "Device_ALL" or the device id
//              to indicate that the packet is supposed to be processed by this node. It will then return the command it is given for processing.
//-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
char* handle_packet(char *msg, char *command) 
{
    new_msg=1;
    unsigned int last_loc = 0;
    unsigned int comp = 0;
    unsigned int device_loc = 0;
    unsigned int loc = 0; 
    unsigned int index = 0;
    char check_id[] = "DEVICE_ALL";
    char check_relay[] = "RELAY";
    char check_relay1[] = "RELAY_DEVICE_2";
    char recieved_id[ID_MAX_SIZE] = {0};
    
    while (msg[loc] != '@' && loc < 64) 
    {
        if(msg[loc] !=',' && device_loc != 0 && comp==0) //Used to find location of recipient ID within packet
   {
      recieved_id[loc-device_loc-1] = msg[loc]; //Saves found receipent ID as recieved_id
   }
        if(msg[loc] ==',' && last_loc==0)
   {
      if(device_loc!=0) comp=1;
      device_loc = loc;
   }
        if (msg[loc] == ',') //Find start location of command
        {
            last_loc = loc; 
        }
   loc++;
    }
    recieved_id[loc-device_loc-1] = '\0';
    last_loc++;
    if(strcmp(recieved_id,check_id)==0 || strcmp(recieved_id,id)==0 || strcmp(recieved_id,check_relay1)==0) //checks recieved_id against deivce id or device_all or relay
    {
       while(msg[last_loc] != '@')
       {
     command[index] = msg[last_loc];//extracts command from message
     index++;
     last_loc++;
       }
       command[index] = '\0';
       data=2; //increaments flag to enable processing of command
       return command; //returns command
    }
    
    if(strcmp(recieved_id,check_relay1)!=0 && strstr(recieved_id,check_relay)!=NULL) //If recieving id isnt meant for this device and relay is enabled it will resend the message
    {
      fprintf(HW_UART,"%s",msg); //Resend the message
    }
    reset=1; trigger reset to clear buffers
    trig=0;

}

//-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------	 
// Function execute_command()
//
// Inputs: command - The most recent command extracted from accepted LoRa packet
// Ouputs: Depending on recieved command will either: sample location data and battery capacity, initiate registering handshake, change device state
// Description: This function is used to compare the recieved command to known commands defined at the start of the function. Theses commands are used to determine what the device does next.
//              This can be part of the ACK process, status update, state change or regisetring process.
//-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
void execute_command(char *command)
{
    //Define Known Commands
   char register_device[] = "REGISTER_DEVICE";
   char ack_register_device[] = "ACK_REGISTER_HOST";
   char status_update[] = "STATUS_UPDATE";
   char ack_status_update[] = "ACK_STATUS_UPDATE_HOST";
   char change_status_active[] = "CHANGE_STATUS_ACTIVE";
   char change_status_passive[] = "CHANGE_STATUS_PASSIVE";
   char ack_change_status[] = "ACK_CHANGE_STATUS_HOST";
   
   if(status_update_ack==1 && register_device_ack==1 && change_status_ack==1) strcpy(prev_command, command);   //If not waiting for an ACK save incoming command as previous command for retry attempts
   
   //CHANGE_STATUS
   
   if(strcmp(command,ack_change_status) == 0 && reg==1) //Check if command is to ack for change status
   {
      change_status_ack=1;
   }
   if(strcmp(command,change_status_active) == 0 && reg==1) //Check if command is to change status to active
   {
      fprintf(HW_UART,"$%s,CONTROLLER,ACK_CHANGE_STATUS_DEVICE,active@",id); //Send ACK back to host
      active_state=1;
      change_status_ack=0;
      new_msg=0;
   }
   if(strcmp(command,change_status_passive) == 0 && reg==1) //Check if command is to change status to passive
   {
      fprintf(HW_UART,"$%s,CONTROLLER,ACK_CHANGE_STATUS_DEVICE,passive@",id); //Send ACK back to host
      change_status_ack=0; 
      active_state=0;
      new_msg=0;
   }
   
   //REGISTER_DEVICE
   
   if((strcmp(command,ack_register_device) == 0 && reg==0) || (register_device_ack==0 && retry_attempts==5 && reg==0)) //Check if command is ack for register device
   {
      register_device_ack=1;
      memset(prev_command, 0, COMMAND_MAX_SIZE);
      reg=1;
      retry_attempts=0;
      new_msg=0;
   }
   if((strcmp(command,register_device) == 0 && reg==0) || (strcmp(prev_command,register_device) == 0 && reg==0 && register_device_ack==0 && retry_count==5)) //Check if command is to register device
   {
      if(register_device_ack==0) retry_attempts++;  
      fprintf(HW_UART,"$%s,CONTROLLER,ACK_REGISTER_DEVICE@",id);
      register_device_ack=0;
      retry_count=0;
      new_msg=0;
   }
   
   //STATUS_UPDATE
   
   if((strcmp(command,ack_status_update) == 0 && reg==1) || (status_update_ack==0 && retry_attempts==5 && reg==1)) //Check if command is ack for status update
   {
      status_update_ack=1;
      memset(prev_command, 0, COMMAND_MAX_SIZE);
      retry_attempts=0;
      timer_count=0;
      new_msg=0;
   }
   if((strcmp(command,status_update) == 0 && reg==1) || (strcmp(prev_command,status_update) == 0 && reg==1 && status_update_ack==0 && retry_count==5) || (active_state==1 && timer_count == 60 && change_status_ack==1))  //Check if command or prev command is status update
   {
      if(status_update_ack==0) retry_attempts++;     
      receive_gps_status_data();
      receive_bat_status_data();
      fprintf(HW_UART,"$%s,CONTROLLER,STATUS_UPDATE,%s%c,%s%c,%u@",id,latitude,latitude_dir,longitude,longitude_dir,bat_percentage);
      if(active_state==0) status_update_ack=0;
      timer_count=0;
      retry_count=0;
   }
   delay_ms(25);
   reset=1;
}

//-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------	 
// Function reset_buffers()
//
// Inputs: None
// Ouputs: Resets all buffers
// Description: This function resets all buffers back to 0 after command has been executed
//
//-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
void reset_buffers()
{
   memset(msg, 0, BUFFER_MAX_SIZE); //Sets entire buffer to 0
   memset(command, 0, COMMAND_MAX_SIZE); //Sets entire buffer to 0
   memset(uart_rx_buffer, 0, GPS_MAX_SIZE); //Sets entire buffer to 0
   memset(gps_data, 0, GPS_MAX_SIZE); //Sets entire buffer to 0
   data=0; //Resets data flow flag to 0
   new_msg=0;
   reset=0; //Sets reset flag back to 0
}

//-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------	 
// Function recieve_gps_data()
//
// Inputs: None
// Ouputs: gps_data
// Description: This function will filter GPS data stream to find "$GNGLL" message and the forward that message to be processed.
//
//-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
void receive_gps_status_data() 
{
    unsigned int count = 0;   
    while (count < GPS_MAX_SIZE)
    {
        if (kbhit(SOFT_UART))
        {
            uart_rx_buffer[count] = fgetc(SOFT_UART); 
            count++;
            if (uart_rx_buffer[count - 1] == '\n')
            {
                if(uart_rx_buffer[1] == 'G' && uart_rx_buffer[2] == 'N' && uart_rx_buffer[3] == 'G' && uart_rx_buffer[4] == 'L' && uart_rx_buffer[5] == 'L') 
                {
                  strcpy(gps_data, uart_rx_buffer);
                  process_gps_data();
                  break;
                }
                memset(uart_rx_buffer, 0, GPS_MAX_SIZE);
                count=0;
           }
        }
    }  
}

//-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------	 
// Function process_gps_data()
//
// Inputs: gps_data
// Ouputs: latitude, latitude_dir, longitude, longitude_dir
// Description: This function will extract relevant GPS data and save it variables for status_update request.
//
//-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
void process_gps_data()
{
    unsigned int i = 0;
    unsigned int gps_index = 0;
    char gpgga[] = "GNGLL";
    char split[] = ",";
    if (strstr(gps_data, gpgga) != NULL) //Will validate if incoming message contains GNGLL 
    {
        char *token; //Temp variable for seperating and storing GPS values
        token = strtok(gps_data, split); //Will split the gps_data buffer by the value split (defined at the start for ASCII value ",") First instance removes GNGLL from message

        token = strtok(NULL, split); //Will copy and remove next value before "," and save as token.
        if (token != NULL) latitude = token; //Checks if token is valid GPS data then saves it as latitude
        if(token==NULL) latitude = 0; //Checks if token doesnt have GPS data defualt to 0
      
        token = strtok(NULL, split); //Will copy and remove next value before "," and save as token.
        if (token != NULL) latitude_dir = token[0]; //Checks if token is valid GPS data then saves it as latitude_dir
        if(token==NULL) latitude_dir = 0; //Checks if token doesnt have GPS data defualt to 0
      
        token = strtok(NULL, split); //Will copy and remove next value before "," and save as token.
        if (token != NULL) longitude = token; //Checks if token is valid GPS data then saves it as longitude
        if(token==NULL) longitude = 0;  //Checks if token doesnt have GPS data defualt to 0

        token = strtok(NULL, split); //Will copy and remove next value before "," and save as token.
        if (token != NULL) longitude_dir = token[0]; //Checks if token is valid GPS data then saves it as longitude_dir
        if(token==NULL) longitude_dir = 0;  //Checks if token doesnt have GPS data defualt to 0
    }
}
//-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------	 
// Function recieve_bat_status_data()
//
// Inputs: None
// Ouputs: bat_percentage
// Description: This function will initiate a random read request to the register where battery capacity is stored and save value as bat_percentage
//
//-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
void receive_bat_status_data()
{  
   i2c_start();
   i2c_write(0x6C);
   i2c_write(0x04);
   i2c_start();
   i2c_write(0x6D); 
   bat_percentage=i2c_read(0);
   i2c_stop(); 
}
2
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Hazard Baseline Risk Rating Controls Risk Rating After Controls

Slip,Trips and Falls Moderate

Keep a tidy workspace by removing unused equipment and cluttter to prevent accidents

Ensure all equipment is maintained and in working condiition

Remove loose cable from the floor to prevent trips



Low

Burns Moderate

Ensure you are adequately trained and competent on equipment that may cause burns.

Follow best practices of switching off any appliances once finished with them or when they will be left 

unattended for long periods.

Avoid working in areas with cluttered workspaces

Use helper arms,  grips or picks when soldering components and require moving/touching close to an 

iron.

Avoid soldering near flammable substances

Low

Chemicals Moderate

Check the manufacturer's COSHH sheet for information on the safety requirements for using that 

chemical.

Chemicals like solder and flux require an extraction fan and adequate airflow to avoid inhalation.

Read product hazardous symnbols for appriorpriate PPE measures to be implementedd

Low

LiPo Battery Moderate

The project will be utilising LiPo batteries, and it is therefore essential that safety precautions are taken 

during charging and discharging. 

These include storing them in LiPo-safe fire-retardant bags

Charging the batteries with the appropriate charger designed for that chemical 

Low

Plugging in appliances  Moderate

Do not daisy chain appliances

Check the overall power usage of devices connected to the same plug to prevent overloading it.

Check the quality of the extension cable for any obvious signs of burning, rattling or exposed cables. If 

any are identified, the equipment is unsafe to use.

Low

Electric Shock Moderate

Ensure any equipment has been PAT tested and is still in date

Check for exposed wires and damage to the appliance

Avoid working at high voltages

Low

First Aid Supplies Moderate

Ensure that all first aird equipment are kept in date and are refilled on a regular basis

A record of any incidents show be kept alongside equipment usd and what need replacing

Low

This risk assessment will cover all the work carried out within this project. Key elements include installing electronic equipment, 

soldering, the use of chemicals for assembly and the general use of labs.
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Date Subject area Learnging Method Hours Learning Outcome

02/09/2024 Research - LoRa Academic Material 4

Research into various wireless communication methods. 

Detailed Research into LoRa protocol and the benefits and 

drawbacks of it

15/11/2024 Coding Python - PySide6 Online Documentation/Tutorials 10

Looking at documentation and tutorials on how to use and 

implement PySide6 to create professional GUIs in Python

20/11/2024 Coding Python - Threading Online Documentation/Tutorials 4

Looking at multithreading to overcome issues found in GUI 

testing

20/11/2024 Project Planning - Gantt Chart Academic Material 2

Looking at Gantt charts and how to utilise them for project 

planning

21/11/2024 Project Planning - pinch points Academic Material 2

Looking at how to identify pinch points and implement 

measure to mitigate them

22/11/2024 Project Planning - RA Academic Material 2

Looking at how risk assessments are structured and 

implemented to maintain safe working

01/01/2025 Development Methodology Academic Material 2

Looking at development methoidologies most appropriate for 

this project

26/01/2025 PCB Design Datasheet/Academic Material 5

Research into best practices relating to PCB design. 

Specifcailly 2 layer PCB layouts

05/02/2025 I2C Communication Datasheet/Academic Material 2

Research into I2C specification to ensure project meets 

requirements

11/03/2025 Coding - Unit Testing Academic Material 5 Implementing Unit testing to validate code functionalitiy
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Component

UBLOX M8C Breakout Board 

with Chip Antenna

UBLOX M8Q Breakout Board 

with Active Antenna

Pimoroni PA1010D GPS 

Breakout

Image

Features

Low power consumption, 

Intergrated Chip antenna, 

Small profile

Low power consumption, 

Dedicated interrupt pin 

when fix is achieved, Small 

profile

Low power consumption, 

Intergrated Chip antenna, 

Small profile

Benefits

Intergrated antenna, 

Supports I2C and UART, Very 

small, Low power 

consumption

Supports I2C and UART 

communication, Small 

profile, Low power 

consumption, Great GPS fix 

when using external antenna

Supports I2C 

communication, Small 

profile and low power 

consumption

Drawbacks

Poor performance from 

intergrated chip antenna. It 

takes a very long time to find 

a fix and will not work 

Requires an external active 

antenna for operation.

Limited connectivity options 

and poor performance from 

chip antenna
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Component

UBLOX M8C Breakout Board 

with Chip Antenna

UBLOX M8Q Breakout Board 

with Active Antenna

Pimoroni PA1010D GPS 

Breakout

Image

Voltage 1.8-3.6V 2.7-3.6V 3-5V

Power Consumption4.9-67mA (Mode Dependant) 5-22mA (Mode Dependant) 28-36mA

Interfaces I2C, UART I2C, UART I2C

Size 9.7mm x 10.1mm 22mmx22mmx1.6mm 28x21x9mm (LxWxH)

Chip UBLOX MAX-M8C UBLOX MAX-M8Q PA1010D 

Constellations GPS,GALILEO,GLONASS,BEIDOUGPS,GALILEO,GLONASS,BEIDOU GPS,GLONASS
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Component

XIAO ESP32S3 & Wio-SX1262 

Kit for Meshtastic & LoRa

SX1262 LoRa HAT for Raspberry Pi - 

868MHz

Grove - LoRa Radio 868MHz

Image

Features

Small form factor, Low power 

consumption, 

WiFi/Bluetooth Connectivity, 

SPI interface

Uses Semtech 1262 radio module, 

Jumper connections for configuration, 

UART/USB and I2C Interface, LED 

indication, Included antenna

Small form factor, Low 

power consumption on 

receive and transmit, UART 

interface. 

Benefits

Low Power consumption, 

Small form factor

Low Power consumption, Good for 

prototyping, Easy interafcing with 

control registers, compatible with 

exisiting LoRa radio for Central node

Very small factor, Low 

Power consumption

Drawbacks

Poor transmission capability, 

limited interfacing and 

control

Larger form factor, Highest power 

consumption of 100mA

Poor transmission capability, 

Limited interfacing and 

control
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Component

XIAO ESP32S3 & Wio-SX1262 Kit 

for Meshtastic & LoRa

SX1262 LoRa HAT for 

Raspberry Pi - 868MHz

Grove - LoRa Radio 868MHz

Image

Voltage 5V 5V, 3.3V Logic 5/3.3V

Power Consumption 100mA 11-100mA (MAX) 20-28mA

Interfaces SPI USB,UART,I2C UART

Frequency 868MHz 868MHz 868MHz

Chip Wio-SX1262 SX1262 RFM95
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Component

Adafruit MAX17048 LiPoly / LiIon Fuel 

Gauge and Battery Monitor - STEMMA 

JST PH & QT / Qwiic

Gravity: I2C 3.7V Li Battery Fuel 

Gauge

Fuel gauge BQ27441 breakout

Image

Voltage 3.3V/5V 3.3V 3.3V

Power Consumption 50uA 50uA 93uA

Interfaces I2C I2C/UART I2C
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Component

Adafruit MAX17048 LiPoly / LiIon 

Fuel Gauge and Battery Monitor - 

STEMMA JST PH & QT / Qwiic

Gravity: I2C 3.7V Li Battery Fuel Gauge Fuel gauge BQ27441 breakout

Image

Features

I2C Interface, Battery passthrough, 

single cell battery only

I2C and UART Interfacing, Battery pass 

through, Small form factor

I2C interface, Battery passthrough

Benefits

Small form factor, comaptible with 

5 and 3.3V Input, LED operating 

indicator

Low idle current consumption of 50uA, 

with I2C and UART interface,

Battery Pass through

Drawbacks Larger form factor 3.3V input voltage only

Larger form factor and idle power 

consumption
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Adafruit Micro-Lipo Charger for
LiPo/Lilon Batt w/MicroUSB Jack

Lipo Rider Plus Battery Charger

DFROBOT - Lif

Battery Charger

Input Voltage 5V/3.7V to 4.2V
Output Voltage 5v 3.3V (250mA)/5V (2A) 2.7-4.2V (Charging)
Interfaces MicroUSB Enable Pin/USB C/USB A MicroUSB
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Features

Adafruit Micro-Lipo Charger
for LiPo/Lilon Batt
w/MicroUsB Jack

Lipo Rider Plus Battery Charger

DFROBOT- Lithium Battery
Charger

<

1Cell LiPo battery charger,
5V output

Single Cell LiPo battery charger, 5V
output, 3.3V output, Control pin and
USB _C compatible

Single Cell LiPo battery
charger, 5V output

Small form factor, capable of

Has 5V and 3.3V output to power

Small Form factor with 5V

voltage from 5 to 3.3V

Benefits charging battery with 5V
IR device, Intergrated LiPo battery charger| output
output
Will require voltage
Drawbacks regulator to stepdown Larger form factor No 3.3V Output
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Sensor/Module Input Voltage Type Interface Bytes per reading

GPS 3.3V Satellite I2C/UART 64

LoRa Radio 5V CSS Modulation UART 256

Battery Monitor 3.3V Battery Capacity I2C 1
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Modules Part Current Interface Pin Number Supply Voltage Price Per Unit Units Total Price

MCU PIC18F24K20 3.6-5.1mA UART/I2C 282-5V 1.84 4 £7.36

GPS UBLOX MAX-M8Q  6-25mA UART/I2C 43.3V 28.8 3 £86.40

External Antenna GPS Antenna - 28dB N/A SMA N/A 3-5V 19.5 3 £58.50

Radio Module (Central) RangePi 100mA UART USB 5V 37 1 £37.00

Radio Module (Device) SX1262 868M LoRa HAT 11mA- 100mA UART 45V 28.1 3 £84.30

Power Management LiPo Rider Plus Supply (250mA@3.3V)N/A 83.3-5V 4.28 4 £17.12

Battery Monitor Gravity Battery Fuel Guage 50uA I2C 43.3V 9.9 3 £29.70

PCBs Manufacture of custom PCB N/A N/A N/A N/A 17.24 1 £17.24

Battery 2000mAh 1C N/A N/A 3.7-4.2V 10 1 £10.00

Shorting Jumpers 2.54mm Shorting Jumpers N/A N/A N/A N/A 0.04 25 £1.00

Battery cable JST PH 2-Pin Cable Female Connector N/A JST PH N/A N/A 0.8 3 £2.40

Push Button 16mm push button N/A N/A 4N/A 1.5 3 £4.50

GPIO Riser GPIO Riser Header for RaspberryPi N/A N/A N/A N/A 1 3 £3.00

Rosin Flux MP740662 N/A N/A N/A N/A 1.09 1 £1.09

Desoldering Wick NC-BB WICK 2.59MM x 1.5M N/A N/A N/A N/A 7.07 1 £7.07

0.1uF Capacitors C0603X10M4RACTU N/A N/A 2up to 16V 0.23 10 £2.30

10K Resistors 0603 RCA060310K0FKEA N/A N/A 2N/A 0.025 10 £0.25

3.3K Resistors 0603 CRCW06033K30FKECHP N/A N/A 2N/A 0.01 10 £0.10

Pin Header M20-9990646 N/A N/A 6N/A 0.126 100 £12.60

168.551 £381.93
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Register 

Address

Read/Write Name Note

00H R/W ADDH

01H R/W ADDL

02H R/W NETID

Network ID is used to distinguish network. If you want to 

communicate between two modules, you need to set their NETID to 

the came ID.

7 6 5 UART baud rate (bps)

0 0 0 Baud rate is 1200

0 0 1 Baud rate is 2400

0 1 0 Baud rate is4800

0 1 1 Baud rate is 9600(default)

1 0 0 Baud rate is 19200

1 0 1 Baud rate is 38400

1 1 0 Baud rate is 57600

1 1 1 Baud rate is 115200

4 3

0 0

0 1

1 0

0 1

2 1 0 Wireless Air Speed (bps)

0 0 0 Air speed is 0.3

0 0 1 Air speed is 1.2

0 1 0 Air speed is 2.4(default)

0 1 1 Air speed is 4.8K

1 0 0 Air speed is 9.6K

1 0 1 Air speed is 19.2K

1 1 0 Air speed is 38.4K

1 1 1 Air speed is 62.5K

7 6

0 0

0 1

1 0

1 1

5

0

1

4 3 2 Reserved

1 0

0 0

0 1

1 0

1 1

05H R/W REG2

Actual frequency = 410.125 + CH*1MHz, default 433.125MHz or 

850.125+CH*1MHz, default 868.125MHz

7

0

1

6

0

1

5

0

1

4

0

1

3

0

1

2 1 0 WOR period

0 0 0 500ms

0 0 1 1000ms

0 1 0 1500ms

0 1 1 2000ms

1 0 0 2500ms

1 0 1 3000ms

1 1 0 3500ms

1 1 1 4000ms

07H Write CRYPT_H

08H Write CRYPT_L

80H~86H Read PID information of module (7 bytes)

High bits and low bits of module address.

Note that when module address is FFFF. It works as a broadcasting 

and listening address and the LoRa module doesn't filter the 

address any more.

Only valid for mode 1; period T= (1+WOR)*500ms, maximum 

4000ms, minimum 500ms; The longer the WOR monitoring interval 

period, the lower the average power consumption, but the greater 

the data delay; The sender and receiver must agree (very 

important)

Key high byte (default 0)

Write-only, read returns 0; used for encryption to avoid 

interception of wireless data in the air by similar modules; the 

module will use these two bytes as calculation factors to transform 

key low byte (default 0)

information of module (7 bytes)

If the data sent by the user is less than the packet length, the serial 

port output at the receiving end will be displayed as uninterrupted 

continuous output;



The data sent by the user is greater than the packet length, and the 

serial port at the receiving end will be output in packets.

The air speed of two modules that are intercommunicating must be 

the same.



Higher the speed, the smaller the latency and the shorter the 

communicating distance.

After enabling, the command "C0 C1 C2 C3" can be sent in 

transmission mode or WOR transmission mode to read the 

register;



Register 00: Current ambient noise RSSI;



Register 0X01: RSSI (current channel Noise is: dBm =-(256-RSSI);



Command format: C0 C1 C2 C3+start address+read length;



Return format: 0xC1+address+read length+read effective value ; 

For example: send C0 C1 C2 C3 00 01 return C1 00 01 RSSI 

(address can only start from 00)

Enable LBT

After enabling, the wireless data will be monitored before 

transmission, which can avoid interference to a certain extent, but 

may cause data delay; the maximum stay time of LBT is 2 seconds.

Disabled (default)

Enable

WOR Mode Transceiver Control

Only valid for mode 1; after the WOR receiver receives the wireless 

data and outputs it through the serial port, it will wait for 1000ms 

before entering WOR again. During this period, the user can input 

the serial port data and return it through the wireless; each serial 

port byte will be refreshed for 1000ms time; The user must initiate 

the first byte within 1000ms.

WOR transmit（default）Module transceiver is 

turned on, and when transmitting data, a wake-up 

code for a certain period of time is added.

WOR receiver. The module cannot transmit data, and it 

works in WOR monitoring mode, which can save a lot 

of power consumption

Transparent transmission (default)

Fixed point transmission

Relay function

After the relay function is enabled, if the destination address is not 

the module itself, the module will start a forwarding; in order to 

prevent data backhaul, it is recommended to use it with the fixed-

point mode; that is, the destination address and the source 

address are different.

Disable relay function (default)

Enable relay function

Channel (CH)0-83 respectively represent a total of 84 channels

06H R/W REG3

Enable RSSI byte

After enabling, the module receives wireless data and outputs it 

through the serial port TXD, followed by an RSSI strength byte.

Disable (default)

Enable

Ttransfer Method

During fixed-point transmission, the module will identify the first 

three bytes of serial data as address high + address low + channel, 

and use it as the wireless transmission target.

Disable (default)

Enable

Transmit power

The relationship between power and current is non-linear. If power 

is maximum, the power efficiency is highest. Current will not be 

small in the same proportion of power

22dBm（default）

17dBm

13dBm

10dBm

04H R/W REG0

Setting of dividing packet

240 bytes (default)

128 bytes

64 bytes

32 bytes

Enable ambient noise

The baud rates and parity of modules that are intercommunicating 

can be different. Generally, we recommend you set their baud rate 

to the same value to avoid data blocking or data losing.

Parity bit

The serial port mode of modules that are intercommunicating can 

be set to different parameters.

8N1(default)

8O1

8.00E+01

8N1(same as 00)

Description

ADDH (Default:0)

ADDL (Default:0)

NETID(Default:0)

03H R/W REG0
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ser.urite(bytes ([0xC0,0x00,0x09,0x00, 6x00, 6x00,, 6x46,6x28,0x12, 6XCB, 0x00,, exee])) # TEST CONIFiG |
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void configure_gps()
{

delay_ms(1000); // Wait for GPS to initialize

byte cfg_rxm_message[] = {
0xB5, 0x62, // Sync characters for USX protocol
0x06, Ox11, // UBX-CFG-RXI (Configuration message)
0x02, 0x00, 0xd8, Ox01, Ox62, Ox12

¥

byte cfg_message[] = {
0xB5, 0x62, // Sync characters for USX protocol
0x06, Ox11, // UBX-CFG-RX!1 (Configuration message)
0x00, 0x00, 0x17, 0xaB

¥

byte cfg_pms_message[] = {
@x85, 0x62, // Sync characters for UBX protocol
@x06, 0x86, // UBX-CFG-PI2 (Configuration message)
0x08, 0x00, 0x00, 0x03, 0x00, 0X00, 0x00, 0x00, Ox00, 0x00, OX97, OXGF
g
byte cfg_message2[] = {
@x85, 0x62, // Sync characters for UBX protocol
@x06, Ox68, // UBX-CFG-RXI! (Configuration message)
¥

byte response[GPS_MAX SIZE]; // Response buffer
unsigned int count

// send the configuration message (cfg_rxm_message)
For (int i = 0; i < sizeof(cfg_rxm_message); i++) {

fputc(cfg_rxm_message[i], SOFT_UART); // Send byte-by-byte
i

For (int i = 0; i < sizeof(cfg_message); i+h) {
fputc(cfg_message[i], SOFT_UART); // Send byte-by-byte
i

// vait for a response after sending the config message
while (count < GPS_MAX_SIZE)

€
1F (Kbhit(SOFT_UART)) {
response[count] = getch(SOFT_UART); // Read the byte from UART buffer
countre;
/1 Check if the header is found (9x85 0x62)
if (count > 3 8& response[count - 4] == OxB5 && response[count - 3] == Ox62 & response[count - 2] == 0x05 88 response[count -
FprintF (H_UART, "ACK Recieved”);
config_ack=1;
break; // Exit after capturing the next two bytes
3
3
3
count = 05

// send the configuration message (cfg_rxm_message)
For (int i = 0; i < sizeof(cfg_pms_message); i++) {

fputc(cfg_pms_message[i], SOFT_UART); // Send byte-by-byte
i

For (int i = 05 i < sizeof(cfg message2); i+h) {
fputc(cfg_message2[i], SOFT_UART); // Send byte-by-byte
i

// vait for a response after sending the config message
while (count < GPS_MAX_SIZE)

€
1F (Kbhit(SOFT_UART)) {
response[count] = getch(SOFT_UART); // Read the byte from UART buffer
countre;
/1 Check if the header is found (9x85 0x62)
if (count > 3 8& response[count - 4] == OxB5 && response[count - 3] == Ox62 & response[count - 2] == 0x05 88 response[count -
FprintF (H_UART, "ACK Recieved”);
config_ack=2;
break; // Exit after capturing the next two bytes
3
3
3
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void receive_bat_status_data()

1

i2¢_start();
i2¢ urite(ox60);

i2c urite(0x04);

i2¢ start();

i2¢ urite(oxs0);
bst_percentage-izc_read(0);
12¢_stop();

//Fprintf (Mi_UART, "Battery Percentage: ¥3u\n",bat_percentage);
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DateTaskOutcome02/09/24 -01/10/24Initial Research into 

possible project ideas

Explored alternative emergency comms during natural disasters when existing infrastructure is unavailable. Explored LoRa protocol and 

current use cases(mainly used for IoT devices). Explored drone swarms/light show and how they perform these long coordinated displays 

(software pre-programs each drone with flight path). Looked at existing drone to drone comms to see if any existing technology exists. 

Started investigating the LoRa protocol more in depth. Decided between LoRa emergancy comms for natural disaster 

coordination/standalone asset tracking system using LoRa protocol to send data. Chose standalone asset tracking.

01/10/24 -21/10/24Project ProposalStarted doing market research on existing products, research methodology, Lit Review, Problem Statement, Objectives and aims of project.14/10/24 -28/10/24Project ProposalBroke down objectives and aims into tasks, produced initial Gantt chart outlining project plan and timescales. Started to look at resources 

needed to achieve project.(Tools, software, components).

21/10/24 -28/10/24Project 

Proposal/Ethics Form

Filling in Ethics form and writing up project proposal with all evidence gathered so far. Including: Lite review, market research, research 

methodologies , project planning, Gantt chart, problem statement and aims and objectives. Tools/resources needed.

28/10/24Interim VivaStarted focusing on initial system designs and what components to use. Started developing C code for microcontroller within Proteus 8 

Design Suite for interfacing with different devices over I2C and serial. Began developing python graphical user interface and

communication between two computers as a proof of concept.

09/11/24Procurement Put in purchases for two USB LoRa radios for python GUI testing.15/11/24Interim Viva 

(Prototyping)

Created a very basic user interface that will register a tracking device on the system and will receive emulated GPS coordinates from 

another laptop. Created working code that can sample I2C and serial data within Proteus Design Suite. Next steps are to move away from 

python on the device side and begin using the virtual com port within Proteus to connect the simulation to one of the LoRa radios.

18/11/24Interim Viva (Lit 

Review)

Begin researching and writing up Lit review for Viva02/12/24System DesignCompleted component downselection and ready to start purchasing and testing.02/12/24Interim Viva 

(Prototyping)

Added a map feature within the GUI to plot the received GPS data instead of text.09/12/24Interim VivaStill working on simulated embedded C code to communicate with the LoRa radio module. Issues identified with LoRa radio config during 

startup. Must ensure both radios and cofigured for the same frequency band.

12/12/24Catch-UpSupervision meeting on current progress, suitability of chosen project, things to include and be aware of when planning the project.30/12/24Interim VivaBegan putting together the presentation for Interim viva with current prototyping progress results, planning information, litreview of 

existing technologies. 

06/01/25Interim VivaUpdate the Gantt chart to reflect the start time changes I made from the initial plan. Upon reflection it was clear that the prototyping 

tasks, especially the python code, needed to be started much earlier and because of that initial prototyping procurement needed to begin 

earlier. This meant that a decision on system design needed to be made early on to allow ample time to make changes and alteration 

further on.

13/01/25Interim VivaPresentation is written up.16/01/25Interim VivaSupervision meeting discussing progress, and reviewing viva before presentation.17/01/25Interim VivaPresented interim viva to supervisor and secondary marker.20/01/25Circuit/PCB designBegan designing a basic PCB to allow me to test components determined from downselection. This PCB is not going to be used for the final 

prototype but will be used to test written code and that the components work correctly.

26/01/25PCB designCompleted test PCB.27/01/25ProcurementOrdered PCB from JLCPCB for testing code. Ordered components from initial down selection for testing. Including: ublox MAX-M8C pico 

breakout board, SX1262 LoRa Hat 868MHz, Gravity 3.7V LiPo battery fuel gauge, PIC18F24k20, Lipo Rider Plus, capacitors, resistors and Pin 

headers. Ordered a surplus amount as I will be using the same components on the final PCB.

28/01/25ProcurementDue to long procurement times of the PCB I ordered "Bus Pirate" tool to allow me to directly power and interface with the individual 

components (GPS, LoRa Radio, Battery Fuel gauge) to help identify how they work and if they are suitable for the project.

30/01/25TestingTested the GPS board first using the UART pass through feature on the bus pirate. Found that the GPS serial connection works fine as I 

could see the NMEA message output but it never managed to find a fix. I then soldered some more pin headers to another unit Ipurchased 

and came to the same conclusion that the built in chip antenna doesn’t perform well enough for my project.

01/02/25TestingTested the LoRa Hat and found that it performs the exact same way as the USB LoRa radio devices I purchases previously. It uses a 3V logic 

ttl uart connection to send and receive data over LoRa. I validated this by connecting the bus pirate to the LoRa radio Hat and sent test 

commands between it and my python script. I then tested the battery fuel gauge by using the "bus pirate I2C" interface optionto poll the 

register specified in the data sheet that outputs an estimated battery percentage. I had no issues retriving the data after working out the 

I2C sequence of messages. So no more testing is required until I receive my first PCB.

04/02/25ProcurementOrdered different GPS breakout board with active antenna.05/02/25 -12/02/25TestingReceived the test PCB, Built and soldered the PCB with components and pin headers for testing my embedded C code. I tried interfacing 

with each individual component on separate scripts and had success with the serial communication to the LoRa Hat and the I2C 

communication for battery percentage. I ran into issues with the I2C communication with the GPS module so I opted to use the serial port 

instead. After confirming each component successfully worked with the microcontroller. I started centralising all the interfacing code that I 

tested into one file. From the intial work done before the interim viva I had a python script with all the commands and processes already 

coded which I used to base my embedded C code around. This python code included sending GPS data, waiting for acknowledgements etc.

05/02-12/02/25Case designAlongside testing the components I began designing and printing a plastic case/housing for my system. With all the componentsnow 

purchased and received I started playing around with different designs and printing of prototype footprints with different layout of 

components. This allowed  me to test footprints until I found one that worked.

12/02/25 -24/02/25Final PCBAfter confirming all the components could interface correctly with my test PCB/microcontroller I began designing and buildingthe final 

PCB. This PCB will consist of the same components from my test PCB with some rearrangements of some pins to use serial instead of I2C 

for the GPS and to be designed around the footprint of the case and components that it will connect to. A second smaller variant will be 

made alongside this incase the tolerances are off on the one made to exactly match the components when put into the case.

24/02/25ProcurementOrdered the final revision of PCB for manufacture. Two variants were ordered as a backup as the fitment of the components couldn’t be 

guaranteed.

28/02/25 -

10/03/2025

TestingReceived Final PCBs for the system. I built and soldered up one of the final PCBs and connected all the components within thecase. I then 

uploaded the new code that uses two separate serial communication instances to verify that the device is capable of communicating with 

the python GUI created previously. Had a couple of issues with the code not properly receiving the data correctly which turned out to be a 

syntax error when running a hardware and software serial port it is important to set a stream name for each so that the code knows how 

to determine which is which. 

10/03/2025ProcurementHad to purchase two more Ublox GPS breakout board directly from the supplier as The Pi Hut sent me two of the wrong variants and didn’t 

have any more in stock.

11/03/2025TestingReceived the rest of the components required to build all 3 devices. And started writing the final report.11/03/2025 -

28/03/2025

TestingThe python code at this point in time is at a suitable state for basic testing and I therefore spent most of my time tweakingthe embedded 

C code to ensure it can handle the command requests and send the data correctly. I also started looking at ways to make the device more 

efficient by using sleep states and low power modes. All 3 devices are now fully built and assembled in the final cases.

28/03/2025TestingTested the tracking capability of the devices by setting it to constantly sample GPS location and send the information to thepython GUI 

whilst I drove to Milton Keynes on the weekend.

28/03/2025TestingFrom this data I ran a rough calculation to determine that when the device is transmitting every 5 seconds it will last approximately 40 

hours. Distance and average speeds were also calculated from this data. This battery life calculation is based on the device without any 

power saving features implemented. I plan to perform a similar test once I have got it working.

30/03/2025CodingFurther tweaking the code to try and increase battery life.
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