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[bookmark: _Toc97649903]Server1 Virtual machine Spec
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· Operating System: Windows 2019 (64-bit)
· Dynamically allocated hard disk file is selected so the hard disk can expand as it needs. This also stops over estimation if using a fixed size hard disk.
· The virtual hard disk is assigned 25GB
· RAM: 4096MB of VRAM 
· PAE/NX is enabled for the processor in order to allow the virtual machine OS to have priority access to RAM from the host machine.
· 128MB Video memory, increasing the memory allows for better performance. Due to using a host PC with 16GB of Ram which is sufficiently good. 
· The number of virtual processors has been increased to 2 as this will allow the machine to run faster
[bookmark: _Toc97649904]Client2 Virtual Machine Spec
[image: Graphical user interface, application

Description automatically generated]
Client2 has the identical spec to Server1 other than the following changes:
· Operating System: Windows 2019 (64-bit)
· The virtual hard disk is assigned 25GB
[bookmark: _Toc97649905]Server2 and Client2 Clone
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In order to create Server2 and Client2 the two original machines are cloned. The “Generate new MAC addresses for all network adapters” and “full clone” options are selected to ensure a full clone with new MAC addresses are created.


[bookmark: _Toc97649906]Operating System Installation
[bookmark: _Toc97649907]Server1 and Server2 
The operating systems for server1 and server2 are installed identically. Options selected when installing them: 
1- The Time currency format and Keyboard input set to United Kingdom in order to have the right keyboard input when using the virtual machines
2- The  25GB drive that was allocated previously is selected as the install location for the operating system
3- Secure Password is set for Administrator: No5sP@ssw0rd
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[bookmark: _Toc97649908]Client1 and Client2 
The operating systems for client1 and Client2 are installed identically. Options selected when installing them: 
1- The Time currency format and Keyboard input set to United Kingdom in order to have the right keyboard input when using the virtual machines
2- Windows 10 Education selected
3- Secure Password is set for Administrator: No5sP@ssw0rd
1) [image: Graphical user interface, application
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[bookmark: _Toc97649909]Virtual Network Configuration
[bookmark: _Toc97649910]PublicNet Network Configuration
[image: Graphical user interface, text, application

Description automatically generated]In order to set up the PublicNet network the network is changed on both Servers to ‘Internal Network’. The name of both is then set to ‘PublicNet’ creating the network.
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Description automatically generated]IP addresses are then Assigned to Server1 and Server2 on the PublicNet adapters through IPV4 properties.

Server1 PublicNet: 192.168.10.200                                                Server2 PublicNet: 192.168.10.201



A ping test is completed from server1 to server2 to ensure connection.
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[bookmark: _Toc97649911]PrivateNet1 Configuration
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Description automatically generated]The PrivateNet1 Network is set up on Adapter2 for server1 and on Adapter1 for client1 in the Network settings for both machines. The network mode is changed for both machines to ‘Internal Network’. The name of both is then set to ‘PrivateNet1’ creating the network.
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Description automatically generated]IP addresses are then Assigned to Server1 and Client1 on the PrivateNet1 adapters through IPV4 properties

Server1 PublicNEt1 IP: 192.168.1.1                                    Client1 PublicNEt1 IP: 192.168.1.1
Ping from Client1 to Server1 to check PrivateNet1 connection.
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The windows Defender will be disabled on all machines at this point for Clients to be able to Ping Servers.
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[bookmark: _Toc97649912]PrivateNet2 Configuration
PrivateNet2 is configured the same way as PrivateNet1 expect Server2 and Client2 are being used. The PrivateNet2 IP addresses are different to PrivateNet1:
· Server1: 192.168.11.1
· [image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface, text, application

Description automatically generated]Client2: 192.168.11.2
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Task 2

For task 2 the deployment of the Microsoft active directory network directory service is needed. In order to do this an on-premises active directory service will be built on the server1 which will become a domain controller. The domain controller will deal with Authentication requests and will allow connections via host names as appose to using the full IP Address. The active directory and DNS will allow the resolution and control to objects in the networks created. 
In order to establish an active directory and DNS some prerequisites are needed to be made.
1- DNS is not set up
2- Firewall has been disabled
3- Server1 renamed to DC-NWT
1) [image: Graphical user interface, text, application
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    3)‘hostname’ in cmd.exe to confirm name change
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[bookmark: _Toc97649914]Deploying Active Directory
The active directory will be installed in server1 though the server manager.
1- ‘Role based or feature based installation’ is selected as it will allow for the manually select and configure the roles needed. 
2- DC-NWT selected as the destination server
3- The Active Directory Domain Services is selected to ensure the domain controllers are in place to eventually give users permitted access to resources.
4- Installation complete
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 Server1 is promoted to a domain controller through the Active directory domain service Configuration Wizard.
Deployment Configuration
· Add a new Forrest
· Root Domain Name: nosstask.msft
[image: Graphical user interface, text
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Domain Controller options
· Forest functional level set to Windows Server 2016
· Domain functional level set to Windows Server 2016
· Domain Name System Server checked in order to allow DNS
· Global catalogue checked
· Directory services restore password set as: P@s5w0r9
· [image: Graphical user interface, text, application
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The prerequisite checks are done, and the installation can proceed.
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[bookmark: _Toc97649915]Creating User Account Objects
The domain controller for nosstask.msft has been set as the DC-NWT which is server1 which can be seen in the active directory Users and computers through administrative tools.
[image: A screenshot of a computer

Description automatically generated with medium confidence]


Alternative Admin account is created as a failsafe, this will act as a way of having admin access to the network if something happens to the original admin account such as a forgotten password. 
Creating New user through New Object creation in the AD
· User Logon name: NWT-EB
· [image: Graphical user interface, text, application
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Description automatically generated with medium confidence]Secure user password set: No5sP@ssw0rd

In order to make this failsafe account Admin capabilities it is added to the Domain Admin Group through Domain Admin Properties. 

[image: A computer screen capture

Description automatically generated with medium confidence]


[image: Graphical user interface, text, application

Description automatically generated]‘NWT-EB’ or the name Ellis Bennett has been added as a domain account in nosstask.msft. ‘Ellis Bennett’ is now a member of Domain admins. 
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[bookmark: _Toc97649916]Objects Attitudes of Interest
A User with restricted permissions will be created.
Account Properties
1- Name: ‘NWT-TJ’ or ‘Thomas Jones’
2- Logon hours are permitted from 10am on Mondays till 3PM on a Thursday.
3- Restricted user from the ability to change password.
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[bookmark: _Toc97649917]Adjoining the domain and user logins test
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A new computer account is created in the active directory named Client1 in preparation of the connection with Client1 machine. 
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The preferred DNS server is set to 192.168.1.1 as this is the server1 PrivateNet1 IP Address.
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Adding Client1 to the nosstask.msft domain
[image: Graphical user interface, application, Word

Description automatically generated]
Administrator account used in order join Client1 to nosstask.msft domain
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Through the domain The Ellis Bennett (NWT-EB) can access the workstation.
[image: Graphical user interface

Description automatically generated]
When trying to access the server1 with the restricted user account an error message occurs as this account is not permitted to acces this pc. The domain controller roll is the only role permitted to have access to this server meaning that only Domain Admin Users can access it.
[bookmark: _Hlk97282350][bookmark: _Toc97649918]i)
 Hypervisor are the programs that manage virtualization by creating, running and maintining Virtual Machines. The first type of Hypervisor is Type-1 (bare-metal) this type of hypervisor is loaded directly onto a physical server as appose to a Type-2 Hypervisor which is loaded in a pre existing operating system [1]. The Type-1 hypervisor are loaded directly onto the host machines hardware meaning that they are not contained by any other operating systems, this alows it to control the hardware directly and manage guest OS. Type 2 hypervisors on the otherhand are loaded through the host machines pre existing OS which means that host machines OS needs manage memory, storage, network resources and communication to the GPU [2]. Due to the isolation of type-1 hyperisors as they are not running on a pre-existing OS they are more secure from any threats as appose to type-2 which is less secure as any issues with the host client could affect any virtual machines running on it. Type-1 hypervisors are typically higher in performance and are more scalable than Type-2 due to the fact that type-2 is reliant on the underlying OS which also results in higher latency. Some examples of type-1 hypervisors are VMware and Microsoft Hyper-V, wheras type 2 hypervisors are done thropugh software such as Oracle Virtual Box or Microsoft Virtual PC.
[bookmark: _Toc97649919]ii)
The shift towards cloud computing has revolutionized the way in which networks can be managed as it gives the ability to access network resources quickly and on demand. Cloud computing has been seen as a way in which modern enterprises can use Hardware and software in order to scale Networks by hosting a portion or all its network resources in the cloud. Cloud computing allows enterprises to create in depth networks using cloud networking resources allowing the management of the network through software, virtual routers and other tools often provided via cloud computing vendors such as Amazon Web Services or IBM cloud. One of the key benefits of cloud computing the ability to Back-up and restore data from the cloud, this means that any lost data can be restored using the cloud. The use of cloud networking has also increased the collaborative possibilities in enterprises as users can easily access and share documents through shared storage methods, making it easily accessible allowing users to often connect to the cloud network anywhere provided they have an internet connection. This also means that networks are easily scalable as enterprises can rapidly deploy a larger scale network through vendors without having to install and configure network tools. Due to the rapid scalability this offers almost unlimited storage capability as the storage capacity can be updated almost instantly by contacting the vendors [3]. One downside to cloud computing is that can result in downtime as cloud providers will experience periods of downtime for maintenance or due to issues like power loss however this is expected less if a high-quality vendor is selected. 
[bookmark: _Toc97649920]iii)
DNS (Domain Name System) is essentially the system used for the translation from names to numbers between Humans and computers. DNS was developed in order to resolve domain names to IP address as the communication of devices is not done through names but through IP addresses. This removes the need for humans to memorize IP addresses in order to access domains.
The DNS works by checking its DNS cache which is a register of all URLs and matching IP address. When a URL is searched in the browser the request is sent to the DNS in order to find a matching IP address and if it the TTL (Time to live – this is how long a previously entered DNS is valid in the DNS records ) is valid it will return the correct IP address. The DNS which is often the client’s router will search other DNS servers on the internet for a domain with a matching IP address if the TTL is no longer valid and if it exists will return the IP address to the host clients DNS. The DNS then responds top the client PC with the domains IP address allowing the client to request data from the domain [4].

Requested domain
IP address is requested from the DNS,
Client PC
Router searches internet for domain IP address
Domain responds with IP address
Router returns valid IP address






Client DNS

The Active directory is used in order to organize the users, computers, devices and other network resources located on the network. However, computers communicate through Ip addresses and MAC addresses. In order to map the names to addresses the active directory uses DNS to convert the hostnames to addresses [5].  
[bookmark: _Toc97649921]IV
Hyper-V
Hyper-V is a type-1 Hypervisor which was created by Microsoft, this tool is used for the management of virtual machines. Hyper-V allows for the use of running a series of operating systems from a single physical server. Users can access several different machines in the same hardware. 
DHCP Server (Dynamic Host Configuration Protocol)
The DHCP server works by automatically assigning unique network configuration information to a host such as its IP address, subnet mask and default gateway. DHCP servers manage IP addresses and are often ran on routers in smaller networks but will have a dedicated server in an enterprise. If a computer does not have an address on a network the computer performs DHCPDiscover which request an IP address from the DHCP server. The DHCP server then responds with a DHCPOffer which is the server offering the IP address to the host machine looking for an address. A DHCPRequest is then made from the client to the server selecting the IP Address, finally a DHCPAck is sent back from the server to the client acknowledging its IP address selection.
[bookmark: _Toc97649922]V
Ping (Packet Internet or Inter-Network Groper)
A ping is a command that can be done through the Command prompt by typing ping then an IP address. This command is used in order to test the connectivity from one computer to another. Ping is done by sending Internet control message protocol echo request to the IP address and waits for a response. If the destination receives the echo request and an echo request is sent back, then the ping is successful, and the two machines can connect. If the ping times out, then the two machines are not connected.
Server Management
Server management is the means of managing the ongoing of hardware, software and resources on a server. The goal of server management is to optimize the use of the server by eliminating or reducing the amount of downtime that is experienced, produce a secure server and ensure that the servers are used for their required purpose. Virtual machines allow for the use of more machines with the use of less hardware however these are more difficult to oversee compared to physical severs so requires a higher level of management [6]. 
PAE/NX
By enabling PAE/NX in a virtual machine will enable the use of PAE (Physical Address Extension) and NX(NX processor bit) from the host machine to the virtual machine. PAE/NX allows for smaller bit processors to access more RAM helping to increase the speed and priority of some virtual machines. This allows for 32-BIT processors to access more than 4GB of RAM.

[bookmark: _Toc97649923]VI) Reflection
Part one of the worksheet required a Type 2 Hypervisor virtual network to be managed and built. This was achieved using Oracle Virtual box by creating two server machines and two client machines and connecting them via Virtual Network configurations. Critical Network services were installed onto the network by deploying a network directory service and the use of Active Directory to manage the network. The second part of the worksheet is observational tasks in which various observational points are made discussing important factors in which occurred through the first part of the worksheet. 
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