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[bookmark: _Toc197175077]Assessment Component 1
[bookmark: _Toc197175078]1.0 Presentation  	Comment by Lesley Grimbaldeston: A very good application of a range of basic methods, materials, tools and/or techniques.
	Comment by Lesley Grimbaldeston: Work is coherent, very fluent and is presented professionally. Can work effectively independently and/or as part of a team, with an excellent contribution to group activities. 

I created a presentation with the sole purpose of reflecting and introducing myself as an individual. I started the presentation by informing the listener of all the basics about me such as my name, age and where I grew up/have lived.
[image: ]
Figure 1
As seen in Figure 1, I wanted to try and capture a quick rendition of myself for the introduction, in doing so I have already showed the audience that I have opted for a more informal approach to better express myself.  
I then focused on my hobbies and interests, sticking to a more simplistic design that would effectively portray them how I wanted. I delved into my music taste, sports interests and what I do to express my creativity, also highlighting a few things in each category which I view as achievements. Figure 2
[image: ]
Figure 2
To properly introduce yourself you must also highlight your strengths and weaknesses, if these are not known then you might struggle improving yourself as a person. With the help of 16 Personalities (16Personalities, 2025), I was able to properly go over my strengths and weaknesses and also find ways I can Improve in each.
[image: ]
Figure 3
As an individual I want to learn more about myself and how I might go about tackling weaknesses or improving my strengths, in order to have a better visualization of me as a person. I used a few different resources in order to find out more about my personality type, learning type and job paths that would suit me. According to numerous websites my personality type is classed as “ISFP”.
[image: ]
Figure 4
The ISFP personality type, also known as the adventurer personality type, means the person categorized under this is artistic and open-minded when it comes to life, often using things such as clothes or hobbies to reflect themselves as individuals. In my presentation I summarized the answer I got and put all the key points about my personality type Figure 4. After reading through the whole section that was provided after I took the personality test, I saw close correlations in the writing to me as a person.    	Comment by Lesley Grimbaldeston: Sound evaluation of the underlying concepts and principles.  Can interpret qualitative and quantitative data accurately, using various online tests.

Conclusion/Overview:
Since I was going for more of an informal PowerPoint, I feel like I hit my own personal criteria for how it should look and the contents of the PowerPoint. However, there is quite a lot of free space in a few of the slides which I feel I could have utilized better. The main issue I came across was leaving it to the last minute, thus highlighting an issue with my time management. If I were to create it again, I would leave myself more time for each slide instead of rushing it all, this would allow me to take more time on the design as well leading to the PowerPoint looking better. A few key points that I picked up from creating this slideshow were my use of animations, transitions and style. I realized I use animations a lot to get a point out or reel the viewer in to my next slide or piece of information.  
[bookmark: _Toc197175079]2.0 Skills Evaluation  	Comment by Lesley Grimbaldeston: Sound evaluation of the underlying concepts and principles.  Can interpret qualitative and quantitative data accurately, using various online tests.

A variety of personal and academic skills are needed in order to succeed in a higher education environment. Some of these skills being effective communication, critical thinking, time management and independent learning (Cottrell, 2019). By focusing on your ability to manage deadlines, engage in reflective learning and analyze information it aids in not only achieving academic success but also reducing any stress that may be caused by a build up of unfinished work, procrastination or getting stuck on assignments. The ability to carry skills from one job to another really stand out to employers, they look for skills such as adaptability, technological literacy, teamwork/team management and problem-solving (Team, 2025). I conducted some self-evaluation exercises and found out that I come under the ISFP personality type, this means I have the introverted, observant, feeling and prospecting traits. These traits align with my career suggestions which were computing, creative media and data analyst, I got these results using the 16Personalities personality test and the National Careers service assessment. I also did my own at home research in order to find my strengths and weaknesses, I used journaling to help me find out more about myself. During this exercise I discovered the following:
Strengths:
· Communication and relationship building 
· Working within a team whilst also meeting the needs of my teammates
· Passionate about my work and my future
Weaknesses:
· Consistency 
· Managing my academic and social life
· Speaking/expressing my opinion in front of a group of people I am not familiar with 
Comparing these journaled findings to my initial findings in the PowerPoint presentation and the assessments and tests, it highlighted many areas of improvement such as planning and structure, while also revealing my preference for working with a team of individuals I have a strong relationship with. During this exercise it has taught me the importance of balancing my personal and academic life to reduce stress levels whilst also helping develop my adaptability and consistency of work abilities.   	Comment by Lesley Grimbaldeston: Very good evidence of different approaches to problem-solving in particular contexts and proposes appropriate solutions.




[bookmark: _Toc197175080]3.0 Action Plans
As well as honing certain skillsets to achieve success in both my academic and personal life, I must also be able to set clear goals both long-term and short-term, along with structured plans to help achieve these goals. 
[bookmark: _Toc197175081]3.1 Short-term Goals
My short-term goals include effectively managing my academic and social life to make sure deadlines are met consistently, working on my technical problem-solving skills and working towards being able to present my work in front of a group of people not well known to me with confidence.
[bookmark: _Toc197175082]3.2 Long-term Goals
My long-term goals include graduating from my 2-year HNC course and securing a spot in Cardiff university studying Computer Science. I also wish to aim for having at least a year’s worth of work experience in the IT business, whether that be through an apprenticeship or job-role. 
Below I have created S.M.A.R.T action plans targeting the four key areas of improvement I wish to work on: Time Management, public speaking, technical problem solving and emotional intelligence. I will use these plans as a guide to help me improve my academic work and professional standing.  	Comment by Lesley Grimbaldeston: Demonstrates excellent skills for employment requiring the exercise of some personal responsibility with an appetite for further development.
[bookmark: _Toc197175083]3.4 S.M.A.R.T Action Plans
	Skill
	Goal
	Actions
	Deadline
	Measurement

	Time Management
	Set a minimum of 10 hours revision over 2 weeks for the upcoming exam.
	Follow the Pomodoro study technique to help keep my attention while working, utilize a digital planner such as google calendar.
	Monday 12th May
	Track how many hours are done per week, checking 10-hour goal is hit.

	Public Speaking
	Aim to speak in front of a group of at least 6 individuals within a work-based meeting.
	Raise a point in monthly work meetings that I feel need to be addressed.
	End of employment with McDonalds
	Ask peers for feedback and keep a list of the points made.

	Technical problem solving
	Aim to solve a minimum of 10 problems on LeetCode within 8 weeks.
	Create an account with LeetCode and solve a variety of easy-hard problems.
	8 weeks from start date
	Mark down each problem solved (goal 10), gather feedback from tutors/peers.

	Emotional intelligence
	Journal weekly to help improve self-awareness and confidence.
	Keep a weekly written journal, reflect on interactions and my emotions throughout the day.
	Until the start of next College year
	Check journal weekly for consistency and gather feedback from friends or peers on improved confidence or self-awareness.



	Comment by Lesley Grimbaldeston: Very good evidence of different approaches to problem-solving in particular contexts and proposes appropriate solutions.














[bookmark: _Toc197175084]4.0 Application, Time Management and self-organization
In order to enhance my productivity, reduce stress levels and improve my organization, I have begun utilizing a combination of digital tools and personal strategies. The first step I have taken is going to sleep earlier and waking up earlier, sticking to 8 hours sleep consistently throughout the week, this helps me get more done in the day whilst also keeping my energy levels up and not getting drowsy. One of the most effective steps I have taken is the use of Google Calendar (See Figure 5: Weekly Calendar view) to plan my weekly schedule, this means including any assignment deadlines, study hours, personal commitments and free time. 
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Figure 5
I have also started using Microsoft To Do (See Figure 6: Microsoft To Do task board) to help in breaking larger projects into a smaller and manageable size, outline any breaks I have coming up and revision I need to get done. Using management apps such as Microsoft To Do, it allows me to stay focused and avoid last minute pressure thus relieving any stress build up that may occur.
[image: A screenshot of a computer
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Figure 6
[bookmark: _Toc197175085]5.0 Conclusion and Evaluation
During my time studying various topics in the Academic and Employability Skills module, it has allowed me to understand the essential competencies required to achieve success in both higher education and  the workplace in a much deeper manner. Some key findings from my research include the importance of adaptability, time management, independent learning, effective communication and consistency. Conducting self-evaluation exercises which allowed me to identify my strengths in teamwork and relationship building, and also revealing areas for improvement in consistency, emotional intelligence and balancing academic and social life. It has also allowed me to utilize the S.M.A.R.T action plans I developed to act as a roadmap for my own development from an academic and personal standpoint. Studying this module has not only helped me become more organized and work on reducing my stress levels but also helped me build a professional mindset. Some of my areas of interest for further study include delving into leadership skills, I feel this will give me a stronger chance with careers such as technical project management and engineering manager. Also exploring digital tools for productivity and focusing on best practices for time management, as all of these are a valuable asset to hold in both an academic and professional setting. I will continue to pursue self-assessment practices and journaling practices to further push my personal development journey even while out of education.   	Comment by Lesley Grimbaldeston: Demonstrates excellent skills for employment requiring the exercise of some personal responsibility with an appetite for further development.

[bookmark: _Toc197175086]Assessment Component 2
1.0 [bookmark: _Toc197175087]Looking after your data 	Comment by Lesley Grimbaldeston: Demonstrates excellent skills for employment requiring the exercise of some personal responsibility with an appetite for further development.
When working with important files and data it is essential to ensure that it is all backed up in case of accidents, theft, cyber threats or hardware failure. By using a backup strategy such as, the 3-2-1 method (Magnusson, 2018), it will help offer a strong level of protection by ensuring redundancy and geographic separation.
[bookmark: _Toc197175088]1.1 3-2-1 Backup Strategy
The 3-2-1 strategy consists of 3 total copies of your data, the original file and two backups. On top of that, 2 different mediums for storage will be used along with 1 offsite storage method. 
1. For the first copy (original file) we will keep this locally stored on our main device, a computer, for example. 
2. The second copy will then be stored on an external hard drive or USB flash drive, which provides a fast recovery option if the computer fails. Then if we implement an incremental backup to be done every week it will help save space whilst also keeping the data up to date and scalable, ideal for students working on projects and media files. A full backup is to be done every month as well.
3. The third copy can then be stored on a reliable cloud service such as OneDrive, which protects the data from physical loss. You can then set up automatic syncing to ensure continuous backups whilst you work, I recommend enabling version history as well to recover older versions of the file if needed.  	Comment by Lesley Grimbaldeston: Very good evidence of different approaches to problem-solving in particular contexts and proposes appropriate solutions.

By following this method, it ensures that any assignment work or research is protected from corruption or loss, as if two copies fail there is always a third. Other files/data such as CV’s, financial files and notes are also kept safe, all of which are of high priority when in university. 
	Step
	Action
	Tools required

	1
	Determine critical data
	Computer

	2
	Save data into clearly named folders onto personal device
	Computer

	3
	Copy folders onto USB/External Hard Drive
	USB or external HDD

	4
	Set up incremental backup to be done once a week, replace one with a full backup to be done every month
	File history (windows), Time Machine (Mac)

	5
	Set up a cloud service of your choice and enable auto-sync for important folders only (Help save space)
	Google drive, One drive

	6
	Run a test by restoring a file from both backups
	

	7
	Do regular checkups on both backups to ensure everything is working
	



[bookmark: _Toc197175089]2.0 Disaster recovery
Disasters happen in organizations and businesses all the time, some worse than others but there should always be a backup or way to reverse the damage done, this is where disaster recovery plans come into play. A solid disaster recovery and backup plan mitigates any damage that may have been caused, this is done by ensuring critical functions can be resumed thus minimizing the downtime and data loss of the system. Without a DR (Disaster Recovery) plan in place it can cause unneeded purchasing of replacement hardware at inflated prices due to urgency, extra overtime pay to employees and the hiring of emergency IT consultants to restore operations in an organization (solutions, 2025). Below I will talk about disaster scenarios that can happen to anyone, assess their impact and outline a recovery strategy.  
[bookmark: _Toc197175090]2.1 Ransomware Attack
· Description:
An organization’s critical files are encrypted by malicious software, ransom is then demanded in order to restore access to said files.
· Real world example:
WannaCry ransomware crypto worm (2017), estimated to have affected over 300,000 computers across 150 countries, causing hundreds of millions to billions worth of damage (contributors, 2025).
· Impact:
Operations would come to a halt due to critical files or entire systems becoming inaccessible. This would cause a loss of trust from customers for an organization or missed deadlines if it were to happen to a university student.
· Backup Strategy Response:
The local copy of the data has been encrypted thus rendering it unusable, the external copy stored on a hard drive may have also been encrypted as well if connected to the device at the time. The offsite copy will still be intact and if not, the latest backup that has not been infected can be accessed due to the continuous syncing being performed while you work.  
· Recovery Process:
1. Start by identifying where the ransomware is and isolate the infected files/data in order to stop the spread.
2. DO NOT pay the amount that is being demanded but instead completely wipe the affected system.
3. Reinstall the OS but stay disconnected from any networks.
4. Find a clean backup off the cloud that was made before the attack and restore data from said backup, make sure to verify the integrity before restoring. Integrity can be checked by generating a new cryptographic hash after copying or downloading the backup, then compare it to the original.
5. Then conduct a test on the system and data to make sure it is malware-free and operational, after this is done, you can then reconnect to the network.  










Ransomware attack Recovery Process Flowchart:
[image: A diagram of a system
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[bookmark: _Toc197175091]


2.2 Human Error
· Description:
Probably the most common out of all the scenarios, human error refers to issues such as accidental deletion of files or incorrect system commands. For this scenario, you brother was going through your device and noticed your storage was getting full and saw a folder named “Old stuff” was taking up a lot of space, so he decided to delete it and then empty the recycle bin to free up more disk space. That folder contained important tax documents and family photos.
· Impact:
This can result in partial or full data loss, failure of the system, security breaches and loss in money due to hardware being replaced or purchased data being deleted. In this case the local copy was deleted.
· Backup Strategy Response:
Luckily you decided to backup that folder up onto a USB and the cloud, the USB has the most recent backup version on it thanks to the incremental backups done weekly, this also goes for the cloud copy and the automatic syncing. 
· Recovery Process:
1. Start by identifying the scope of the error, to find out whether it was just that one file he deleted.
2. Use backups to restore the data affected by the error.
3. If any other users do have access to the data, educate them on the matter to avoid recurrence (In this situation the brother).  





Human error Recovery Process Flowchart:
[image: A diagram of a computer program
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2.3 Natural Disaster 
· Description:
An environmental event that causes the damage of or destruction of infrastructure. These could be events such as tsunamis, earthquakes, wildfires or hurricanes. In this scenario, a pipe bursts near your device and causes water to get onto it as well as your external hard drive, rendering them both useless.
· Real-world example:
Hurricane Katrina (2005), this devastating historic event resulted in the loss of many business data centers and the disruption of satellite communications due to the destruction of on ground communication channels in the vicinity. This event caused many IT based businesses to become less dependent on physical locations, thus utilizing the cloud much more.
· Impact:
This has led to both your device and hard drive being destroyed, destroying both the local and external copy. 
· Backup Strategy Response:
The cloud backup made will be your only hope, the automatic syncing has left you with the most recent copies of your data that was lost.
· Recovery Process:
1. Acquire new devices to transfer the data to from the cloud backup, this could be a laptop with an external hard drive/USB drive for example. 
2. Restore the data to the new devices from cloud backup.
3. Set up incremental backups to be done weekly and a full backup to be done monthly.  







Natural Disaster Recovery Process Flowchart:
[image: A diagram of a backup system
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2.4 Hardware Failure
· Description:
The unexpected failure of your device, hard drives, USB drives or routers, this could be caused by things such as a power outage or an old piece of hardware coming to the end of its life. For this scenario, the devices RAM modules were faulty and caused a system crash whilst an application with critical data was open and being modified.
· Real-world example:
In 2019 amazon web services (AWS) US East-1 datacenter in north Virginia experienced a power failure, the backup generators attempted to resolve the issue but then proceeded to also fail. This outage affected websites and services such as SendHub, Styleseat, Fortnite and Reddit. Even after the power was restored, the damage to individuals who did not backup their data was already done, causing it to be unrecoverable.
· Impact:
The impact of this RAM failure has led to the file that was open being corrupted locally, thus leading to all the data being lost. 
· Backup Strategy Response:
The local copy that was stored has been lost, this leaves the external copy and offsite copy to still be intact.
· Recovery Process:
1. Start by replacing the failed hardware.
2. Once replaced, using one of your backups restore the data onto your local drive again.
3. Run a test to check for functionality. 








Hardware Failure Recovery Process Flowchart:
[image: A diagram of a computer hardware system
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[bookmark: _Toc197175094]2.5 Cyberattack or Data Breach
· Description:
A cyber-attack is when hackers or malicious attackers attempt to steal, damage or disrupt information systems, data or networks. A data breach happens when unauthorized personnel gain access to sensitive information such as credit card details or login credentials for example. For this scenario, you receive an email from google saying there is an issue with your google drive, this turns out to be a phishing email however you have already entered your login credentials.
· Impact:
An attacker now has your log in details and deletes your files that had university work in. The cloud copy is now gone.
· Backup Strategy Response:
Your local and external copies are still available and untouched.
· Recovery Process:
1. Log out all users from your google drive account and change the password.
2. Before creating another copy check to see if you are the only user.
3. Using either your local copy or external copy, restore backup onto the cloud.  












Cyberattack or Data Breach Recovery Process Flowchart:
[image: A diagram of a computer program
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[bookmark: _Toc197175095]2.6 Software Corruption or Failed Updates
· Description:
Software Corruption can occur due to a program or file becoming damaged causing instability or damage. This can happen cause of a number of reasons, power loss, malware, system operations conflicts or hardware issues. Failed updates can happen with software or the operating system itself, maybe it didn’t complete properly due to a power outage. For this scenario, your windows OS needs an update, during the update a power cut occurs causing the update to fail.
· Real-world example:
Windows 10 October 2018 update (Version 1809), also known as Redstone 5, this update was a major update to windows 10 but caused a lot of problems with users. After updating to this version users started experiencing the deletion of their personal files due to a serious bug. 
· Impact:
When your device comes back on you realize your folders are empty, these contained critical files. Your local copy is now lost and unrecoverable along with your external hard drive copy.
· Backup Strategy Response:
Your copies saved on the cloud are untouched and you are able to use to most recent backup to regain the lost data.
· Recovery Process:
1. Identify the severity of the damage by attempting a safe mode or recovery mode boot, if this fails use a bootable USB installer for your operating system.
2. Using the bootable USB installer, perform a clean reinstall of the operating system, while this is happening format only the OS drive not any external media.
3. Once your system regains functionality you can then log back in to your cloud service and download all the lost files back onto your computer and external drive.
4. Confirm the files are intact and set up your backups again on your local and external drive.  



Software Corruption or Failed Updates Recovery Process Flowchart:
[image: A diagram of a software system
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[bookmark: _Toc197175096]3.0 Evaluation
Overall, when applied to the various disaster scenarios demonstrated, the backup and recovery plans proved effective at protecting the data. 
For the ransomware attack scenario, the offsite backup allowed for full recovery of data as the local and external copies were both compromised. The recovery plan followed industry best practices by isolating the threat, avoiding the need to pay the ransom and restoring the data from a clean backup. The potential software used for the recovery process would be any form of anti-malware tool used to identify that the malware is gone.
The human error scenario highlighted the importance of keeping an external copy and cloud copy, also showing that incremental backups and automatic syncing is key for data resilience.
The natural disasters scenario proved that yet again that the cloud backup was the only viable solution, emphasizing the importance of keeping at least one offsite backup. A new device and external drive will have to be purchased in order to have a storage component to recover your data to.
The hardware failure scenario allowed for the external and offsite copy to be used to restore the data, however hardware replacement was needed.
The cyberattack/data breach scenario demonstrated good security awareness by involving quick revocation of access to the account and restoring the data through the two backups still left intact. Again, showing the importance of incremental backups also.
Finally, the software corruption/failed update scenario proved the cloud backup to be of importance again whilst also emphasizing the need for bootable recovery tools. The backup strategy proved that combining cloud storage with periodic incremental backups onto an external drive formed a robust defense strategy against data loss. 
[bookmark: _Toc197175097]4.0 Ransomware
Ransomware is known to be one of the most detrimental and financially damaging threats to a business and its data. The way ransomware works is through malicious software that encrypts whole systems or important files, these can only be decrypted until the ransomware has been paid off (Greinsmark, 2020). The payment that is demanded is usually asked to be paid for in cryptocurrency. In the scenarios described earlier, we can see that this attack caused an organization to have their critical data encrypted, thus leading to a halt in operations and a potential loss in both a financial and reputational sense. A recent real-world example of this kind of attack is the 2021 Colonial Pipeline ransomware attack, which involved a hacker group known as “Dark Side” encrypting the internal systems of the company causing a shutdown of the fuel pipeline. This led to widespread fuel shortages and caused the company to pay the $4.4 million ransom to the attackers, Colonial Pipeline did end up receiving a tool to help decrypt the system however it had a very long processing time to restore the system back (contributers, 2025). Another example from the same year as the last is the Kaseya supply chain attack, which affected around 1,000 businesses globally and over 1 million devices. The attacker demanded £70 million for a universal decryption key (Whitney, 2021). A few improvements could be made to our strategy, although the plan of maintaining local, external and cloud-based backups was essential, we could implement immutable backups and endpoint detection and response tools. This will help in identifying an attack before it happens thanks to the EDR tools whilst also stopping it from happening all together with the read-only copies.  
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