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Introduction

The labs given within this module is geared to assist you in carrying out penetration testing on systems. In a penetration test an Ethical Hacker attempts to break into a company’s network to find vulnerability or the weakest link in the network or the network system. They are also required to analyzes the company security policy and procedures and report any vulnerability to management.

An Ethical Hacker is a person who performs most of the same activities as a hacker but with the owner of the company’s permission.  The distinction is important and can mean the difference between being charged with a crime or not being charged.  Ethical Hackers are usually contracted to perform penetration tests or security tests.  After pre-engagement activities, penetration testers begin gathering information about their targets. Often all the information learned from a client is the list of IP addresses and/or web domains that are in scope. Penetration testers then learn as much about the client and their systems as possible, from searching for employees on social networking sites to scanning die perimeter for live systems and open ports.  Taking all the information gathered into account, penetration testers study the systems to find the best routes of attack. Tins is similar to what an attacker would door what an invading army would do when trying to breach the perimeter. Then penetration testers move into vulnerability analysis, the first phase where they are actively engaging the target.



Task 1:
Detecting Intrusions Using Snort.
Snort is an open-source network IDS/IPS

The goal of the Intrusion Detection Analyst is to find possible attacks against a network.  However, the overwhelming flow of events generated by IDS sensors makes it hard for security administrators to uncover hidden attack plans.


Lab Objectives
The objective of this lab is to have students learn about and understand IPSs and IDSs.

Getting started, you need:
To carry this out, you need:

· Install Snort 
· Configure and validate snort.conf file
· WinPcap drivers installed on host machine
· Notepad++ installed on host machine




Lab Tasks

1. Have Windows 7 or Windows server 2008 running in a virtual machine
2. To install Snort go the shared one drive or you may download the latest version from https://www.snort,org/downloads. Not if you decide to download the latest version, screenshots might differ.
3. Install the Snort_2_9_5_6 installer.exe file; follow the installation wizard.
4. If an Open file – Security warning pop-up window appears; click run
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Task 2: 
Detecting Malicious Network Traffic using HoneyBot

HoneyBot is a medium interaction honeypot for windows. A honeypot creates safe environment to capture and interact with unsolicited traffic on a network.  HoneyBOT is an easy to use solution that is ideal for network security research or as part of an early-warning IDS,


Lab Objectives
The objective of this lab is to help students learn to detect malicious traffic on a network by using HoneyBot.

Getting started, you need:
To carry this out, you need:

· Kali Linux running in a virtual machine
· HoneyBot; located on the shared one drive or you can download the latest version from http://www.atomonicsoftwaresolution.com. If you decide to use the latest version, screenshots might differ.




Lab Tasks

1. Launch the Kali Linux virtual machine before running this lab.
2. Install the HoneyBot
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5. Accept the License Agreement, and install Snort by selecting the default
options that appear step by step in the wizard.

 Snort 2.9.5.6 Setup

License Agreement
Please review the license terms before installing Snort 2.9.5.6.

Press Page Down to see the rest of the agreement.

e S LL=TITELETTEEETTEEEEEEEETEEEY
P
The text that follows is the GNU General Public License, Version 2 (GPL V2)

and governs your use, modification and/for distribution of SNORT.

Section 9 of the GPL V2 acknowledges that the Free Software Foundation may
publish revised andfor new versions of the GPL V2 from time to time. Section 9
further states that a licensee of a program subject to the GPL V2 could be

free to use any such revised and/or new versions under two different scenarios:

1. "Failure to Specify.” Section 9 qﬁhe GPL v2 allows a licensee ofa ;j

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Snort 2.9.5.6.

Nullsoft Install System v2,46

T

FIGURE 1.1: License Agreement
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6. A window appears after successful installation of Snort. Click Clese.

® Snort 2.9.5.6 Setup

MNullsoft Install System v2.,46

HGURE 1.2: $nort Setup completed
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7. Click OK to exit the Snort Installation window.

» Snort 2.9.5.6 Setup

Snort has successfully been installed.

Snort also requires WinPcap 4. 1.1 to be installed on this machine.
WinPcap can be downloaded from:
http: ffwww.winpcap.org/

It would also be wise to tighten the security on the Snort installation
directory to prevent any malicious modification of the Snort executable.

Next, you must manually edit the ‘snort.conf’ file to
specify proper paths to allow Snort to find the rules files
and dassification files.

FIGURE 1.3: Snort Successful Installation Window
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9.

10.

11.

12.

13.

14.

Snort requires WinPeap to be installed on your machine.
If you have already installed the application, skip to the next step.

By default, Snort installs itself in €aSnort (C:\ or D:\, depending on the
disk drive in which the OS is installed).

Navigate to the ete folder in the specified locaton, Z:\CEHv9 Module 16
Evading IDS, Firewalls and Honeypots\intrusion Detection
Tools\Snort\Snort Installer'snortrulesl\etc  of the Snort rules, copy
snort.conf, and paste it in C:\Snort\etc.

Snort.conf is already present in C:\Snortletc; replace it with the snortrules’
Snort.conf file.

Copy the so_rules folder from Z:CEHv9 Module 16 Evading IDS,
Firewalls and Honeypots\intrusion Detection Tools\Snort\Snort
Installer\snortrules, and paste it in C:\Snort.

Copy the preproc_rules folder from Z:ACEHv9 Module 16 Evading IDS,
Firewalls and Honeypots\intrusion Detection Tools\Snort\Snort
Installensnortrules, and paste it in C:\Snort. The preproc_rules folder is
already present in CaSnort; replace this folder with the preproc_rules folder
taken from snortrules.

. In the same way, copy the nules folder from Z:\\CEHv9 Module 16 Evading

IDS, Firewalls and Honeypots\intrusion Detection Tools\Snort\Snort
Installersnortrules, and paste it in C:\Snort. The rules folder is already
present in C:ASnort; replace it with the rules folder taken from Z:\CEHv9
Module 16 Evading IDS, Firewalls and Honeypots\intrusion Detection
Tools\Snort\Snort Installer\snortrules.
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16. Now navigate to C:\Snort, and right-click bin; click CmdHere from the
context menu to open it in a command prompt.

17. Type snort and press Enter.

U Administrator: C:\Windows \system32\cmd.exe - snort

C:\Snort\hin’snort
Running in packet dump mode

= Initializing Snoxr
Initializing Output Plugins!?
pcap DAQ configured to passive.
The DAQ version does not support reload.
Acquiring network traffic from “\Device\NPF_{3358AA1D-5082-485B-8F75-BDB8D5F2310
D>".
Decoding Ethernet

——== [nitialization Complete ==--
—%) Snort? (O
Uersion 2.9.5.6-WIN32 GRE (Build 208>
By Martin Roesch & The Snort Team: http://www.snort.org/snort/snort-t
Copyright <C> 1998-2013 Sourcefire, Inc., et al.
Using PCRE vercion: 8.10 2010-86-25
Using ZLIB version: 1.2.3

Commencing packet processing (pid=1532)

FIGURE
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18. The Initialization Complete message displays. Press Ctrd+C. Snort exits and
comes back to C:\Snort\bin.

19. Now type snort -W. This command lists your machine’s physical address, IP
, and Ethernet Drivers, but all are disabled by default.

addre

Snort exiting
C:N\Snort\bhin’snort —W

tom —%> Snort? {x—
LD Uersion 2.9.5.6-WIN32 GRE (Build 288>
1to raaa By Martin Roesch & The Snort Team: http://www.snort.org/snort/snort-t
zan
Copyright C(C> 1998-2013 Sourcefire. Inc.. et al.
Using PCRE version: 8.10 2010-06-25
Using ZLIB version: 1.2.3

Index Physical Address IP Address Device Name Description

1 00:00:00:00:00:00 D000: 0000 :fc80-0000:0000:0000:f95h:e5h4 \Device\
NPF_<3358AA1D-5082-485B-8F75-0DB8DSF2310D> Intel DC21140 PCI Fast Ethernet

Adapter
2 #P:00:00:00:00:00 9900 : P00 : f e :0AA: 0BV :BPAD: Bc 4f :00b2 \Device\

NPF_{71849606-30B5-4016-BA15-OEF4DS8EBD36 > MS Tunnel Interface Driver

Snort\bin> B

FIGURE 1.5: Snort -W Command
20. Observe your Ethemet Driver index number and write it down (in this lab,
itis 1).
21. To enable the Ethemet Driver, in the command prompt, type snort -dev -i
1 and press Enter.
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a rapid scroll text in the command prompt, which means that the
abled and working properly.

U Adnunistrator: C\Windows \system32 \cmd.exe - snort -dev -i L
NPF_<71849606-30B5-4816-BA15-VEF4D88EBD36) MS Tunnel Interface Driver
:+\Snorebinfsnore —dew i 1
Running in packet dump mode
——== [pitializing Sno»t
Initializing OQutput Plugins!?
pcap DAQ configured to passive.
The DAQ version does not support reload.
Acquiring network traffic from “\Device\NPF_<3358AA1D-5082-485B-8F75-BDB8D5F2319

DX,
Decoding Ethernet

——== [nitialization Complete ==—-

P —%> Snort? {x—
0" O™ Uersion 2.9.5.6-WIN32 GRE (Build 208>
By Martin Roesch & The Snort Team: http://wwu.snort.org/snort/snort-t
cam
Copyright CC> 1998-2013 Sourcefire. Inc.. et al.
Using PCRE version: 8.18 2810-86-25
Using ZLIB version: 1.2.3

Commencing packet processing (pid=152@)

HGURE 1.6: t —i 1 Command

23. Leave the Snort command prompt window open, and launch another

command prompt window.

24. In a new command prompt, type ping google.com and press Enter.
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T p— JE—TF

Microsoft Windows [Uersion 6.0.600811
Copyright (c?> 2006 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ping google.com

Pinging google.com [74.125.236.194] with 32 bytes of data:
Reply from 74.125.236.194: bytes=32 time=21ms TTL=54
Reply from 74.125.236.194: bytes=32 time=17ms TTL=54
Reply from 74.125.236.194: hytes=32 time=17ms ITL=54
Reply from 74.125.236.194: bytes=32 time=18ms TTL=54

Ping statistics for 74.125.236.194:

Packets: Sent = 4, Received = 4, Lost = @ (B2 loss),
Approximate round trip times in milli-seconds:

Minimum = 17ms. Maximum = 21ims. Average = 18ms

. 'This ping command triggers a Snort alert in the Snort command prompt

with rapid scrolling text.
U] Adnunistrator: C:\Windows \system32 \cmd.exe - snort -dev-i 1 _‘E
#1,87-22:35:03.989560 AA:15:5D:AB=AA:@5 -)> BA:15:5D:A8:AA:0B type : %800 len:ﬂx]S!‘

10.10.20.2:49163 -> 192.168.8.35:445 TCP TTL:128 T0S:@x@ ID:19731 IpLen:2@ DgnLe
n:4@8 DF

wunfixxnn Seq: OxF23FF?65 Ack: Bx448CD84A Win: Bx188 TcpLen: 20

R e o L T T T T T . L T T

A1 /87-22:35:083.989782 00:15:5D:A8:AA:05 -> BB:15:5D:A8:AN:0B type :0x800 len:0Bx36

10.10.20.2:49163 -> 192.168.0.35:445 TCP TTL:=128 T0S:0x@ ID:19732 Iplen:28 Dgnle
1:48 DF
weflaxsn Seq: OxF23FF765 Ack: Bx440CE966 Win: Bx180 Tcplen: 20

stststststatststststststatstatatatstatatatatatstatatatstatatatatatatatatat
91,07-22:35:03.989879 0A:15:5D:AB:AA:B5 -)> BA:15:5D:A8:AA:GB type:0x800 len:Bx36
10.10.20.2:49163 -> 192.168.0.35:445 TCP TTL:128 T0§:0x@ ID:19733 Iplen:20 DgnLe

n:48 DF
srnfisnn Seq: BxF23FP?265 Ack: Bx448CPF33C Win: Bx188 Tcplen: 28
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26. Close both command prompt windows. The verificaton of Snort
installation and triggering alert is complete, and Snort is working correctly in
verbose mode.

27. Configure the snort.conf file, located at C:\Snort\etc.
28. Open the snort.conf file with Notepad++.

29. The snort.conf file opens in Notepad++, as shown in the screenshot.

HEB 5,3 dMRDe %t RE%1[EFAEHIERE G|

For more information visit us at:
hoep://www. snore.ox Snorc Website
hoep://vre-bloa.snorz.ora/  SPMISSEARS VRT Rasg

Masling list Cont snort-gizallists. 2oussaissas . net

False Fositive reports:  £nlaansssfiss-Gon
Sneort bugs: bugs@snort.gsg

Compatible with Snort Versicns:
VERSIONS : 2.9.5.6

Snort build options:
OPTIONS : --enable-gzs --emable-gpla --emable-jazgerkased --emable-ppm --enable-perfnrafiling --enable-;

Additional informavion:

Tis icn file enables active response, T rum sSmort in
Test mo you are required to supply an interface -3 <interface>
or test mode will fail to fully validate the configuration and

RSN RRRRRRRNRIRIININNSY
# This file contains a sample snort configuration.
# You should take the following steps TO Create your Own custom configuraticn:

*
# 1) Set the network variables.
# 2) Configure the decoder

FIGURE 1.9: Snort.conf File in Notepad++
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30. Scroll down to the Step #1: Set the network variables scction (Line 41) of
snort.conf file. In the HOME_NET line (Line 45), replace any with the 1P
addresses of the machine (target machine) on which Snort is running. Here,
the target machine is windows server 2008, and the IP address is 10.0.0.3.

Note: This IP address may vary in your lab environment.

T T e T T T
BB o R dMmBm(2C ng|tR3EH1FOENENE G|

e eIttt
$ Step £1: Set the network variables. For more information, see README.variables
T

+ Sepup the network addresses you are protecting

2pyar HOME NET

# Sec up the external necwork addresses. Leave as "any" in most situations
ipyar EXTERNAL NET any

# Lisc of DNS servers on your network
ARVS: DNS_SERVERS $HOME NET

# List of SMTF servers on your network
ARYa: SMTP_SERVERS SHOME NET

FIGURE 1.10: Configuring Snort.conf File in Notepad-++
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31. Leave the EXTERNAL_NET any line as it is.

32. If you have a DNS Server, then make changes in the DNS_SERVERS line by
replacing SHOME_NET with your DNS Server IP address; otherwise, leave
this line as it is.

\Snort \etc\snort.conf - Notepad++ [Administrator]

EEEEEEEEIIEEIRIERRELERIIIEIIIIIIRRELLILILIIILNS
# Step #1: Sec the network variables. For more information, see README.variables
SEEEEEEEEEEEEEEEEEEEEEEEEERIEEIRREREEEEEEEEES

# Sezup the network addresses you are protecting
HOME_NET 10.10.20.2

up the external network addresses. Leave as "any" in most situations
ipvar EXTERNAL NET any

# List of DNS servers on your network

apvax DNs_SERVERS[E.5.8.3]

# List of SMIP servers on your network
ipvar SMTP_SERVERS SHOME_NET

# List of web servers on your network
ipyar HTTP_SERVERS SHOME NET

FIGURE 1.11: Configuring Snort.conf File in Not ++

33. The same applies to SMIP_SERVERS, HTIP_SERVERS,
SQL_SERVERS, TELNET_SERVERS, and SSH_SERVERS.

34. Remember that if you don’t have any servers running on your machine,
leave the line as it is. DO NOT make any changes in that line.

35. Scroll down to RULE_PATH (Line 104). In Line 104 replace ./rules with
C:\Snortirules, in Line 105 ./so_rules replace with C:\Snortiso_rules, and in
Line 106 replace .J/preproc_rules with C:\Snort\preproc_rules.
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HEEB LS| FMD|e|nR|t:BE(HI1[EIELH ED B &2

to your rules files (cthis can be a relative path)
Note for Windows users: You are advised to make this an absolute path,
such as: c:\snort\rules
¥&x RULE_PATH C:\Snort\rules
Y85 SO_RULE_PATH C:\Snort\so_rules
yax PREPROC_RULE_PATH C:\Snort\preproc_rules

o o
oo ®3nmafe P

If you are using reputation praprocessor set thesa
Currently thers is a bug with relative pashs, they ars relative to where smors is
# not rslative to snort.gonf liks the above varizblas
# This is completely inconsistent with how other yars work, BUG 89986
% Set the absclute path appropriately
¥ax WHITE_LIST_PATH ../rules
yay BLACK LIST_PATH ../rules

0
0
0
0

R e e e e S ]
# Step #2: Configure the decoder. For more information, see README.decode
FEFFEIFFINIIFNIFFFIINIAFIARIINNNAN AR08y

£ Stop generic decode events:
config disable decode_alerts

FIGURE 1.12: Configuring Snort.conf File in Notepad++
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36. In Lines 109 and 110, replace ./rules with C:\Snortirules.

| C:\Snort\etc\snort.conf - Notepad++ [Administrator]
Edt Search View Encoding Language Settings Macro Run Plugins Window ?
HHE 5 B sHRoe (ARt EE%1ERENIDEDEB 5|

# other variables, these should not be modified
3Ryax AIM_SERVERS [64.12.24.0/23,64.12.28.0/23,64.12.161.0/24,64.12.163.0/24,64.12.200.0/

# Path to your rules files (this can be 2 relative path)
# Note for Windows users: You are advised to make this an absclute path,
# such <

¥ax RULE_PATH

¥ax SO_RULE_PATH C:\Snort\so_rules

¥as PREPROC_RULE_PATH C:\Snort\preproc_rules

# If you are using reputation preprocessor set these
¥ax WHITE_LIST_PA C:\rules
¥az BLACK LIST PATH C:\kules

FIGURE 1.13: Configuring Snort.conf File in Notepad++

37. Navigate to C:Snortirules, and create two text files; name them white_list
and black_list and change their file extensions from .txt to .rules.

38. While changing the extension, if any pop-up appears, click Yes.

39. Switch back to Notepad ++, scroll down to Step #4: Configure dynamic
loaded libraries section (Line 238). Configure dynamic loaded libraries in
this secdon.

40. At path to dynamic preprocessor libraries (Line 243), replace
lusrllocalllib/snort_dynamicpreprocessor/ with your dynamic preprocessor
libraries folder location.

41. In this lab, dynamic preprocessor libraries are located at
C:\Snortllib'snort_dynamicpreprocessor.
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42. At path to base preprocessor (or dynamic) engine (Line 246); replace
lusrllocalllib/snort_dynamicenginellibsf engine.so  with your base
preprocessor engine C:\Snortllib'snort_dynamicengine\sf_engine.dll.

43. Comment (#) the dynamic rules libraries line as you already configured the
libraries in dynamic preprocessor libraries (Line 249).

Edit Search View Encoding Language Settings Macro Run Plugns Window ?

cHHEB 2 B MD|Se |kt BB

snort.conf
oo
$ Step #4: Configure dynamic loaded 11
$ For more information, see Snort Manual, Configuring Snort - Dynamic Modules
T T e e T T ]

DEHE DB =

es.

DO S B

$ path to dynamic preprocesscr libraries
dynamicpreprocessor directory C:\Snort\lib\snort dynamicpreprocessor |

12

22 % path te base preprocsssor engine

2 dypamicsngans C:\Snort\lib\snort_dynamicengine\sf_sngine.dll |
2

22 % path to dynamic rules libraries

Be erecrion directory /wsx/local/lib/snort_dynamicrules

FIGURE 1.14: Configaring Snort.conf File in Notepad++
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44. Scroll down to Step #5: Configure Preprocessors scction (Line 252), the
listed preprocessor. Do nothing in IDS mode, but generate errors at
runtime.

45. Comment all the preprocessors listed in this section by adding # before each
preprocessor rule (261-265).

sﬁtmmmﬁwqag;m'mmnwv«m;
cHHE LB smD( e (ak|t B3 [FEENICER® A=

snort.conf

i)

Step #5: Configure preprocessors

For more information, see the Snort Manual, Configuring Snort - Preprocessors
SREEESIIESSEASSEAR 0000000000000 000R0000888088

-

GTP Contrel Ghannls Praprocessor. For more information, see README.GTE
preprocessor ggp: ports { 2123 3386 2152 }

"

Inling packet normalization. For more information, see README.normalize
Does nothing in IDS mode

[preprocessor normalize_ip¢

preprocessor normalize_tcp: iRg GR stream

preprocessor normalize_icmpd

preprocessor normalize_ipé

preprocessor normalize_icmpé

[ORRTRRTRRTITY R

FIGURE 1.15: Configaring Snort.conf File in Notepad++

46. Scroll down to Step #6: Configure output plugins (Line 510). In this step,
provide the location of the classification.config and reference.config files.

47. These two files are in C:\Snort\ete. Provide this location of files in configure
output plugins (in Lines 529 and 530) i.c., C:\Snort\etc\classification.config
and C:\Snort\etc\reference.config
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_conf - Notepad++ [Administrator]
Edit Search View Encoding Language Settings Macro Run Plugins Window ?

HEHE 5 B 4BD| e Mkt B3R (%1 ERERN | EB B G|

it it i E]
# Step #6: Configure output RIRGInS
¢ For more information, see Snort Manual, Configuring Snort - Output Modules

e i e e e e

unified2
Recommended for most installs
output unified2: f£ilename merged.log, limit 128, pRskamR, mpls_event_types, vlan_event_

Additional configuration T specific types of installs
cutput alert_unified2: filepame snort.alert, limit 128, RQIRANR
output log_unified2: £ilename snort.log, limit 128, postame

EREaEES
output alert_syslog: LOG_AUTH LOG_ALERT

RRaR
cutput log_tcpdump: LGRAWER-109

meradats reference data. do not modify these lines
include C:\Snort\ggg\classifidaction.genfiq
include C:\Snort\ggg\reference.gonfig

FIGURE 1.16: Configuring Snort.conf File in Notepad++
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48. In this step #6,add the line (331) output alert_fast: alerts.ids, for Snort to
dump all logs in the alerts.ids file.

output unified2: filename merged.log, limit 128, jRgSamR, Wpls_event_types, vlan_event_

oo
Y

-

Additional configuration for specific types of installs
cutput alert_unified2: f£ilspame snort.alert, limit 128, DQSRamR
output log_unified2: £iiename Snort.log, limit 128, BRARANR

(L)

¢ oo

suaies
cutput aler:_syslog: LOG_AUTH LOG_ALERT

¥ RReR
output log_tepdump: gepdump.log

Joa0a0NPOWL®

G oo o

(]

ol wlw N~

menadana reference data. do not modify these lines
include C:\Snort\ggg\classificacion.gonfig

include C:\Snorc\ggc\reference.gonfig

cutput alerc_fasc: alercs.ids

FIGURE 1.17: Configuring Snort.conf File in Notepad++

49. In the snort.conf file, find and replace the ipvar string with var. To do this,
press Ctri+h on keyboard. The Replace window appears, enter ipvar in the
Find what : text field, enter var in the Replace with : text field and click
Replace All

30. By default, the string is ipvar, which is not recognized by Snort, so replace it
with the var string, and then close the window.

Note: Snort now supports multiple configuratons based on VLAN 1d or IP
subnet within a single instance of Snort. This allows administrators to specify
multiple snort configuraton files and bind each configuraton to one or more
VLANs or subnets rather than running one Snort for each configuration
required.
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Replace

Find  Replace | Findin Fies | Merk |

Endhhat:l@ vI

™ Match whole word only
[ Match case
M Wrap around

Search Mode
@ Normal
€ Extended (0, ¥, \t, \0, x...)

¢~ Regular expression [~ . matches newline

HGURE 1.18: Replacing ipvar with var
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51. Click Close to close the Replace window.
52. Go to the lines 502-507 and remove backslash at the end of each line.

C:\Snort\etc\snort.conf - Notepad++ [Administrator]

Edit Search View Encoding Language Settings Maco Run Plugins Window ?

HEHB o B|4mD(oc|an|t:ER2(%1[ERED|@EDH 4=

[y
0 ©
0 ©

preprocessor dnp3: ports { 20000 } \

XEmGAD 262144 \
check_crc

v
olo o

# Reputation preprocessor. For more information see README.reputation
preprocessor reputation: |

zemeaR 500,

priority yhitelist,

nested ip inner,

whikeliss SWHITE LIST_PATH/white list.rules,

blacklist $BLACK_LIST_PATH/black_list.rules

2

0
1
3
04
0s
6
7
9

FEESRIRIRIRIRRNRNRIRIRIRIFRIIIRARAAA 88

# Step #6: Configure output RIRGINS

# For more information, see Snmort Manual, Configuring Snor:t - Output Modules
R e e e L et

# unified2
# Recommended for most installs

# cutput unified2: £ilename merged.log, limit 128, pRSRANR, mPls_event_types, vlan_event_

# Additional configuration for specific types of installs

FIGURE 1.19: Configuring Snort.conf File in Notepad++

53. Comment the lines 501-507, as shown in the screenshot:
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¥ *C\Snort\etc\snort.conf - Notepad ++ [Administrator]
Etmmmmmmwm:
HEHB s R sEBD|DC Mkt RE|%1[EREDIEER B 4|3

preprocessor dnp3: ports { 20000 } \

memeaR 262144 \
check_crc

leputation preprocessor. For more information see README.reputation
reprocessor reputation:

nemsaR 500,

priority whikelisk.

nested_ip inner,

whiselisk SWHITE_LIST_PATH/white_list.rules,

blacklist $BLACK_LIST_PATH/black_list.rules

]
Fl
%

"

BRRRRERRRRRRRRRRRRRRRRRRRRR2 2828282882
# Step #6: Configure ocutput RANGARS
# For more information, see Snort Manual, Configuring Snort - Output Modules

FIGURE 1.20: Configuring Snort.conf File in Notepad++

34. Save the snort.conf file.

35. Before running Snort, you need to enable detection rules in the Snort rules
file. For this lab, we have enabled ICMP rule so that Snort can detect any
host discovery ping probes to the system running Snort.

56. Navigate to C:Snortirules and open the iemp-info.rules file with Notepad
++,




image23.tmp
57. Type alert icmp SEXTERNAL_NET any -> SHOME_NET 10.0.0.3
(msg:"ICMP-INFO PING"; icode:0; itype:8; reference:arachnids,135;
reference:cve,1999-0265; classtype:bad-unknown; sid:472; rev:7;) in line
21, and save it.

Note: The IP address (10.0.0.3) mentioned in SHOME_NET may vary in your
lab environment.

m “H”Wl Vindow ?
HEE o B MDD Mg+t T3 H1[FREHIEDE L[

2.0), and (11) rule
the "GPL Rules") th;

L Rules wers crescted
d by SRuzesfizs are

and their respective cop

are VRT Certified Rules or GFL Rules, please refer
Agreement (v2.0).

alerc joup SEXTERNAL NET any -> SHOME NET 10.0.0.3 (maq:"ICMP-INFO PING®; icode:0; imyme

FIGURE 1.21: Configuring icmp-info.rules File in Notepad++

38. Now, navigate to C:\Snort and right-click folder bin, select CmdHere from
the context menu to open itin the command prompt.
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39. Type snort -iX -A console -c C:\Snortletc\snort.conf - C:\Snortllog -K
ascii and press Enter to start Snort (replace X with your device index
number; in this lab: Xis 1).

>i\Snort\bin>snort —il —-A console —¢ G:\Snort\etc\snort.conf -1 G:\Snort\log -
ascii

FIGURE 1.22: Command to activate Snort and save the sto

60. If you receive a fatal error, you should first verify that you have typed all
modifications correctly into the snort.conf file, and then search through the
file for entries matching your fatal error message.

61. If you receive an error stating “Could not create the registry key,” then
run the command prompt as an Administrator.

62. Snort starts running in IDS mode. It first initializes output plug-ins,
preprocessors, plug-ins, load dynamic preprocessors libraries, rule chains of
Snort, and then logs all signatures.
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63. If you enter all the command information correctly, you receive a comment
stating Commencing packet processing <pid=xxxx> (the value of xxxx
may be any number; in this lab, it is 1312), as shown in the screenshot:

=
Version 2.9.5.6-WIN32 GRE <{Build 208>
By Martin Roesch & The Snort Team: http://www.snort.org/snort/snort-t

Gopyright <C> 1998-2813 Sourcefire. Inc., et al.
Using PCRE version: 8.10 20108-86-25
Using ZLIB version: 1.2.3

Rules Engine: SF_SNORT_DETECTION_ENGINE Uersion 2.1 <Build 1>
Preprocessor Object: SF_SSLPP Uersion 1.1 <Build 4>
Preproce r Object: SP_SSH Uersion 1.1 <Build 3>

Preprocessor Object: SF_SMTP Ve on 1.1 <Build 9>
Preprocessor Object: SF_SIP Uersion 1.1 <(Build 1>
Preprocessor Object: SF_SDF Version 1.1 <Build 1>
Preprocessor Object: SF_REPUTATION Uersion 1.1 <Build 1>
Preproce r Object: SF_POP Uersion 1.8 <Build 1>
Preprocessor Object: SF_MODBUS VUersion 1.1 <Build 1>
Preprocessor IMAP VUewsion 1.8 <Build 1>

Pre cesso SF_GIP Version 1.1 <Build 1>
Preprocessor j SF_FTPTELNET Uersion 1.2 <Build 13>
Preproce r j SF_DNS Uersion 1.1 <Build 4>
Preprocessor j SF_DNP3 Uersion 1.1 <Build 1>
Preproce r Obiect F_DCERPC2 Uersion 1.8 <Build 3>

Commencing packet pr sing (pid=1312>

HGURE 1.23: Initializing Snort Rule Chains Window

64. After initalizing interface and logged signatures, Snort starts and waits for
an attack and trigger alert when attacks occur on the machine.

65. Leave the Snort command prompt running.
66. Attack your own machine, and check whether Snort detects it or not.

67. Taunch vour Windows 2012 Server Landing Zone Machine (Attacker
Machine).

68. Open the command prompt and issue the command ping 10.0.0.3 -t from
the Attacker Machine.
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Note: 10.0.0.3 is the IP address of the attacker machine. ’
differ in your lab environment.

=
Microsoft Windows [Uersion 6.3.96001
(c) 2013 Microsoft Corporation. All rights reserved.

C:\Users\Administratorping 10.0.0.3 -t

Pinging 10.8.8.3 with 32 bytes of data:
Reply from 18.8.0.3: bytes=32 time<ims
Reply from 18.8.8.3: bytes=32 time<ims
Reply from 18.8.0.3: bytes=32 time=-ims TTL=128





image27.tmp
(9. Switch back to Windows S

alarm, as shown in the screenshot:

U Administrator: C:\Windows \system32\cmd.exe

#4/11-12:53:23.734357  [»=] [
tially Bad Traffic] [Priority
P4/11-12:53:24.738178  [»=] [
tially Bad Traffic] [Priority
#4/11-12:53:25.742003  [»=] [
tially Bad Trafficl [Priority
#4/11-12:53:26.745117  [»=] [
tially Bad Traffic] [Priority
P#4,11-12:53:27.748310  [»=]1 [
tially Bad Trafficl [Priority
P4/11-12:53:28.751743 [»=] [
tially Bad Trafficl [Priority
#4/11-12:53:29.754438  [»x=]1 [
tially Bad Irafficl] [Priority
#4/11-12:53:30.758361  [»=] [
ially Bad Traffic] [Priority
#4/11-12:53:31.762021  [»x=]1 [
tially Bad Trafficl [Priority
P4/11-12:53:32.765829  [»=] [
tially Bad Trafficl [Priority
B4/11-12:53:33.770323  [»=]1 [
tially Bad Traffic] [Priority
#4/11-12:53:34.773444  [»=1 [

tially Bad Trafficl [Priority:

HGURE

:472:7] I1CMP-INFO

2] {ICHP> 10.0.0.
72:7]1 ICMP-INFO
2] {ICMP> 10.0.0.
?2:71 ICMP-INFO
2] {ICMP> 108.0.0.
?2:7]1 ICMP-INFO
2] <ICMP> 10.8.0.
?2:71 ICMP-INFO
2] {ICMP> 10.0.8.
?2:71 I1CMP-INFO
2] {ICMP> 10.8.0.
?2:71 ICMP-INFO
2] {ICHP> 10.0.0.

:472:71 ICMP-INFO

2] {ICMP> 10.0.0.

:472:71 ICMP-INFO

2] {ICMP> 108.0.0.
?2:71 ICMP-INFO
2] <ICMP> 10.0.0.
?2:71 ICMP-INFO
2] <{ICMP> 10.8.8.
?2:71 1CMP-INFO
2] {ICHMP> 10.8.0.

Windc

70. Press Ctrl+C to stop Snort. Snort exits.

er 2008 machine. Ob

e that Snort triggers

[»%] [Classification:
10.0.0.3
[#»] [Classification:
10.6.0.3
[»»] [Classification:
10.0.08.3
[»=] [Classification:
10.08.0.3
[»»] [Classification:
10.9.08.3
[#%] [Classification:®
10.8 3
[ 2] lassification:
10.6.0.3
[#%] [Classification:
16.6.8.3
[#»x] [Classification:
10.08.0.3
[»=] [Classification:
10.8.0.3
[»»] [Classification:
10.8.0.3
[»»] [Classification:
10.8.0.3
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70. Press Ctrd+C to stop Snort. Snort

U] Administrator: C\Windows \system32\cmd.exe

5SL Preprocessor:
S$SL packets decoded:
Client Hello:
Server Hello:
Certificate:
Server Done:
Client Key Exchange:
Server Key Exchange:
Change Cipher:
Finished:
Client Application:
Server Application:
Alert:
Unrecognized records:
Completed handshakes:
Bad handshakes:
Sessions ignored: 2
Detection disabled: @

o

®

1
e
"]
e
a
a
e
]
2
2
e
1
e
a

SIP Preprocessor Statisticse
Total sessions: @

Snort exiting

>2:\Snort\bin>
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71. Go to the CASnortllog\10.0.0.2 folder, and open the ICMP_ECHO.ids file
with Notepad++. You see that all the log entres are saved in the
ICMP_ECHO.ids file.

Note: The folder name 10.0.0.2 might vary in your lab environment, depending
on the IP address of Windows Server 2012 machine.

Edt Search View Encodng Language Settngs Maco Run Plugins Window ?
cHHE B 4RD(2e (k| t B35 FIENEER B G|[=

oo cort 3| Bl o efo nies £3. [ ICMP_ECHO e B3]
[*+1 Tcup-INFO PING [*+]
04/11-12: $33.487290 10.0.0.2 -> 10.0.0.3
ICMP TTL:128 TOS:0x0 ID:3596 IpLen:20 DgmLen:60
Type:8 Code: ID:1 Seq:5 ECHO

00 0 0 0 0 0 O S S W S WS

[~~] ICMP-INFO PING [~+]
04/11=-12: 4.492843 10.0.0.2 => 10.0.0.3
ICMP TTL:128 TOS:0x0 ID:3597 IpLen:20 Dgmlen:60

Type:8 Code:0 1ID:1 Seq:6 ECHO

[**] ICMP-INFO PING [**]

04/11-12:52:35.49829¢2 10.0.0.2 -> 10.0.0.3
ICMP TTL:128 TOS:0x0 ID:3598 IpLen:20 DgmLen:60
Type:8 Code:0 1ID:1 Seq:7 ECHO

[*~] ICMP-INFO PING [*~]
6.50268€6 10.0.0.2 -> 10.0.0.3
ICMP TTL:128 TOS:0x0 ID:3599 IpLen:20 DgmLlen:60
ID:1 Seq:& ECHO

mimam.

HGURE 1.27: Saved Snort log file

72. 'This means, whenever an attacker attempts to connect or communicate
with the machine, Snortimmediately triggers an alarm.
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73. So, you can become alert and take certain security measures to break the
communication with the attacker’s machine.

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s security posture and exposure.
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3. Alternatively, you can launch HoneyBot through the Windows Start
menu Apps.

4. 'The HoneyBot configuration pop-up appears; click Yes to configure
HoneyBot.

@ Would you like to configure HoneyBOT now?
R * 4

e ] |

FIGURE 2.1: HoneyBot Configuration pop-up

5. The HoneyBot Options window appears with default options checked
on the General settings tab. Leave the default settings, or modify them
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6. In this lab, we are leaving the settings to default for General Options.

General | Emal Alert | Exports | Updates |

P ko it on Lond

¥ Enable Sound Alett

¥ Capture Binanes

¥ Automatically Rotate Log

Enter the alias name that HoneyB 0T will operate under

Server Name public08

FIGURE 2.2: HoneyBot Options-General

7. Click the Email Alert tab; if you want HoneyBot to send you email

alerts, check Send Email Alerts, and fill in the respective fields.

8. In this lab, we are not providing any details for emails alerts.
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8. In this lab, we are not providing any details for emails alerts.

] Exporlsl Updates |

Sends a daily summary to your email address. 'Automatically
Rotate Log' must be enabled to activate this feature.

|~ Send Email Alerts

Email Server [Enter your mail server address

Server Port |25_

Aecipient Address IErlel your email address

FIGURE 2.3: HoneyBot Options-Email Alert
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9. On the Exports tab, in which you can export the logs recorded by
HoneyBot, choose the required option to view the reports; then
proceed to the next step.

General EmaiAlett Updates |

Exports your log files to CSV format. ‘Automatically Rotate Log'
must be enabled to activate this feature.

Uploads your log files to the central reporting server. ‘Automatically
Rotate Log' must be enabled to activate this feature.

I~ Upload Logs to Server
Note: Log files are used to create aggregate reports of attack

trends. No information that could identify the IP address of a
HoneyBOT sensor is published in these reports

0K Cancel

FIGURE 2.4: HoneyBot Options-Exports

10. On the Updates tab, uncheck Check for Updates; click Apply, and
click OK to continue.
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10. On the Updates tab, uncheck Check for Updates; click Apply, and
click OK to continue.

Gmall EmdAletll Exports | Updates

HoneyBOT can check for service updates and new versions of
the application on start up. You can also click 'Check for Update'
on the Help menu.

FIGURE 2.3: HoneyBot Options-Updates
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11. The HoneyBot main window appears, as shown in the screenshot.

12. Now, leave the HoneyBot window running on Windows Server 2012.

am&amwﬂwﬂﬁ

[ Time [ Remote IP [ Remote Port_| LocalIP [LocalPot [P

FIGURE 2.6: HoneyBot Main Window
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13. Switch to the Kali Linux machine, open a command terminal window;
type ftp <IP Address of the Windows Server 2012 machine> and
press Enter.

14. Your are prompted for the ftp credendals of the Windows Server 2012
machine.

15. In this lab, the IP address of Windows Server 2012 is 10.0.0.5, which
may differ in your lab environment.

root@kali: ~

View Search Terminal Help

FIGURE 2.7: Running ftp command in Kali Linux

16. Switch back to Windows Server 2012, and expand the Ports and
Remotes node at the left side of the HoneyBot dashboard.

17. Under Ports, you can see the port numbers from which Windows
Server 2012 received the requests or attacks.

18. Under Remotes, it records the IP addresses through which it received
the requests.
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19. Now, right-click any IP address or Port on the left, and click View
Details, as shown in figure, to view the complete details of the request
or attack recorded by HoneyBot.

D

BI‘IHIQIQI%IJMIIIQI

FIGURE 2.8: HoneyBot Captured Traffic

20. The Packet Log window appears, as shown in screenshot. It displays the
complete log details of the request captured by HoneyBot.

21. In the screenshot, under Connection Details, you can see the Date and
Time of the connection established, and the protocol used.

22. It also shows the Source IP, Port, and Server Port, as shown below.

frossection Detols: Packet History

220 PUBLICCE FTP Service Vessen 50

FIGURE 2.9: HoneyBot Packet Log Information
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23. Simultaneously, you can run the telnet command on the Kali Linux
machine and observe the log recorded by HoneyBot on Windows
Server 2012.

Lab Analysis

Analyze and document the results related to this lab exercise. Provide your opinion
of your target’s security posture and exposure through public and free information.
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