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Addressing Table

	Device
	Interface
	Device type (router, witch or host)
	IP Address
	Subnet Mask
	Default Gateway

	PC1
	NIC
	Host
	192.168.1.153
	255.255.255.0
	192.168.1.1

	PC2
	NIC
	Host
	192.168.3.50
	255.255.255.0
	192.168.3.1

	PC3
	NIC
	Host
	192.168.4.115
	255.255.255.0
	192.168.4.1

	PC4
	NIC
	Host
	192.168.5.83
	255.255.255.128
	192.168.5.1

	PC5
	NIC
	Host
	192.168.5.227
	255.255.255.128
	192.168.5.129

	PC6
	NIC
	Host
	192.168.2.48
	255.255.255.224
	192.168.2.33

	PC7
	NIC
	Host
	192.168.2.67
	255.255.255.224
	192.168.2.65

	Hub
	G0/0/0
	Router
	192.0.2.1
	255.255.255.252
	N/A

	Hub
	S0/1/0
	Router
	192.168.0.1
	255.255.255.252
	N/A

	Hub
	S0/1/1
	Router
	192.168.0.5
	255.255.255.252
	N/A

	Hub
	S0/2/0
	Router
	192.168.0.9
	255.255.255.252
	N/A

	Hub
	S0/2/1
	Router
	192.168.0.13
	255.255.255.252
	N/A

	Branch-1
	G0/0/0
	Router
	192.168.1.1
	255.255.255.0
	N/A

	Branch-1
	S0/1/0
	Router
	192.168.0.2
	255.255.255.252
	N/A

	Branch-2
	G0/0/0
	Router
	192.168.2.33
	255.255.255.224
	N/A

	Branch-2
	S0/1/0
	Router
	192.168.0.6
	255.255.255.252
	N/A

	Factory
	G0/0/0
	Router
	192.168.3.1
	255.255.255.0
	N/A

	Factory
	G0/0/1
	Router
	192.168.4.1
	255.255.255.0
	N/A

	Factory
	S0/1/0
	Router
	192.168.0.14
	255.255.255.252
	N/A

	HQ
	G0/0/0.1
	Router
	192.168.6.1
	255.255.255.0
	N/A

	HQ
	G0/0/0.5
	Router
	192.168.5.1
	255.255.255.128
	N/A

	HQ
	G0/0/0.10
	Router
	192.168.5.129
	255.255.255.128
	N/A

	HQ
	S0/1/0
	Router
	192.168.0.10
	255.255.255.252
	N/A

	SW-B1
	VLAN 1
	Switch
	192.168.1.252
	255.255.255.0
	192.168.1.1

	SW-B2
	VLAN 1
	Switch
	192.168.2.17
	255.255.255.0
	192.168.2.1

	SW-F1
	VLAN 1
	Switch
	192.168.3.252
	255.255.255.0
	192.168.3.1

	SW-F2
	VLAN 1
	Switch
	192.168.4.252
	255.255.255.0
	192.168.4.1

	SW-HQ1
	VLAN 1
	Switch
	192.168.6.252
	255.255.255.0
	192.168.6.1

	SW-HQ2
	VLAN 1
	Switch
	192.168.6.253
	255.255.255.0
	192.168.6.1

	SW-HQ3
	VLAN 1
	Switch
	192.168.6.254
	255.255.255.0
	192.168.6.1
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· All intermediary devices use the same simple and well known passwords e.g. the VTY password for all devices is “cisco” and the privilege password for all devices is “class”. The passwords should be made more complex, and the passwords should be different for each device.

· All Switches use the same SVI (Switch Virtual Interface) and Management VLAN, which is VLAN1. This should be changed.

· Most switch ports use VLAN 1 (Virtual Local Area Network One). New VLANS should be created and the switch ports should be assigned to the new VLANS


· All unused ports are assigned to VLAN 1. All unused ports should be assigned to a new VLAN and shut down.

· Port security is not being implemented on switches. Port security should be implemented on the switches to protect against layer 2 security attacks.  

· OSPF (Open Shortest Path First) is active on the LAN (Local Area Network) interfaces. The LAN interfaces should be configured to be passive, to reduce network traffic. 

· The Dynamic Trunking Protocol (DTP) is enabled on trunk ports. This is a security risk and should be turned off. 


· Telnet is enabled, and SSH (Security Shell Protocol) is disabled. Telnet should be disabled and SSH should be enabled. All communication in Telnet is not encrypted, however all communication in SSH is encrypted. 

· Management access to all devices are not restricted using ACLs (Access Control Lists). There is no access control list setup to restrict what PCs can access a router or switch. This is a security risk. ACLs should be implemented to only allow specific end devices used by the IT department to access devices. At the moment any client can access a router or switch. 

· 802.1x has not been configured.


· Cisco Discovery Protocol (CDP) is enabled by default and should be turned off or restricted. CDP poses a security risk if left turn on and not restricted. A hacker could use CDP to perform a reconnaissance attack. CDP could help provider the hacker with information about the network and devices on the network. It could also reveal what is accessible on the network. 

· Dynamic Trunking Protocol (DTP)  is enabled on most ports on the following switches, SW-B1, SW-F1, SW-F2, SW-HQ1, SW-HQ2 and SW-HQ3. There are only two ports that DTP is not enabled on, which are the ports connecting to PC-4 and PC-5.


· A legacy version of Spanning Tree Protocol (STP) or 802.1D is being used on all switches. The switches should be configured to use Rapid Spanning Tree Protocol (RSTP) or 802.1w.


· VLAN 1 is being used on trunk links. A new VLAN should be created and used for the trunk links. 


· VLAN 99 has only been created on SW-B2. VLAN 99 is not being used and does not have a name, therefore it has no purpose on the network and should be removed.


· The hub router has the IP default-gateway command set to its own IP address.
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