[image: A black text on a white background

Description automatically generated]

BSc Cloud Computing



Module: Cloud Computing Administration
Module code: ACCA6025
Lecturer: Reguna Jayahumar








Student Name: Ivo Ivanov
ID: 2111853
Date of submission: 23.04.2024
Table of Contents
























Table of Contents
Task Description	3
Analysis of Current Challenges	5
Critically Analyse Azure File Storage	17
Evaluation Different Azure Database	18
Azure SQL Database	18
Azure Database for MySQL	18
Azure Database for PostgreSQL	18
Recommendation for User Profiles	19
Azure Backup File Storage and Side Recovery	23
Replication and Failover Capabilities:	23
Recovery Plans:	23
RPO and RTO:	23
Testing:	23
Application Consistency:	24
Integration with Azure Backup:	24
Multi-tier Applications Support:	24
Compliance:	24
How GLI Would Implement ASR:	24
Safety:	28
Satisfaction:	28
Cost Efficiency:	28
Scalability and Flexibility	29
Cost Savings and Predictable Spending	29
Enhanced Collaboration and Accessibility	29
Data-Driven Decision Making	29
Innovation Through Advanced Cloud Services	29
Security and Compliance	29
Business Continuity and Disaster Recovery	29
Environmentally Sustainable Growth	30
Competitive Edge in the Education Market	30
Long-Term Cultural Transformation	30

[bookmark: _Toc165318830]Task Description
You are a Cloud Architect working with a medium-sized educational institution, Global Learning Institute (GLI) that provides online courses and certifications. GLI currently manages its IT infrastructure through on-premise servers, hosting user profiles, course materials, and administrative systems. The institution is considering a transition to the Azure cloud due to scalability and cost. 

GLI’s current challenges are:
      • The on-premises servers are expensive to maintain and upgrade.
      • The on-premises servers are vulnerable to hardware failures, power outages, and   natural disasters.
      • The on-premises servers have limited storage and processing capacity. They cannot handle the increasing demand and growth of your online courses and certifications.

You are required to demonstrate the GLI management staff on how their current file storage system and databases can be moved to Azure File storage and Azure Databases. Currently, GLI is on a limited budget, due to this budget constraints, utilize Azure's free services wherever possible to support your preliminary phase of migration and document it.

a) As a Cloud Architect, your initial step is to use the Azure Total Cost of Ownership (TCO) Calculator to estimate the cost savings you can achieve by migrating your data from on-premises servers to Azure cloud services. Based on the scenario, you can make assumptions for on-premises server, database, storage, and network usage and compare it with the Azure pricing and offers.

Following the TCO evaluation, do the following tasks.

b) Critically analyse how Azure File Storage and its associated features, security measure will help GLI and demonstrate the implementation of Azure Storage account for GLI. Attach appropriate screen shots from Azure Portal.

c) Evaluate different Azure database options (Azure SQL Database, Azure Database for
MySQL, Azure Database for PostgreSQL) and recommend the most suitable one for storing user profiles. Outline the steps to create an Azure database using the Azure portal. Include a screenshot of the Azure database creation.

d) Analyse how GLI can configure backup schedules and retention policies using Azure Backup options for file shares and databases. Include a screenshot of backup configuration settings from Azure portal. Include the process of restoring files and databases from backups.

     • Provide a short video (max. 15mins) demonstrating creation of Azure File Storage Azure         Databases and the creation of Azure backup and recovery schedule for the developed storage account or the databases with appropriate discussions of the concepts. This video may be provided through YouTube or an equivalent online resource. Include the link in your report.

(Note: If you are uploading to YouTube for the first time, do not forget to verify your      account, or your video will be disabled after a while! Please set your video as “Unlisted”

e) GLI wants to ensure business continuity and minimize downtime in case of unexpected outages or disasters. Evaluate how Azure Site Recovery would assist GLI in disaster recovery to protect their storage and databases.



[bookmark: _Toc165318831]Analysis of Current Challenges

1. Cost of Maintenance and Upgrades
· On-premises Challenge: Frequent hardware updates and maintenance are costly.
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The image shows the Define Workloads section of the Azure portal. This section is used to specify the details of your on-premises workloads. This information is used to understand your current total cost of ownership (TCO) and recommend services in Azure.
Here are the specific details visible in the image:
· Bulk Upload: This button allows you to upload a file containing information about your workloads.
· My saved reports: This section shows any reports that you have saved. In the image, there are no saved reports.
· User: The email address of the user who is currently logged in to the Azure portal is shown in the top right corner of the image.
The main content of the image is a table that allows you to define your on-premises server infrastructure. Here are the details of the workload that is visible in the image:
· Workload: GLI Windows VM
· Environment: Virtual Machines
· Operating System: Windows
· Operating System License: Datacenter
· VMs: 5
· Virtualization: Hyper-V
· Core(s): 8
· RAM (GB): 16
The image also shows a button labelled "Chat with Sales". This button can be used to chat with a sales representative from Microsoft.
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The image shows a screenshot of the Azure portal, a web-based console used to manage Microsoft Azure cloud computing services. The specific part of the portal shown in the image is the blade for a virtual machine (VM) named "Ivo Linux VM".
Here are some of the details in the screenshot:
· Workload: Windows/Linux Server
· Environment: Virtual Machines
· Operating System: Linux
· VMs: 1
· Virtualization: VMware
· Core(s): 16
· RAM (GB): 16


· Azure Solution: By moving to Azure, GLI can shift from a CapEx model (capital expenditure) to an OpEx model (operational expenditure). This means paying for what you use rather than investing heavily upfront in hardware.
2. Vulnerability to Failures and Disasters
· On-premises Challenge: Physical servers are susceptible to local outages and disasters.
· Azure Solution: Azure provides high availability and disaster recovery solutions like Azure Site Recovery and geo-redundant storage, reducing the risk of downtime and data loss.
3. Limited capacity and scalability
· On-premises Challenge: Fixed resources limit your ability to scale effectively with increasing demand.
· Azure Solution: Azure’s scalability features allow you to dynamically allocate resources based on real-time demand, supporting growth without the need for physical hardware expansion.
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The image shows a section of the Azure portal used to migrate on-premises databases to Azure Database services.
Here are the specific details visible in the image:
· Source: This section specifies the details of the on-premises database that GLI want to migrate. The image shows that the source database is a Microsoft SQL Server database with an Enterprise license. It is located on physical servers running Windows Server Datacenter edition. There is one server with one core and 1 CPLI (Core Processors with Integrated Licensing).
· Destination: This section specifies the Azure service that GLI want to migrate the database to. The image shows that the destination service is an SQL Database in Azure. The pricing tier is General Purpose with 2 vCores and 5 GB storage.
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The specific part of the portal shown in the screenshot is the settings page for storage accounts.
Here are the details that are visible in the screenshot:
· Storage account name: Ivo Storage 1
· Storage type: Local Disk/SAN
· Disk type: HDD
· Capacity: 50 GB
· Backup: 100 GB
· Archive: Not configured
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The screenshot appears to be related to adjusting assumptions for software assurance coverage in a Total Cost of Ownership (TCO) model.
Here are the details visible in the image:
Adjust assumptions in the TCO model are industry averages and are accredited by Nucleus Research. It also says that to get a more accurate TCO report, you should update and customize the values to reflect your specific situation.
Software Assurance coverage: There is a section for Software Assurance coverage, which provides Azure Hybrid Benefit (AHB). The text says that GLI should enable this if you have purchased this benefit for your on-premises Windows or SQL Servers. If enabled, it will be applied to Azure estimates and can help you save money on virtual machines.
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The screenshot shows the Azure cost savings report. The image shows a section of the Azure portal that estimates the cost savings GLI could achieve by moving your workloads to Azure over five years.
Here are the details visible in the image:
· Timeframe: 5 years
· Region: East US
· Licensing Program: Microsoft Online Services Program with Dev/Test Pricing
· Estimated cost savings: £57,927
The page also shows that this is an estimate and your actual savings may vary. It also offers the option to chat with a sales representative to discuss GLI's specific needs.
Here are some of the factors that can affect GLI's Azure costs:
· The specific Azure services that GLI use
· The amount of resources that GLI use
· The region where GLI deploy its resources
· The type of licensing program that you use
If GLI considering moving your workloads to Azure, it is important to carefully consider its costs and to create a budget. The Azure portal can provide GLI with estimates of GLI's potential costs, but it is important to be aware that these are just estimates.
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The screenshot shows the amount of savings achieved by migrating to Azure, here are the details:
· Timeframe: 5 Years
· Region: UK South
· Licensing Program: Microsoft Online Services Program with Show Dev/Test Pricing
· Estimated cost savings: £37,491

Here's a comparison of the two scenarios:
Similarities:
· Timeframe: Both scenarios consider a migration timeframe of 5 years.
· Licensing program: Both scenarios use the Microsoft Online Services Program with Dev/Test Pricing.
Differences:
· Region: The first scenario uses the East US region, while the second scenario uses the UK South region. This difference in the region can significantly impact the estimated cost savings. Azure services can have different pricing tiers depending on the region.
· Estimated cost savings: The first scenario offers a higher estimated cost saving of £57,927 compared to the second scenario's £37,491. This difference can be attributed to the regional pricing variation and potentially other factors mentioned like resource usage and specific Azure services used.


Overall, the first scenario suggests a higher potential cost saving due to the chosen region (East US). However, the actual cost savings will depend on the specific details of GLI workload migration.


The next screenshots providing on-premises vs Microsoft Azure pricing charts.
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The screenshot provides information on a Microsoft Azure pricing chart. The chart compares the on-premises cost of running workloads over five years to the estimated cost of running those workloads in Azure over the same period.
The chart shows the following:
· X-axis: The X-axis of the chart is labelled "Time (Years)" and shows a timeframe of five years (0 to 5).
· Y-axis: The Y-axis of the chart is labelled "Total Cost (£)" and goes from £0 to £300,000.
· On-premises cost: The on-premises cost is represented by a blue line that starts at £300,000 at year 0 and increases to £300,000 at year 5. This suggests that the cost of running workloads on-premises remains constant over the five years.
· Azure cost: The Azure cost is represented by a green line that starts at a lower cost than the on-premises cost in year 0 (around £225,000) and decreases slightly over the five years to around £200,000.
The chart title, labels, and data points are not visible in this snippet, so I cannot provide more specific details.
Overall, the chart suggests that migrating your workloads to Azure could result in significant cost savings over five years. However, it is important to note that this is just an estimate. Your actual costs may vary depending on several factors, such as:
· The specific Azure services that you use
· The amount of resources that you use
· The region where you deploy your resources
· The type of licensing program that you use
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The screenshot provides Azure Total Cost of Ownership (TCO) calculator. The image shows a comparison of the total cost of ownership (TCO) of on-premises environments and Azure environments over five years.
The text at the top of the image states: "Azure Total Cost of Ownership (TCO) Calculator".
Here are the specific details visible in the image:
· Cost Breakdown: The chart is divided into two sections, one for on-premises costs and one for Azure costs. Each section is further divided into subcategories that represent different cost factors.
· On-premises Costs: The on-premises costs section shows the following subcategories:
. Compute
. Datacenter
. Networking
. Storage
. Labour
· Azure Costs: The Azure costs section shows the following subcategories:
. Compute
. Datacenter
. Networking
. Storage
. Labour
The cost for each subcategory is represented by a pie chart. The size of each slice of the pie chart represents the relative proportion of the total cost for that subcategory.
· Total Cost: The total cost for both on-premises and Azure is displayed to the right of the pie charts. In the screenshot, the total on-premises cost over five years is £304,745 and the total Azure cost over five years is £267,253.
Key Observations:
· The image suggests that Azure costs can be lower than on-premises costs over five years.
· In the specific scenario shown in the screenshot, a significant portion of the on-premises cost is attributed to compute and data centre costs, whereas in Azure, these costs are lower.
Important Considerations:
· It is important to remember that this is just a sample scenario. GLI actual costs may vary depending on several factors, including the specific workloads you migrate to Azure, GLI resource usage patterns, and your existing on-premises infrastructure.
· The Azure TCO calculator is a tool that can help GLI estimate the potential cost savings of migrating to Azure.
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The chart is divided into two sections, labelled “Total on-premises cost breakdown” and “Total Azure cost breakdown”. 
Each section shows pie charts that represent the breakdown of costs associated with different categories.
· Cost Categories: The on-premises cost breakdown includes the following categories:
. Hardware
. Software
. Electricity
. Data Center
. IT Labor
· Cost Categories: The Azure cost breakdown includes the following categories:
. Compute
. Data Center
. Networking
. Storage
. IT Labor
Observations:
· The pie charts show the relative proportion of the total cost for each category. It’s important to note that the specific values within the pie charts are not visible in the image.
· Below the pie charts, there are totals listed for the “Cost over 5 years” for both on-premises and Azure. While the exact values are not shown, the text indicates that the total Azure cost is lower than the total on-premises cost over the five years.

Key Points:
· The screenshot promotes the use of the Azure TCO calculator, which helps GLI estimate the cost benefits of migrating workloads from on-premises environments to the Azure cloud platform.
· Without the exact values in the pie charts, it’s impossible to determine the specific cost savings. However, the image suggests that Azure can potentially offer a lower total cost of ownership compared to on-premises environments over five years.
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Here's a breakdown of the information visible Cost Comparison Table:
The main content of the table compares the estimated costs of on-premises workloads to the estimated costs of running those workloads in Azure.
. Workload: The workload appears to be named "Ivo Windows VM".
. Environment: It's listed as "Virtual Machines".
. Other Details: The table shows details such as the number of VMs (5), the operating system (Windows), and the type of virtualization (Hyper-V).
. Cost Columns: The table has two main cost columns: "On-premises cost (5 years)" and "Estimated Azure cost (5 years)".
· Currency: The currency used in the table is pound sterling (£).
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[bookmark: _Hlk165232883]The table on the screenshot appears to Total Cost Ownership (TCO) and be a comparison of the on-premises cost of running workloads over five years to the estimated cost of running those workloads in Azure over the same period in East Asia.
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The table on the screenshot appears to Total Cost Ownership (TCO) and be a comparison of the on-premises cost of running workloads over five years to the estimated cost of running those workloads in Azure over the same period in UK South.
[bookmark: _Toc165318832]Critically Analyse Azure File Storage
As a cloud architect analysing the migration to Azure File Storage, we will need to look at several aspects of Azure File Storage and its associated features that will benefit GLI.
1. Critical Analysis of Azure File Storage for GLI
Scalability:
· Azure File Storage can automatically scale to meet GLI's increasing storage needs without manual intervention.
· Offers the flexibility to pay for only the storage GLI uses, which can be beneficial for a growing educational institution.
Accessibility:
· Files stored on Azure can be accessed from anywhere, making it ideal for online courses and certifications.
· It supports SMB protocol, meaning it can be mounted as a shared drive on Windows, Linux, and macOS.
Performance:
· Azure offers different storage tiers (hot, cool, and archive) which can be used based on how frequently the data is accessed, balancing cost and performance.
· GLI can leverage Azure's large-scale infrastructure to ensure high performance and low latency.
Security:
· Azure provides strong security measures, such as encryption at rest and in transit.
· Integration with Azure Active Directory allows for fine-grained access control, ensuring that only authorized users can access the data.
· Offers advanced threat protection to monitor and identify unusual activity indicating potential security threats.
Data Protection and Recovery:
· Azure's built-in backup and recovery solutions safeguard against data loss.
· Snapshot and geo-redundant features ensure that data can be restored to a point in time or maintained across multiple regions for disaster recovery.
Compliance:
· Microsoft's commitment to compliance with various industry standards can be a significant advantage for educational institutions like GLI that handle sensitive student data.

[bookmark: _Toc165318833]Evaluation Different Azure Database
When evaluating the most suitable Azure database service for storing user profiles for the Global Learning Institute (GLI), we should consider several factors such as the type of data, the expected load, scalability, compatibility with existing applications, and cost.
[bookmark: _Toc165318834]Azure SQL Database
· A fully managed relational database with auto-scaling, built-in intelligence, and robust security.
· Best for organizations that already use SQL Server and .NET applications.
· Offers the broadest SQL Server engine compatibility.
[bookmark: _Toc165318835]Azure Database for MySQL
· A fully managed, scalable MySQL relational database with high availability and security.
· Ideal for open-source applications that require MySQL databases.
· A good choice if you use PHP or Node.js for web app development.
[bookmark: _Toc165318836]Azure Database for PostgreSQL
· A managed service for PostgreSQL that is built for developers who choose open-source databases.
· Best if GLI's applications use technologies that traditionally pair with PostgreSQL.
· Offers features like automatic backups, built-in monitoring, and security.
[bookmark: _Toc165318837]Recommendation for User Profiles
For user profiles, which typically involve structured data with relationships (users, courses, progress, etc.), either Azure SQL Database or PostgreSQL could be suitable options. If GLI uses .NET or is heavily invested in Microsoft's technology stack, Azure SQL Database would be the most seamless integration. If GLI prefers open-source solutions or if the existing infrastructure is built around PostgreSQL, Azure Database for PostgreSQL would be appropriate.
Given the typical use case for user profiles, let's proceed with Azure SQL Database for this example, as it's highly optimized for online transaction processing (OLTP) scenarios which is a common use case for user profiles.
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The screenshot is a first step of Creating Azure Database Server.


[image: A screenshot of a computer

Description automatically generated]
The screenshot is a second step of Creating Azure Database Server.


[image: A screenshot of a computer

Description automatically generated]
Deployment is in progress of Microsoft SQL Database Server
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Deployment Microsoft SQL Database Server is completed.
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The screenshot shows that the database is set up and ready for use. It's positioned for development and integration into applications, with the essential configurations in place and additional settings and tools accessible from the navigation pane.
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The screenshot shows Monitoring Dashboard.
This monitoring dashboard is crucial for database administrators as it provides a quick glance at how the database is performing, how much storage it is using, and whether it is operating within expected parameters. The compute utilization graph is particularly important, as it can indicate times of high load or potential performance issues. The spike in CPU usage could be a point of investigation to ensure there are no underlying problems causing unexpected load.
Overall, the screenshot indicates that the "IvoGLI" database is currently using minimal resources and is likely in a state of low activity, based on the used space and compute utilization metrics shown.










[bookmark: _Toc165318838]Azure Backup File Storage and Side Recovery
[image: A computer screen with a blue border
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The screenshot displays the Backup plane for the SQL Server, focused on the database.
Azure Site Recovery (ASR) is an essential service for business continuity and disaster recovery (BCDR) strategy. It ensures that applications running in Azure VMs and on-premises VMs and physical servers remain available in the event of a site outage or disaster. Here's how ASR would assist GLI in protecting their storage and databases:
[bookmark: _Toc165318839]Replication and Failover Capabilities:
· ASR continuously replicates data to a secondary site, which can be another Azure region or an on-premises location. This ensures that if the primary site fails, GLI can quickly switch to the replicated site, minimizing downtime.
[bookmark: _Toc165318840]Recovery Plans:
· Customizable recovery plans can be created within ASR, which define the order in which virtual machines, applications, and databases come online during a failover. This helps in restoring service in a coordinated manner, ensuring dependencies are correctly handled.
[bookmark: _Toc165318841]RPO and RTO:
· Recovery Point Objective (RPO) and Recovery Time Objective (RTO) are vital metrics in disaster recovery. ASR aims to provide low RPOs and RTOs, which translates to less data loss and faster recovery, respectively.
[bookmark: _Toc165318842]Testing:
· ASR allows for non-disruptive disaster recovery drills, enabling GLI to test its disaster recovery plan without impacting production environments. This helps in validating the plan and ensuring staff are familiar with the procedure.
[bookmark: _Toc165318843]Application Consistency:
· ASR ensures that data remains consistent, not just at the storage level but also at the application level. This is critical for databases that require transactions to be in a consistent state.
[bookmark: _Toc165318844]Integration with Azure Backup:
· While ASR ensures application uptime during a disaster, Azure Backup complements it by providing data backups that are useful for different scenarios such as accidental deletion, data corruption, or ransomware attacks.
[bookmark: _Toc165318845]Multi-tier Applications Support:
· GLI likely has multi-tier applications with web servers, application servers, and databases. ASR can handle the complexity of these applications, ensuring that each tier is recovered in the proper order.
[bookmark: _Toc165318846]Compliance:
· ASR helps in meeting compliance requirements for disaster recovery. The service includes built-in reports that detail the recovery plan, test failovers, and actual failovers, which can be used for audit purposes.
[bookmark: _Toc165318847]How GLI Would Implement ASR:
1. Assessment: Identify critical workloads that need to be protected, including file storage and databases.
2. Enable Replication: Set up and configure replication for these workloads to a secondary Azure region or on-premises servers.
3. Create Recovery Plans: Develop a comprehensive recovery plan for orchestrated failover and failback.
4. Test the Recovery Plans: Periodically test the recovery process to ensure that it meets the defined RTOs and RPOs.
5. Monitoring: Continuously monitor replication health to ensure that the RPOs are within acceptable limits.
By implementing ASR, GLI can ensure that their storage and databases are protected against regional outages and disasters, which could otherwise result in significant downtime and disrupt their educational services. ASR would provide GLI with the tools necessary to maintain resilience and availability of their critical workloads, safeguarding the continuity of their business operations.
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The screenshot shows Retention Policies configuration pane for an Azure SQL Database.

This page is where you can define how long the backups for this database are retained, which is essential for both recovery purposes and compliance with data retention policies.
Here are the key elements in the screenshot:
· Database Name
· Point-in-Time Restore (PITR)
· Differential Backup Frequency
· Long-Term Retention (LTR)

Important options include how many days point-in-time backups are kept, and while differential backups are not applicable for Hyperscale databases, there are fields to set up long-term retention for weekly and monthly backups.
This configuration is critical for ensuring that the database can be restored to a specific point in time in the event of data loss, corruption, or a cyberattack. The retention settings also help GLI comply with any industry regulations or internal policies they may have regarding data retention. By properly configuring these settings, GLI ensures that they can recover their databases to a known good state in case of an incident, which is vital for maintaining business continuity.
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The screenshot displays a successful deployment message from the Microsoft Azure portal, indicating that a deployment operation BackUpPolicies has been completed.
Overall, the screenshot indicates that GLI administrator has successfully set or updated backup policies for a SQL database in Azure and now has options for further action or resource review.
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The screenshot shows a part of the Azure portal where backup retention policies for a specific Azure SQL Database are displayed. The focus is on the "Default" retention policy settings.                            
Key information presented:
· Resource Group
· Subscription
· Properties
· Retention days
· Diff backup interval in hours
The page is part of Azure's database backup feature, where administrators can manage the retention period for backups, ensuring that they can recover from data loss within the defined time frame. This is crucial for maintaining data integrity and availability, and the settings must align with GLI's data retention requirements and regulatory compliance obligations. The screenshot indicates that these settings might be in a default or newly configured state and may need reviewing or adjusting to meet GLI's specific operational needs.
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This screen is particularly important for database administrators to monitor available backups, set up retention policies, and initiate restore operations when necessary. The absence of LTR backups implies that either the database is new and LTR backups have not yet been configured or performed, or the retention policy does not include LTR backups. GLI administrators must configure these backups, particularly for business-critical databases, to ensure recovery from data loss or corruption scenarios.

The transition of GLI to Azure Cloud Services, as evidenced by the screenshots and descriptions provided, demonstrates a well-planned approach to leveraging cloud technology for increased security, reliability, and cost efficiency.
Here's a conclusion on the safety, satisfaction, and financial implications for GLI:
[bookmark: _Toc165318848]Safety:
Azure's infrastructure provides a high level of safety for GLI's data and services:
· Backups and Recovery: Azure's automated backups and point-in-time restore capabilities ensure data integrity and the ability to configure long-term retention policies further strengthens data safety.
· Disaster Recovery: With Azure Site Recovery, GLI is equipped to maintain business continuity even in the face of disruptions, ensuring minimal downtime.
· Security: Azure's robust security features, including network security, identity management, and threat protection, offer a secure environment for GLI's operations.
[bookmark: _Toc165318849]Satisfaction:
The migration is likely to enhance satisfaction among GLI's staff and students:
· Accessibility: Azure's global presence ensures fast and reliable access to GLI's resources, improving user experience.
· Performance: The scalability of Azure services allows GLI to adapt to changing demands seamlessly, contributing to smooth and efficient educational delivery.
· Support: Azure's comprehensive monitoring and support services enable proactive issue resolution and optimization of resources, leading to a positive administrative experience.
[bookmark: _Toc165318850]Cost Efficiency:
Azure offers several avenues for cost savings:
· Pay-as-you-go Pricing: GLI pays only for the resources it uses, with the ability to scale up or down based on demand, avoiding upfront capital expenditure.
· Reduced Overheads: With no on-premises data centre to maintain, GLI saves on costs related to physical infrastructure, energy consumption, and maintenance labour.
· Optimized Resources: Azure's pricing tiers and cost management tools enable GLI to select the most cost-effective options for their requirements.
In summary, GLI's migration to Azure appears to be a strategic move that provides enhanced safety for its digital assets, improves overall satisfaction for users and administrators through reliable and performant cloud services, and presents opportunities for significant cost savings by optimizing resource utilization and reducing overheads. The whole evidence above-mentioned indicates a thoughtfully executed migration with attention to critical aspects such as data retention, security, and disaster recovery planning.
As a medium-sized educational institution like GLI looks forward to the next five years, transitioning to Azure Cloud Services can catalyze several key benefits and opportunities for growth. Here’s a comprehensive look at the expectations:
[bookmark: _Toc165318851]Scalability and Flexibility
Azure's cloud infrastructure can dynamically scale to accommodate the growth of GLI’s student body and the expansion of course offerings. This elasticity means that during peak times, such as enrollment periods or exam seasons, resources can be scaled up to meet demand, and scaled down during quieter periods to manage costs effectively.
[bookmark: _Toc165318852]Cost Savings and Predictable Spending
Migrating to the cloud translates into a shift from capital expenditure (CapEx) to operational expenditure (OpEx). With Azure's pay-as-you-go model, GLI can expect to see a reduction in upfront hardware costs, lower ongoing maintenance fees, and the elimination of costs associated with over-provisioning. Azure’s cost management tools can provide predictive analytics to better manage future spending.
[bookmark: _Toc165318853]Enhanced Collaboration and Accessibility
Cloud services facilitate collaboration between students, educators, and administrative staff, regardless of location. Azure provides a suite of tools such as Office 365, Microsoft Teams, and Azure Dev Tools for Teaching, which can enhance the educational experience and administrative efficiency.
[bookmark: _Toc165318854]Data-Driven Decision Making
Azure's robust analytics services, like Azure Synapse Analytics and Power BI, can empower GLI to harness big data for insights. These tools can analyze student performance, optimize resource allocation, and refine the curriculum, leading to informed decision-making and enhanced educational outcomes.
[bookmark: _Toc165318855]Innovation Through Advanced Cloud Services
Azure provides access to advanced services in AI, machine learning, and IoT which GLI can leverage to offer innovative learning experiences, automate administrative tasks, and modernize their IT infrastructure, positioning them at the forefront of educational technology.
[bookmark: _Toc165318856]Security and Compliance
Azure's comprehensive security features ensure that GLI’s data is protected against threats. As the institution grows, so does its responsibility to protect student data. Azure complies with various industry standards and regulations, assisting GLI in meeting legal compliance requirements for data protection.
[bookmark: _Toc165318857]Business Continuity and Disaster Recovery
Azure Site Recovery and Azure Backup ensure that GLI’s operations can continue uninterrupted, even in the event of a disaster. Over the next five years, GLI can expect to solidify its reputation as a reliable institution that safeguards its educational continuity.
[bookmark: _Toc165318858]Environmentally Sustainable Growth
Azure provides an eco-friendly IT solution. As GLI grows, it can minimize its carbon footprint through Azure’s commitment to sustainability and use of renewable energy in data centres, aligning with environmental goals and appealing to environmentally-conscious stakeholders.
[bookmark: _Toc165318859]Competitive Edge in the Education Market
The agility provided by Azure can help GLI quickly adapt to the changing educational landscape. Cloud-enabled innovation can differentiate GLI’s offerings and attract students and educators looking for a cutting-edge learning environment.
[bookmark: _Toc165318860]Long-Term Cultural Transformation
Embracing cloud technology can foster a culture of continuous improvement and learning within GLI. This cultural shift can facilitate the institution's growth by attracting talent and establishing GLI as a forward-thinking educational leader.
In summary, over the next five years, GLI’s transition to Azure Cloud could be transformative, yielding significant operational efficiencies, cost benefits, and opportunities for innovation. By embracing cloud capabilities, GLI can enhance its educational services, improve resilience, and maintain a competitive edge in the rapidly evolving sector of higher education.
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