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Addressing Table: IPv4 (5 marks)
	Device
	Interface
	IP Address
	Subnet Mask
	Default Gateway

	R1
	Gi0/0
	192.168.1.1
	255.255.255.0
	N/A

	
	S0/0/0
	192.168.99.1
	255.255.255.252
	N/A

	
	S0/0/1
	192.168.99.5
	255.255.255.252
	N/A

	R2
	S0/0/0
	192.168.99.2
	255.255.255.252
	N/A

	
	Gi0/0
	192.168.25.65
	255.255.255.224
	N/A

	
	Lo1
	172.16.1.1
	255.255.255.0
	N/A

	
	Lo2
	172.16.2.1
	255.255.255.0
	N/A

	R3
	S0/0/1
	192.168.99.6
	255.255.255.252
	N/A

	
	Lo209
	209.16.20.225
	255.255.255.248
	N/A

	PC1
	
	192.168.1.2
	255.255.255.0
	192.168.1.1

	PC2
	
	192.168.25.66
	255.255.255.224
	192.168.25.65



Addressing Table: IPv6 (5 marks)
	Device
	Interface
	IPv6 Address
	Link-local
	Gateway

	R1
	Gi0/0
	2001:abcd:ceed:1::1/64
	Fe80::1/10
	N/A

	
	S0/0/0
	2001:abcd:beef:10::1/64
	Fe80::1/10
	N/A

	
	S0/0/1
	2001:abcd:beef:20::1/64
	Fe80::1/10
	N/A

	R2
	S0/0/0
	2001:abcd:beef:10::2/64
	Fe80::2/10
	N/A

	
	Gi0/0
	2001:1111:bd68:64::1/64
	Fe80::1/10
	N/A

	
	Lo60
	2001:db8:café:60::1/64
	Fe80::1/10
	N/A

	
	Lo61
	2001:db8:café:61::1/64
	Fe80::1/10
	N/A

	R3
	S0/0/1
	2001:abcd:beef:20::2/64
	Fe80::2/10
	N/A

	
	Lo209
	2001:ceed:db8:209::225/64
	Fe80::1/10
	N/A

	PC1
	
	2001:abcd:ceed:1::2/64
	Fe80::2/10
	2001:abcd:ceed:1::1

	PC2
	
	2001:1111:bd68:64::2/64
	Fe80::2/10
	2001:1111:bd68:64::1



Task 1: - Topology Creation (5 marks)
Using Packet Tracer software create the topology shown above and complete all tasks below. 


Task 2: - Device Configuration (75 marks)
 
1. On all devices, 
a) Configure hostname on all devices
b) Set privilege EXEC password
c) Configure line console password
d) Set logging synchronous 
e) Configure line VTY password 
f) Disable DNS lookup
g) Set password encryption
h) Set banner “Authorized Users Only!”

2. On all devices, configure interfaces with IPv4 and v6 addresses as shown in the topology

3. On R1, configure IPv4 static route to R2 and R3 networks, excluding Lo209 network.

4. On R2, configure IPv4 static route to R1 and R3 networks, excluding Lo209 network.

5. On R3, configure IPv4 static router to R1 and R2 networks. 

6. Configure default static route to reach Lo209 network using next-hop ip address.

7.  Set the bandwidth on serial links to 512kbps. 

8. Set the clock rate on DCE to be 64000

9. On R1, configure IPv6 static route to R2 and R3 networks, excluding Lo209 network.

10. On R2, configure IPv6 static route to R1 and R3 networks, excluding Lo209 network.

11. On R3, configure IPv6 static router to R1 and R2 networks. 

12. Configure IPv6 default static route to reach Lo209 network using next-hop ip address.

13. Using 1024 bit RSA keys configure SSH access on R1. Use domain soac.com, username: admin and password: Sw@ns3a. 







Task3: Network connectivity (10 marks) 

Using ping command, verify end-to-end connectivity for both IPv4 and v6 networks:
From PC1, ping PC2. Is it successful? ___yes____
From PC1, ping Lo209. Is it successful? ___yes___      
From PC2, ping Lo209. Is it successful? ___yes

Verify SSH connectivity: 
From PC1, establish telnet connection to R1. Is it successful? __no____(this should fail)
From PC1, establish SSH connection to R1. Is it successful? ___no____  
Submission Requirement 
The packet tracer file should be saved as “studentname_id” and uploaded onto Moodle. In addition to packet tracer file, you must also submit 

· the output of show running-configuration command in a text file for all devices configured. 
· This document with Task 3 completed 

All documentation for your solution should be submitted electronically on Moodle.
It is your responsibility that you submit all the outputs and files correctly.



R1:


User Access Verification

Password: 

R1>en
Password: 
R1#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip route 0.0.0.0 0.0.0.0 192.168.99.6
R1(config)#
R1(config)#int serial0/0/0
R1(config-if)#bandwidth?
bandwidth 
R1(config-if)#bandwidth
% Incomplete command.
R1(config-if)#bandwidth
% Incomplete command.
R1(config-if)#bandwidth?
bandwidth 
R1(config-if)#bandwidth ?
<1-10000000> Bandwidth in kilobits
R1(config-if)#bandwidth 512
R1(config-if)#exit
R1(config)#int serial 0/0/1
R1(config-if)#bandwidth 512
R1(config-if)#exit
R1(config)#
R1(config)#int serial0/0/0
R1(config-if)#clock rate ?
Speed (bits per second
1200 
2400 
4800 
9600 
19200 
38400 
56000 
64000 
72000 
125000 
128000 
148000 
250000 
500000 
800000 
1000000 
1300000 
2000000 
4000000 
<300-4000000> Choose clockrate from list above
R1(config-if)#clock rate 64000
R1(config-if)#exit
R1(config)#ipv6 route 2001:db8:caf:60::1/64 serial0/0/0
R1(config)#ipv6 route 2001:db8:caf:61::1/64 serial0/0/0
R1(config)#ipv6 route 2001:1111:bd68:64::1/64 serial0/0/0
R1(config)#exit
R1#
%SYS-5-CONFIG_I: Configured from console by console

R1#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ipv6 route 2001:1111:bd68:64::1/64 serial0/0/0
R1(config)#exit
R1#
%SYS-5-CONFIG_I: Configured from console by console

R1#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip domain-name soac.com
R1(config)#crypto key generate rssa
^
% Invalid input detected at '^' marker.
R1(config)#crypto key generate rsa
The name for the keys will be: R1.soac.com
Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024
% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]

R1(config)#username admin privilege 15 password Sw@ns3a
*Mar 1 1:1:35.255: %SSH-5-ENABLED: SSH 1.99 has been enabled
R1(config)#exit
R1#
%SYS-5-CONFIG_I: Configured from console by console

R1#SH RUN
Building configuration...

Current configuration : 1390 bytes
!
version 15.1
no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption
!
hostname R1
!
!
!
enable password 7 0822455D0A16
!
!
!
!
!
!
no ip cef
no ipv6 cef
!
!
!
username admin privilege 15 password 7 08125B6E070A5616
!
!
license udi pid CISCO2901/K9 sn FTX1524V8MY-
!
!
!
!
!
!
!
!
!
no ip domain-lookup
ip domain-name soac.com
!
!
spanning-tree mode pvst
!
!
!
!
!
!
interface GigabitEthernet0/0
ip address 192.168.1.1 255.255.255.0
duplex auto
speed auto
!
interface GigabitEthernet0/1
no ip address
duplex auto
speed auto
shutdown
!
interface Serial0/0/0
bandwidth 512
ip address 192.168.99.1 255.255.255.252
clock rate 64000
!
interface Serial0/0/1
bandwidth 512
ip address 192.168.99.5 255.255.255.252
clock rate 2000000
!
interface Vlan1
no ip address
shutdown
!
ip classless
ip route 192.168.25.64 255.255.255.224 Serial0/0/0 
ip route 172.16.1.0 255.255.255.0 Serial0/0/0 
ip route 172.16.2.0 255.255.255.0 Serial0/0/0 
ip route 0.0.0.0 0.0.0.0 192.168.99.6 
!
ip flow-export version 9
!
ipv6 route 2001:DB8:CAF:60::/64 Serial0/0/0
ipv6 route 2001:DB8:CAF:61::/64 Serial0/0/0
ipv6 route 2001:1111:BD68:64::/64 Serial0/0/0
!
!
banner motd ^CAuthorized Users Only!^C
!
!
!
!
!
line con 0
password 7 082D495A041C0C19
logging synchronous
login
!
line aux 0
!
line vty 0 4
password 7 0822455D0A16
login
!
!
!
end


R1# 
R1#

R2:

R2(config-line)#logging synchronous
R2(config-line)#exit
R2(config)#line vty 0 4
R2(config-line)#password cisco
R2(config-line)#login
R2(config-line)#exit
R2(config)#no ip domain-lookup
R2(config)#service password-encryption
R2(config)#banner motd "Authorized Users Only!"
R2(config)#exit
R2#
%SYS-5-CONFIG_I: Configured from console by console

R2#copy running-config startup-config
Destination filename [startup-config]? 
Building configuration...
[OK]
R2#
R2#exit









R2 con0 is now available






Press RETURN to get started.











Authorized Users Only!

User Access Verification

Password: 

R2>en
Password: 
R2#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#int serial 0/0/0
R2(config-if)#ip address 192.168.99.2 255.255.255.252
R2(config-if)#no shut

R2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

R2(config-if)#exit
R2(config)#int 
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

R2(config)#int gigabitethernet 0/0
R2(config-if)#ip address 192.168.25.65 255.255.255.224
R2(config-if)#no shut

R2(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state to up

R2(config-if)#exit
R2(config)#int loopback 1

R2(config-if)#
%LINK-5-CHANGED: Interface Loopback1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback1, changed state to up

R2(config-if)#ip address 172.16.1.1 255.255.255.0
R2(config-if)#no shut
R2(config-if)#exit
R2(config)#int loopback 2

R2(config-if)#
%LINK-5-CHANGED: Interface Loopback2, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback2, changed state to up

R2(config-if)#ip address 172.16.2.1 255.255.255.0
R2(config-if)#no shut
R2(config-if)#exit
R2(config)#
R2(config)#exit
R2#
%SYS-5-CONFIG_I: Configured from console by console

R2#ping 192.168.25.66

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.25.66, timeout is 2 seconds:
.....
Success rate is 0 percent (0/5)

R2#
R2#en
R2#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip route 192.168.1.0 255.255.255.0 serial 0/0/0
%Default route without gateway, if not a point-to-point interface, may impact performance
R2(config)#ip route 192.168.99.4 255.255.255.252 serial 0/0/0
%Default route without gateway, if not a point-to-point interface, may impact performance
R2(config)#ip route 0.0.0.0 0.0.0.0 192.168.199.1
R2(config)#exit
R2#
%SYS-5-CONFIG_I: Configured from console by console

R2#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#int serial0/0/0
R2(config-if)#bandwidth 512
R2(config-if)#exit
R2(config)#int serial0/0/0
R2(config-if)#clock rate ?
Speed (bits per second
1200 
2400 
4800 
9600 
19200 
38400 
56000 
64000 
72000 
125000 
128000 
148000 
250000 
500000 
800000 
1000000 
1300000 
2000000 
4000000 
<300-4000000> Choose clockrate from list above
R2(config-if)#clock rate 64000
This command applies only to DCE interfaces
R2(config-if)#exit
R2(config)#ipv6 route 2001:abcd:ceed:1::1/64 serial0/0/0
R2(config)#ipv6 route 2001:abcd:beef:20::1/64 serial0/0/1
R2(config)#ipv6 route ::/0 2001:abcd:beef:10::2
R2(config)#exit
R2#
%SYS-5-CONFIG_I: Configured from console by console

R2#








R2 con0 is now available






Press RETURN to get started.











Authorized Users Only!

User Access Verification

Password: 
Password: 
Password: 

R2>en
Password: 
R2#sh run
Building configuration...

Current configuration : 1342 bytes
!
version 15.1
no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption
!
hostname R2
!
!
!
enable password 7 0822455D0A16
!
!
!
!
!
!
no ip cef
no ipv6 cef
!
!
!
!
license udi pid CISCO2901/K9 sn FTX15241K56-
!
!
!
!
!
!
!
!
!
no ip domain-lookup
!
!
spanning-tree mode pvst
!
!
!
!
!
!
interface Loopback1
ip address 172.16.1.1 255.255.255.0
!
interface Loopback2
ip address 172.16.2.1 255.255.255.0
!
interface GigabitEthernet0/0
ip address 192.168.25.65 255.255.255.224
duplex auto
speed auto
!
interface GigabitEthernet0/1
no ip address
duplex auto
speed auto
shutdown
!
interface Serial0/0/0
bandwidth 512
ip address 192.168.99.2 255.255.255.252
!
interface Serial0/0/1
no ip address
clock rate 2000000
shutdown
!
interface Vlan1
no ip address
shutdown
!
ip classless
ip route 192.168.1.0 255.255.255.0 Serial0/0/0 
ip route 192.168.99.4 255.255.255.252 Serial0/0/0 
ip route 0.0.0.0 0.0.0.0 192.168.199.1 
!
ip flow-export version 9
!
ipv6 route 2001:ABCD:CEED:1::/64 Serial0/0/0
ipv6 route 2001:ABCD:BEEF:20::/64 Serial0/0/1
ipv6 route ::/0 2001:ABCD:BEEF:10::2
!
!
no cdp run
!
banner motd ^CAuthorized Users Only!^C
!
!
!
!
!
line con 0
password 7 082D495A041C0C19
logging synchronous
login
!
line aux 0
!
line vty 0 4
password 7 0822455D0A16
login
!
!
!
end







R3:

R3(config)#service password-encryption
R3(config)#banner motd "Authorized Users Only!"
R3(config)#exit
R3#
%SYS-5-CONFIG_I: Configured from console by console

R3#copy running-config startup-config
Destination filename [startup-config]? 
Building configuration...
[OK]
R3#








R3 con0 is now available






Press RETURN to get started.











Authorized Users Only!

User Access Verification

Password: 

R3>en
Password: 
R3#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#int serial 0/0/1
R3(config-if)#ip address 192.168.99.6 255.255.255.252
R3(config-if)#no shut

R3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

R3(config-if)#exit
R3(config)#int loop
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up

R3(config)#int loopback 209

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback209, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback209, changed state to up

R3(config-if)#ip address 209.16.20.225 255.255.255.248
R3(config-if)#no shut
R3(config-if)#exit
R3(config)#
R3(config)#exit
R3#
%SYS-5-CONFIG_I: Configured from console by console

R3#








R3 con0 is now available






Press RETURN to get started.











Authorized Users Only!

User Access Verification

Password: 

R3>en
Password: 
R3#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#ip route 172.16.1.0 255.255.255.0 serial 0/0/1
%Default route without gateway, if not a point-to-point interface, may impact performance
R3(config)#ip route 172.16.2.0 255.255.255.0 serial0/0/1
%Default route without gateway, if not a point-to-point interface, may impact performance
R3(config)#ip route 192.168.25.64 255.255.255.224 serial0/0/1
%Default route without gateway, if not a point-to-point interface, may impact performance
R3(config)#ip route 192.168.99.0 255.255.255.252 serial0/0/1
%Default route without gateway, if not a point-to-point interface, may impact performance
R3(config)#ip route 192.168.1.0 255.255.255.0 serial0/0/1
%Default route without gateway, if not a point-to-point interface, may impact performance
R3(config)#
R3(config)#int serial0/0/1
R3(config-if)#bandwidth 512
R3(config-if)#exit
R3(config)#
R3(config)#int serial0/0/1
R3(config-if)#clock rate ?
Speed (bits per second
1200 
2400 
4800 
9600 
19200 
38400 
56000 
64000 
72000 
125000 
128000 
148000 
250000 
500000 
800000 
1000000 
1300000 
2000000 
4000000 
<300-4000000> Choose clockrate from list above
R3(config-if)#clock rate 64000
This command applies only to DCE interfaces
R3(config-if)#exit
R3(config)#ipv6 route 2001:1111:bd68:64::1/64 serial0/0/1
R3(config)#ipv6 route 2001:db8:caf:60::1/64 serial0/0/1
R3(config)#ipv6 route 2001:db8:cafe:60::1/64 serial0/0/1
R3(config)#ipv6 route 2001:db8:cafe:61::1/64 serial0/0/1
R3(config)#ipv6 route 2001:abcd:ceed:1::1/64 serial0/0/1
R3(config)#ipv6 route 2001:abcd:beef:10::1/64 serial0/0/1
R3(config)#exit
R3#
%SYS-5-CONFIG_I: Configured from console by console

R3#








R3 con0 is now available






Press RETURN to get started.











Authorized Users Only!

User Access Verification

Password: 

R3>en
Password: 
R3#show run
Building configuration...

Current configuration : 1522 bytes
!
version 15.1
no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption
!
hostname R3
!
!
!
enable password 7 0822455D0A16
!
!
!
!
!
!
no ip cef
no ipv6 cef
!
!
!
!
license udi pid CISCO2901/K9 sn FTX15242XYI-
!
!
!
!
!
!
!
!
!
no ip domain-lookup
!
!
spanning-tree mode pvst
!
!
!
!
!
!
interface Loopback209
ip address 209.16.20.225 255.255.255.248
!
interface GigabitEthernet0/0
no ip address
duplex auto
speed auto
shutdown
!
interface GigabitEthernet0/1
no ip address
duplex auto
speed auto
shutdown
!
interface Serial0/0/0
no ip address
clock rate 2000000
shutdown
!
interface Serial0/0/1
bandwidth 512
ip address 192.168.99.6 255.255.255.252
!
interface Vlan1
no ip address
shutdown
!
ip classless
ip route 172.16.1.0 255.255.255.0 Serial0/0/1 
ip route 172.16.2.0 255.255.255.0 Serial0/0/1 
ip route 192.168.25.64 255.255.255.224 Serial0/0/1 
ip route 192.168.99.0 255.255.255.252 Serial0/0/1 
ip route 192.168.1.0 255.255.255.0 Serial0/0/1 
!
ip flow-export version 9
!
ipv6 route 2001:1111:BD68:64::/64 Serial0/0/1
ipv6 route 2001:DB8:CAF:60::/64 Serial0/0/1
ipv6 route 2001:DB8:CAFE:60::/64 Serial0/0/1
ipv6 route 2001:DB8:CAFE:61::/64 Serial0/0/1
ipv6 route 2001:ABCD:CEED:1::/64 Serial0/0/1
ipv6 route 2001:ABCD:BEEF:10::/64 Serial0/0/1
!
!
no cdp run
!
banner motd ^CAuthorized Users Only!^C
!
!
!
!
!
line con 0
password 7 082D495A041C0C19
logging synchronous
login
!
line aux 0
!
line vty 0 4
password 7 0822455D0A16
login
!
!
!
end
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