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It has been brought to the attention of information governance that a manager within an operational section of the organisation has accidently emailed the names and addresses of members of their staff to a member of the public. It would appear that the manager had downloaded the list from an operational system to allow them to undertake a piece of work “more efficiently” and attached the wrong document when sending a leaflet that was stored on  his desktop.
This is a breach of the data protection legislation and needs to be reported. The three groups of people that will need to have sight and understanding of the breach are:
· Head of Information Governance;
· Executive Board;
· Governance Committee.
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Section 2 – Information Governance Introduction
What is Information Governance
Information Governance (IG) describes the approach within which accountability, standards, policies and procedures are developed and implemented, to ensure that all information created, obtained or received by the Information Commissioners Office (ICO) is held and used appropriately. [1]
Information governance covers the framework of law and best practice to ensure information is managed in a confidential, secure, and consistent way. Particular focus is placed on the management of personal data and other confidential information to ensure it is handled legally, securely and efficiently to provide the best possible service to our patients. [2]
The most recent document with regards to data protection is the General Data Protection Regulation (GDPR) which incorporates 6 principles and one overarching principle. It is a document that relates to living entities and the use of their data.
The 6 principles are:
· Lawfulness, Fairness and Transparency – Article 5(1)(a) GDPR Personal Data shall be processed lawfully, fairly and in a transparent manner in relation to individuals; [1]

· Purpose Limitation – Article 5(1)(b) GDPR Personal Data shall be collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes; [1]

· Data Minimisation – Article 5(1)(c) GDPR Personal Data shall be adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed; [1]

· Accuracy – Article 5(1)(d) GDPR Personal Data shall be accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay; [1]

· Storage Limitation – Article 5(1)(e) GDPR Personal Data shall be kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals; and [1]

· Integrity and Confidentiality - Article 5(1)(f) GDPR Personal Data shall be processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures. [1]

The overarching principle that relates to all the principles mentioned above is:
· Accountability Principle – Article 5(2) GDPR requires that the controller shall be responsible for, and be able to demonstrate compliance with the principles stated above. [1]


[bookmark: _Toc532819641][bookmark: _Toc50662531]Section 3 – Report for Information Governance Officer
To		: Head of Information Governance
From		: Isobel E Sutcliffe, Information Governance Manager
Date		: 11/09/2020
Case Ref	: Case 123
Subject	: Suspected Breach of Personal Data
------------------------------------------------------------------------------------------------------------------------------
Summary of Circumstances
Names and address of members of staff are held electronically on a system called “Electronic Staff Record” (ESR) which is used by both Workforce, Payroll and Management with regards to maintaining employees’ details ensuring correct payments are made and on time. 
This information forms part of the payroll information that is submitted to the Her Majesty Revenue and Customs (HMRC) hen submitting the Full Payment Submission (FPS). [3] The address of the member of staff is included in the return if:
The National Insurance (NI) Number is unknown for the staff member;
The Member of staff is a new; or
The member of staff has changed addresses.
A staff members address would also be required when issuing P60s and P11D’s documents as these documents relate to tax paid and benefits received and should be sent directly to the individual or electronically available with their address on.
P60s are statements or certificates showing how a person has earned, the amount of tax that has been paid in the tax year. [4]
P11Ds are statutory forms that are needed by the tax office to show the value of year end expenses that have been paid, also known as company benefits. [5]
Having the member of staffs’ addresses in the system allows official communications to be sent out on the behalf of the organisation.
Using such a system helps address the strategic priorities facing an organisation, these include [6]:
· Workforce Supply;
· Talent Management;
· Safety and Compliance;
· Retention Strategy; and
· Improving Efficiency
Data Protection Implications
A Manager has come forward in recent days to advise of a potential breach in staff members personal data. 
On initial investigation, it seems that names and addresses of the department’s staff have been emailed out to a member of the public in error. The error occurred because the data was downloaded from the ESR system to perform a required task more efficiently and was stored on the desktop computer belonging to the manager.
The manager had meant to attach a leaflet in the email that was stored in the same place as the downloaded staff details on the desktop computer.
The data on this occasion was of a personal nature, personal data is any information that relates to an identified of identifiable living individual [7], but not special category data as it does not meet the criteria of special category data. 
Special category data is data that is more sensitive and so needs more protection [1] for example;
· Race;
· Ethnic origin;
· Political opinions;
· Sexual orientation;
· Trade union membership;
· Religion;
· Health.
This type of breach would be considered a Confidentiality Breach as unauthorised or accidental disclosure of personal information has been given. GDPR is engaged at this time due to the number of principles relating to the personal data that have been breached.
These principles include:
· Lawfulness, Fairness and Transparency – Article 5(1)(a) There would be a breach in the duty of confidence with regards to the data, which would fall into the lawfulness category. By accidently emailing the names and addresses of staff to a member of the public the would be a breach in a duty of confidence.

· Purpose Limitation – Article 5(1)(b) As there were no written documentation outlining the purposes for processing the data, the manager should not have downloaded the information from the system as they were not in a position to determine appropriateness.

· Storage Limitation – Article 5(1)(e) Data was collected from an operational system to perform a task more efficiently, once this task was completed the data should have been removed from the computer to ensure its use complied with the storage limitation principle.

· Integrity and Confidentiality - Article 5(1)(f) By saving the download on the desktop of a computer the manager has not considered the security of the data and the need to ensure that it could not be accessed by accident. This could have been done in several ways. Storing it in a more appropriate manner – personal drive away from the leaflets that get sent out, password protecting the data would have shown some consideration for accidental issues occurring.

· Accountability Principle – Article 5(2) the manager did inform Information Governance as soon as the incident occurred, however there is a need for the manager to be accountable for their actions in downloading the data without due care and attention.
The Data Protection Impact Assessment (DPIA) is used to determine the risk score and aids the decision making with regards to reporting to the ICO. When determining the severity of the risk, there are two elements that need to be taken into consideration:
· Impact; and 
· Likelihood or frequency
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With regards to this confidentiality breach it would warrant an impact of minor (2) as it is a failure to meet internal standards as well as a breach of statutory standards, it may create a little media coverage but is unlikely to result in a claim as personal names and address can be obtained through other public means. The likelihood that it happens would be a possible (3) or likely (4) as it could be considered a may occur occasionally to will probably occur but is not a persistent issue. 
By multiplying the impact with the likelihood we get a risk score between (2*3) 6 and (2*4) 8, this score would be a moderate to low high risk and would not warrant reporting to the ICO, but must be looked at with a review of policy and training to ensure the risk is reduced.
Summary of the organisations policies in relation to the breach
The All Wales Information Governance Policy states on page 9 that as part of the adopted “Confidentiality: Code of Practice for Health and Social Care in Wales” all staff have an obligation of confidentiality regardless of their role and are required to respect the personal data and privacy of others.
It goes on further to state that staff must not access information about any individuals who they are not providing care, treatment, or administrating services to in a professional capacity. The manager was within their rights to access the staff’s data.
Other policies and standards associated with data protection within the NHS that should be looked at with regards to any personal data breach include:
· Confidentiality Policy; [8]
· Data Protection Policy – covered by the All Wales Information Governance Policy; [9]
· Information Classification Policy; [10]
· Secure Transfer of Personal Information Policy; [11]
· Information Security Policy;
· Third Party Supplier Security Policy; [12]
· Acceptable Use of IT Policy; [13]
· Information Governance Incident Procedure – currently under review;
· Caldicott Principles;
· Common Law Duty of Confidence;
Actions to contain future breaches
ESR is a locked system which requires username and passwords to access any data be it individuals or staff members data, however, if there is a clear need for a user to access names and address, perhaps insisting that the download is password protected would help.
The breach occurred because the user assumed that the task would be more efficiently done on their computer with downloaded data from ESR, whilst this may have been true, there was no consideration for staff members privacy at this time. Nor was there any consideration as to how the data was stored, the manager could have password protected the document, which would have at least showed some consideration for the nature of the data. Possible actions could include:
· Reminding all staff of their responsibilities through global emails and a poster campaign to ensure they recognise the importance of keeping data safe. This would ensure that all staff are reminded periodically.
· Procedures are currently in place, however there could be further investigations to ascertain what further processes could be put in place to ensure that this does occur again in the future. A review of the managers role may be required to ensure appropriate access is available.
· It could also be worth considering the use of the data, as the task has not been described with the initial investigating, as there may already be a report available or it may prove useful to develop one for the manager if it is an ongoing task.
· Another consideration is whether the manager should be sending out leaflets, are they the most appropriate person for this task, as this perhaps could be a task that is assigned to an individual that would not necessarily have access to such sensitive data.
· A classroom-based training session with regards to information governance and the individual’s responsibilities may be required for the individual. 
· Ensuring all mandatory training is also up to date for the individual and other members of the department, it is important that managers allow staff time to complete their mandatory training as per the organisation’s policy.
· Workforce should be informed of the breach to determine if there are any further actions that need to be undertaken, this does not fall under the information governance framework, but appropriate information should be shared with any on-going investigations.

Actions to take in respect to those whose details have been leaked
Whilst it may not appear a serious confidentiality breach it may be considered prudent to advise members of staff either informally or via letter that their name and address has been shared with a member of the public.
Many members of staffs name and address can be found on the electoral role, there are two versions of the electoral role, the full version and the open register, voters can opt out of the open register and so their name and address should not be public. There is also the BT phone book that also lists names and address of many residents within the UK.
By being prudent and informing members of staff of the issue we are allowing those that subscribe to the full version only of the electoral role, and even those that are not in the BT phone list that this has occurred. They may have very legitimate reasons for not wanting their details known.

Other considerations.
Further investigation has established that scanned copies of staff sick notes and occupational health reports have accumulated on the managers desktop.
If any of these had been emailed accidently then the manager would have been in breach of special category data, which needs to be held and processed under the principles of the GDPR as well as having a need to identify the basis for processing under Article 6. 
In addition to meeting an Article 6 need for processing, special category data can only be processed if it meets one of the conditions stated in article 9. [14]
As these are sick notes and notes from occupational health, it can be assumed that these are required by Payroll and HR, covered by Employment under Article 9. However, they should not remain on the desktop of the computer which could be accessed by others throughout the day or if the manager was not in work. It could be considered an accident waiting to happen. 
There should be a process in place that ensures that once the sick notes and occupational reports have been forwarded onto the relevant persons in HR and Payroll that they are then deleted from the desktop, or at least saved on an encrypted, password protected if required on file. There needs to be a further investigation as to whether these are encrypted of password protected when going out to payroll or HR across the organisation. 
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With special category data the impact would increase from minor to moderate as the data could cause significant impact to individuals whose illness or health information has been accessed by an unknown person. This could very easily lead have an adverse effect on the individual’s rights and freedoms, if there is sensitive information being unknowingly shared.
The risk matrix would go up from 6 – 8 to 9 – 12 and so would be reportable to the ICO and to the relevant members of staff as they would have a right to know if and what information about them had been shared with a member of the public. This would need to be done without any undue delays.
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Section 4 – Report for Executive Board
To		: Executive Board
From		: Isobel E Sutcliffe, Information Governance Manager
Date		: 11/09/2020
Case Ref	: Case 123
Subject	: Suspected Breach of Personal Data
------------------------------------------------------------------------------------------------------------------------------
Summary of the Situation and Breach
The ESR System is the organisations system for looking after the workforce data including names and addresses. The details held are to enable the organisation to meet its legal obligations to HMRC.
Names and addresses of staff within an operational department of the organisation was accidentally emailed to a member of the public, instead of a leaflet. 

Data Protection Implications
The data on this occasion was of a personal nature, personal data is any information that relates to an identified of identifiable living individual [7], but not special category data as it does not meet the criteria of special category data. 
This type of breach would be considered a Confidentiality Breach as unauthorised or accidental disclosure of personal information has been given. GDPR is engaged at this time due to the number of principles relating to the personal data that have been breached.
These GDPR principles that were breach include:
· Lawfulness, Fairness and Transparency – Article 5(1)(a) There would be a breach in the duty of confidence with regards to the data, which would fall into the lawfulness category. 

· Purpose Limitation – Article 5(1)(b) As there were no written documentation outlining the purposes for processing the data, the manager should not have downloaded the information from the system as they were not in a position to determine appropriateness.

· Storage Limitation – Article 5(1)(e) Data was collected from an operational system to perform a task more efficiently, once this task was completed the data should have been removed from the computer to ensure its use complied with the storage limitation principle.

· Integrity and Confidentiality - Article 5(1)(f) By saving the download on the desktop of a computer the manager has not considered the security of the data and the need to ensure that it could not be accessed by accident. 

· Accountability Principle – Article 5(2) the manager did inform Information Governance as soon as the incident occurred, however there is a need for the manager to be accountable for their actions in downloading the data without due care and attention.

Risk Exposure
The Data Protection Impact Assessment (DPIA) was applied to determine the risk exposure to the organisation.
· Impact of 2 as the breach failed to meet internal standards, there may be some media coverage, however several staff’s name and address can be found through other sources; and 
· Likelihood or frequency of 3 or 4 as it was always a likely possibility of being emailed out incorrectly but not considered a persistent issue.
[image: ]
By multiplying the impact with the likelihood, the organisation would get a risk score between (2*3) 6 and (2*4) 8, this score would be a moderate to low high risk.

Actions to be Taken into Consideration
· Reminding all staff of their responsibilities through global emails and a poster campaign to ensure they recognise the importance of keeping data safe. 
· Procedures are currently in place, however there could be further investigations to ascertain what further processes could be put in place to ensure that this does occur again in the future. 
· Consider the use of the data to determine more appropriate reporting to avoid such a breach in the future.
· Consider the role of the manager and whether there is scope for leaflets to be emailed centrally or by another member of the team.
· A classroom-based training session with regards to information governance and the individual’s responsibilities may be required for the individual. 
· Ensuring all mandatory training is also up to date for the individual and other members of the department.
· Workforce should be informed of the breach to determine if there are any further actions that need to be undertaken, this does not fall under the information governance framework, but appropriate information should be shared with any on-going investigations.
· Consider a prudent approach to advising the staff of the incident, as this would show open and an honest approach to organisation.

Is the Breach Reportable
With a risk matrix score of 6 – 8 the breach would not reportable.

Other Considerations
It has become apparent the manager is also keeping sick notes and reports form occupational health on the same desktop. If either of these documents had been emailed it would have meant a breach of special category data and would have required reporting to the ICO.
It would be worth considering whether this is common practise in other areas and how this information could be stored more appropriately so as to avoid more serious breaches in the future.



[bookmark: _Toc532819645][bookmark: _Toc50662533]Section 5 – Agenda Item for the Governance Committee
To		: Information Governance Committee
From		: Isobel E Sutcliffe, Information Governance Manager
Date		: 11/09/2020
Case Ref	: Case 123
Subject	: Suspected Breach of Personal Data
------------------------------------------------------------------------------------------------------------------------------
Can this please be added as an agenda item for discussion at the next Information Governance Committee meeting.
A manager from one the operational departments has recently sent out an email, to a member of the public with an attachment to it, that was incorrect. The attachment included the names and addresses of the members of staff within the team that the manager manages. It was stored in the same area of the desktop computer as a leaflet that was meant to have been sent out. 
The risk profile as it stands is shown below:
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Reasoning:
Impact of minor (2) as it is a failure to meet internal standards as well as a breach of statutory standards, it may create a little media coverage but is unlikely to result in a claim as personal names and address can be obtained through other public means. 
The likelihood that it happens would be a possible (3) or likely (4) as it could be considered a may occur occasionally to will probably occur but is not a persistent issue. 

Some discussion is needed as to whether a review of all such files are done and if there is a need to explore the reasons for the manager downloading these names and addresses. It may be advantageous to establish if other managers are doing something like complete tasks assigned from Workforce and Payroll. It could benefit the organisation to explore more appropriate reporting tools to avoid these accidental breaches in the future.
A poster campaign reminding staff of the obligations in relation to the GDPR could also be worth considering. Especially since there are more people working from home now, due to the COVID-19 pandemic. Any thoughts as to what the important messages should be, template below:
 [image: A picture containing computer, table
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Figure 1 - Background image of Homeworking [15]
On further investigation it was discovered that the manager had scanned copies of staff sick notes and occupational health reports saved on the desktop computer. If one of these had been sent in error the confidentiality breach would have been a little more embarrassing and reportable to the ICO, there is a need to establish a more appropriate storage solution for managers with regards to the safety of such information.
Look forward to exploring options.
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