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Background
As part of our staff records we hold the names and addresses of members of staff amongst other personal information.
Staff records are held for a number of reasons, for example pay and personnel reasons. Some details held within the staff records will be accessible to line managers in order to facilitate activities such as time management or communication. For example names and address data may be used to facilitate the sending of documents, forms or other literature to staff members’ homes.
The Agency undertakes Personnel, Pay and Finance activity through a secure operational system that is managed and maintained by authorised personnel. All staff members are provided access to this system in accordance to their role, with a principle of least privilege enforced.
As a minimum all individuals are able to access their own staff record, including pay details, but will have no access to other staff member’s information. Additional access is granted to some roles, for example a line manager will be able to view their own staff record as well as a redacted staff record for their members of staff. This information should not be held outside the system without due cause.

Incident summary
A manager from an operational department had been attempting to send a leaflet to a member of the public. The leaflet in question was stored to the desktop of the managers’ device. The manager inadvertently attached a document which contained the names and addresses of his staff in error. This was subsequently sent before the error was identified.
Information Governance were alerted to this incident by a manager from an operational department. The manager advised that they inadvertently attached an incorrect document from their desktop when emailing a member of the public. The attached document contained a list of names and addresses of their members of staff which they had downloaded from the operational system in an effort to improve efficiency for a task they undertook.

Data Protection Implications 
The data in question constitutes as personal data as it is made up of identifiers, namely individuals names and locations therefore GDPR in engaged.



There are three data protection principles to consider in these circumstances. These are:
	(b) purpose limitation
	(e) storage limitation
	(f) integrity and confidentiality
There is a clear breach of integrity and confidentiality. For this principle Article 5(1) requires that data shall be:
“(f) processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures (‘integrity and confidentiality’).”
This principle was initially breached through the managers actions whereby they downloaded the personal data belonging to members of staff onto their device. Whilst the data is held in the operational system there is appropriate security in place to protect it, however once this information was downloaded and stored on the device the appropriate security was no longer in place, putting the data at risk.
The principle was further breached as there was an unauthorised disclosure of the personal data to a third party in breach of confidentiality.
There are an additional two principles identified that could be considered under the circumstances. The first is (b) purpose limitation which requires that data shall be:
“(b) collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes (‘purpose limitation’);”
For this principle it is a requirement that any planned use or disclosure of personal data outside of the originally specified purpose must be fair, lawful and transparent. The incident in question states that the data was downloaded in order to improve the efficiency of a task. At this time it is unknown whether this task is additional or different to the specified purpose of the data. Therefore there is potentially a breach of this principle.
The second additional principle to be considered is (e) storage limitation which requires that data shall be:
“(e) kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals (‘storage limitation’);”
The circumstances of this incident explain that the data was downloaded in order to perform a task more efficiently. In order to comply with this principle the data should have been removed from the device on completion of the task. At this time it is unknown whether the task was ongoing, recurring or completed therefore additional information is required in order to determine whether this principle has been breached.

Risk exposure
The risk score for this kind of breach is 4, with a 2 for impact and a 2 for likelihood. The rationale for this is:
Impact – the score for impact is 2 – minor. There are security measures in place to limit the amount of data available to an individual and also protect data when not in use. The security controls in place provide an auditable trail of who can access individuals’ records. Policies are in place regarding records management outlining correct procedures for handling staff data.
Likelihood – the score for likelihood is 2 – Unlikely. It is not expected that a breach of this kind will happen however the possibility cannot be ruled out. Whilst there are security measures and policies in place to protect against this there is a chance an individual will save data in a manner that contravenes them. 
Following review of this incident there is no desire to amend the existing risk score. This breach occurred as an individual saved personal data outside of security controls against Agency policy. The impact and likelihood scores remain the same as this type of activity had been considered as part of the risk review.

Related Agency policies
A number of Agency policies have been consulted in connection with this incident. These are:
· DVLA Email Usage Policy
· DVLA Information Security Policy
· DVLA Data Incident Policy
· DVLA Information Management Policy
· DVLA IT Security Policies
· DVLA Records Management Policy
The DVLA Data Incident Policy provides the following definition for a personal data breach [1, p. 11]:
“‘Personal Data Breach’- a ‘breach of security leading to the accidental or unlawful destruction, loss, alteration , unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed”
As described by the Data Protection Working Party, the unauthorised or unlawful processing of data may include disclosure of data (or access by) recipients who are not authorised to receive (or access) the data or any processing which violates the GDPR [2]. 
From this description we can conclude that this incident does constitute as a personal data breach.
The DVLA Email Usage Policy outlines the rules that must be adhered to when send personal data via email. It states [3, p. 12]:
“Personal and Special Category data may be sent to third party organisations (e.g. Police, Local Authorities, other Government Departments) where lawful to do so and where we are confident the requestor is bone fide.”
It also allows for personal data to be sent to a third part with the consent of the data subject. With regards to this incident neither of these conditions were met and it can therefore be concluded that the data was sent in contravention to this policy.
The DVLA Information Management Policy and DVLA Records Management Policy provide clear guidance on the storage of data. The DVLA Records Management Policy states that all work related documents must be stored to the shared LAN and should not be saved locally. The data in this incident was saved to the user’s desktop which is a clear violation of this policy. Furthermore, these policies explain that data should not be stored without due cause. 
Finally the Agency has a legal obligation to secure the personal data is holds. With regards to the personal data of staff members, this data is stored in a secure operational system with adequate security controls in place for its protection. The unauthorised removal of data from this environment in order to ease the process of a task is an act of circumventing security controls. This in itself is a violation of IT Security Policies.

Mitigation
The current security controls and polices are adequate to ensure safety of the personal data held. This breach has occurred due to a staff member circumventing the security controls in violation of Agency policies. The following actions are suggested to avoid future breaches of this kind:
· Staff reminder of their responsibilities
· A poster campaign on good practice, data protection responsibilities and safeguarding against breaches
· Staff training on correct records management
· Communication on where to find advice/guidance on Agency policies
· A general housekeeping activity to ensure work related items are not stored in users personal LAN folders or to their devices.

The following actions should be taken as a direct result of this breach:
· The affected data subjects should be made aware of the breach
· Information passed to HR to consider disciplinary action
Due to the controlled area (only the manager’s reportees are affected) there is no need for a wider communication to be sent, however a general reminder to all staff is advised.
It is not considered necessary to report this incident to the ICO. The amount of data in question is relatively small and is made up of 2 identifiers. It has been determined that the data in question is unlikely to result in physical, material or non-material damage to those affected as outlined by the ICO [4].

Other considerations
On this occasion the data in question was made up of personal data, however it highlights the possibility that other employees have saved personal or special category data in a manner that violates Agency policies. For example a line manager saving an Occupational Health Referral or report to the device. As these documents required more stringent security controls than personal data they carry a higher risk score. 
A re-education campaign for staff could assist in managing the risk for this.
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Background
As part of our staff records we hold the names and addresses of members of staff amongst other personal information. These are held on a secure operational system.
Staff records are held for a number of reasons, for example pay and personnel reasons. Some details held within the staff records will be accessible to line managers in order to facilitate activities such as time management or communication. For example names and address data may be used to facilitate the sending of documents, forms or other literature to staff members’ homes.

Incident summary
Information Governance were alerted to an incident where personnel data for a number of staff member had been sent to a member of the public.
An operational department manager had inadvertently sent the names and addresses of their members of staff to a member of the public. The information had been downloaded by the manager from the Agency’s operational system and stored on the desktop of their device. The manager attached this document in error when attempting to send a leaflet to a member of the public.

Data protection implications
The data in question constitutes as personal data as it is made up of identifiers, namely individuals names and locations. Under GDPR the Agency is obligated to ensure the personal data it holds is protected in accordance with the data protection principles.
Initial investigation has identified the following three data protection principles should be considered:
	(b) purpose limitation
	(e) storage limitation
	(f) integrity and confidentiality
There is adequate information to determine that there has been a breach of (f) integrity and confidentiality. This is due to the following factors:
· Personal data was stored on a device without adequate security controls in place
· Personal data was sent to a third part without the consent of the data subject or lawful basis
Further information is required to determine the other identified principles have been breached. This is for 2 reasons, firstly it is unknown what task the personal data was used for, therefore we cannot determine if it this was in line with the originally specified purpose for the collection of the data. Secondly, it is unknown whether the task in question was ongoing, recurring or complete. Therefore we cannot conclude whether the retention of the information breached storage limitation.

The risk exposure
[image: ]
A low risk appetite has been established for this breach with the risk score set to 4. This was made up from:
Impact – the score for impact is 2 – minor. There are security measures in place to limit the amount of data available to an individual and also protect data when not in use. The security controls in place provide an auditable trail of who can access individuals’ records. Policies are in place regarding records management outlining correct procedures for handling staff data.
Likelihood – the score for likelihood is 2 – Unlikely. It is not expected that a breach of this kind will happen however the possibility cannot be ruled out. Whilst there are security measures and policies in place to protect against this there is a chance an individual will save data in a manner that contravenes them. 
Following review of this incident there is no desire to amend the existing risk score. This breach occurred as an individual saved personal data outside of security controls against Agency policy. The impact and likelihood scores remain the same as this type of activity had been considered as part of the risk review.
If the data in question included special category data the risk score would be higher. This is due to the fact that special category data is classed as sensitive and requires a higher level of protection. Therefore the impact associated to a potential breach would be higher. For example, if the manager had inadvertently disclosed a medical certificate or occupational health report to a member of the public this would have a more detrimental impact on the data subject. 
Additionally, in order to process special category data a further condition under Article 9 must be met in addition to having a lawful basis.



Mitigation
The current security controls and polices are adequate to ensure safety of the personal data held. It has been determined that this breach occurred due to user error and policy violation. It is therefore concluded that reminders to staff coupled with training activity will reduce the risk of this type of activity occurring again in the future. The following actions are proposed:
· Reminder to staff of their responsibilities
· A poster campaign on good practice, data protection responsibilities and safeguarding against breaches
· Staff training on correct records management
· Communication on where to find advice/guidance on Agency policies
· A general housekeeping activity to ensure work related items are not stored in users personal LAN folders or devices.
In addition the following actions have been identified as remediation activity for this breach
· The affected data subjects should be made aware of the breach
· Information passed to HR to consider disciplinary action
It is not considered necessary to report this incident to the ICO. The amount of data in question is relatively small and is made up of 2 identifiers. It has been determined that the data in question is unlikely to result in physical, material or non-material damage to those affected as outlined by the ICO [4].
It should be noted that the decision not to inform the ICO has been concluded due to the details of this incident alone. This should not be used as a precedent for decisions in any future data breach incidents as each incident should be decided on a case by case basis. 

Other considerations
On this occasion the data in question was made up of personal data, however it highlights the possibility that other employees have saved personal or special category data in a manner that violates Agency policies. For example a line manager saving an Occupational Health Referral or report to the device. As these documents required more stringent security controls than personal data they carry a higher risk score and would like result in a decision to inform the ICO. 
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Summary of event
A list containing a number of staff members’ names and addresses was sent to a member of the public in error. It was determined that this occurred after a manager downloaded the information for their staff members to the desktop of their device in an effort to improve the efficiency of a task they undertook.
The risk exposure
[image: ]
A low risk appetite has been established for this breach with the risk score set to 4. This was made up from:
Impact – the score for impact is 2 – minor. There are security measures in place to limit the amount of data available to an individual and also protect data when not in use. The security controls in place provide an auditable trail of who can access individuals’ records. Policies are in place regarding records management outlining correct procedures for handling staff data.
Likelihood – the score for likelihood is 2 – Unlikely. It is not expected that a breach of this kind will happen however the possibility cannot be ruled out. Whilst there are security measures and policies in place to protect against this there is a chance an individual will save data in a manner that contravenes them. 

Actions to be considered
It has been determined that the breach occurred due to a combination of user error and policy violation. The following actions are proposed:
· Reminder to staff of their responsibilities
· A poster campaign on good practice, data protection responsibilities and safeguarding against breaches
· Staff training on correct records management
· Communication on where to find advice/guidance on Agency policies
· A general housekeeping activity to ensure work related items are not stored in users personal LAN folders or devices.
These actions are proposed to address the areas identified.
The housekeeping activity will allow the Agency to identify and address any outstanding risks of potential data breaches. The remaining actions will reinforce with staff what is expected of them and the responsibilities with regards to the Agency’s policies and GDPR.
An additional action to consider is the publication of a memo to staff of the importance of being vigilant when sending information outside the Agency. For example a general reminder to double check attachments and email addresses before sending emails.
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