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Section 1:  Provide a brief personal overview of yourself.  Include 4 screengrabs from your initial PowerPoint presentation that introduced yourself.  List the key points that you learnt when trying to produce and deliver a successful PowerPoint presentation Academic & Employability Skills ACCC4000 Page 4 of 11 
Section 2: Skills Evaluation  Identify and explain the skills required for successful (1) HE learning (2) Employability.  Conduct a Self-Evaluation exercise to discover your strengths and weaknesses, personality type, suitable career suggestions etc. (Blank/Example Self-Assessments information can be found on Moodle but you should also perform your own independent research to obtain alternative methods of evaluation such as on line web based tests). Compare and contrast the results of this formalised self-evaluation to your own initial description of yourself given in your initial PowerPoint presentation. How do the results compare? What have you learned from this exercise?
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Section 6: Appendices:  Include any additional screenshots of completed Skills Evaluation questionnaires, surveys, Cryptowall exercise etc…
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[bookmark: sec1]Section 1: Provide a brief personal overview of yourself
………………………………………………………………………………………………………………………..

I was born in 1961, but that doesn't stop me from studying the secrets of Cloud Computing. I am a Mechanical Engineer by profession, but when I arrived in London I forgot who I am and what I used to be, it all starts from scratch. I believe that by studying this hard subject at UWTSD, I will be able to develop the necessary skills and knowledge to grow well.
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The first minutes of the presentation are extremely important. The first impression is made only once, so I start the presentation with a brief introduction to myself and start a discussion on a neutral topic in order to start a conversation and seek support from the audience. I use little words to awaken the imagination of the audience and make her think in what I mean rather than focus on graphics and text.
The slides are designed so that each slide is an idea.
The slides containing the text say only the most important things. The text is not too long and the phrases are short and easy to understand.











[bookmark: sec2]Section 2: Skills Evaluation 
…………………………………………………………………………………………………………………………………………………………………

To be successful in employment,  must be developed the skills that underpin work with colleagues and the gaing of new knowledge.
To work well with other people, a number of interpersonal skills are required. These skills facilitate active participation in the team, work with clients and suppliers, negotiation relations.

Communication skills - these are the skills needed to accurately transmit and receive information, whether we communicate verbally or in writing. In the event of incorrect transmission or receipt of information, misunderstandings may occur and the performance of the assigned task may go the wrong way.
Communication can be verbal or non-verbal.
Verbal communication is the words we use, verbally or in writing. The words should be accurate, the sentences should be short and clear.
Non-verbal communication is what we say without words. This includes the tone of voice, emotions, gestures.
Listening and especially active listening are particularly important in communication.
So the interlocutor understands that the information reaches us, we are interested and we understand it well.
Teamwork is essential, so every opportunity to organize and unite a team must be used.
When discussing problems, the opinion of the participants in the team must be heard in order to find mutually acceptable solutions to problems and situations.
When solving problems or making important decisions, it is an important skill to identify and define the problem in order to make a good decision.
The most important skill that must be developed as a learning skill is the confidence that we can develop new knowledge and skills. And developing new knowledge requires labor.
Therefore, self-motivation is necessary for us to work and study hard.
Time management is very important to prioritize and get everything done on time.
Learning must be effective, it is learning - knowing what we are learning and why and how to learn it. Possessing learning skills are helpful in learning.
Organization of study time , searching for quality and academic materials and research information, interviewing appropriate people to assist in the learning process. Reading skills are important for effective research, analysis and use of information.
The ability to revise training helps to prepare well for exams.
For me, my communication skills are good. The job requirements are clearly and accurately understood information face to face with both site managers and headquarters and central IT services. Writing e-mails also requires a clear and precise statement.
We work with colleagues, many of whom are on the phone, but problems are discussed to resolve them properly. Our work is strictly organized, everyone has to do their part of their duties, but everyone can rely on the other for help.
My academic skills have been developed during my studies in Bulgaria, but they can always be improved.
What matters to me is my confidence that I can and do strive to develop regardless of my age.
My study time is well planned and organized, although most days of the week I have to work.
This makes me prioritize my duties and prioritize them.
I revise my training , taking into account which part I need more information on quality training.


[bookmark: sec3]Section 3: Action Plans
…………………………………………………………………………………………………………………………………………………………………
Action planning helps the strategy and goals we set ourselves into action. Good planning on how ideas are implemented gives us a chance to succeed.
They are like climbing a ladder to get to the top you have to go through the steps.
Creating a personal development plan contributes to the rational and effective planning of the future, the management of the acquisition of new knowledge, appropriate learning and development, as well as a specific direction for continuing career.
The aspects to consider when creating an action plan are very important.

First, we must set our main goals.
The main goals are long term and short term. To identify oneself can help with questions like where in my career I want to develop, what new knowledge and skills are needed, what achievements I would value most.
When goals are set, they must be prioritized over time.
Once the main goals have been set, we need to understand what our strengths are, what we have at the moment, which will help to realize these goals and what we need to develop in the future.
When the main areas of growth are identified and we are aware of our strengths, then the weaknesses that need improvement to achieve the specific goal can be identified. This is the main motivation for these weaknesses to be improved, and if these weaknesses are directly related to the direction in which we want to grow, diligence and hard work must be put in place to succeed in turning those weaknesses into strengths.
Time should be set aside for an in-depth study of what knowledge, skills and qualifications are needed to overcome major weaknesses, whether training in the field or more practice, whether specialized training or previous experience is required.
Once all this is understood and the goals have been set, it must be decided what action should be taken to accomplish the tasks.
This can be a study course, practical training, reading specialized literature, going to university.
When choosing the right path to achieve the main goals, achieving them depends on the diligence and hard work that they do to achieve them.
A deadline must be set for each step.
This will give visible results when the steps are performed one by one, they give visibility to the movement towards the final destination.
Development should always be monitored.
Working with a time table, the results must be recorded, the areas where growth is evident, the areas where more effort is needed, the successes achieved so far that are a guarantee of growth.
Particular attention should be paid to the obstacles and difficulties that have arisen so far, to analyze and to work out a strategy for overcoming them.
New tasks that have occurred at a later stage that are not foreseen in the original plan may be added.

My short-term goals are just an aid to moving towards the long-term goals that lie ahead.
The main goal I pursue is career development.
The strengths I have right now are that I like my job, I work with desire and pleasure, I have a good position and good knowledge in the field in which I work.
In order to develop in the future, I need education and knowledge in new fields, but close and relevant to the job, which is a specialization in IT.
Having good experience and good standing at the moment, going to university and specializing in IT , that way I can grow into a company and my work goes to a higher level.

The short-term goals I set are those that are relevant to the current school year, because education at UWTSD i is a priority for me.
Regular attendance at classes, regular homework, reading additional literature on the subject, starting course work on time.

This contributes to a better and deeper learning and understanding  of the material studied.
At my place of work, the short-term tasks I set myself are to follow the schedule and the way I have worked, to get acquainted with the new requirements in a timely manner, to follow all the necessary instructions and procedures.
Another major goal of my pursuit of a career in IT specialization is my physical health. This will allow me to be able to work in the future even if I have to be physically inactive.




[bookmark: sec4]Section 4: Looking after your data
………………………………………………………………………………………………………………………………………………………………..

Data security and data protection for both the organization itself and customers is crucial when working with data for all IT organizations.
It boils down to the possibility for an unauthorized person to process the data.
Procedures that restore the normal operation of the information system in case of an unforeseen situation or natural disaster are planned in advance and they ensure business continuity.
The most common threats when working with information systems are as follows:
· Accidents
“Inaccurate data entry”
If an inaccurate entry is entered then all the data in the request is inaccurate.

“Attempts to carry out tasks beyond the ability of the employee”
Attempts to complete tasks beyond the capabilities of the employee.
Information departments prohibit employees from using personal applications and programs. This is only done by an authorized person.

“Failure to comply with procedures for the use of organisational information systems”
Failure to follow the procedures for using organizational information systems.
Each organization has established rules for adhering to, entering, archiving, correcting data. Failure to follow procedures may result in loss or inaccurate data

“Update query”
Changes to the reports must be properly recorded and stored
There are different methods of archiving.
Backup way and redundant array of independent disks way.
“Failure to carry out backup procedures or verify data backups”
Full backups:
The entire database is completely archived.
This guarantees complete and easy data recovery, all folders are backed up to backup. Versions are easy to control.
This requires more storage and more time to run a full backup.

• More storage is needed
• An additional bandwidth is required
• It takes time to run a full backup all the time.
Typically, full archiving is performed periodically, for a specified period of time, with data between the archives at risk.

Incremental backup
With this type of backup, the system creates a copy of all modified files. Because less data is available, backup is faster and takes up less disk space.
With this method, more than one version of the files can be stored.
Files, on the other hand, recover more slowly, requiring full backup or initial backup beforehand and sometimes having to search for more than one archive.

Differential backup
This method backs up the changed files after the last full backup.

„RAID (redundant array of independent disks; originally redundant array of inexpensive disks) is a way of storing the same data in different places on multiple hard disks to protect data in the case of a drive failure.“ https://searchstorage.techtarget.com/definition/RAID,2018
Firewall is a tool that separates protected and unprotected place by 
firewall. The firewall combines hardware and software to protect the network from unauthorized access. Before building a firewall, a security plan must be developed that includes the types of access that internal and external users have.
In the University network everybody  enters  with a username and a password. The system being designed so that everyone has an access level.

“A cyber attack is an attack launched from one or more computers against another computer, multiple computers or networks. Cyber attacks can be broken down into two broad types: attacks where the goal is to disable the target computer or knock it offline, or attacks where the goal is to get access to the target computer's data and perhaps gain admin privileges on it.” Josh Fruhlinger, CSO, NOVEMBER 2018
Few of the most common methods for cyber attacks are:
Malware
Malware designed to either make the network inoperable, even to destroy it, or to take control of the network remotely.
Phishing
Invite malicious software to download or visit a site requesting sensitive information.
Refusal of service
Increased traffic overloads the system and stops its functionality.





 Time management and organisation
 
Time management is important because it gives work efficiency. The key to good time management is to distinguish between what's important and what's urgent.
Urgent tasks must be resolved immediately.
Not resolving urgent tasks can have a catastrophic effect.
Important tasks can be accomplished after emergencies, but they must only be postponed. Failure to do so leads to conflict situations.
In order to complete the university  program, one must know that meeting the deadline is urgent, regular attendance at lectures and study of the material is important.

Stress is all around us, whether it is caused by the fast pace of life or from a new work environment, from events inside and outside the home. Sometimes stress is helpful in reflex training, but sometimes leads to long periods of disability.
Anxiety is one of the factors that can cause stress. The amount of anxiety for each person depends on it
how threatening one determines events for oneself and how often this happens.
This affects the physiology of the person and he begins to experience tension.When a person is subjected to a long period of stress, it can be more difficult to recover and return to normal activity.
It is important for me to prioritize my tasks in order to organize my time so that I can work effectively.
In the first semester I was unable to find a balance between work and university. The reason was the urgent need to change my schedule in a very short time. My tasks have come more. The stress level has increased both from the lack of time and the new environment.
Now the management of the company I work for takes into account my need for study days and works to optimize my schedule so that I have enough time.
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[bookmark: sec5]Section 5: Appendices 1  Conclusion & Evaluation
This research is based on academic material on Academic & Employability Skills, as well as external literature on the topic.
This is the first attempt to handle academic material by working on a topic, the basis for a better understanding and learning of the material in the future.
The material studied is well thought out and well presented.

[bookmark: sec6]Section 6: Appendices 2  Cryptowall
” Viruses infecting computers are as common as ants invasive the picnic table — sooner or later, it's simply getting to happen. the fact encompassing malware is that it's here to remain. The a lot of that the net of Things (IoT) permeates our daily consciousness, granting sensible options to everyday things, the bigger the flow of malware are going to be.
Such a target-rich setting is exactly what a majority of malware thrives in. The a lot of targets, the bigger the prospect of a pay off (or destruction) — regardless of the motivation behind the malware, a lot of is viewed as higher than less.
This is why viruses like CryptoWall (and its precursor, the currently defunct CryptoLocker) are poised to strike customers and enterprises equally terribly onerous. With the net as its distribution purpose, any and every one Windows desktops that aren't completely protected can possible feel the pain of CryptoWall's payload through either direct or indirect infection.
Below are some common queries I've received once chatting with victims of the infection and the way to best justify what this virus is, what the virus will, and the way to best defend your systems against it.
What is CryptoWall?
CryptoWall is classed as a computer program, that is understood for masking its infectious agent payload through the colour of a apparently non-threatening application or file. Its payload involves encrypting the files of infected computers in a trial to extract cash for the coding key.
CryptoWall and viruses the same as it are called "ransomware" in this the infection offers the top user a method with that to get rid of the threat and recover all their files in exchange for paying a ransom. when they pay, the user is allowed to transfer and run a file and/or application to cleanup the infection or, during this case, decipher the encrypted files to come back them back to a operating state.
Where will it return from?
Geographically speaking, that's unknown as of this writing. what's acknowledged relating to origins of infection is that CryptoWall is most generally unfold through email as associate degree attachment and from infected websites that pass away the virus — additionally called a drive-by transfer.
Additionally, CryptoWall has been coupled to some ad sites that ply advertising for several common websites users visit on a everyday, any spreading its distribution.
How will it infect a computer?
The infection method, as declared antecedently, is pretty normal for an epidemic. However, once it gets a hold of the host pc, it begins by establishing a network association to random servers, wherever it uploads association data just like the public information science address, location, and system data as well as OS.
Next, the remote server can generate a random 2048-bit RSA key combine that's related to your pc. It copies the general public key to the pc and begins the method of repeating every file on its pre-determined list of supported file extensions. As a replica is made, it's encrypted victimization the general public key, and also the original file is deleted from the drive.
This method can continue till all the files matching the supported file varieties are traced and encrypted. This includes files that are placed on different drives, like external drives and network shares — essentially, any drive that's appointed a drive letter are going to be additional to the list. Also, cloud-based storage that stores a neighborhood copy of the files on the drive are going to be affected, and changes can propagate to the cloud because the files are modified.
Finally, once the secret writing method has completed, CryptoWall can execute some commands domestically to prevent the degree Shadow Copy Service (VSS) that runs on all fashionable versions of Windows. VSS is that the service that controls the backup and restoration of information on a number pc. It additionally controls file versioning, a feature introduced in Windows seven that keeps histories of changes created to files. The file is also rolled back or rehabilitated to a previous version within the event of associate degree accidental amendment or ruinous event that causes the integrity of the file to possess been changed. The command pass the virus stops the service altogether and additionally adds the command argument to clear/delete the present cache, creating it even harder to recover files through versioning or system restore.
Will i do know if my pc is infected?
There are 2 telltale signs that indicate CryptoWall has compromised a number pc.
• once trying to open bound files, such as .doc, .xls or .pdf, for instance, the files are launched with the right program; but, knowledge could also be scattered or not properly displayed. in addition, miscalculation message could also be accompanied  once making an attempt to open infected files.
• the foremost common indication are going to be the looks of 3 files at the foundation of each directory that contains files that were encrypted by CryptoWall.
· DECRYPT_INSTRUCTION.txt
· DECRYPT_INSTRUCTION.html
· DECRYPT_INSTRUCTION.url
Clicking on any of those files left behind within the wake of CryptoWall's infection can lead the tip user to stepwise directions necessary to hold out the ransom payment.
The HTML file can even have a caption indicating the quantity of your time left on the ransom and the way a lot of cash is being requested as payment. Typically, the ransom quantity begins at $500 (USD), and also the count timer provides for a amount of 3 days during which to urge payment to the requestor.
After the timer has reached zero, the caption can amendment. The new quantity requested can double to $1,000 (USD) and also the timer can give a cutoff date and time. Usually, the timeframe is concerning one week, and it'll indicate that if payment isn't received before the cutoff time, the remote server housing the non-public key and secret writing application to decipher your files are going to be mechanically deleted, creating your files forgotten.
What are my choices if my pc is infected with CryptoWall?
After having confirmed infection with CryptoWall, successive step for the tip user is to make your mind up if they're willing to pay the ransom to urge their knowledge back, or if they're not getting to pay and lose access to their knowledge altogether.
If deciding to pay the ransom, continue reading. If deciding to not pay the ransom, jump right down to successive section for a few useful steps to require which will or might not enable you to recover your files.
Paying the ransom is Associate in Nursing exercise in and of itself. sadly, the ransom quantity should be paid in Bitcoin, a digital currency that's wont to purchase product and services, almost like United States currency. However, because of its lack of regulation and general lack of acceptance, Bitcoin could be a niche market and not as common as United States currency.
Adding to the problem of procurance is that a lot of exchanges that settle for United States currency for Bitcoins have restricted purchases of larger Bitcoin amounts. There are reinforced company policies that more prohibit the buildup of the required quantity of Bitcoins to pay off the ransom. several of those changes have turn up as an immediate results of the CryptoWall virus, with some exchanges identified to cancel transactions and prohibit accounts suspected of victimization their services to pay off the ransom.
Though troublesome, it's still doable to open Associate in Nursing account at an exchange to start funding the acquisition of Bitcoins so as to pay the ransom within the time assigned. If neither time nor technology is on your facet, Associate in Nursingother viable possibility is seeking out the services of an IT adviser with expertise during this matter. they will be ready to assist you within the overall recovery method of your knowledge and should even be able to do thus while not acquisition any penalty because of non-payment among the desired time-frame.
I've set to not pay the ransom. will my files be recovered another way?
Deciding to not pay could be a honest argument, particularly if the quantity being requested is price over value of the info. maybe out of principle, you are feeling you shouldn't ought to pay. despite the explanations, there are some things finish users will do to examine if their files are redeemable while not paying. simply please do understand that this is often a giant IF, and most cases can result with loss of information for non-payment, whereas people who do pay among the time-frame are going to be ready to recover their knowledge through the utilization of the provided non-public key and decrypter application.
With that disclaimer in situ, the foremost effective technique to recover your files is by employing a backup. If your files are secured often, connect your backup drive to a non-infected pc to envision your files. If they're so on there and not infected, then you just clean the infected pc of CryptoWall, and you'll be ready to reconnect the drive to revive your knowledge.
If a cloud-based backup exists, betting on the service supplier, you'll be ready to sanitize the pc before restoring your files from the cloud. However, as expressed antecedently, some cloud services store a neighborhood copy of the info on the host — like Dropbox, for instance. In these cases, most of the cloud services supply file versioning as a kind of else protection against file modifications created in error. By victimization this feature when sanitizing the pc, you must be ready to rollback a file amendment to date/time before the infection.
If no backup — native or cloud-based — are out there, then the sole likelihood at file recovery can lay within the VSS, restore previous file versions, or system restore. Since a lot of of the CryptoWall virus is machine-driven, there are times once a command can't execute because of a system resource issue or hanging app. tho' rare, in these cases, recovery could also be doable by initiating a system restore to a time/date before the infection occurring. Note, this is often the exception, not the rule on the average — however every state of affairs ought to be handled on a individual basis.

Also, you would possibly strive mistreatment Shadow human to try to revive a file or 2 1st to check out if this technique works for you. If it does, bear in mind to wash the pc 1st to urge obviate any/all infections before making an attempt to revive all of your information. If the system isn't cleansed, it'll solely try and cipher the files once more — and now, it should achieve stopping VSS and clearing the cache.
Are there steps I will want shield my computers?
Yes, there are. There are many steps that ought to be taken in the slightest degree times, notwithstanding what the infection risk is also. you must have an energetic antivirus application put in with the newest virus definition files. you must even have a malware scanner, ideally with active scanning capabilities and updated with the newest definition files.
With your computer(s) protected, we have a tendency to locomote to 1 of the most important issues: Backup or — in some instances — lack therefrom. a correct backup system with ideally a neighborhood and cloud-based backup schedule can go higher than and on the far side to safeguard your information. Even once the system itself is compromised, you'll judge having the ability to revive your information, as needed.
Other concerns for cover embody safe web practices. Don't visit questionable websites, ne'er click links found inside emails, and positively ne'er give anyone any sort of in person identifiable  info in chat rooms, forums, discussion boards, or social media sites!
Lastly, think about enabling  code restriction policies if you're a computer user on associate enterprise network or employing a freely obtainable application like CryptoPrevent to dam several of the avenues to that CryptoWall uses to realize a grip on your laptop.
Viruses, notwithstanding whether or not they're assaultive your files or stealing your banking credentials, are nuisances. As a society, can ought to still cope with them as digital divides slowly shrink and our connected lives stretch more out.
While there is also very little recourse once infected, there's plenty within the realm of prospects that may be done to limit our exposure to infection and resulting loss of knowledge. you simply has to be proactive enough to confirm that these fail-safes are in situ and check on them from time to time.” https://www.techrepublic.com/article/cryptowall-what-it-is-and-how-to-protect-your-systems/
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