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[bookmark: _Toc166176889]1. Executive Summary
[bookmark: _heading=h.4d34og8][bookmark: _Toc166176890]The problem 
The following report has highlighted the issue of data security and cyber threat breach in Marriott Hotel Maryland that was faced in 2022. The issue focuses on creating a threat to the information of guests within their private information names, payment methods and other basic information that they have availed while visiting the hotel. Marriott Hotel Maryland faced a data breach by hackers who claimed to have stolen 20 gigabytes of private and sensitive data of the guests (Page, 2022). This included their private information and their data regarding customer’s credit cards. This issue was caused by an unnamed hacking team that illustrated that they had used the hotel’s social engineering to create a threat to the employee and customer information by accessing the computers within the organisation. The threat that was caused by Marriott Hotel Maryland did not obtain the accessibility of the core network within the hotel (‌Staff, 2022). The security breach and private information threat resulted in the accessibility of the reservation logs of the organisation’s airline crew manners and details of customers and their information while booking and information of credit card were also accessed. The organisation indulged in notifying their employees based on the threat and security breach. The organisation also initiated implementing and notifying the regulation and the enforcement department and agency regarding the security breach.
[bookmark: _heading=h.2s8eyo1][bookmark: _Toc166176891]Findings 
From the findings of the report, it is understood that the impact of Cyber threats and security breaches in Marriott Hotel Maryland created a major impact on the customer's interest towards the hotel. Marriott Hotel Maryland confirmed their security breach of stealing information by the hackers which was 20 GB of sensitive data and information that also included both the information and data regarding customers and employees of the hotel. The incident occurred in June 2022 by an unnamed hacking team who claimed that they particularly used the social engineering trick to the organisational employees within the hotel so that private information is accessed from the computer of the staff. The hotel is aware of the threat and the trick was initiated by an associate of the hotel. The threat did not obtain any accessibility to maintain the network source of Marriott Hotel Maryland (Page, 2022). The hotel was investigating the case before the threat occurred in an attempt of extortion which the organisation did not pay. The hacking group claimed that the stolen data and information from Marriott Hotel Maryland included credit card information, payment details of guests and confidential information regarding the employees and the hotel guests. The data samples offered highlighted that the hacking created a threat to the reservation logs of the airline members of the crew as their information was accessed. Information was also accessed from the guest details, names and other information that were initiated while engaging in the booking mode (Staff, 2022). The hotel confirmed that the stolen files and documents included non-sensitive business files based on the internal business which are dependent on the property operations of the hotel. After the incident, the organisation notified their 300-400 employees and relevant law agencies were also informed regarding the case. 
The findings have also been evaluated through the application of the external environment factors through PESTLE Analysis. The political factors highlighted the intervention of the government in enhancing the regulations and scrutiny regarding data security. It also included the economic factors that stated the inflation rate to be 8.3% in 2023 which saw a low rate since the year 2011 (Statista, 2024). The wider changes in the inflation rate have created an impact on the booking facilities and patterns of the guests in the hotel that shifted their buying behaviour and trust in the hotel. Social factors are also a concern as they influence the method of obtaining the personal information of the guests at Marriott Hotel Maryland.
[bookmark: _heading=h.17dp8vu][bookmark: _Toc166176892]Analysis of the findings
From the findings, it is evident that Marriott Hotel Maryland faced a negative impact on their brand image that reduced the behaviour and engagement of guests within the hotel. The analysis has been initiated by applying a SWOT analysis that included the size and overview of the organisations and the basic threats and opportunities that the organisation might face in the marketplace. From the discussion, it is also found that the TOWS analysis is also initiated to understand the future direction of Marriott Hotel Maryland. From such an aspect, it is found that the organisation can implement an effective data security process so that their issues are sustained in the organisation. 
[bookmark: _heading=h.3rdcrjn][bookmark: _Toc166176893]Recommendations to the client
The client can ensure effective enhancement within the change management process by incorporating certain change management strategies. Marriott Hotel Maryland can implement the change management strategies focusing on enriching the process of data security measured through initiating efficacy in the data security method and widely investing in encryption technologies. The change management and improvement through this aspect can also be implemented by maintaining transparency within the modes of communication with the hotel guests at Marriott Hotel Maryland. This will help in obtaining feedback from the customers which will also lead to understanding the data security issues that they are facing within the organisation. Improvement through the change management strategy can also be led through boosting regulatory level compliance and legal practices by implementing the “Privacy Act 1974” which will help secure the rights of the guests in the hotels (Murray, 2024). Change management can also be improved through the application of “Kotter’s 8-step Change Management Model” which will help in making certain needs of changes in the organisation. 
[bookmark: _heading=h.26in1rg][bookmark: _Toc166176894]Conclusion
The following report has discussed the understanding of the organisational consultancy by enhancing the issues that are observed within Marriott Hotel Maryland. It has also highlighted the discussion on the analysis of the issue while focusing on internal, external and future directions within the organisation. Recommendations have focused on the change management strategies of the organisation. It has also included an action plan focusing on the improvement within the organisation. 
[bookmark: _heading=h.lnxbz9][bookmark: _Toc166176895]2. Introduction 
The report will discuss the understanding of the approaches of organisational consultancy that aim to highlight different aspects of the organisation. The issue that will be discussed in the report focuses on the data security breach that is faced within Marriott Hotel Maryland that creates legal obligations for the business. Marriott Hotel Maryland faced a security breach in the year 2022 where an unauthorised hacker hacked the information and details from the organisation. The information and details that were hacked included the private data of the customers and employees within the hotel. As per reports, the security breach claimed that 20GB of sensitive data and insights of the organisation were stolen (Therecord.media, 2022). The sensitive data included the guest's insights which were mostly their credit card information. The hacking was part of a ransom attempt or threat to the company. The threat actor and the hacker group created contact with the organisation regarding the extortion attempt that was not paid for by the hotel. After a thorough investigation of the case, the organisation observed that the information that was accessed included non-sensitive internal files which were business-related based on the property details and their operational engagements (Gwebu and Barrows, 2020). The security breach did not obtain the accessibility of Marriott’s potential business network. The security breach included the information that was obtained by the hackers was hatred from the former employees of the organisation. The hotel stated that they would inform over 300 to 400 individuals regarding the security breach. This incident is highlighted as Marriott’s most crucial threat in recent years which was caused in their headquarters in Bethesda, Maryland. 
Marriott Hotel Maryland is a franchise of Marriott International that incorporates licensing the lodging companies and brands that incorporate residential, timeshare properties and hotels. Marriott International was established in 1927 and was developed by Hugh Colton. Marriott International incorporates 82% of the brand that creates Marriott awareness in the organisation (Statista, 2023). The hotel engages 12% in their loyalty and 32% loyalty in the marketplace with their brand response and popularity. As of 2023, Marriott International incorporates over 8,785 properties all over the globe (Statista, 2023). The wider size of the hotel leads to an incorporating and possessing employee’s aspect that highlights that the organisation offers employment to more than 148,000 individuals all over the world. Marriott International possesses operations in more than 50 hotels in different locations over the globe. The report will also include an overview and discussion of the consultancy firm Ernst & Young UK. The consultancy firm engages in assessing the business clients to maintain their effective inclusive and sustainable growth and enhance the significance towards the aspect of the goal within the organisation (Shaukat et al., 2022). The core objective of the organisation is to create a great relationship with the external advisors of the business. Ernst & Young UK offers assurance, consultancy services, transaction and tax services that assist in solving the issues of the customers and engaging in making better working aspects in the organisation (Ey.com, 2024). The consultancy organisation generated revenue of over 500 million GBP which saw an increase in 2023 (Statista, 2023). In the UK, Ernst & Young generated revenue of 3.8 billion upon which the consultancy group of the organisation foresees a revenue growth of 18% in their business focusing on their taxation (Lander, 2023). 
To analyse the problem and issue that is faced by Marriott Hotel Maryland, the understanding will be effectively analysed through the application of different internal and external forces. The analysis of the impact will be understood by initiating a PESTLE Analysis for the external environment and a SWOT Analysis for the internal environment. The application of TOWS will also be understood through the initiation of the framework in the report. The report will also evaluate the recommendation and change management aspect for the issues. An integrated action plan will also be included with effective analysis and planning for the improvement of the issue. 
[bookmark: _heading=h.35nkun2][bookmark: _Toc166176896]3. Analysis 
Data breaches and security threats create a potential impact on the process and development of the organisation. Data security threat is caused due to data loss that is possessed within the cloud computing system of the organisation. Such a form of issue is faced within the operations of Marriott International. Marriott International in their headquarters in Maryland faced a cyber-security threat in 2022 which created an impact on the brand’s reputation. As of reports, in the year 2023, over 3,205 business cases faced the impact of disruptive cyber-security creating issues of security breaches and attacks in the US (Statista, 2023). The data security was created by hacking the private information of the guests of the hotel created an impact on the reputation of the organisation. The enforcement agencies in the US were informed about the security breach that was carried out by anonymous hackers. The reservation system cyber security threat influenced the perception of the brand among the customers in the marketplace. From the reports, it is evaluated that Marriott International’s security breach in Maryland in 2022 was attempted by hackers through the attempt of social engineering that tarnished the image of the organisation.
This has created an issue among customers and guests as they are demanding compensation for the cyber security threat. The issue of cyber threat that was faced by the organisation in 2022 impacted the private information of guests in the hotel. The information that was hacked at Marriott Hotel Maryland included details of guests’ credit card information, reservation logs of airline crew members, employee details and other information on operations and property (‌Page, 2022). This has created an impact on the individual guest’s data and private information within the organisation. In the US, the number of data breaches and cyber security threats is high with the wider advancement of AI and other integrated technologies. Such technologies also create a leak of information and data of the customers. Over 26% of businesses in the US have suffered from material cyber-attacks (Statista, 2023). The issue within the Marriott Hotel Maryland, US also created the practices within records of guests and observed that information was accessed from the former employees of the hotel. Though Marriott remains focused on their GDPR and maintaining data privacy security, it created an impact on the brand image of the organisation. The data security and cyber threat has impacted Marriott Hotel Maryland by influencing its reputation and decline in the organisation’s revenue since the fine and breach situation. The breach has created an impact on the guest's experience as the organisation saw a decreased number of customer and guest loyalty and satisfaction. This has led to a loss of guests' trust in hotels which also created a revenue decline within the business. 
The cyber security threat in Marriott Hotel Maryland created an influence on the projects of the organisation. The data security and cyber threat breach was primarily caused by the unauthorised accessibility of the guest database and credit card information on the reservation within Marriott Hotel Maryland. The breach was caused by high weakness in the security infrastructure within the hotel and limited protocol within the system that created a disengagement leading to a cyber-security threat (Turjeman and Feinberg, 2024). Additionally, the feedback that was received from the guest's experience highlighted their concern as well as frustration with the security theft that leaked the personal data of individuals about the hotel. Investors, business partners as well and stakeholders were aware of the security breach and the negative impact that it created within the organisation. Focusing on this issue the repetition of the Marriott Hotel Maryland where tormented as the guests limited their engagement towards the hotel as the question regarding the safeguard procedure and secure information system within the organisation. This creates a negative impact as the revenue and market share of the hotel also decline with the major impact of security breaches and threats within them. The issue underscored the significance of maintaining transparency and communication during the crisis. 
The data security threat at International also created a negative impact on the organisation as personal data and insights of guests were exposed highlighting their payment details and contact information. Marriott Hotel Maryland also faced a legal obligation and fine as the law enforcement agency was informed regarding this situation based on their failure to secure and protect the adequate information of customer insights and data. The security and cyber threat breach negatively influenced Marriott's brand reputation as they saw a decline in the commitment of customers and their trust leading to their engagement pattern (Gao et al., 2021). This issue created a negative impact leading to financial loss creating high legal expenses and initiating security enrichment actions within the hotel. The cyber security breach created a long-term as well as short-term impact on the income level of Marriott Hotel Maryland. Within the short-term aspect, the organisation faces a critical decline in their booking pattern and revenue deduction due to the negative image within the customer's perception. Additionally, in the long term, the reduction of Marriott's reputation creates an impact in retaining the attraction among the guests that also influences the profitability rate of the hotel. The analysis of the issue within Marriott Hotel Maryland highlights that the organisation requires robust and assured security measures. The robust security measure will allow the organisation to maintain sensitive information and data regarding customers which will also maintain securing those insights (Bandari, 2023). The issue can effectively be managed by the organisation by focusing on investment within the aspect of maintaining cyber security infrastructure. This will also help in focusing on the best practices so that future incidents regarding cyber security are reduced. This aspect will support the organisation to create great satisfaction among the guests and the stakeholders of the hotel. 
PESTEL Analysis 
Political factors: The cyber security breach leads to the involvement of the government as the government increases their level of scrutiny, policies and regulations based on the data security that is followed within the hospitality sector. The intervention of the government also creates political instability throughout the process which also influences international relations (Raleigh et al., 2023). The breach can create a negative impact as it might strain diplomatic relations in the cross-border aspect. 
Economic factors: The inflation rate in the US as of February 2022 is 8.3% which saw a low rate since 2011 (Statista, 2024). The changes in the inflation rate create an impact within the organisation to maintain the privacy safeguard and data secured due to low income and low budget. This can impact in creating changes in booking patterns and a decline in the trust of the customers. This might also create an impact on the confidence level of the market customers as risk management might be hard for Marriott Hotel Maryland. 
Social factors: The cyber security breach at Marriott Hotel Maryland created an impact on the trust of the guests as they failed to secure the personal information of the customers. This will create negative implications within the decline of the loyalty engagement of the customers and their aspect towards the brand. The issue also created an increased concern about data privacy matters among individuals creating a negative influence. 
Technological factors: Technological advancement has created an increase in issues including cyber-security threats and security breaches. The advancement has led to cyber-security risks due to the increase in the use of AI and other modes of integrated technologies (Naik et al., 2022). This might impact the data encryption process in the organisation while maintaining and securing the sensitive data and information of the customers in Marriott Hotel Maryland. 
Environmental factors: The threat of cyber-security breaches has created an impact on the environmental aspect of the hotel. This has tarnished the reputation of Marriott Hotel Maryland. The negative impact of cyber-security breaches created an influence in maintaining the organisation’s corporate social responsibility aspect (Kumar et al., 2021). This might create an impact on the image of the brand in the future leading to huge losses in maintaining the satisfaction among the customers. 
Legal factors: The cyber-security attack created a negative impact on Marriott Hotel Maryland as it created issues of lawsuits and fines within the hotel. The organisation faced fines and lawsuits as the hotel failed to secure the information and data of the customers and guests which also reduced their engagement within the hotel. The organisation failed to follow the regulations of the GDPR which also led to facing such obligations. The limited engagement in implementing “The Privacy Act 1974” will create a negative impact on the brand’s reputation and legal issues that are caused by failure to meet the requirements of data security (Murray, 2024). 
SWOT Analysis (table)
	SWOT Analysis 

	Strengths 
	Marriott Hotel Maryland is widely present in the global aspect as the organisation is widely present in the US marketplace. The hotel offers different potential opportunities and also targets the different segments within the marketplace. Marriott Hotel Maryland engages their brand reputation by meeting the criteria of quality, hospitality services and luxury that boosts its competitiveness within the markets (Marriott.com, 2024). The organisation also incorporates a wider portfolio as they offer premium aspects and within-budget segments for the guests. The loyalty programme of the organisation including Marriott Bonvoy is also the core strength of the organisation. 

	Weaknesses 
	The major weakness that Marriott Hotel Maryland faced was the security breach that was caused in 2022 by unnamed hackers with the use of social engineering tricks (‌Page, 2022). This created a breach in the information and credit card details of guests while booking and reserving within the hotel. The high competitiveness in the UK market creates a major weakness for the brand. 

	Opportunities
	As the issue of cyber security threat in 2022 created a reduction in the brand image of Marriott Hotel Maryland, it also might lead to opportunities within the hotel. The organisation might face the opportunity within their technological integration while using digital gadgets and technologies while booking and check-in for the guests. This will create the opportunity for sustainability within the competitive marketplace. Marriott Hotel Maryland can also face the opportunity to invest in sustainability initiatives that will help in waste reduction and focus on eco-friendly amenities. 

	Threats  
	The organisation might face economic uncertainty due to changes in the economic rate (Melián-Alzola et al., 2020). Marriott Hotel Maryland might face the threat of competitive pressure from other international brands in the US.


Table No. 1: SWOT Analysis 
(Source: Marriott.com, 2024)
TOWS Analysis 
	TOWS Analysis

	Threats 
	By focusing on a risk mitigation strategy, the organisation can address the risk by diversifying the revenue streams and managing the cost structure.

	Opportunities 
	The brand reputation of Marriott can help create a competitive positioning in the marketplace that will lead to wider opportunities for the hotel (Kim and Tang, 2021). 

	Weaknesses 
	The weakness can be reduced by the organisation by creating a benchmarking within the competitiveness so that data security issues are sustained. 

	Strengths 
	The global presence of Marriott Hotel Maryland can create an increase in the global expansion of the brand in the future. This will assist the brand in entering new emerging markets in the global aspect. 


Table No. 2: TOWS Analysis
(Source: Kim and Tang, 2021)

[bookmark: _heading=h.1ksv4uv][bookmark: _Toc166176897]‌4. Recommendations and Change Management 
From the analysis, it is suggested that Marriott Hotel Maryland can initiate certain change management aspects so that the organisation enhances their process of data security and cyber threat issues within the hotel. The cyber threat issue that was caused in 2018 which created a lawsuit can be effectively managed by the organisation through initiating change management strategies within the organisation. The hotel can initiate enhancing its data security measures that will help in creating a wider reputation within the marketplace. Marriott Hotel Maryland can widely invest in different robust cyber security infrastructures that will also enhance their measures regarding maintaining efficacy in the data security process investing. Enhancing data security will also include implementing intrusion detection system encryption technology that will support protecting and regarding the data of guests from any unauthorised data accessibility within the hotel (Sahu and Gutub, 2022). The change management aspect through this strategy can be implemented by collaborating with different professionals in cyber security so that the potential conduction of a comprehensive audit is necessitated. The audit will be conducted within the existing system as well as the vulnerabilities that have been identified within the procedure (Gwebu and Barrows, 2020). The announcement of the data security measure can be effectively implemented by focusing on industry-based practices and initiating data security standards by focusing on policies and legislation. 
Marriott Hotel Maryland can maintain data efficiency within the security system by engaging employees and motivating them towards different aspects. The process can be ensured by the offering of on-going training modes and the implementation of awareness programs regarding data security for the employees so that security protocols and adherence to the data procedure are maintained (Atadoga et al., 2024). The strategy can be measured by using the KPI for data breaches and irregular accessibility of information and data. Metrics will also be used to measure the success rate of the change management strategy through implementing the GDPR compliance level and conducting an assessment of the data protection and security aspect. The change management through monitoring the guest's experience at Marriott Hotel Maryland through analysing the Customer Satisfaction Score will also help boost the engagement of the customers in the hotel. The implementation of the Change management strategy of enhancing data security measures will help the hotel reduce its data breach risk by initiating robust security measures (Goel et al., 2024). This will assist in maintaining the reputation of Marriott Hotel Maryland and address the different financial risks that arise within the security of the organisation. The change management strategy regarding data security measures will also help the business to enhance customer loyalty by protecting their information and data within the hotel. This will also benefit the organisation through enriching and increasing the customer satisfaction rate, referrals and repeat bookings of the guests within the hotel and enriching their experience. The implementation of the strategy by Marriott Hotel Maryland will require costs in initial investment within the technologies which can be 6,000 Dollars. The monitoring through outsourcing from third-party organisations for security might require 5,000 Dollars.
The change management within the hotel focusing on the issue of cyber security can be enhanced by creating transparency within the communication process that will also help boost trust-building among the customers. Marriott Hotel Maryland can create an establishment within the transparency mode of communication channels with the hotel guests so that regular updates are adopted which will help in enhancing the process of the data security system. The updates on communication with the guests will help in collecting data security measures and the customers regarding the commitment that the organisation maintains so that information and privacy of the guests in the hotel is necessitated (Periasamy and Dinesh, 2024). Additionally, the change management aspect can be particularly implemented through creating a development towards a dedicated web page focusing on Marriott Hotel Maryland's website. This will support in educating the guests and customers regarding the practices of data security and boosting privacy policies within the organisation. 
The change management within the hotel can be focused on widely incorporating communication through security improvement activities and maintaining changes within social media. This will help in understanding that the customers are aware of the different policies of data security measures the organisation is implementing. The management of the organisation can incorporate training the employees through customer-facing aspects so that the issues that the guests of the hotel are facing are ensured and mitigated (Oliveira et al., 2020). This will also support solving the enquiry of data security that the customers possess while visiting the hotel. The success rate of the change management strategy can be measured at Marriott Hotel Maryland by assessing the reach of the customers through implementing the metrics including website traffic within the pages of the data security and incorporating interaction with the guests through the use of social media platforms. Online feedback can also assist the hotel to maintain in measuring the success rate of the organisation (Rahimian et al., 2021). The organisation can also measure the success through implementing Customer Lifetime Value which will also help the business to track their loyalty engagement in the organisation. 
The hotel will also benefit from the change management strategy of transparent communication as the brand reputation will be enriched due to being a responsible provider within the hospitality sector.  A change management strategy will help the hotel attract existing and new customers and help create wider retention among the existing guests of the hotel (Shi et al., 2021). The change management strategy will also assist Marriott Hotel Maryland through differentiating their brand as they will be able to incorporate effective data security processes which will help in obtaining customer trust towards the brand in the marketplace. This will assist and help the hotel to create the benefit of positioning itself in the hospitality sector for the aspect of maintaining privacy among the guests. For this strategy, Marriott Hotel Maryland requires a cost structure of 3,000 Dollars for maintaining effective communication channels through different social media and digital marketing channels. The allocation from different software platforms might also require a cost structure of 4,000 Dollars within the hotel. 
The other recommendation and improvement is that Marriott International can focus on the organisation by enhancing the regulatory level of compliance and legal practices that are incorporated within the hospitality industry in the US. The organisation can ensure the implementation of effective data protection regulations that are initiated by the US government so that it helps maintain legal support within the business. The organisation can implement the policies of data protection within the UK and also the “Privacy Act 1974” so that legal obligations and requirements to maintain the protection and security of guests in the hotel are preserved and maintained (Murray, 2024). Initiating potential data management processes and managing effective documentation of the activities that are necessitated by the guests in the hotel will help in maintaining security and cyber protection within the customers. The improvement through the change can be effectively implemented by collaborating with other legal professionals so that a review of protection of the data policies is maintained. The initiation will also be implemented by ensuring that the link and alignment with the needs of regulation is initiated potential. 
The regulatory compliance level in Marriott Hotel Maryland can be implemented widely by establishing a compliance team that will follow the legal criteria of maintaining data security processes in the organisation which will also help in monitoring the changes within the regulatory patterns in the hotel. The implementation will also be effectively focused on initiating updates that are important for the organisation. The enhancement and improvement regarding the issues that the organisation faces can further be developed through conducting an analysis of the regular audits and evaluating so that the level of regulatory standards and practices meet the needs of data protection criteria (Gwebu and Barrows, 2020). The measuring of the success rate of the change management strategy of regulatory compliance to manage the issue of the data security breach at Marriott Hotel Maryland can be necessitated by initiating compliance audits. This can be implemented through maintaining data protection protocols including regulations and highlighting the areas that require proper improvement. The hotel can also indulge in monitoring the legal process and incorporate regulatory issues through inquiries that help maintain efficiency in sustaining the legal risks that arise in the organisation. 
The change management strategy of regulatory compliance level will benefit Marriott Hotel Maryland as it will assist the organisation in reducing their crucial legal risk and the security threat that was obtained through social engineering tricks due to data security and cyber threat risk.  The organisation can ensure effective data protection protocols that will help in sustaining the legal obligations and finds that are linked with non-compliance levels within the organisation. This will also assist the brand in damaging its reputation within the marketplace among the guests within the hospitality sector. This strategy will also allow the organisation to create the benefit of boosting regulatory relationships. The organisation can work towards posting a positive aspect with the regulatory professionals that will help in reducing their data scrutiny in the future of the organisation. Marriott Hotel Maryland can seek consultation from Ernst and Young and from other legal firms that might require the cost of 2,000 GBP. 
The change management strategy can be enhanced through the application of “Kotter’s 8-Step Change Management Model” (‌Harrison et al., 2021). The model signifies the required changes through the stages of transformations. The change within Marriott International can be incorporated through initiating different practices including employee training and engagement. the organisation can focus on implementing different training programs so that employees are educated regarding the significance of the data security process. Training will also assist them in understanding the roles and responsibilities regarding safeguarding and securing the information of customers in the hotel. The organisation can also implement effective change management practices so that they are ready to maintain security and engage in participating in different awareness programs that have been organised by the business (Uchendu et al., 2021). Marriott Hotel Maryland can also implement the strategy of change management by focusing on the staff transition aspect. The management of the organisation can work towards offering a clear mode of communication and incorporate training with the employees based on the different changing aspects of the workplace culture. This will help them in understanding the responsibilities and duties which will also work towards enhancement in the security programs. The organisation can work in offering resources as well as support including training and counselling to the employees so that they can adapt to the new rules and responsibilities in the organisation. The other change management strategy that can be incorporated by Marriott Hotel Maryland to mitigate the issue of data security within the work notes of employees is by offering them feedback and working towards continuous improvement. The management can play their role in obtaining feedback from staff by incorporating the change process by identifying different problems and issues and improvement areas (Edwards et al., 2024). The organisation can also implement effective mechanisms through feedback that will have them gather information from the employees and work regarding mitigating the issues at Marriott Hotel Maryland. 
A change management strategy will also benefit the hotel by enriching engagement and morale among the employees. Change management practice will have the employees crucial in dealing with the decision-making aspect as well as create empowerment which will help in decreasing the change resistance within the organisation (Harrison et al., 2021). Marriott Hotel Maryland will benefit through the change management strategy as it will enhance the productivity and performance rate by motivating the employees through training sessions and continuous improvement. This strategy will also experience financial results within the operations. Employee training within the hotel might require the cost and investment of 3,000 Dollars which will also include allocating resources. This cost will also include offering the employees of the organisation effective time and scope through the training methods
. 















[bookmark: _heading=h.44sinio][bookmark: _Toc166176898]5. Action Plan 
	No.
	Problem 
	Solution 
	Desired outcome 
	Time scale 
	Completion Date 
	Budget required 

	1.
	The issue of data security breaches and cyber security threats within the brand. 
	The issue can be effectively sustained and mitigated by Marriott Hotel Maryland by initiating robustness within the aspect of cyber-security and efficient data measures so that the issue is effectively mitigated. 
	The outcome of the implementation of the solution will be a reduction in the data breach risks. The security will also help in supporting and securing the insights, data and information of the customers in the hotel (Periasamy and Dinesh, 2024). The desired outcome will also be focused on enriching the loyalty and trust of the customers within the organisation. 
	3 months 
	01/7/2024
	10,000 Dollar

	2.
	Concerns about customer trust, transparency and communication
	An effective solution for the issue is to incorporate establishing the criteria of transparency within the modes of communication levels.
	The outcome of the solution will result in enhancing the reputation of the brand and its image among the guests in the hospitality sector (Edwards et al., 2024). This will also lead to the result of enhancing the loyalty and trust of the customers while engaging with Marriott Hotel Maryland. 
	2 months 
	01/09/2024
	45,000 Dollar

	3.
	Issues in maintaining regulatory standards and legal aspects within the data security process 
	The solution for the problem will focus on the ensuring level of regulatory compliance focusing on the data security and protection system. 
	The desired outcome for the effective solution will focus on Marriott’s aspect in reducing the risks within the legal aspects and fines due to data security breaches from the enforcement agencies. This will also aid the organisation in maintaining the effectiveness of boosting regulatory relationships with the government. 
	6 months 
	01/02/2025
	70,000 Dollar

	4. 
	Issues and challenges focusing on the change management practices 
	The solution for the issue at Marriott Hotel Maryland will revolve around effectively implementing change management criteria by training employees and fostering continuous improvement so that the issue of security breaches is tackled in the organisation. 
	The solution will positively lead to the desired outcome of enhancing employee engagement and morale. The training of the employees will also help in enriching the level of productivity and the staff performance rate within the hotel. 
	12 months 
	01/02/2026
	95,000 Dollar


Table No. 3: Action Plan 
(Source: Self-created)
[bookmark: _heading=h.1cuhnaiynjb2]

[bookmark: _heading=h.2jxsxqh][bookmark: _Toc166176899]6. Conclusion 
The following report has highlighted the understanding of organisational consultancy and the improvement within the organisation regarding the issues that they are facing within their operations. The report will highlight the problem that is faced within Marriott Hotel Maryland regarding the data security breach and the cyber threat that the organisation faced in 2022. The discussion on the security breach within Marriott Hotel Maryland focused on the threat that was caused due to anonymous hackers within the hotel. The hacking led to a breach of the private information of guests and their credit card details that created an influence within the customer’s engagement. From the findings, it is evident that the Marriott Hotel Maryland security breach included the details of the property and their operations in the hotel. This was gathered from former employees of the organisation. After the incident, the hotel informed the law enforcement agency to observe and maintain the situation. Over 300 to 400 employees were notified regarding the security breach within the hotel in their headquarters location. This created the risk of the private information of the guests, names, loyalty programmes and payment information in the organisation. This resulted in creating an impact on the reputation of the organisation leading to a decline in the loyalty and trust among the customers of the hotels. The impact has created an impact within the trust in the hotel that created a decline in the revenue of the hotel. From the cyber security threat, the organisation faced the impact of obtaining feedback from the guests that highlighted their decline and frustration towards the hotel. The security breach in the hotel also created a decline in the existing and repeating guests in the hotel. This has resulted in decreasing the market share of the organisation and also led to maintaining a limited mode of interaction within the brand. 
The discussion in the report has also included an evaluation of the external environment of Marriott Hotel Maryland through PESTEL Analysis. The different factors have been focused on in the report based on the influence that is caused within the external environment of the organisation. Additionally, the SWOT Analysis has highlighted the overview of Marriott Hotel Maryland and its size and reputation in the marketplace. The discussion in the report has also included a TOWS analysis that signified the future direction of Marriott Hotel Maryland. The report has also included recommendations on change management within the organisation so that the issue of cyber-security threats is sustained. The change management strategies focused on enhancing the data security measures, transparency in the communication method and enhancing the regulatory level of legal compliance. The organisation can manage changes in the organisation through the implementation of “Kotter’s 8-step Change Management Model”. This will help the organisation to apply the chain effectively within the aspect of the organisation. The report has also included an action plan focusing on the problem, solution, desired outcome, time frame, completion date and the budget required for the process. Marriott Hotel Maryland can incorporate partnering with the consultancy manager of Ernst and Young which will help in creating a better collaboration. This will also assist in maintaining effective business growth opportunities to mitigate the issue within Marriott Hotel Maryland.
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