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Question 1
a)
the first mechanism in spanning tree protocol is root guard what this does is it stops any configured port on a cisco switch from becoming a root port or root bridge between other routers.
The second mechanism is bpdu guard this mechanism will shut down a port if that port receives a bpdu packet and stop any traffic coming in from that port
The next mechanism is stp portfast this allows a port to automatically forward traffic through the port. 
The next mechanism is bpdu filter, what this mechanism does is it stops a bdpu packet from being sent out of that port once it is configured.
It is important to use these mechanisms in spanning tree protocol as it can provide the network with redundancy and also it will stop the network from creating path loops that can slow down the network or block the network from sending external packets to other networks.
b)


Question 2
a)
Route summarisation in eigrp is when multiple network addresses are summarised using a network address that summarises the multiple address. This is used in eigrp to decrease the size of the routing table and therefore the routing updates that need to be passed to the other routers in the network. Best practice is to do the summarisation manually.
b)
It is important to optimise ospf as the routing tables that need to be advertised among a network can become very large, one technique that is used in ospf is to use summary networks to decrease the size of the routing tables advertised over the network.
Another technique is to use designated routers to share the routing tables throughout the network to lower the traffic that is sent from each router there is a designated router that will share the routing table amongst the routers
Another technique is to use Area Border routers to summarise both internal and external routes using summary LSA 
Another technique is to use ASBR this summarises external routes using external lsa type to decrease the amount of information that needs to be passed from the external routes
c)
LSA Type 1 – Router LSA
· This type is used when the routers have the same ospf area and they share information to each  other
LSA Type 2 – Network LSA
· This type the designated router in the same area shares the information between the routers
LSA Type 3 – Summary LSA
· In this type the Area border router shares the summarised information about the other routers to other areas of the network
LSA Type 4 – ABR
· This type of packet tells the other areas in the ospf network there are other area border routers in the different areas of the network
LSA Type 5 – ASBR – External LSAs
· This type is used by the ASBR to share information about external routes an example is a default route out of the network
LSA Type 6 – Multicast LSA
· This type allows for multicast ospf networks
LSA Type 7 – NSSA
d)
authentication, authorisation, and accounting is a framework used to manage computer access. An example of this is at first the user must be authenticated by entering a username and password to access the computer and network system once the user has entered these and these login credentials are authentic then the next stage of authorisation is used if the user tries to access certain parts of the system such as private folders then the computer must check if the credentials the user has entered to access the system have the authority to access these folders or applications if the user does not then access will be denied. The next stage is accounting what this stage does is it will monitor the network usage by the user when on the computer network such as the amount of data sent or received.
This framework is used to measure data sent from the computer network and to monitor which applications are used or not used to then in turn make decisions based on the monitoring such as increasing network bandwidth or deleting apps.
Question 3
Planning
The first step in the creation of the network is the planning aspect, the companies need must be outlined in this step to ensure that the design network meets these criteria. The needs are listed below
Secure scalable network – for this the design of the network must include the ability to add new devices to the network with relative ease to achieve this, devices with numerous ports should be used as in the even the company want to add another device such as a router then the router can be added then connected with an available port
Efficient network manageability – for this the design of the network must include a method where all the network devices can be managed quickly in the network
High availability – for this the design must include methods in which if a network device fails in the network, then the network is still available to use via the connected devices
Secure Remote access – for this the design of the network must include a method to remotely access the network devices to configure or manage the network devices.
Design
Below is a screenshot of the design of the Wide Area Network of the company that will connect to the ISP the company has chosen to use.
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Description automatically generated]
As seen the company network is split into two local area networks one that is based in Swansea and one that is based in Cardiff, these local area networks are then connected to each other via the ISP. 
Implementation
Scalability
The network will use dhcp servers in order to delegate ip addresses to the devices on the network with exception to the router devices and servers, this will allow new devices to easily be added to the network as once they are connected to the network via the use of user logins they will be issued a functioning ip address using the dhcp servers, this will work for devices that connect remotely to the company network. The use of switches also allow devices to be easily cabled into the network. The dhcp servers have up to 246 users each to supply ip addresses to.
Manageability 
The network will be managed by the admins with the use of ssh connections into the network devices, all the network devices will allow for ssh connections that only management users will have access to all other users will not be able to connect to the network devices to carry out tasks. 
Availability

Access
The access to the network will be split into 3 parts. The first part are the employee users these users will have access to the regular applications on the network, the next part is for the management users these users will have more access to private files on the network and the final part is the network users these will have access to ssh into all the network devices and the configuration settings on all computers within the local area network they are based at.
This section also looks at remotely accessing the company network to do this the company will have a cloud storage system that will allow employees to use the company network services from areas such as at home.
Risks
There are several risks that the company will face when creating this network, below is a list of the threats.
· Hackers trying to gain access to the network to disrupt or gain access to private files
· DDOS attacks where the network will be bombarded with access requests to overload the network system
· Viruses in files that can slow the system down significantly
· Devices being broken or destroyed either accidentally or on purpose
Security
The first important security measure that will be configured into the network is to shut down all unused ports in the network, this will ensure that no hackers are able to gain access to the network devices through the open ports. 
The next security measure is to add access lists which will stop certain users or unauthorised external users from accessing private file servers. 
The next security measure is to store the network devices securely in the office buildings in both Swansea and Cardiff to ensure that no unauthorised personnel can access the devices this is done by keeping the devices behind locked doors. The devices should also be kept in high places away from open areas to ensure they are not damaged by natural disasters such as extreme weather. 
The next security measure that should be added is NAT this will hide the addresses of the network devices when they are being sent over the internet which will stop hackers being able to identify the network devices. 
The next security measure is a data backup and recovery this will be given to a data backup centre to manage where all data in the night will be backed up by sending the server contents to the data backup centre to ensure that is there is an accident that occurs where the information is deleted then it will be safely backed up and able to be retrieved. 
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