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1. Introduction
This report presents the design, implementation, and management of a virtualised enterprise network consisting of two geographically separated sites: Birmingham and London. The objective of this coursework is to deploy and configure core network services including routing, Active Directory Domain Services (AD DS), DNS, DHCP, VPN, file sharing, web services, and remote access.
The implementation demonstrates the application of network operating system principles to create a secure, scalable, and fully functional enterprise environment. Screenshots are referenced throughout as evidence of successful configuration and testing.

2. Network Design Overview
The network consists of:
· Birmingham Site (Primary Site)
· Windows Server (Domain Controller - B-DC)
· London Site
· Debian Server (Routing + Relay)
· Client Machines:
· L-CD
· ClientS1
· ClientL1
The two sites are connected via a Site-to-Site VPN, enabling secure communication across networks.

3. Routing Configuration
3.1 Birmingham Network (Windows Server)
Routing was configured using Routing and Remote Access Service (RRAS). This enables the Windows Server to act as a router between network segments.
RRAS was installed via Server Manager and configured for LAN routing. Firewall rules were modified to allow ICMP traffic, enabling connectivity testing.
Importance: Routing ensures communication between different network segments and is essential for enterprise network functionality.
Screenshot Reference:
[image: ]
Figure 1: RRAS Configuration
[image: ]
Figure 2: Firewall ICMP Rule Enabled

3.2 London Network (Debian Server)
IP forwarding was enabled to allow packet forwarding between interfaces.
Command used:
sudo nano /etc/sysctl.conf
Add:
net.ipv4.ip_forward=1
Apply changes:
sudo sysctl -p
Verify routing:
ip route
Screenshot Reference:
[image: ]
Figure 3: sysctl Configuration
[image: ]
Figure 4: Routing Table Output

4. Domain and DNS Configuration
The Windows Server was promoted to a Domain Controller and a new forest was created:
yourname.acca
DNS was configured with:
· Forward Lookup Zone
· Reverse Lookup Zone
· A Records for all servers
· PTR Records
Importance: DNS ensures hostname resolution, while AD DS enables centralized authentication and management.
Screenshot Reference:
[image: ]
Figure 5: Domain Creation
· Figure 6: DNS A Records
[image: ]
Figure 7: Reverse Lookup Zone

5. Site-to-Site VPN Configuration
A Site-to-Site VPN was configured to connect Birmingham and London networks securely.
The VPN uses encryption protocols (IPSec/IKE) to protect data in transit.
Importance: Ensures secure communication across geographically separated networks.
Screenshot Reference:
[image: ]
Figure 8: VPN Configuration
[image: ]
Figure 9: VPN Connected Status

6. User Account Creation (PowerShell Automation)
User accounts were created using PowerShell to automate the process.
PowerShell Script:
Import-Module ActiveDirectory

$users = Import-Csv "C:\users\users.csv"

foreach ($user in $users) {
    $firstname = $user.FirstName
    $lastname = $user.LastName
    $username = ($firstname.Substring(0,1) + "." + $lastname).ToLower()

    New-ADUser \
    -Name "$firstname $lastname" \
    -GivenName $firstname \
    -Surname $lastname \
    -SamAccountName $username \
    -UserPrincipalName "$username@yourname.acca" \
    -AccountPassword (ConvertTo-SecureString "Password123!" -AsPlainText -Force) \
    -Enabled $true
}
Importance: Automation improves efficiency, reduces errors, and reflects enterprise best practices.
Screenshot Reference:
[image: ]
Figure 10: PowerShell script

7. Domain Membership
The following systems were joined to the domain:
· L-CD
· ClientS1
· ClientL1
Users successfully authenticated using domain credentials.
Screenshot Reference:
[image: ]
Figure 11: Domain Joined System

8. DHCP Configuration
The B-DC server was configured as a DHCP server.
Scope Range:
192.168.10.10 – 192.168.10.20
Configured options:
· Default Gateway
· DNS Server
London server configured as DHCP Relay Agent.
Importance: DHCP automates IP allocation, reducing manual configuration.
Screenshot Reference:
[image: ]
Figure 12: DHCP Scope
[image: ]
Figure 13: DHCP Relay
[image: ]
Figure 14: Client IP Assignment

9. Network Testing and Troubleshooting for 
Connectivity was tested using:
· ping
· ipconfig
· tracert
All systems communicated successfully across both networks.
Screenshot Reference:
[image: ]
Figure 15: Successful Ping Test

10. File Server Configuration
A secondary disk was mounted:
E:\BirminghamFiles
Permissions:
· Domain Users: Full Control
· Others: Read Only
Importance: Enables secure file sharing across the network.
Screenshot Reference:
[image: ]
Figure 16: Disk Configuration
[image: ]
Figure 17: Sharing Permissions

11. IIS Web Server
Website created:
webs.paul.acca
Windows Authentication enabled.
Page displays:
"Welcome to Birmingham Website"
Screenshot Reference:
[image: ]
Figure 18 & 19: IIS Configuration & Website Output

12. Remote Desktop Services
RDS configured for remote access.
Access URL:
https://rds.paul.acca
Certificates applied for secure connection.
Screenshot Reference:
[image: ]
Figure 20 & 21: RDS Configuration & RDS Login Page

13. Security Considerations
Security measures implemented include:
· Firewall rules
· VPN encryption
· Strong password policies
· Access control permissions
These measures ensure confidentiality, integrity, and availability of network resources.

14. Conclusion
This project successfully demonstrates the deployment and management of a virtualised enterprise network. All required services were configured and tested successfully, ensuring full connectivity, security, and functionality across both sites.
The use of automation, secure configurations, and best practices reflects real-world enterprise network implementation.
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