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Abstract: In recent years, network security has become an important issue of public concern, countries have promulgated laws and regulations on network security, security framework. This paper introduces three security frameworks or models: ITIL, ISO27000 and information assurance technology framework, and analyzes their advantages and disadvantages. It infrastructure library is the best practice of IT service management process. After years of development and accumulation, the global market has grown rapidly and gradually matured. ISO27000 series standards are a set of standards formulated by international standards organization for information security management system, information assurance technology framework, referred to as IATF. It was first proposed by the U.S. government to protect the information security of the government and important enterprises and ensure the normal operation of infrastructure. This paper analyzes Caribbean coffee based on ITIL and gives the solution.
1.ITIL
1.1Definition of ITIL
ITIL is the IT infrastructure library, which is the best practice of IT service management. It provides a basic framework for it governance, focusing on the continuous quality improvement and evaluation of IT service delivery from the perspective of enterprises and customers.[1]One of the most important reasons for ITIL to focus on continuous improvement and evaluation of IT service delivery is because of its great achievements in the world, and every organization has obtained great benefits by using ITIL technology process.
According to my own work practice and research, I summarize the benefits of ITIL as follows:
1) Improve it service satisfaction of users and customers.
2) Improve the availability of services, directly increase the profits and income of enterprises.
3) Save money loss caused by rework and waste of time, improve resource management and use.
4) Improve new products and services in time and face the market.
5) Improve decision making and optimize risk.
1.2 The development process of ITIL
The original version of ITIL is composed of 31 related books, covering all aspects of providing IT services. ITIL V2 was then widely accepted and recognized as the most effective way to provide IT services. In 2007, ITIL V2 was replaced by the third version of ITIL after strengthening and consolidating, which was officially released. [2]It consists of five core books, covering the five life cycles of IT services. These five books cover each stage of the IT service life cycle, as shown in Table 1.
ITIL sums up the best practice of IT management in various industries in the UK into a standard, and it has been widely recognized in various enterprises in the UK. ITIL is a series of practical standards of IT service management commonly used in the industry, because it contains the process description of how to manage it infrastructure, and is process oriented and customer-centric, Through the integration of IT services and enterprise services, improve the ability and level of IT service provision and service support of enterprises, so it is generally recognized as the best practice guide of IT service management.
1.3 The architecture of ITIL V3 theory
Table 1 shows the detailed architecture of itilv3. The core architecture of itilv3 is based on the service life cycle. [3]Service strategy is the axis of life cycle operation; service design, service transformation and service operation are the implementation stages; service improvement lies in the positioning of services and the optimization and improvement of related processes and projects based on strategic objectives.
	Service Strategy

	Processes

	Demand Management
	Financial Management

	Service Design

	Processes
	Concepts

	Service Catalog Management
	Configuration Management System

	Service Level Management
	Knowledge Management

	Availability Management
	Definitive Media Library

	Information Security Management
	Service Knowledge Management

	Supplier Management
	

	Capacity Management
	

	IT Service Continuity Management
	

	Service Transition

	Processes

	Change Management
	Service Asset and Configuration Management

	Release and Deployment
	

	Service Operation
Processes

	Event Management
	Service Desk

	Incident Management
	Technical Management

	Request Fulfillment IT
	IT Operations Management

	Problem Management
	Application Management

	Access Management
	

	Continual Service Improvement

	There are 17 processes in total
	There are 4 functions in total


Table 1
1.4 Disadvantages:
1.Too aggressive project expectations and plans

2. Pay too much attention to ITIL's best practices and ignore the business status of the enterprise itself

3. Ignore the value of process owner

4. Ignoring the change of ITIL culture

5. Consider ITIL as a set of independent processes

2. ISO/IEC 27000
2.1 Definition of ISO27000 series standards
ISO27000 series standards are a set of standards formulated by international standards organizations for information security management system. The core standards ISO27001 and iso27002 are evolved from bs7799-1 and bs7799-2 issued by British Standards Institute (BSI) in 1995. [4]BS7799 was initiated by the UK Department of trade and industry at the initiative of the industry, government and business. It aims to develop a common framework for the establishment, implementation and measurement of information security management practices, and to provide trust among trading partners. ISO has reserved ISO / iec27000 serial numbers for information security management system standards, and has reserved 60 standard numbers from ISO / iec27000 to ISO / iec27059. So far, the ISO series is commonly used in practice
There are five information security management system standards (including ISO27001 information technology security technology information security management system requirements, iso27002 information technology security technology information security control practical rules, iso27003 information technology security technology information security management system implementation guide, iso27004 information technology security technology information security management measurement, iso27005 information technology security technology information security technology As the main standard of ISO27000 series standards, ISO27001 specifies the requirements for the establishment, implementation and maintenance of information security system, which is used to guide the construction of information security management system. Among them, information security management is divided into 14 security control areas, including 35 control objectives and 114 control areas There are three security control measures, which basically cover all fields of enterprise information security management. Therefore, information security construction based on ISO27001 standard can effectively avoid the blind area of enterprise information security management. Iso27002 provides a reference for organizations in the process of implementing information security management system based on ISO27001, and serves as a reference guide for organizations in implementing general information security control measures based on ISO27001.
	Information security policy

	Information security organization

	Human resource security

	asset management

	access control
	cryptography
	Physical environment security
	System acquisition, development and maintenance

	Operation safety
	Communication security
	

	Supplier relationship

	Information security incident management

	Information security in Business Continuity Management

	Compliance


Chart 2
The construction of information security system is mainly based on risk management. By identifying, evaluating and analyzing information security risks, the probability and impact of risks are reduced to an acceptable level, and corresponding measures are taken to ensure that the business will not be interrupted or lost due to the occurrence of security incidents.[5] ISO27001 standard requires the formulation of information security strategy, the determination of the scope of management system, the definition of management responsibilities, and the determination of control objectives and the selection of control measures through risk assessment. Once the system is established, the organization should continue to maintain and improve the information security management system to maintain the effectiveness of the system. Similar to ISO9001 quality management standard in ISO9000 series, ISO27001 standard proposes a PDCA reference model for the establishment, implementation, operation, monitoring, evaluation and improvement of information security system, emphasizing the construction and operation of the system, and continuously improving based on PDCA model (Figure 2). The construction and operation mechanism of information security system based on PDCA cycle model can effectively improve the initiative of enterprise information security management.
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Figure 1
Plan -- establish information security management policies, objectives, processes and specifications consistent with the overall strategy, objectives and policies of the organization to manage information security risks.
Do -- the policy, control measures, process and specification of implementing and operating information security management system.
Check -- evaluate the effectiveness of information security management according to the guidelines and objectives of the information security management system, and report the results to the manager for review.
Act - based on the results of internal audit and management evaluation of the system, take corrective and preventive measures to continuously improve the organization's information security management system. 
According to ISO27001 standard, the activities in the field of information security management are divided into 114 specific security control measures. Based on the standard management system, the important information assets of enterprises are fully secure. The construction method of information security management system oriented by business requirements is the biggest feature of ISO27001 standard, which can ensure the management activities in the system to meet the needs of enterprise business management and control. Information security construction is carried out around information assets. By identifying assets and threats, making up loopholes, and controlling risks, the confidentiality, integrity, and availability of information assets are protected.

3. IATF
3.1 Analysis of IATF
Information assurance technology framework, referred to as IATF. It was first proposed by the U.S. government to protect the information security of the government and important enterprises and ensure the normal operation of infrastructure. Different from the common security protection strategy, the file adopts a new security management strategy, and technicians can only enter the system through standard operation; otherwise, they will be denied access, so as to realize the security of system information.[6] According to the current development and application situation of computer technology, it has been unable to meet the security requirements of computer system: while protecting information security, we should also consider the integrity and availability of information; the response ability and detection ability of the system also have a very important impact on the storage and recovery of information. Only from the technology, management, construction, strategy and other aspects of comprehensive consideration, combined with the actual needs of targeted construction, can we design a network defense system that meets the security needs. The framework of information security technology was born to solve this problem.
3.2 network security technology and application based on IATF
IATF idea refers to the establishment of a multi-layer strong security defense mechanism on the information transmission device.[7] As shown in Figure 2, the network security system based on IATF idea is composed of four parts: internal network, access control module, external network and business network, with a total of three-layer network framework. Among them, the intranet is the basic service network, which is also the network that users can directly contact; the extranet is responsible for transmitting information to the intranet, which is the birthplace of viruses and intrusion events, including network firewall, router and switch; the business network is responsible for outputting network functions, providing application and code download interface for production, life and entertainment. The control module contains IATF information security defense model, which is the security defense core of the system. In the design of network security system based on IATF, it is necessary to establish an appropriate security defense mechanism to control the transmission and access of network information and avoid calling or accessing information directly. Secondly, PKI / CA is used for user login authentication agent to solve the resource information problem from multiple perspectives. Finally, the virtual isolation network of Intranet and extranet is established, and the IPSec protocol is used to access the virtual isolation network remotely, so that there is no real connection network between the intranet and extranet, and the virus and intrusion are directly isolated in the extranet to ensure the intranet security to the maximum extent.
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Figure 2

The traditional network security system adopts the plane network framework, while the network security system under the IATF idea is adjusted to a three-tier network framework. This design makes it easier to deploy network facilities and isolate information, which can ensure the information security in the internal network and business network. The maintenance ability of the external network to the whole network connection becomes more effective, and it is easy to carry out multi-point management and control at the same time.
The external network is generally oriented to the public network with external resource interface, so it is most vulnerable to network intrusion. The external network is connected to the internal network through the router to transmit the target location for information communication. A reasonable routing security protocol can effectively prevent the virus and intrusion in the communication process. The external network routing security protocol of the network security system under the IATF idea is shown in Table 3.
	project
	Security attack
	Security services
	Security mechanism

	Analysis of information content
	Yes
	Yes
	Yes

	Traffic analysis
	No
	Yes
	Yes

	User login identification
	Yes
	Yes
	Yes

	Tampering
	No
	Yes
	Yes

	Denial of service
	Yes
	Yes
	Yes

	Routing control
	Yes
	Yes
	Yes

	Encryption mechanism
	No
	Yes
	Yes

	digital signature
	Yes
	Yes
	No

	Flow compensation
	Yes
	No
	Yes


Table 3
IATF is developed by the U.S. security agency. It is a design idea for defense of industrial and administrative information. Figure 3 shows its ideological infrastructure. IATF implements network defense by detecting the information privacy, effectiveness and admissibility of infrastructure, network infrastructure, network edge and computing environment, and provides self protection, reconnaissance and automatic maintenance capabilities for the network.
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Figure 3

The three core elements of IATF are user, operation and technology. It emphasizes user information privacy and security, operation accuracy and technical perfection. It can also be understood that user, operation and technology are the core of network security. Figure 4 is a network security defense system designed according to the three core elements of IATF. This system takes the information security mechanism as the starting point, makes the information operation system, technical defense system and defense laws and regulations interact, reasonably arranges the defense nodes and defense content, and avoids security loopholes.
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Figure 4

Figure 5 shows the specific IATF information security defense model. This model takes the network security defense system in Figure 4 as the core, and carries out the cyclic process operation of network protection → detection → response → recovery → protection. The design idea of IATF information security defense model is to strengthen the use of static and dynamic defense resources, reduce the use of virus and intrusion response resources, and focus on protection and detection. This design can reduce the network exposure time and prevent the system from producing new security vulnerabilities in the implementation of the defense process.
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Figure 5

1. case analysis
4.1 Customer introduction 
Caribbean coffee sells blue peak coffee from Jamaica, which is one of the best and most popular blended coffee in the world. Caribbean coffee has a wide range of business in the world. [8]The company uses cloud services to provide IT services to employees and customers. It is estimated that nearly 95% of the company's networks are wireless based. The company also has a lot of online and social media to promote its activities.
[bookmark: _GoBack]Due to its large staff and international customer base, the company has recently faced great pressure to allow employees and customers to use personal devices to access the company's network / resources. The security of employee's personal data and customer's data is the most concerned problem of the company. The company is also focused on protecting its billions of dollars worth of intellectual property. Information security is the top priority of the company, but everything is chaotic. There is no established policy for their security needs.
4.2 Case background
Caribbean coffee has a large demand for wireless based business, and needs a lot of online social media promotion work. Now social network security is very important. Both employees and customers need to access the company's network resources online, which has great security risks. Employees' personal information, customer information and the company's billions of dollars worth of intellectual property rights are available Risk of leakage. This paper will build a security framework for Caribbean coffee company based on ITIL.
4.3 Solution
IT departments need to provide protection services for employees' personal information, customer data and the company's billions of dollars worth of intellectual property rights to prevent the huge losses caused by the disclosure of company or personal information.[9] Social media accounts should adopt certain protection measures to prevent individuals from using company accounts at will. And set to prevent copying, downloading and other technical support, to prevent the company's employees from divulging confidential information. Establish a unified service platform. With a unified service platform, design workflow. Distinguish employee functions, such as: first line, second line, etc. The first line refers to the customer service staff of the service desk, whose responsibility is to receive problems, track problems, deal with simple, a large number of repetitive problems and record them in the knowledge base, so as to reduce the pressure of the second and third line technicians. The second-line and third-line technicians can get out of the daily complicated maintenance work to study the problems with great technical difficulty and great impact on the business, and record the treatment methods and solutions to these problems in the knowledge base, so that when the problem occurs again, the front-line customer service personnel can deal with it, and really give play to the strength of the technical personnel. And it needs the system to record the problems involved in the information system one by one, including the solutions and solutions, so as to collect a huge knowledge base for the enterprise. Then through the supplement of all aspects of enterprise information, the content of knowledge base is constantly enriched. Through the record of knowledge base, the infrastructure and application systems involved in the information department can be recorded, creating an iron camp for the information department, no longer afraid of the loss and change of personnel. It department keeps updating and maintaining the company's system.
4.4 Project income
By using ITIL concept for reference, the company has constructed service management processes such as service desk and office system. Careful construction of process and effective support of tools greatly improve the operation efficiency of daily service management.
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