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Introduction
This report brings together key areas of engineering practice—safety, security, sustainability, problem-solving, and teamwork. Each section shows how engineers think and work, using real standards and examples to link technical decisions with responsibility in practical situations. 





Health and Safety (operation of lathe):
During university workshop practice, lathe operation has been undertaken. The safe operation of lathes in the UK is governed by a hierarchical, goal-setting regulatory structure, founded upon the (Health and Safety at Work etc. Act 1974, s.2(2)). This principal legislation sets out the basic responsibilities of care: employers hold a non-transferable obligation to guarantee, as far as is reasonably practicable (SFAIRP), the well-being, safety, and health of their employees. More machine-use specific obligations arise from the Provision and Use of Work Equipment Regulations 1998 (PUWER), which require that the lathe is suitable for the task, guarded, inspected and used only by competent persons (Section 2, (9)). The hierarchy of control - from fixed guards to information - is embedded within PUWER, demonstrating a systematic approach to hazard management. A legal requirement for an employer to perform and review a risk assessment is also introduced in The Management of Health and Safety at Work Regulations 1999, mandating a ‘suitable and sufficient’ risk assessment (such as the inspection of the fixed guard) (reg.3(1)). This mandates the anticipation, identification, assessment, and management of lathe-specific risks prior to commencing work. The UK also has the BS EN ISO 23125 standard which is the international standard for the safe operation of turning machines, such as the lathe, which defines guarding, interlock and operational safety requirements ((British Standards Institution, 2015)). These safety implementations are necessary based on the clear evidence of historical incidents and the severity of injury, justifying different levels of control.

Risk Assessment Table:


	Hazard Identification
	People at risk and how and nature of harm
	Risk evaluation 
	Precautions 
	Effect of implemented precaution


	Entanglement with rotating parts
	Mainly the operator. Accidents involve loose clothing getting pulled into the chuck. Can result in amputation or major trauma.
	High
	Administrative control: mandatory “no loose clothing or jewellery”.
Engineering control: fixed guard according to the BS EN ISO 23125:2015

	Fixed guard eliminates exposure to rotating chuck under normal operation

	Flying shavings/chips
	The operator and nearby personnel. Shavings flying out. Eyes are particularly vulnerable.
	High
	Use of protective eyewear.
Engineering control: controlled feed rates
	Controlled feed minimises erratic shooting out of chips. Eyewear prevents eye damage in the case of unpreventable shavings flying out.

	Exposure to lubricant
	Mainly the operator. Exposure can lead long-term to dermatitis or inhalation of mist can lead to asthma.
	Moderate
	Engineering control: workspace ventilation.
Administrative: skincare policy and according facilities.
	Ventilation captures and eliminates mist. Washing hands prevents long-term skin contact



The solutions in the table are formulated based on the hierarchal structure of: Elimination/Engineering first, then administrative methods (e.g. prevention), and lastly PPE.


















Security Risk Matrix


Modern vehicles are cyber-physical systems that incorporate sensor arrays, interconnected ECUs, telematics components, and cloud networking. This has now increased the possible number of attacks by opening more angles for security threats. Nevertheless, there are still risks that lie within the automotive industry such as risks in physical security, supply chain integrity, and personnel. Drawing upon incident reports and security research, four realistic threats are identified and critically evaluated using a qualitative risk matrix:

1. Over-the-air (OTA) update compromise: Modern vehicles depend on OTA systems to deliver software and firmware updates to ECUs. If any part of the OTA pipeline is compromised — such as the update server, the wireless link, or the code-signing process — attackers can push malicious firmware, gaining control of ECUs or disabling safety-critical functions (Mocnik & Fowler, 2023; Mahmood et al., 2022). 

2.Ransomware attack on manufacturing supply chain: Hackers use malicious software to lock down critical computer systems within a vehicle assembly plant causing severe production delays, financial damage, and supply chain disruption. The 2021 Colonial Pipeline attack demonstrated the crippling impact of ransomware on critical infrastructure (CISA, 2021). Automotive supply chains are similarly vulnerable.

3. Malicious employee inside software development: As the title says, there is the improbable, yet possible risk of an employee secretly introducing malicious code in a vehicle’s software. The SolarWinds incident shows such a risk is possible, and can lead to devastating consequences (NCSC, 2020). The automotive software supply chain can face the same risk.

4. Remote exploitation of in-vehicle networks: If an attacker accesses the vehicle, such as through a compromised infotainment or telematics unit, they can inject spoofed messages onto the CAN bus, enabling control of functions like braking or steering (Checkoway et al., 2011; Miller & Valasek, 2015). This is possible because in-vehicle networks use broadcast messaging without strong authentication. Researchers demonstrated a remote Jeep Cherokee hack via its Uconnect system, leading to a 1.4-million-vehicle recall (Miller and Valasek, 2015).

Risk Matrix:
	Threat Type
	Likelihood
	Impact
	Risk Rating

	Over-the-air (OTA) update compromise
	Medium
	High (to an individual)
	High

	Ransomware attack on manufacturing supply chain

	High
	Very High
	Very High

	Malicious employee inside software development
	Low
	Very High
	Medium

	Remote exploitation of in-vehicle networks
	Medium
	High
	High



To fight a ransomware attack on a manufacturing supply chain, we need to prioritise what matters most:
1. Physically isolating the critical computer systems by keeping them in a designated physically secure area away from the assembly line.
2. Ensuring that only essential staff can access digital equipment in the whole factory and only using two-factor authentication.
3. Create a strict protocol for installing any sort of security updates throughout the factory, so that there are no temporary security gaps.








Engineers’ role in society

Both Honda Motor and Yamaha Motor publish formal codes of conduct that shape how their engineers approach technical work. These codes centre engineering decisions on sustainability principles such as Brundtland Report’s focus on protecting future generations (Scientific Research, n.d.). For motorcycle engineers, this means that environmental issues are not treated as optional considerations but as a core part of responsible design. 

Honda’s code places clear expectations on engineers to support the company’s move toward carbon neutrality, requiring them to consider emissions, resource use and environmental impact when developing new technologies (Honda Motor Co., 2023). For example, when evaluating powertrain options, engineers must balance performance targets with energy efficiency and long-term carbon output. Yamaha’s code takes a similar direction, emphasising harmony with society and the environment, and encouraging engineers to integrate sustainability into both material selection and manufacturing processes (Yamaha Motor Co., 2023). This essentially means an engineer might choose a recycled carbon fibre weave not just for its strength-to-weight ratio, but because it can have up to 40% bio-degradable components. In motorcycle races, the crucial performance calculation now includes end-of-life.

These codes also influence everyday engineering tasks. A Honda engineer working on an electric motorcycle platform might identify the challenge of battery material sourcing and propose a shift toward more recyclable chemistries. A Yamaha engineer designing a new chassis may consider not only structural strength but also the supply chain behind the aluminium being used, selecting suppliers with lower environmental impact. These are practical applications which truly reflect the problem-solving expectations within modern engineering teams.





Problem Solving
During the development stage of a new product, it is common for engineering teams to frequently encounter issues that interrupt progress. Research has shown that there are a number of problem-solving approaches for this. Two different approaches, along with diagrams, have been proposed to resolve common issues:

1. One common strategy is decomposition and recomposition approach, which breaks a complex engineering problem into smaller, manageable sections that can be analysed independently (Milovanovic, Gero & Becker, 2021). In product development, this approach helps teams avoid the cognitive overload that comes from examining an issue in its entirety. For example, in the development of a motorcycle powertrain, engineers may divide the problem into combustion performance, thermal management, emissions control and mechanical durability. Each sub-problem can then be tested with targeted tools, allowing teams to identify constraints or failure modes without interference from unrelated variables.
2. Secondly, the PDCA (Plan–Do–Check–Act) cycle offers an iterative framework for continuous improvement. Teams plan a change, implement it on a small scale, evaluate the results and then either adopt or revise the solution (Deming, 1986). This loop ensures changes are rooted in evidence and not gut-feeling or guesswork.   [image: ]
The PDCA (Plan–Do–Check–Act) cycle (American Society for Quality, 2025).






Team Structure
One experience that stands out for me involved installing a flat-roof window with my father and brother. It wasn’t a formal engineering setting, but the way we organised ourselves felt very similar to how small technical teams operate. The task itself was simple in theory—lift the window, get it onto the roof, hold it steady... but once we actually started, it became clear that the coordination mattered more than anything else. My father naturally took charge, and the two of us followed his instructions, so the structure became a straightforward single-leader hierarchy (Adair, 2007).
	Team Feature
	Positive Aspect
	Negative Aspect

	Clear leader
	One decision maker which reduces hesitation
	Less inclusive – no space for other ideas

	Defined roles
	Good execution and minimal mistakes due to those who made no decision
	Limited flexibility in the case of something random

	Direct communication from leader
	Minimal confusion
	It all falls on the leader. The team is too dependent on one person – inherent risk



The strengths of this structure were obvious as soon as we began lifting. When three people are carrying a heavy object up a ladder, the last thing you want is a debate about which way to turn. One voice made it safer and faster. But there were drawbacks too. My brother and I mostly reacted, rather than thinking ahead or proposing alternatives. Our minds also would have naturally liked to think about the “why” behind what we were doing, but we couldn’t because of the fast execution. In engineering terms, the hierarchy kept us efficient but slightly passive—something Mullins (2016) notes as a common issue in directive leadership structures.
If I look back, a functional or cross-functional team structure might have worked as well, as illustrated here in the design team structure diagram.






[image: ]
(Cirulis, 2017)
Instead of one leader telling everyone what to do, we could have split responsibilities more intentionally: one person focusing on alignment, another checking fixing points, someone else monitoring load angles. Engineering teams use this approach a lot because it spreads the cognitive load and makes the process more resilient (Blanchard & Thacker, 2013).
Would it have been slower? Maybe. But it might also have encouraged more communication and shared awareness, which is something engineering teams rely on especially when safety and accuracy matter. 










Conclusion
Across all topics, engineering relies on clear reasoning and responsibility. Whether solving problems or working in a team, the same principles apply. These foundations shape effective engineering practice in both simple tasks and complex systems.
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