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Abstract—This paper critically analyses Zero Trust Architecture (ZTA) as a paradigm for creating organisational environments that anticipate, protect against, detect, and automatically respond to cyber threats. The research evaluates ZTA principles including continuous verification, micro-segmentation, and least privilege access, comparing their efficacy to traditional perimeter-based models. Implementation challenges including legacy integration, policy complexity, and cultural resistance are critically examined. The theoretical foundations are then directly applied in Task 2 to design a structured cybersecurity programme addressing the systemic governance, accountability, and technical failures of the 2017 Equifax data breach, aligned with the NIST Cybersecurity Framework 2.0.
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TASK 1: RESEARCH IN DATA SECURITY AND COMPLIANCE
I. INTRODUCTION
In today's complex and geographically dispersed environment, legacy approaches to cybersecurity such as perimeter-based security are increasingly inefficient. The castle-and-moat principle positioned security measures at the periphery of the network, assuming that all users inside the network are trustworthy. As demonstrated, this assumption is highly problematic because once smart attackers manage to break through, there is no obstacle preventing them from using lateral movements to explore the internal environment freely. The development of cloud computing, remote working, and BYOD policies has only increased the number of vulnerabilities of the network.
The concept of Zero Trust Architecture (ZTA) emerged precisely in response to those threats and is based on the fundamental principle "never trust, always verify" outlined by NIST in Special Publication 800-207. In line with that, under ZTA, continuous authentication and authorization are required for all access requests regardless of the user's location in the network.  
The current study focuses on the role of ZTA in creating an environment capable of preemptively anticipating, preventing, detecting, and responding to threats automatically. Specifically, it considers the main features of ZTA, its effectiveness compared to other models, and major implementation challenges. Of particular importance is the application of the principles considered to the cyber security strategy of Equifax (Task 2).
II. ANTICIPATING THREATS: THE ZERO TRUST MINDSET
Assumption of compromise or assume breach  is the central notion in ZTA. Instead of designing the security architecture as a defensive structure relying on the integrity of its perimeter, ZTA supposes that attackers could be already within the network or that a penetration is inevitable at some point. Such paradigm shift means that companies change their approaches to risk management – instead of detecting the attack after it is launched, the system continuously monitors it through assessing risks associated with every access request.

Implementation of such an approach is carried out via continuous monitoring and flexible policy rules. ZTA suggests constant analysis of attributes including user identification, device health, location, timing of access, and behavior. Moreover, with the development of the technology, artificial intelligence (AI) and machine learning become more and more popular in ZTA, as they allow anticipating threats based on analyzing the behavior of a user and identifying the slightest abnormalities that might indicate the future malicious actions. For example, through the use of AI-powered User and Entity Behavior Analytics (UEBA), it is possible to identify the misused credentials by comparing actual access patterns of a person with the regular behavior profile.
Such approach addresses the fundamental limitation of the conventional model. Perimeter-based security architectures do not possess any mechanisms for predicting the internal threats – once an intruder bypassed the perimeter, he or she is already in the system. It becomes obvious during the Equifax incident – attackers remained unnoticed for 76 days due to the absence of internal anticipatory controls. The implementation of a ZTA architecture that assumes breach would analyze all the internal access requests in real-time and thus would provide more opportunities to detect and prevent any attacks.
Another benefit of ZTA consists of connecting external threat intelligence feeds with ZTA policy engines. For instance, when a new vulnerability is identified in commonly used software, ZTA systems would be able to restrict the access to affected assets in advance of any attacks. This proactive capability allows transforming the security function into proactive risk management and changing the company's stance on threat from defensive to predictive.
III. PROTECTION CONTROLS IN ZERO TRUST ARCHITECTURE
  
  The use of micro-segmentation and the least privilege principle is the ZTA's most efficient way of keeping the company's assets safe. The combination of the two creates an effective hierarchical security defense that allows the reduction of risks related to breaches. The use of micro-segmentation technology allows splitting up the network into micro-segments or even individual workloads or applications. In such a way, instead of securing whole chunks of the network infrastructure, every single asset becomes surrounded by borders of its security zone, each of which requires authentication and authorization separately.

Moreover, access to these segments is granted in accordance with the least privilege principle; users, devices and applications receive only the minimum access permissions to assets needed for performing particular activities and at a particular point in time. Such access is dynamic and continuous; thus, the context plays an important role in access granting. For instance, the read-write permission for the database administrator can be granted for accessing production databases only within a scheduled maintenance period.

This combination of micro-segmentation and least privilege solves the problem of lateral movements that is characteristic for breaches like the one at Equifax. According to the case study, attackers gained access to the company's web server and moved through the flat, unsegmented network to reach the databases containing 147 million people's records. In this scenario, micro-segmentation would allow separating the web server from the database tier; moreover, the web application's service account would lack access to bulk data. These concepts are reflected in the Task 2 programme design.

Nevertheless, there are some limitations associated with the use of too fine-grained micro-segmentation. Such a solution would complicate security operation, increase chances of misconfiguration and introduce new vulnerabilities. There is a necessity for organizations to find a balance between the degree of security and manageability. One of the approaches can be starting from coarse-level segmentation of asset categories (web, application, database) and gradually increasing security details and moving towards workload control.
B. Continuous Identity Verification and Encryption
In contrast to the legacy framework where users have to login once before being granted unlimited access, the zero trust framework calls for constant re-checking of user's identity with the help of strict IAM and MFA [5]. In other words, a logged-in user is not considered to be trustworthy; every attempt to gain access is associated with the re-verification of the user's identity and permissions. Such an approach will help address such issues as session hijacking and credential replay which affect periphery architectures [9].

Recent scientific work proves that blockchain enabled Zero Knowledge Proof technology allows verifying user credentials without any transfer of the actual authentication information. This improves the security and privacy of the ZT architecture as well [9]. The information transferred to/from the servers is always encrypted in transit and at rest via the usage of industry-standard AES-256 and TLS 1.3 technologies in order to provide the confidentiality of the information even in the case when control on the network side failed [3].

The importance of continuous identity verification can be seen in the example of the Equifax breach. As it is clear from the example, the company's infrastructure should have used continuous verification, according to which the initial web server hack does not guarantee unlimited access to the database because every further attempt to get access requires additional verification in accordance with constantly changing policies which take into account the state of the device, access patterns and data sensitivity.
IV. DETECTION AND AUTOMATED RESPONSE
With regard to continuous monitoring and awareness, ZTA needs extensive monitoring of the entire IT infrastructure. SIEM systems gather data from networks, devices, applications, and identity systems to provide one view of all activities. Such extensive logging creates the audit trail necessary for real-time detection and subsequent analysis. In addition to perimeter monitoring that used to be sufficient in older models, the Zero Trust architecture also provides internal (east-west) monitoring, thus substantially improving the ability to detect any lateral movements.

Together with Security Orchestration, Automation, and Response (SOAR), such monitors are able to detect anomalous activities and execute automated incident responses without human intervention. SOAR systems use predetermined playbooks to perform immediate isolation of compromised devices, revocation of access tokens, IP blocking, and forensic evidence collection after just seconds of detecting an incident. The significance of such automation lies in the fact that older models require human security analysts to triage the incident manually, thereby allowing attackers to spend more time inside.
Thanks to the use of AI-driven analytics, ZTA allows processing big amounts of data in real time in order to discover abnormal patterns that humans may have missed. Machine learning models that analyze the typical network behavior patterns can detect subtle abnormalities, such as any unusual outflows of the data from the network, strange access times, or unusual lateral movements. Upon detection of any abnormalities, automatic playbooks initiate containment immediately. This explains the long dwell time in the case of Equifax breach – with ZTA, the initial breach would have been detected and contained in seconds.
It is worth critically noting that automated response systems carry inherent risks. False positives can trigger unnecessary containment actions that disrupt legitimate business operations, while overly aggressive automation may isolate critical systems 

In periods of peak demand [16], companies need to use graduated response strategies. The low confidence detection results in more monitoring and alarms to the analysts; the high confidence detection accompanied by indicators results in automatic containment. This process ensures balance between security and continuity of operations, and it guides the incident response design in Task 2.                                             

V. EFFICACY COMPARED TO TRADITIONAL MODELS
The ZTA framework has been found to be much superior to the traditional perimeter security concept on many aspects. The comparative study of both concepts is provided in Table I below.
	Dimension
	Traditional Perimeter Model
	Zero Trust Architecture

	Anticipate
	Reactive; assumes perimeter holds
	Proactive; assume breach mentality with continuous risk assessment

	Protect
	Perimeter firewalls; flat internal network
	Micro-segmentation; least privilege; continuous MFA

	Detect
	Perimeter IDS/IPS; blind to internal traffic
	Full traffic inspection; SIEM monitoring all east-west traffic

	Respond
	Manual triage; slow escalation
	Automated SOAR playbooks; immediate containment

	Lateral Movement
	Unrestricted once inside perimeter
	Contained to compromised micro-segment

	Cloud/Remote
	VPN-dependent; location-bound
	Location-agnostic; identity-centric access


TABLE I: Comparative Analysis of Traditional vs. Zero Trust Security Models

The Zero Trust Architecture (ZTA) can mitigate attack movement within an organization. The implementation of the micro-segmentation ensures the containment of the attacker in the originally compromised segment and does not allow them to further move [7]. Moreover, the ZTA provides more visibility because of continuous monitoring of the system, which decreases detection time from weeks or months to minutes [1]. The ZTA is developed specifically for the distributed cloud infrastructure and provides the location-independent security, which is a significant advantage compared to legacy VPN architecture [2].
However, ZTA has some disadvantages, which need to be addressed by organizations when considering its implementation. First of all, the success of the ZTA implementation strongly depends on its thoroughness and commitment of the organization. The partial implementation of the ZTA can create a misleading perception of security, as it leaves open vulnerabilities. Second, as the key security mechanism in the ZTA is the identification of users/objects, the security risks are linked to the strong identity-based attacks, such as attempts of bypassing MFA performed by the adversaries [5].

VI. IMPLEMENTATION CHALLENGES


While ZTA might work, it comes with several challenges for organizations.
Outdated technology does not always have required APIs, identity federation capabilities, and granular controls for continuous authentication. In case of considerable tech debt, organization would need to develop a long-term, multiyear strategy for transition.
- Second, developing proper access policies requires comprehensive understanding of organizational operations, infrastructure, and utilization. As ZTA becomes more advanced, complexity of policies increases rapidly. Powerful policy tooling and governance are needed in order to avoid over-regulation of workers and development of workarounds that undermine ZTA.
- Third, transition to ZTA is a cultural change. Strict controls will likely frustrate users used to freely accessing the network. ZTA requires leadership, training of the users, and phased implementation in order to minimize the level of resistance.
VII. CONCLUSION
Zero Trust Architecture represents an essential evolution in the field of cybersecurity. The technology can assist organizations in anticipating threats due to its assumption-breach approach, protecting assets with micro-segmentation and least privilege, detecting breaches via comprehensive monitoring, and responding with automated response thanks to SOAR integration. The deployment of the technology faces various challenges, such as interoperability with legacy systems, policy complexity, cultural issues, and costs. However, it proves superior to the existing security models in terms of each criterion, including especially the ability to prevent further actions of the attacker after breaching and decreasing its dwell time. Thus, while the evaluation demonstrates some limitations of ZTA as well, it becomes clear that it remains a perfect choice if implemented as a phased risk-based program with the executive involvement. These concepts form the foundation of the cybersecurity program described in Task 2.


TASK 2: CASE SCENARIO – DESIGNING A CYBERSECURITY PROGRAMME
VIII. INTRODUCTION TO PROGRAMME DESIGN
However, the data breach of Equifax in 2017 resulted in exposing the personal information of nearly 147 million individuals, who were compromised due to the vulnerability of the web application framework (Apache Struts CVE-2017-5638), which was well-known for more than two months but still was not patched. Hackers managed to remain in the system during 76 days by using a lateral movement across the unsegmented network and obtaining extremely sensitive information, such as Social Security numbers, birth dates, and addresses. The breach indicates not only technical failures but also governance, accountability, risk and compliance management weaknesses that allowed unpatched software flaw to become the largest data breach incident in history.
Utilizing the Zero Trust Architecture principles stated above in Task 1, this section develops a comprehensive cybersecurity program based on NIST CSF 2.0 that could help to overcome those failures. This cybersecurity program demonstrates how the four core elements—anticipation, protection, detection, and automated response can be implemented within a governance framework to ensure accountability at all levels. Each item of the program is correlated with ZTA principles formulated in Task 1 to provide theoretical justification for each element.
IX. ORGANISATIONAL STRUCTURE AND ACCOUNTABILITY
The Chief Security Officer reported to The Equifax incident reveals the lack of any governance and accountability. The Chief Security Officer was subordinate to the Chief Legal Officer and not to the CEO, and there is a gap between decision-making on security and the highest levels of executive leadership. Reporting lines between the CIO and the CSO are ambiguous leading to gaps between policy creation and execution. Security responsibility was split between many departments with no clear owner who would apply the patch to the Apache Struts vulnerability.
In order to solve this issue, the program establishes a structure of governance with an executive accountability. A separate Chief Information Security Officer (CISO) should be appointed and report to the Chief Executive Officer with regular quarterly reports to the Board of Directors' Cybersecurity Risk Committee. Such a direct line is necessary to make sure that security risks get communicated to the board bypassing middle management. Numerous studies show that companies with such reporting structure demonstrate better incident responsiveness and use of security resources.
It is crucial to establish clear operational roles to address the deficiencies of the program seen at Equifax. First, Head of Security Architecture should create and maintain a zero-trust architecture and other controls like micro-segmentation and access controls in order to solve the problem of the spread of data loss. Second, Vulnerability Management Lead should take responsibility for patching process, including its implementation within required SLA for an unpatched server. Third, DevSecOps Lead should integrate secure development practices in the company. Fourth, Incident Response Manager should ensure that the system is ready for rapid detection and containment of incidents solving the issue of the 76-day dwell time. Every position includes clear escalation procedure and specific KPIs connected with the board reporting.
Such an organizational structure aligns with zero-trust principles. Just as zero-trust approach is based on verifying every access request, this governance structure is based on assigning clear accountability for every security function. The Board Cybersecurity Risk Committee provides oversight and resource control. On the other hand, the CISO is responsible for implementing the strategy set by the board. It is a two-tier accountability system ensuring that no one could shift responsibility for certain tasks due to vague accountability, which is the core issue of Equifax governance when no one was responsible for applying the patch for the Apache Struts. This structure also includes SOC Manager coordinating security monitoring activities and working together with the Incident Response Manager in case of threat. Governance is conducted on quarterly basis, and the results are reported to the board.

X. POLICIES AND PROCEDURES
Equifax's internal policy required patching critical vulnerabilities within 48 hours, yet the Apache Struts vulnerability remained Equifax had a rule about applying patches to critical vulnerabilities within 48 hours, but they did not fix the Apache Struts bug within two months. This is evidence that rules without enforcing mechanisms and tracking cannot help to mitigate threats. The suggested policy framework includes formal, measurable, and auditable rules tied to the overall enterprise risk.

A. Vulnerability and Patch Management Policy
The policy provides for an automated vulnerability scanning of all assets based on tools connected to the CVE database. Service objectives are defined clearly: patch critical internet-facing vulnerabilities in 24 hours; patch high severity vulnerabilities in 72 hours; medium-severity in 14 days. Compliance is tracked via automated dashboards reporting weekly to the CISO and quarterly to the board. Missing a patching deadline will require written agreement of the CISO and Board escalation due to the lack of personal responsibility at Equifax.
B. Secure Software Development Lifecycle (SDLC) Policy
Each software release is to be tested in terms of Static Application Security Testing (SAST), Dynamic Application Security Testing (DAST), and Software Composition Analysis (SCA). It is particularly crucial due to SCA which would have discovered the vulnerable library at the pre-release stage. There cannot be released any software containing critical or high severity findings without documented risk acceptance by the CISO.
C. Asset Visibility and Monitoring Policy
If you do not know about your assets, you cannot protect them. This policy introduces a requirement for automated asset discovery and maintaining of the Configuration Management Database (CMDB) continuously. Assets have to be classified according to the data sensitivity level and importance to the business, and monitoring intensity should depend on their classification. This helps to implement the principle of Zero Trust Architecture concerning asset visibility discussed in Task 1.
D. Data Protection Policy
All personal data has to be encrypted with AES-256 while at rest and TLS 1.3 while in transit. Access to sensitive data should be verified with continuous multi-factor authentication (MFA) as it is required by the principle of Zero Trust Architecture concerning identity checking. Data Loss Prevention (DLP) tools will be used to monitor unauthorized data transfers which could discover the attacks of Equifax at the early stage.
Each of these policies is designed in a measurable and auditable way with the enforceable link to the enterprise risk. Compliance metrics are gathered automatically with the help of integrated tools and presented in dashboards to CISO and Board. In case of non-compliance, the corresponding automated escalation workflow starts functioning, so policy violations cannot remain unattended as it happened at Equifax.
XI. GOVERNANCE AND STRATEGIC ALIGNMENT
The cybersecurity plan should be aligned with the organizational objectives rather than being a completely distinct process for IT department only. The cybersecurity plan follows the NIST Cybersecurity Framework 2.0, where “Govern” function has been introduced to address governance issues faced by the executives similar to Equifax case.
	NIST CSF 2.0 Function
	Programme Component
	Equifax Failure Addressed

	Govern
	CISO reporting to CEO; Board oversight committee
	No clear executive accountability

	Identify
	Continuous asset discovery; data classification
	Unknown/unmanaged assets

	Protect
	Micro-segmentation; MFA; encryption; least privilege
	Flat network; weak access controls

	Detect
	SIEM/SOAR; continuous monitoring; UEBA
	76-day undetected dwell time

	Respond
	Automated playbooks; defined escalation paths
	Slow, uncoordinated response

	Recover
	BCP integration; disaster recovery; lessons learned
	Reputational and financial damage


TABLE II: Programme Alignment with NIST CSF 2.0 Functions
In this strategy, security is tied with the continuity of the business process itself. Through incorporating the Incident Response strategy with Business Continuity Planning (BCP), essential processes will continue to function smoothly during any cyber-attack without significant interruptions. Treating security investment as an opportunity for earning customer loyalty and compliance rather than expenditure on IT helps ensure the necessary executive buy-in and adequate funding. It helps make cybersecurity part of strategic decisions that will prevent any governance issues similar to those experienced at Equifax.
XII. RISK MANAGEMENT AND ASSESSMENT
Equifax failed to consider the risk of vulnerabilities exposed via the internet, classifying the Apache Struts vulnerability as a low-risk internal problem [6]. It is necessary to conduct a systematic risk assessment to ensure that the risks leading to an attack are identified and given top priority. Table III below shows the primary risk assessment, highlighting the main vulnerabilities, reasons for prioritizing, and remediation measures, as per Task 1.
	Risk / Vulnerability
	Likelihood
	Impact
	Mitigation Strategy
	ZTA Principle (Task 1)

	Unpatched internet-facing assets
	High
	Critical
	Automated scanning; 24-hour patch SLA; CISO escalation
	Anticipate: Assume breach; continuous assessment

	Lateral movement via flat network
	High
	Critical
	Micro-segmentation isolating web, app, and database tiers
	Protect: Network segmentation and least privilege

	Supply chain / third-party library exposure
	Medium
	High
	SCA scanning; Software Bill of Materials (SBOM); vendor risk assessment
	Anticipate: Proactive dependency monitoring

	Credential theft / privilege escalation
	Medium
	High
	Continuous MFA; privileged access management; UEBA
	Protect: Continuous identity verification

	Extended attacker dwell time
	Medium
	Critical
	SIEM/SOAR with automated containment playbooks
	Detect/Respond: Automated response


TABLE III: Risk Assessment Matrix with Mitigation Rationale and Task 1 Linkage
It is also obvious what the risk order should be; internet facing components with vulnerabilities pose the greatest risk, since they can be accessed by external hackers, as was demonstrated by Equifax. Lateral movement is kept at the same level of importance, since even if the initial breach takes place, micro-segmentation (which is the major protection against attacks in Zero Trust Architecture suggested during Task 1) can decrease the blast radius and prevent the breach of one server from turning into a larger-scale issue. The criteria for supply chain risk management are selected due to the growing number of software supply chain attacks, when third-party libraries with flaws (such as Apache Struts) create risks which may not be controlled by the organizations.
XIII. COMPLIANCE, INCIDENT RESPONSE, AND PROTECTION CONTROLS
A. Regulatory Alignment and Breach Notification
The Formal Incident Response Plan contains a list of preparedness, identification, containment, eradication, recovery, and lessons learned phases, which should follow certain procedures in terms of responsibilities, escalation points, communications, and decision making. Quarterly Tabletop Exercises allow for checking readiness and identifying any gaps before incidents take place. Disaster Recovery capabilities ensure that systems could be restored according to specific RTOs and RPOs, providing smooth business operations both during and after incidents. The Incident Response Plan defines the authorities of those who should contain the incidents; the Incident Response Manager has a capability to isolate compromised systems without executives' consent. It helps to eliminate delays that slowed down the response process in previous incidents, such as Equifax. The lessons learned from each incident are incorporated into policy revisions and control improvements in a continuous cycle.
Furthermore, there should be a dedicated team responsible for Digital Forensics as a part of the incident response procedure. They will collect the evidence in a forensic way to identify and fix the root cause of the problem. This group will work with legal and compliance representatives to report regulatory requirements and possible lawsuits. Thus, the forensic readiness of the organization allows not just to restore after incidents but also to gather necessary information for preventing them in the future, as ZTA calls for continual learning and adapting.
C. Technical Safeguards and Justification
This task implies application of ZTA principles identified in Task 1 to create a setup that allows anticipation, protection, detection, and response to the threats:
Continuous monitoring via a SIEM collects the logs from all network segments, devices, and applications providing full visibility as required by ZTA.
Automated vulnerability scanning detects new vulnerabilities within hours after their disclosure allowing timely patching before the exploitation .Endpoint Detection and Response (EDR) monitors real-time activity on the endpoints and provides the means of containing the compromised devices. All data is encrypted with AES-256 and TLS 1.3. Authentication includes multi-factor authentication (MFA). Reasons why these safeguards reduce dwell time and the impact of incidents:
 They address two major weaknesses identified for the case of Equifax. Micro-segmentation, which is an essential ZTA principle, prevents lateral movements by dividing the web layer from databases, so hacked web servers will not be able to access bulk PII.
SIEM with continuous monitoring detects the initial breach promptly due to abnormal network activity.
SOAR playbooks automatically start the containment process, isolating compromised server and revoking its tokens without any human intervention. The Incident Response Manager is notified about the incident almost instantly.
EDR installed on the compromised device provides evidence for the investigation and prevents any further malicious activities.
Thus, these controls transform 76-day 147-million-record disaster into a contained single-segment incident detected and isolated within minutes.
The application of a layered defense-in-depth strategy ensures additional safety even in case of failures of some controls. For example, if automatic patching did not work (as was the case of Equifax), micro-segmentation limits the damage. In case micro-segmentation was bypassed, continuous monitoring detects abnormal access attempts. If detection was delayed, encryption prevents from reading the stolen data. Therefore, the proposed approach follows the ZTA principles from Task 1 and guarantees that no single failure can lead to a company-wide breach. It also demonstrates how ZTA principles could be translated into measures reducing the risks. The combination of automated detection (which reduced the mean time to detect from 76 days to minutes) and automated containment (which reduced the mean time to respond from weeks to seconds) changes the picture of the risk significantly. Even in case of vulnerability exploitation, an attacker's available time will be reduced from months to minutes, preventing exposure of millions of records by immediately interrupting sessions and revoking access rights.


XIV. CONCLUSION
 This program is an example of implementation of the Zero Trust Architectural principles introduced in Task 1. These principles have been used in order to overcome the following issues that resulted in Equifax security breach:
- Introduction of the mechanism of the executive accountability that implies direct reporting from CISO to CEO;
- Implementation of the enforcement through introduction of the SLA metrics and automation of the compliance processes;
- Adoption of the NIST CSF 2.0 framework;
 Prioritization of the threats according to their impact to make sure that the vulnerabilities that will have the biggest impact are identified first; Implementation of automated technical measures that reduce the dwell time from months to minutes.
Thus, such an environment allows anticipating and protecting from, detecting and responding automatically to the threats. The program connects every single security measure with a particular evidence and with a particular architectural principle, not with its isolated application. The program makes sure that cybersecurity becomes a strategic capability of protecting business value and meeting regulatory requirements.
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