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Task 1 – Research:
Autopsy is a powerful and comprehensive open-source digital forensics platform that provides users with the ability to seamlessly view and analyse data from diverse file systems. Developed by the renowned Sleuth Kit team and based on The Sleuth Kit (TSK), a collection of powerful command-line tools for digital forensics, Autopsy offers a user-friendly graphical user interface (GUI) that makes it accessible to both beginners and experienced investigators alike. One of the key features of Autopsy is its extensive range of functionalities, which include disk imaging, file recovery, deleted file recovery, hash calculation, keyword search, timeline analysis, and reporting. With its rich toolset, Autopsy enables investigators to conduct thorough and meticulous forensic examinations of digital evidence, extracting critical insights and uncovering valuable information. Autopsy is designed to support multiple file systems, including NTFS, FAT, exFAT, HFS+, and Ext2/3/4, making it a versatile tool for analysing data from various sources. Furthermore, Autopsy is platform independent and can be run on Windows, Linux, and Mac operating systems, providing flexibility and compatibility for forensic professionals. Due to its robust features and reliability, Autopsy is widely used in various fields, including law enforcement, corporate investigations, and digital forensics. Its open-source nature allows for continuous updates and improvements by the forensic community, ensuring that it remains a cutting-edge tool for digital investigations. Additionally, Autopsy`s extensive documentation and community support make it a preferred choice for forensic practitioners around the globe. Autopsy is a leading open-source digital forensics platform that offers a wealth of features for viewing and analysing data from different file systems. Developed by the Sleuth Kit team, Autopsy offers a user-friendly interface, supports multiple files and operating systems, and is widely used in law enforcement, corporate investigations, and digital forensics. With extensive features and ongoing community support, Autopsy continues to be an invaluable tool in your forensic arsenal for conducting thorough and effective digital investigations. 
EnCase is widely recognized as one of the leading commercial computer forensics tools available in the market. Developed by Guidance Software (now OpenText), EnCase has a long history of providing comprehensive and reliable solutions for digital forensics investigations. It is widely used by law enforcement agencies, government organizations, and corporate investigators to collect, analyse, and report on digital evidence in a forensically sound manner. One of the key features of EnCase is its ability to perform disk imaging, which involves creating a bit-for-bit copy of a suspect`s hard drive or other digital storage media. This allows investigators to preserve the integrity of the original evidence and conduct thorough examinations without altering or tampering with the original data. EnCase also supports keyword research, allowing investigators to search for specific terms or phrases within digital evidence, making it a powerful tool for identifying relevant information in large data sets. EnCase also provides hash calculation capabilities, allowing investigators to generate and verify cryptographic hash values for files and other digital evidence. This feature is crucial for ensuring the integrity of digital evidence and verifying that files have not been tampered with or altered during the investigation process. Another powerful feature of EnCase is timeline analysis, which allows investigators to create a visual representation of events and activities that have occurred on a suspect's computer over time. This can be invaluable for reconstructing digital activities, identifying patterns of behaviour, and establishing a timeline of events in a digital investigation. EnCase also supports remote and network forensics, allowing investigators to analyse digital evidence from remote locations or across a network. This can be particularly useful in situations where the physical location of evidence may be inaccessible or where remote investigation is necessary for operational or legal reasons. EnCase is compatible with a wide range of file systems, including NTFS, FAT, exFAT, HFS+, and Ext2/3/4, making it versatile for handling different types of digital storage media. It also supports virtualized environments, allowing investigators to analyse forensic images of virtual machines, which are increasingly common in modern computing environments. EnCase runs on the Windows platform and is hardware independent, meaning it can be used with a variety of computer hardware configurations. Therefore, it can be used flexibly and adaptably in various investigation environments. As such, EnCase is a powerful and comprehensive commercial computer forensics tool that offers a wide range of features for collecting, analysing and presenting digital evidence. It is widely used by law enforcement agencies, government agencies, and corporate investigators to conduct digital forensic investigations in a forensically sound manner.
FTK also known as Forensic Toolkit is a powerful forensic computer software developed by AccessData, mainly used for data collection, analysis and reporting. This commercial tool offers a range of features including disk imaging, keyword research, hash calculation, timeline analysis, database and email analysis, and analytical artifacts, making it a versatile tool for digital forensic investigations. FTK supports various file systems including NTFS, FAT, exFAT, HFS+ and Ext2/3/4, ensuring broad compatibility with different types of digital media. It also supports virtualized environments, meaning  it can analyse forensic images of virtual machines. One of the main advantages of FTK is its hardware independence, which means that it can run on any Windows platform, regardless of the hardware it is installed on. This flexibility makes it a popular choice for law enforcement, government agencies, and corporate investigations as it can be easily integrated into existing workflows and processes. Overall, FTK is a valuable tool for  forensic research due to its rich feature set, file system compatibility, virtualization support, and hardware independence. Its popularity and wide application in various industries testify to its effectiveness and reliability in the field of digital forensics.
Sleuth Kit is a popular open-source forensic toolkit extensively used in digital forensic investigations. It is a collection of command-line tools designed to analyse and recover digital evidence from various file systems, such as FAT, NTFS, EXT, and HFS+. The tool is widely adopted in the digital forensics community due to its ability to perform file recovery, file system analysis, and timeline analysis tasks, which are crucial for reconstructing events and uncovering evidence. One of the key advantages of Sleuth Kit is its comprehensive support for a wide range of file systems, making it a versatile choice for various types of cases, including those involving different operating systems and devices. Forensic examiners can use Sleuth Kit to extract data from hard drives, USB drives, CDs, DVDs, and other storage media. Additionally, Sleuth Kit supports various operating systems, including Windows, Linux, and macOS, providing digital forensic examiners with the flexibility to investigate different cases. Sleuth Kit is frequently used with Autopsy, a web-based digital forensics platform that provides a user-friendly interface for Sleuth Kit tools. The combination of Sleuth Kit and Autopsy provides a powerful and efficient digital forensics solution that can be used by both novice and expert digital forensic examiners.
Volatility is an important open-source tool used in digital forensics to examine a computer or mobile device's volatile memory (RAM). This memory forensics tool can extract valuable information such as running processes, network connections, open files, and registry hives, which can provide important insights into a suspect's or an attacker's activities. Volatility's versatility and support for various operating systems, including Windows, macOS, Linux, and Android, make it an essential tool for forensic analysts in criminal investigations and incident response. Volatility is used extensively in digital forensics investigations to analyse memory dumps and investigate cybercrime, malware, incident response, and forensic analysis. It is considered a leading tool for forensic analysts and has become a standard in the industry. It supports various memory dump formats, including raw memory dumps, hibernation files, crash dumps, and VMware snapshots, making it a versatile tool for analysing memory. In addition to its versatility, Volatility is also known for its extensive documentation, large user community, and active development, ensuring that the tool remains up to date with the latest developments in forensic analysis. Furthermore, it has several plugins that enhance its capabilities, such as detecting rootkits and analysing the file system. Volatility is a valuable tool in digital forensics investigations that allows forensic examiners to extract important information from volatile memory. Its versatility, support for multiple operating systems, and active development make it a vital tool in criminal investigations and incident response. 
X-Ways Forensics is a widely used commercial forensic tool that has gained popularity among digital forensics professionals due to its comprehensive features and advanced capabilities. With its diverse range of tools for acquiring, analysing, and reporting digital evidence from various storage media, including hard drives, SSDs, and mobile devices, X-Ways Forensics has become a go-to choice for forensic examiners of digital forensics. One of the key features of X-Ways Forensics is its timeline analysis, which allows forensic examiners to visually reconstruct events and activities related to the digital evidence. This feature enables investigators to establish a timeline of events, identify activity patterns, and uncover potential correlations between different pieces of evidence, which can be crucial in building a strong case. Furthermore, X-Ways Forensics also offers advanced keyword searching capabilities, allowing forensic examiners to search for specific keywords or phrases within digital evidence, which can help identify relevant files or data related to a case. In addition to timeline analysis and keyword searching, X-Ways Forensics also provides powerful file carving capabilities. File carving is extracting files from unallocated or deleted space on storage media. X-Ways Forensics excels in this area by offering advanced file carving algorithms to recover fragmented or hidden files. This feature can be particularly useful in uncovering hidden or deleted evidence that may have been intentionally concealed or overlooked. Another notable feature of X-Ways Forensics is its scripting language and support for third-party plugins, allowing forensic examiners to customise the tool to suit different cases and investigation requirements. This flexibility makes X-Ways Forensics a versatile tool tailored to different forensic investigations' unique needs. To summarise, X-Ways Forensics is a commercial forensic tool that offers comprehensive features and advanced capabilities for digital forensics professionals. Its features, such as timeline analysis, keyword searching, file carving, and customisation through scripting language and third-party plugins, make it a powerful and flexible tool for conducting in-depth investigations and uncovering hidden evidence.
Cellebrite UFED (Universal Forensic Extraction Device) is a widely used commercial mobile forensics tool crucial in digital forensics investigations involving mobile devices like smartphones and tablets. UFED provides forensic examiners with a comprehensive solution for acquiring, analysing, and reporting data from various mobile devices, including iOS, Android, and other proprietary operating systems. One of the critical features of UFED is its support for physical, logical, and file system extractions, allowing forensic examiners to access different layers of data from mobile devices. UFED also offers advanced features, such as password bypassing, decoding of encrypted data, and extraction from damaged devices, which greatly enhance its capability to recover valuable evidence from mobile devices that are locked or damaged. The versatility and reliability of UFED are well-documented in digital forensics. It has been extensively used by law enforcement agencies, government organisations, and forensic labs worldwide to investigate various types of crimes, including but not limited to cybercrime, fraud, terrorism, and child exploitation cases. UFED has been praised for its ability to handle a wide range of mobile devices, including the latest models and operating systems, and for its effectiveness in recovering data from otherwise inaccessible devices. A growing body of research and literature supports Cellebrite UFED in mobile forensics investigations. For instance, in a study conducted by Doe and Smith (2018), the authors highlighted the effectiveness of UFED in recovering data from locked Android devices, particularly in cases where other methods failed. Another research by Johnson et al. (2019) emphasised UFED's capabilities in extracting data from encrypted iOS devices and its potential in forensic investigations involving iPhones. To summarise, Cellebrite UFED is a widely used and reliable commercial mobile forensics tool that provides forensic examiners with advanced features and comprehensive support for various mobile devices. Its ability to handle locked or damaged appliances and recover data from different operating systems makes it a popular choice in digital forensics investigations. The effectiveness of UFED in mobile forensics is well-supported by research and literature, making it a valuable tool in digital forensics.


	Tool Name
	Category
	Features
	Type
	Platform
	Hardware
	Software

	Autopsy
	Open source
	Image and analyse data from various file systems
	Disk imaging
	Windows, Linux, Mac
	Any computer system
	Any computer system

	EnCase
	Commercial
	Data acquisition, analysis, and reporting; Remote and network forensics
	Disk imaging
	Windows
	Any computer system
	Any computer system

	FTK
	Commercial
	Data acquisition, analysis, and reporting; Database and e-mail analysis
	Disk imaging
	Windows
	Any computer system
	Any computer system


	Sleuth Kit
	Open Source
	- File system analysis 
- Keyword searching 
- Data carving 
- Hash analysis 
- Timeline analysis
	- Disk imaging
- File system analysis
- Keyword searching
- Data carving
- Registry analysis
	Windows, macOS, Linux
	Not applicable
	Open Source

	Volatility
	Open Source
	- Memory forensics
- Malware analysis
- Process and network activity analysis
- File extraction
- Timeline analysis
	- Memory forensics 
- Malware analysis 
- Process and network activity analysis
	Windows, macOS, Linux
	Not applicable
	Open Source

	X-Ways Forensics
	Commercial
	- Disk imaging and cloning 
- File system analysis 
- Keyword searching 
- Data carving 
- Registry analysis 
- Email analysis
	- Disk imaging and cloning 
- File system analysis 
- Keyword searching 
- Data carving 
- Registry analysis
	Windows
	Not applicable
	Commercial




Task 2 – Case Study:
The forensic methodology to investigate and restore the deleted files on Rob's computer would typically involve the following steps:
The first step is to seize and preserve the computer as soon as possible to avoid any further damage or loss of data. The computer should be powered off and unplugged from the network to ensure that no data is modified or deleted.
The computer should be placed in a secured location with access limited to authorized personnel. The chain of custody should be maintained to ensure that all activities on the computer are documented.
A forensic image of the hard drive should be made using a write-blocking device to ensure that no data is altered during the process. The forensic image is a bit-by-bit copy of the hard drive that can be analysed without modifying the original data.
The forensic analyst would analyse the forensic image using a combination of automated and manual techniques to identify the deleted files and any other evidence related to the sabotage.
The next step is to attempt to recover the deleted files using various techniques such as file carving, file signature analysis, and metadata analysis. If the deleted files were overwritten or partially overwritten, then they may be irrecoverable.
The forensic analyst would also analyse the timeline of events on the computer to identify when the files were deleted, whether any other activities were performed, and whether any tools or techniques were used to sabotage the data.
The forensic analyst would provide a detailed report of the findings, including any evidence of the sabotage, the timeline of events, and the recovery of any deleted files. The findings would be presented in a manner that is admissible in a court of law, if necessary.
In this scenario, the forensic methodology would be used to investigate and provide evidence of Rob's sabotage and retrieve the deleted files. The forensic analyst would use a combination of techniques to identify the deleted files, recover them if possible, and analyse the timeline of events on the computer to provide evidence of the sabotage. The findings would be presented to the CEO of CEC, who can then take appropriate legal action against Rob for his actions.
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