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[bookmark: _Toc216985306]1. Research Into Security Frameworks and Models
Organisations like Nature Green (NG) require structured approaches to information security, governance, and compliance. Several established frameworks guide organisations in building strong security programs.

[bookmark: _Toc216985307]1.1 ITIL (Information Technology Infrastructure Library)
ITIL is a service management framework that helps organisations deliver reliable IT services aligned with business needs.
Security in ITIL falls under Service Design and Service Operation.
[bookmark: _Toc216985308]ITIL Security Components
· Information Security Management (ISM)
Ensures IT security aligns with business security requirements.
· Service Level Management (SLM)
Ensures clear agreements between IT and business.
· Change Management
Controls and verifies any changes to the environment.
[bookmark: _Toc216985309]Figure 1: ITIL Service Lifecycle (Simplified)
   +---------------------------+
   |     Service Strategy      |
   +------------+--------------+
                |
                v
   +---------------------------+
   |      Service Design       |
   +------------+--------------+
                |
                v
   +---------------------------+
   |     Service Transition    |
   +------------+--------------+
                |
                v
   +---------------------------+
   |     Service Operation     |
   +------------+--------------+
                |
                v
   +---------------------------+
   |     Continual Service     |
   |        Improvement        |
   +---------------------------+
ITIL ensures security controls remain consistent and measurable.

[bookmark: _Toc216985310]1.2 ISO/IEC 27000 Series (Security Model)
The ISO 27000 family is one of the most widely used frameworks.
[bookmark: _Toc216985311]Key Standards
	Standard
	Description

	ISO 27001
	Information security management system (ISMS) requirements

	ISO 27002
	Security controls best practices

	ISO 27005
	Risk management guidelines

	ISO 27017
	Cloud service security


[bookmark: _Toc216985312]ISO 27001 Model – PDCA Cycle
           +-----------+
           |   PLAN    |
           | Define ISMS|
           +-----+-----+
                 |
                 v
           +-----+-----+
           |   DO      |
           | Implement |
           +-----+-----+
                 |
                 v
           +-----+-----+
           |   CHECK   |
           |Audit/Review|
           +-----+-----+
                 |
                 v
           +-----+-----+
           |   ACT     |
           |Corrective |
           +-----------+
This model ensures continuous improvement of the security program.

[bookmark: _Toc216985313]
1.3 NIST Cybersecurity Framework (CSF)
Widely used in US and Europe; helpful for operational security.
[bookmark: _Toc216985314]Five core functions
1. Identify – Assets, risks, regulations
2. Protect – Controls, encryption, IAM
3. Detect – Monitoring, logs
4. Respond – Incident handling
5. Recover – Business continuity
[bookmark: _Toc216985315]Figure: NIST CSF
[Identify] → [Protect] → [Detect] → [Respond] → [Recover]

[bookmark: _Toc216985316]1.4 Security Management Models
[bookmark: _Toc216985317]Bell-LaPadula (Confidentiality Model)
Focuses on preventing information leaks.
Rules:
· “No read up”
· “No write down”
[bookmark: _Toc216985318]Clark-Wilson (Integrity Model)
Ensures data is consistent, authorised, and audited.
[bookmark: _Toc216985319]BREACH Model (Availability)
Ensures access to systems even under attacks.

[bookmark: _Toc216985320]2. Designing a Security Approach for Nature Green (NG)
Using insights from ITIL, ISO 27001, and NIST, here is a custom security approach tailored for NG.

[bookmark: _Toc216985321]2.1 Proposed Security Governance Structure for NG
[bookmark: _Toc216985322]Diagram: NG Security Governance Model
               


            Board of Directors
                          |
                          v
             Security Steering
                  Committee
                          |
       +------------------+------------------+
       |                  |                  |
     CISO           IT Governance       Legal & Compliance
       |                  |                  |
       v                  v                  v
 Security Teams     IT Operations        Data Protection Officer
 (SOC, IAM, Risk)   (Networks/Apps)      (GDPR compliance)

[bookmark: _Toc216985323]
2.2 Security Controls and Processes for NG
[bookmark: _Toc216985324]Table: Proposed Controls and Framework Alignment
	Security Area
	Proposed Approach
	Framework Alignment

	Governance & Strategy
	Security policies, CISO, steering committee
	ISO 27001, ITIL

	Risk Management
	Annual risk assessment, risk register
	ISO 27005, NIST

	Access Control
	MFA, least privilege, RBAC
	ISO 27002

	Data Protection
	Encryption, GDPR compliance
	ISO 27701

	Cloud Security
	Cloud SLAs, vendor audits
	ISO 27017

	Monitoring
	SIEM, log analysis, threat detection
	NIST “Detect”

	Incident Response
	Incident Response Plan (IRP), drills
	NIST “Respond”

	Business Continuity
	Backups, disaster recovery tests
	ISO 22301

	Compliance
	Regular audits, policy updates
	ITIL, ISO



[bookmark: _Toc216985325]
2.3 Protection Mechanisms for NG
· Technical controls: firewalls, IDS/IPS, encryption, MFA
· Administrative controls: policies, HR background checks
· Physical controls: CCTV, secure server rooms
· Operational controls: patch management, change management

[bookmark: _Toc216985326]2.4 Contingency Planning (BCP + DR)
Diagram: NG Disaster Recovery Workflow
[Incident Occurs]
        |
        v
[Activate IR Team] → [Contain Threat]
        |
        v
[Activate DR Plan]
        |
        v
[Restore Systems from Backup]
        |
        v
[Resume Normal Business]

[bookmark: _Toc216985327]2.5 Service Level Agreements (SLAs)
NG must define SLAs with cloud vendors:
· Uptime: 99.9%
· Response time for critical incidents: <2 hours
· Backup recovery point objective (RPO): <24 hours
· GDPR-compliant data handling

[bookmark: _Toc216985328]3. Critique and Analysis: Why Constantly Updating Standards Is Good Practice
[bookmark: _Toc216985329]3.1 Cyber Threat Landscape Evolves
New threats (ransomware, AI-powered attacks) appear regularly. Old standards become outdated.
[bookmark: _Toc216985330]3.2 Regulatory Changes
Laws like GDPR, UK Data Protection Act, PCI-DSS frequently update. Organisations must adapt to avoid legal penalties.
[bookmark: _Toc216985331]3.3 Technological Advancements
Cloud, IoT, AI, and blockchain introduce new risks. Standards must evolve to protect these technologies.
[bookmark: _Toc216985332]3.4 Business Growth and Complexity
As Nature Green expands, systems become more complex, requiring updated controls.
[bookmark: _Toc216985333]3.5 Industry Best Practice
Updated standards create:
· Benchmarking
· Better interoperability
· Modernised security controls
[bookmark: _Toc216985334]3.6 Reduces Vulnerabilities
Legacy systems and old controls create gaps in protection.



[bookmark: _Toc216985335]4. Conclusion
By adopting elements from ITIL, ISO 27001, and NIST CSF, Nature Green can implement an effective, modern security governance structure.
Consistently updating standards and regulations ensures organisations remain resilient against evolving threats, remain compliant, and maintain customer trust.





[2] Digital Curation Centre, “ISO/IEC 27000 Series Overview.”
https://www.dcc.ac.uk/guidance/briefing-papers/standards-watch-papers/information-security-management-iso-27000-iso-27k-s
[3] HCI-ITIL, “ITIL Security Management.”
https://www.hci-itil.com/ITIL_v3/books/2_service_design/service_design_ch4_6.html
[4] ISACA, “COBIT Framework Overview.”
https://en.wikipedia.org/wiki/COBIT
[5] HITRUST Alliance, “HITRUST CSF.”
https://en.wikipedia.org/wiki/HITRUST









[bookmark: _Toc216985336]References
[1] ISO/IEC, ISO/IEC 27001: Information Security Management Systems – Requirements.
https://www.itgovernance.co.uk/iso27000-family
[2] ISO/IEC, ISO/IEC 27001:2022 – Information Security Management Systems, ISO, 2022.
Available: https://www.iso.org/standard/82875.html
[3] ISO/IEC, ISO/IEC 27002:2022 – Information Security Controls, ISO, 2022.
Available: https://www.iso.org/standard/75652.html
[4] NIST, Framework for Improving Critical Infrastructure Cybersecurity, Version 2.0, 2024.
Available: https://www.nist.gov/cyberframework
[5] D. Bell and L. LaPadula, “Secure Computer Systems: Mathematical Foundations,” MITRE, 1973.
[6] D. Clark and D. Wilson, “A Comparison of Commercial and Military Computer Security Policies,” IEEE Symposium on Security and Privacy, 1987.
[7] ISO, ISO 22301:2019 – Business Continuity Management Systems, ISO, 2019.
Available: https://www.iso.org/standard/75106.html
[8] European Union, General Data Protection Regulation (GDPR), 2018.
Available: https://gdpr.eu

image1.png
Prifysgol Cymru

Y Drindod Dewi Sant
University of Wales
Trinity Saint David




