









Cryptowall Trojan/Ransomware
	By Peter Evans




















	
	Title
	Page

	
	
	

	1
	Introduction
	4

	
	
	

	2
	Trojans & Ransomware
	4

	2.1
	Trojans
	4

	2.2
	Ransomware
	4

	
	
	

	3
	CryptoWall
	4

	3.1
	Introduction
	4

	3.2
	How it infects
	5

	3.3
	What does it infect
	5

	
	
	

	4
	Solutions
	5

	4.1
	Limiting the risk
	5

	4.2
	Disaster Recovery
	5

	
	
	

	5
	Conclusion
	6

	
	
	

	6
	Appendix
	6

	
	
	

	7
	References
	7

	
	
	

	8
	Further Reading
	7


Contents Page




	
	


[bookmark: _GoBack]

1. Introduction
This report provides an overview of the threat that ransomware, trojans, and virus pose to this business. It will cover the basics of each threat before focusing on the CryptoWall Trojan. The report will cover the scope and risks this threat pertains to digital data with information on how the Trojan can infect a system, how it spreads and what happens when a system is infected. The report will also cover preventative recommendations and disaster recovery solutions.

2. Trojans & Ransomware
There are many categories of malware or malicious software out there. This report will cover 2 categories which CryptoWall falls under. Trojans and ransomware are types of malware designed to infect a system. The reasons can vary depending on the type, its developer or person using the software. Ransomware, for example, is mainly for financial gain as the title suggests it holds the data of the target to ransom/hostage [1]. There are also sub-categories which will be briefly mentioned below in section 3 in relation to Cryptowall. However more broadly malware is designed to damage, disrupt, steal, or in general inflict some other "bad" or illegitimate action on data, hosts, or networks. [2]
2.1 Trojan
The trojan can enter the system via legitimate methods such as email, USB devices or disguised as trusted software. The user of the system is often unaware that that trojan has granted access to the attacker [3]. The Trojan can silently perform actions on the infected system such as stealing data or downloading and installing other categories of malware such as ransomware or virus’.  Trojans are unable to self-replicate or spread on their own. [2]
2.2 Ransomware
Is malicious software that blocks access to data by encrypting the data or the hard drive and demanding a form of payment to unlock the data [2]. The user is often unaware the ransomware is encrypting their data until its too late. 

3. CryptoWall
3.1 Introduction
CryptoWall is malware which can infect computer systems. It is a Trojan which originates from a phishing email (spam), compromised sites, malicious adverts or exploit kits which take advantage of security vulnerabilities. Once the Trojan takes control of the system it then encrypts files before demanding a payment usually in bitcoin* to decrypt the files. The files are encrypted with 2048-bit RSA method and the files will be inaccessible.  

*Bitcoin is a crypto or digital currency which is used by attackers due to it being very difficult to trace the payment to an identity. [4]


	3.2 How it infects.
CryptoWall can enter a system in a number of ways. Each entry point requires user intervention before it infects the system.
· Phishing email – this is an email that can look legitimate to the end user. The user opens the email and either clicks a link or downloads an attachment which then installs the trojan. 
· Exploit kit – this is a tool which takes advantage of security weaknesses in operating systems or programs installed on the machine. Once the vulnerability is found the trojan installs itself of the machine.
· Malicious Ads – pop up adverts or adverts embedded into web pages can be infected with the trojan, clicking the ad can often install the trojan onto the machine, usually using javascript. 


3.3 What does it affect?	
Once the trojan has access to the end device it then injects its own malicious code into the system which allows itself to download, install and run the malware. 
CryptoWall searches for certain file types, see appendix 1. Once it finds the file it will silently encrypt them without alerting the user. Once the encryption has finished the user is alerted that their files are now inaccessible until a payment is made. 

4. Solution

4.1 Limiting the risk
To limit the risk of encountering CryptoWall or other ransomware malware [5].
· Educate employees on what phishing emails look like.
· Patching security vulnerabilities.
· Keeping Antivirus up-to-date.
· Firewalls and IPS, updating and maintaining firewalls and intrusion prevention systems.
· Access and privileges rights to systems.
· Maintaining backups and having multiple backups.


4.2 Backups and Recovery
The most effective way to mitigate the threat of ransomware is backups. Having a backup process in place and creating a routine. Creating local backups and using third party companies such as Back Blaze can offer offsite cloud backup solutions. If a machine is infected with ransomware, formatting the system and re-installing the operating system and then recovering data is the simplest option [6]. Keeping a structured backup system where multiple copies are kept in different locations is also recommended.
5. Conclusion
This report outlines the potential problems that malware poses to the organisation. A brief description of the type of malware that CryptoWall is and recommendations to limit the risks. The report also includes a disaster recovery recommendation which can be used if the worst was to happen.

Appendix

Appendix 1 [7]
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