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[bookmark: _Toc60644914]1.INTRODUCTION

Che-Si is a global construction-based company and in this document, I will discuss:
I. What is the status of the company’s infrastructure and what affects this imposes on both client and staff information processed and stored by the company; it will include:
· How they communicate digitally
· The type of information they hold and how they access and store that information
· What hardware and software the company currently uses to facilitate communication?
· Current security software, policies, and standards 
· Staff training
II. The security risks the current infrastructure poses to the company
III. How I would mitigate the risk to the company

[bookmark: _Toc60644915]1.1 Basic Concepts
What is a Network? According to Stallings [1] a network is a communication system, and its basic form is made up of three components:
I. The transmitter (source)
II. The transmission system (media)
III. The destination system (receiver) 
How do we protect our communication system? Herrmann and Pridohl [2] describe how traditionally Information Technology Security were deemed to be about how to protect the physical hardware from theft or damage. This is no longer the case and now information is valuable. As we become more reliant on virtual world, so does the volume and the value of information increase. Information security systems or cybersecurity systems are for ever being updated and revised to protect the information (data),  that is to prevent the information being stolen or compromised. Fundamentally information security works towards three goals:
I. Confidentiality
II. Integrity
III. Availability
Together these three goals make up the CIA Triad.


[bookmark: _Toc60644916]2.CURRENT INFRASTRUCTURE
[bookmark: _Toc60138341]
Che-Si International (hereby referred to as the company) currently has offices all over the world, as they are working in different time zones their remit is to ensure that their users can access their systems 24/7.
The Company’s data includes:
I. Client’s addresses/payment details
II. Supplier address/payment details
III. Staff’s personal and financial details
All the above data is protected under General Data Protection Requirements; therefore, the Company is legally bound to protect access to this data.
[bookmark: _Toc60138342][bookmark: _Toc60138591]Currently all their data storage requirements are met by utilising storage available on the Cloud. That is once the data is collected, it is sent via the internet to the cloud server, which then stores and backs up the company’s data.
[bookmark: _Toc60138343][bookmark: _Toc60138592]What is a cloud and how does it store data? The Cloud is usually several servers which are connected to the internet, which companies or individuals can charter. The cloud servers are also known as virtual servers and they have all the software they require to run and function autonomously. 
[bookmark: _Toc60138344][bookmark: _Toc60138593]In line with the company’s current Internet Security Policy staff are permitted to access the Company’s data from any location using either equipment issued by the Company or their own personal devices. Staff use various end devices to access and store the Company’s data:
I. Company issued PC
II. Personal laptop
III. Personal mobile phone
IV. Personal tablet
V. Personal unencrypted Universal Serial Bus flash drives (USB’s)
The Company has offices in several capital cities globally and each office works independently within its own Local Area Network (LAN). She Ci LAN network uses the Star topology According to Lowe [3] is the most common topology used with LANs. In a star topology. Lowe states that in a Star topology each end device is connected to the router via a cable; if the connection between one end device and the router is interrupted this does not affect the other end devices and they can continue to operate as normal.
[bookmark: _Toc60644917]2.1 Threats and Attacks
An information system must be able to protect the data stored from possible threats and attacks. According to Cybershark [4] the five most common security threats to Networks and Information Systems are:
I. Malware – in the form of trojan horse or viruses which can lock you out of systems, erase files, cause the slowing system speeds or steal information 
II. Distributed Denial of Service – shutting down an end device or entire network
III. Brute force or Password Attacks – hackers attempt to access the system by submitting many passwords, they rely on the fact that people are lazy by nature and tend to use easily recognised passwords to the system like ‘password’
IV. Ransomware – designed to block access to a computer system until a sum of money is paid usually in form of Bitcoins–  Fruhlinger [5] states in his research that 45% of ransomware attacks are directed at healthcare organisations  and that 85% of all data attacks in healthcare organisations are due to ransomware attacks. He estimated that in 2017 90% of financial institutes were attacked by ransomware.
V. Internet of Things (IoT) or Algorithm Manipulation
These threats can have devastating results to a company’s reputation and finances by :
I. Compromising private data – this can include the personal and financial information of both the company’s clients and staff
II. Recovery costs – system down time, and cost of updating system 
III. Reputation – public confidence having a detrimental effect on sales
One threat that is very hard to mitigate is the threat imposed by ‘Social Engineering’; As stated by Hadnagy [6] Social Engineering exploits the decisions and choices that humans make when the perceive a presumed threat. i.e., Clicking on a link which downloads malware.
Although storage in the cloud is advantageous for Che Si and many other organisations, it is not without its own specific risk; Zhang, Xu, and Shen [7] highlight the risks that data outsourced to the cloud can be suspectable to threat if the Cloud service provider is compromised. There is also a risk that whilst the data is in transit over an insecure network there is the potential for hackers to listen in the communication to either steal or compromise the data
[bookmark: _Toc60644918]2.2 Mitigation
When looking at the risk of threats Stallings [8] refers to three levels of impact on an organisation:
I. Low – Limit effect on organisation
II. Moderate – Serious implications to the organisation
III. High – Catastrophic – Major financial loss
There are several tools and policies that organisations can apply to try to mitigate the risk of threats to their networks and data held within the cloud.
I. Network Access Control
Manages access to the network and limits what data the user can access and the actions they can perform upon it (read, write, execute)
This would be within GDPR remit – staff should only have access to date they need to fulfil their role.
II. Cloud Security – National Institute of Standards and Technology (NIST)Guideline on Security and Privacy Issues and Recommendations.  Stallings [8] recommends these include:
i. Identity and access management (IAM)
ii. Data loss prevention – to ensure critical data stays within the corporation
iii. Web, email, and network security
iv. Security information management (SIEM)
v. Business continuity and recovery
III. Firewalls
Lui [9] stipulates that a firewall acts as door to your house (your network or computer) and it should protect against those that are trying to enter for malicious reasons (hackers or viruses) but allow entry for those invited guests (system updates).
The advantages of having a good firewall in place are that it prevents virus attacks, hacking, spyware and promotes data privacy. As well as the firewall I would recommend that the company purchases a software defined perimeter (SDP) remote access software i.e., Zscaler to improve remote access security
IV. Strong Passwords
Jacobson and Idziorek [10] recommend that you think of  passwords like a key not just  to your physical computer; but all the information both personal and corporate that you could have save on it or have access to. Hackers and cybercriminals operate on the belief that people are lazy and tend to use the same password on multiple applications.  Your passwords should be at least 8 digits long and be made up of random upper- and lower-case letters, with numerals and special characters. Hash functions are used when the password is initialised, which produces a random output called a hash value. The hash is irreversible and cannot be converted back into the original form. Currently password security is weak and should be strengthen and passwords should be changed quarterly
V. The current Internet and Computer use Policy allows staff access to their personal emails when using Company devices. Hunt [11] explains how personal emails would not be under the control of the organisations Email Marshals and are more at risk from viruses than the company’s email.
Only Company email accounts should be used on Company device’s and for Company correspondence
VI. Staff have little or no training in how to recognise phishing, social engineering or malicious attacks and what actions they should take if they identify a possible attack or threat. It is worry that staff are not familiar with the  consequences that might arise both to themselves and the company when they are using social media or their own emails on Company devices and networks. 
Cybersecurity training modules should be mandatory yearly learning.
VII. Secure Shell (SSH) should be used for all data traffic
Is a cryptographic network protocol used for operating secure network services over a potential unsafe/unsecure network?
VIII. Currently the Che Si allows all employees administration right on their work devices and does not place any restrictions on which application or files they are permitted to download. Phillips [12]  has concluded that as the use and popularity of social media has risen, so has the incidents of cyberattacks. Social media sites such as  Facebook, Twitter, LinkedIn, or Snapchat are now hunting grounds for hackers and cybercriminals. 
Access to these sites should be block on Company devices.
IX. Regular updates
Stackpole and Hanrion [13]   recommend that even small companies should automate their updates rather than wait for the user to manually complete software updates. This will ensure that all  devices/software applications have the most up to date versions. This is essential to prevent new malware and viruses bypassing the firewalls and antivirus software applications
Che Si International’s computer and networking system has a commitment to run 24/7; however, this does not allow anytime protected time for system updates.
Agreement should be reached to allow for protected upgrade and system development time; to ensure that all software systems (including antiviral) are running the latest version.
X. The Company’s Internet and Computer use Policy has not been updated since 2009. There have been so many new cyber related risks reported since then, that having this out-of-date policy is potentially comprising the integrity of the system and the data stored within it.
XI. Traffic of data between staff members devices when working from home is not secure, this is a potential threat – who is eaves dropping on these communications?
Stallings [14] recommends that all data that is transmitted should either be via a VPN or two-layer authentication mechanism
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3. DESIGN AND IMPLEMENTATION

As proof of my concepts of security I have designed a simple packet tracer that has three PC’s to represent staff members and two servers:
I. Domain Name System (DNS) server 
II. Simple Mail Transfer Protocol (SMTP) server – I set up each of the hosts with their own unique Company email address – so that there would be no need for employees to use their own private email accounts. I tested the emails by sending emails to each of the staff accounts, replying to the accounts and attempting to send emails to non-existing accounts
Within the network I have placed two packet sniffers between the switches and the servers. The sniffer can capture and analyse the data sent between the switches and the severs. That is:
I. The which host visited what website and at what time
II. The sender and receiver of email packets
One of the most popular open-sourced packet sniffers on the market is Wireshark, I would advise the network security team to investigate acquiring a packet sniffer to analyse the traffic on the network. There are also products called ‘Antisniff tools’ which can detect is your network has been placed into a ‘promiscuous mode’, i.e., that someone else has placed a sniffer application within your network.
I would also advise that all data traffic was encrypted  with Transport Layer Security, this will not stop sniffer attacks, but it will prevent hackers from accessing anything other than rubbish as the data is encrypted and they will not have access to the decryption key.
To ensure that new standards are adhered to, I have updated the Company’s Computer and Internet use Policy (appendix 2)
As you can see the passwords that have been set up for the Staff’s email accounts are incredibly weak (appendix 3) and will need to be changed as per the guidance in the new policy.
[bookmark: _Toc60644920]4.CONCLUSION

The original Computer and Internet Use Policy (appendix 1) was very weak and left the Company at risk to malware and other social engineering attacks. By strengthening the policy (appendix 2), updating cybersecurity software, and ensuring that staff have the right equipment (which has the correct protective software installed) and training this will diminish the risk to the Company. However, although risks can be reduced, they can never be eliminated, so that system software, training and security measures should always be kept up to date.
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	Term
	Definition

	Cloud
	The cloud refers to servers that are accessed over the internet and the software and databases that run on those servers. Cloud servers are located all over the world and the benefit to companies is that they do not have to purchase and maintain their own physical servers

	Data loss prevention
	A strategy to ensure users do not send sensitive or critical information outside the local network - these ties in with GDPR

	DNS Server
	user types of website names and it finds using the website IP address

	End device
	can be a source or destination device in a network- e.g., laptop or PC

	Firewall
	a system designed to prevent unauthorised access

	GDPR
	General Data Protection Regulations that govern how information is kept, for how long and who can access it .

	Hacker
	computer expert who uses their skills to infiltrate systems 

	Identity and Access Management
	GDPR - ensuring staff have access privileges they need not want

	Malware
	Malicious software designed to cause damage to a computer and/or the data held within the system

	Node
	basic unit of a data structure 

	Packet
	small segment of a larger message. Data sent over a computer network

	Packet sniffer
	intercepts and logs network traffic

	Secure Shell 
	network protocol that gives users a secure way to access computer over the network

	Secure Socket Layer Security
	network protocol to secure connections between web clients and web servers e.g., internet

	Security information management
	practice of collecting, monitoring and analysing security related data from computer logs

	Server
	is a device or program dedicated to providing services to other programs

	SMTP Server
	takes care of email delivery process, configuring email accounts for a user is one example

	Switch
	network hardware that connects devices on a network

	Topology
	way network is arranged can be logical or physical

	Transmission media
	communication channel that carries information

	Transport Layer Security
	cryptographic protocol designed to provide communication security 

	USB
	Universal Serial Bus flash drive is a storage device that includes flash memory with an integrated USB interface.
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Objective

The objective of this document is to outline the use of equipment and access to the internet for staff and clients of Che Si International Construction LTD.



Hardware



Employees will be expected to keep all equipment issued by the company safely and free from damage. Any loss or damage to company property will be considered a disciplinary issue.

Employees are permitted to use their own devices to connect to the Company’s Intranet, data storage warehouses and email



Internet



Employees of She Ci International Construction Ltd are permitted to use the internet for both work related and personal use.

Employees are permitted to access their own email accounts using Company devices

[bookmark: _GoBack]All employees have been allocated Admin rights to their work devices and are permitted to download applications for work related and personal use
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Objective

This document is for the use and compliance of all staff employed by Che Si Construction, the objective of this document is to outline the use:

I. The company supplied IT equipment

II. Passwords

III. Email

IV. Internet activity

V. Reporting of malicious/suspicious emails or other forms of communication

VI. Mandatory training
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Employees will be expected to keep all equipment issued by the company safely and free from damage. Any loss or damage to company property will be considered a disciplinary issue.

Employee can only use their own IT devices (laptops, mobiles, tablets) to connect to work emails or company websites and/or databases when using the provided two-layer authentication software
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All company passwords must be at least 10 digits long and contain

I. Upper- and lower-case letters

II. At least one numerical digit

III. At least one special character

Passwords must be updated quarterly and cannot be like any previous password. i.e. one digit different

Disclosure or loss of password with username details will be considered a disciplinary offence
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Only Company email accounts will be permitted to be used on company devices and no Company correspondence will be allowed to be carried out from staff’s personal email accounts

No personal email accounts will be permitted to be accessed on company devices. These sites will be blocked and any attempt to access these sites will be reported to the Cybersecurity Team.

Any staff in receipt of any malicious or suspicious emails should not open or forward said emails; these emails must be reported to the Cybersecurity Team for them to investigate.

Any staff found to be sending malicious emails or emails that could be deemed to detrimental to the Company will be reported to the Cybersecurity Team for investigation. 

Confidential information must not be over email outside of the Company network without explicit permission from the Information Governance and Cybersecurity Team

[bookmark: _Toc60223815][bookmark: _Toc60223850][bookmark: _Toc60223918]Internet Activity

Employees of She Ci International Construction Ltd are permitted to use company devices and network for business use.

Any employee wishing to use internet for personal use (banking, shopping or social media) must do so when on break, using their own personal devices and connecting to available public WiFi 

All social media, shopping and banking websites have been blocked and attempts to access them will be reported to the Cybersecurity Team for investigation

No employee (expected those who have permission for work) will be able to download files from the internet. Permission must be sort from the Service Desk and Cybersecurity Teams if a staff member needs to download or access a file.

[bookmark: _Toc60223816][bookmark: _Toc60223851][bookmark: _Toc60223919]Incident Reporting

Any staff member who receives a malicious or suspicious communication either via email, telephone call or in personal should report incident to Cybersecurity and Property Security Team immediately.

On no account should staff members open email or respond to verbal query themselves



[bookmark: _Toc60223817][bookmark: _Toc60223852][bookmark: _Toc60223920]Training

All staff should undertake the mandatory Cybersecurity E-Learning Module yearly. This will help them recognise current threats to the company and how to avoid Malware and Social Engineering Attacks.
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