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Technology as a target for crime
The capabilities and uses of technology have risen significantly in the 21st Century, however with this rise has also come the spread of new criminal activity. What are these new crimes and how these crimes can have impact not just for one person but also how they could be a threat to national security? The two types of crime that technology could be impacted by are hacking this be a person’s mobile phone or computer to the more recent crime of ‘phone phishing’. What the definitions of these two crimes are and what type of punishment that a person who partakes in these crimes could receive. What techniques due perpetrators of these crimes use and what can they achieve if successful, this will be achieved also by giving examples of these crimes.
Hacking is a general term for any type of misuse of a computer to break the security of another system and steal data or corrupt files (Berg, 2020). However, according to Schell (2006) is wrongly used by both the media and by the public, she says that the definition of hacking within the computer underground is the act of immersing themselves in a computer system so that they can refine their skill, the correct term in the opinion of Schell (2006) is cracking, this opinion is also supported by Raymond and Steele (1996) who further add that hacking or cracking does not require a person to be brilliant but to be persistent and the use repetition of a handful of tricks to exploit the weakness of the security for the selected target system. 
Phishing is a subgroup of the fraud community, a phisher would represent themselves as known and respected companies and then contact a target to acquire that person's accounts, information or to have privileges (James, 2005). The opinion of Hadnagy and Fincher (2015) on the definition of phishing supports that of James (2005) definition, they also add that a main method that these types of scammers use are e-mails. 
Increasingly mobile phones are being accessed by more people, with Carter et al (2015) reporting that in 2011, that there were over 6 billion mobile phone subscriptions this meant that 87% of the world's population had access to a phone. However, this access also means that criminals are also increasingly hacking phones to gather information on the person with that phone. An example that Carter et al (2015) gives is a hacker getting access to someone's medical identity.
There is also a feeling that a phone cannot be hacked according to Loo (2009), he refers to an experiment where a Bluetooth sniffing program was hidden in a suitcase and was then wheeled around a public place, the result of this was that more than 1,400 vulnerable devices were found , most were of these devices were mobile phones. In another experiment Loo (2009) says that researchers were able to attack targets at a taxi stand from the 11th floor of a Las Vegas hotel and were able to retrieve 300 address books from Bluetooth-enabled devices. Loo (2009) suggests that these experiments show that there is a low level of public awareness about the potential security threats. He also suggests that security teams in corporations believe that mobile phones are for individual use only and it is also not their duty to protect these devices.
However, because smartphones can do the same tasks that a home computer could do, this also means that smartphones are also vulnerable to the same hacking techniques as a computer (Loo, 2009). Smartphone are also vulnerable in other ways that computers are not because of some of the extra features, these are hackers being able to retrieve address books and calendars this leads to SMS messages being sent from compromised phones to other phones without any user interaction, compromised phones are also able to infect other phones that are use Bluetooth (Loo, 2009).
One of the most famous cases involving the hacking of phones is the New of the World phone hacking scandal, in this case the reporters at the News of the World would hack phones of famous people and even hacked the phone of the family of murdered schoolgirl Milly Dowler (Waterson, 2021). Davies (2014), the journalist to uncover this scandal writes in his book that during a radio interview the right-hand man of Rupert Murdoch said that only one person who was at the News of the World was caught for hacking phones and that person had been fired and convicted, he also that this was not a deeper issue and that it should not happen. 
However, Davies (2014) was told by an insider that this was a lie and that every reporter at the News of the World was doing it and that every story the News of the World was publishing came from using this method, they would then go and get photographs and quotes so to make it that they had gained this information through legitimate means, Waterson (2021) describes the method the reporters used, it required that the targets mobile number is known, they would then ring it and hope it go to voicemail and then guess the individual’s pin which is usually set at default ‘0000’ and then the reporter would then listen to the person's voicemail, this was also before smartphones were easily accessible, a typical voicemail could include declarations of love to private medical information. The result of this scandal was that the News of the World closed (Waterson, 2021). 
In their article, Webroot (2021) says that it is people not computers that create computer threats, they also term a computer hacker as an unauthorized user who breaks into computer systems to steal or change information with the use of dangerous malware without knowledge or consent. When an author asked someone if computer hacking would be a loss to society if the hobby dried up, the hacker was surprised and said no and explained that there was a lot of legal stuff to do and that they do not have to break into someone's computer (Gupta, 2004).
Technology is a key part of modern society, but this also could also be catastrophic with Furnell and Warren (1999) providing examples of key areas that use technology these are healthcare, banking, manufacturing, transportation and government. It should also be pointed out that since the time that Furnell and Warren (1999) were writing technology has become even more integral in those areas. The fear that Furnell and Warren (1999) were writing about has happened, especially in healthcare with the Hern (2017) reporting that one of the biggest attacks that NHS has seen could have been prevented if there was basic IT security, in total Hern (2017) reports that 81 NHS organisations in England were affected. 
The result of this attack Hern (2017) says that 20,000 medical appointments were cancelled, 600 General Practice (GP) computers were locked out and 5 hospitals had to divert ambulances to other hospitals. Hearn (2017) suggests that a perpetrator behind this attack could have been from North Korea. Even during COVID-19 pandemic the NHS has been susceptible to hacking attacks, with Best (2021) saying that these attacks have happened so that people could have access to information that relates to the vaccine for COVID-19 and national strategies to deal with the pandemic.
Another example of hacking is the sentencing of Daniel Kelley, between 2013 and 2015, he would hack numerous companies not just in the UK but also in Australia and Canada, one the most well-known companies that he hacked was TalkTalk (BBC, 2019). His attack on TalkTalk cost the £77 million and the stealing of more than 150,000 customers personal details, he then also tried to extort executives of the company for £115,000 worth of Bitcoin, he only received £4,400 worth of Bitcoin (BBC, 2019). The BBC (2019) also reports that he also hacked the college he was attending ‘out of spite’ because he did not get the required GCSE’’s that needed to attend the Course he wanted to do. As reported by the BBC (2019) he would be sentenced for four years in detention.
In her blog, Woods (2018) gives examples of how phishing is done, the first that she explains is the most common one that happens, this is when a phisher sends out a fake invoice which tells a person that they need to urgently pay for an item that they have not ordered. The second example that Woods (2018) gives is the Council Tax Scam, this fraud says that the person is in the wrong council tax band and are owed money back when in reality they are in the correct band, they will also say that they are from the council and will ask for the person's bank details. 
To conclude, even though technology has made life easier for people, at the same time technology could also make people’s life harder especially if they have been the victim of either hacking or phishing. Notwithstanding this there are ways for people to protect themselves from such crimes by making passwords hard to be cracked and installing anti-virus protection, this will protect a computer from being hacked. To protect oneself from phishing they will have to carefully read emails or messages they have been sent and then check with the actual organization to check if this is a real issue or a fraud. Also, big government organizations like the NHS will also have to provide better security for their technology systems as the price of attacks means that important consultations for patients were cancelled due to these attacks.
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