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Computer forensics is an innovated way to deal with cybercrime. Cybercrime has definitely become a rising problem in present time, not just the number of offenders, but the scale and complexity of which they work, making it ever so harder to track and stop the offenders. Computer forensic tools are used for the purpose to find evidence against these offenders. By having these tools, lost data can be recovered, extracted and traced back to the owner, potentially being the required evidence needed. All data gives off a digital footprint, thanks to this, tracing where the data came from is made possible as nothing can be truly erased. In Hopes of helping other users understand what forensic tools are, this document will have information on 5 of the most used tools world wide, they will be compared to other tools in a table format.
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[bookmark: _Toc141975467]What are forensic tools?
Forensic tools are powerful pieces of software that can fix problems such as network infractions, cyberattacks and data privacy. [1] Of course, from the many of forensic tools available, it can be quite daunting to pick which to use, and depending on the situation, there could be several if not more tools to choose from. [1] however, of these tools a lot of them have nearly the same job. Some have more features to choose from while some are easier to use ETC. Disk and data capture, network analysis and device forensics are just some of the leading situations users might be in to need the use of tools. [1] open-source tools are more popular, as these tools can be adapted to the users specific needs, this then can be redistributed to other users in the same situation. Some tools come as packs, for example, some would have a tool for every job needed. While some only use one tool but has a various number of features for various jobs.
In experience, forensic tools are complicated and require laser focus to use. There are 5 forensic tools that have been selected based on popularity that will be further discussed in detail. 
[bookmark: _Toc141975468]FTK Toolkit
FTK forensic tool is a software kit that provides multiple features for digital forensics investigators. It allows investigators to create and process forensic images, decrypt files, decrypt passwords, and perform advanced searches on different data sources.

The FTK forensic tool is different from the FTK Imager tool. which on its own is a data preview and imaging tool that can quickly analyse digital evidence and produce a report if more analysis with the FTK forensic tool is required. The FTK Imager can also produce forensic images as read-only devices.

[bookmark: _Toc141975469]The Sleuth Kit and Autopsy
The sleuth kit and autopsy are two different programs that have different functions.
Autopsy
This program is a GUI based program that has its own functions, including hard drive analysis and device analysis. While this software has its own functions, it also allows additional plug ins or modules to be added on. This program even allows users to develop custom modules that are created using java or python programming language. [2]
The sleuth kit
This is more defined as an add-on to other programs. This add-on is a collection of tools specifically used for the command line. It also carries a C library which gives you the option to inspect disk images and recover any or all files from it. The sleuth kit can be integrated with the autopsy program, as the kit is an add-on.  As autopsy has a GUI, the functions that come with the sleuth kit can easily be found in the GUI. [2]
The sleuth kit can be used for many other open-source forensic tools, so if users don’t find autopsy easy to use, another tool can easily take its place.
[bookmark: _Toc141975470]Magnet Forensics
Magnet forensics is a company that produces forensic tools. This company has several different tools that are on offer for selection to users. Each tool has a different aspect to it.
[bookmark: _Toc141975471]Magnet AXIOM
This is one of the many tools that magnet has developed. This tool provides powerful artifact recovery, allowing the user to recover lost data easily. The tool also allows the user to investigate evidence from multiple devices, including computers and mobile devices. This tool is designed to work easily with mobile devices, that use IOS and android systems. This tool has been carefully designed and developed to be integrated with many of magnets other tools, allowing users to add as many or as little tools as needed. [3]
Although magnet is only commercially available, which means there is a price to pay to use the tools. From what the company offers I would assume that it would be a good purchase.

CAINE
Caine or also knows as Computer Aided Investigation Environment, is a Linux driven distribution. This software provides a simple desktop GUI which allows for easier use to users. 
Caine was developed to ensure that all users have access to all tools needed to preform forensic investigations, which include, preservation, collection, examination, and analysis. [4] this program is very user-friendly, as this program can be booted up from any portable device, such as a USB or a DVD. This program can also be downloaded onto different system, both physical and virtual, making this a perfect program to use as a tester. [4]
Caine has been developed using the Ubuntu OS, which is Linux based, so for those with a windows or apples PC, unfortunately it will not work. However, as mentioned, this program can be used on virtual systems, systems such as VMware, which have Linux OS on its system already. [4] 
[bookmark: _Toc141975472]Wireshark
While Wireshark does not have functions such as data collections and preservation, its leading function is as a network analyser. This software allows you to see exactly what is happening over your network in real time, down to the last layer. One of the main features in this software is it can run on most Operating Systems, such as windows, Linux ETC. the software has its own GUI making it much easier to navigate around. Wireshark is also a free to download software, where you can donate if so wished, as a side note the website gives you access to the software’s source code, meaning you could customise the software to you specification. [5]



Comparing forensic tools
	Tool
	Type
	Platform
	Features
	Strengths
	weaknesses

	Magnet 
	commercial
	windows
	Provides an all in one experience, smartphone data extraction,
Tool agnostic analysis 
	User friendly, all tools come in package,
fast
	Expensive, training required

	FTK
	Commercial
	windows
	Disk imaging, file carving
	Fast, easy to use, automated, indexing
	Expensive, resource-intensive, requires training

	Autopsy
	Open source
	Windows/Linux/MacOS
	Disk imaging, file carving, keyword searching, email analysis, web history analysis
	Free, modular, extensible, community-supported
	Less user-friendly, less reliable

	CAINE
	Open source
	Linux
	to provide all the forensic tools that are required to perform digital forensic, can be booted from the removable media
	Free, very reliable, user friendly. Can be used on physical or virtual systems
	Requires training in linux language.

	wireshark
	Commercial 
	Windows,linux.mac
	Provide comprehension analysis on communication protocols, able to analyse packets from different interfaces
	Free, available on all platforms
	Learning curve is steep

	
	
	
	
	
	




[bookmark: _Toc141975473]Company sabotage – Case study
Rob Jengelley works in CEC Mobile Manufacturing Company in Swansea, Wales. The company designs mobile phone interfaces and GUI for popular vendors. CEC has become a market leader in its segment within a very short span of time. Rob was involved in the design of the latest Samsung Galaxy S20 Plus phone. He managed to design a GUI interface for the phone which rivalled Apple’s iPhone 12 designs. 
The CECs engineers were said to be shocked to find that a large amount of the mobile phone designs within robs computer had vanished. The company stands to lose millions of pounds if the situation is resolved. 
As part of my job, recovery of the missing phone designs is top priority. At each step of the way, detailed methodology will be explained.
Forensic methodology used.
While investigating the crime scene by using specialist procedures and techniques. It is expected that some of the following evidence can be found:
1. Proving that a crime has actually been committed
2. Exclude or link suspects to a scene
3. Finding out identity 
4. ETC.
As found in the statement, the company does not have any back up drives, everything was kept on the companies system. As stated, Rob was involved with the creation of the designs for the mobile phones and was later found resigning from CEC. 

Sample generated report.
After collecting the required files and using the intended software, a report was created. This report will be used as evidence regarding the case made by the CEC. 
[image: A screenshot of a computer

Description automatically generated]
This is the report that was create using the ftk image tool. It has provided all of the data that would be needed in the collection of evidence.
Invoice
After all evidence has been submitted and a suspect has been found of crime. The company who requested the service, in this case is CEC, will be sent an invoice for all services. The charge of the services will depend on the type and how many services were needed to be completed. 
[image: A white document with a rectangular box and a rectangular box

Description automatically generated with medium confidence]
This is an invoice that will be used for the CEC. It includes all the necessary information needed. 


Recommendation 
While assessing the scenario and situation, the CEC company lacks a lot of security protocols that could have stopped this situation from happening. 
1. The first change that should be made would be to have an automatic backup system implemented. this makes sure that data corruption, data loss, and any other forms of data loss will be nullified, and instead the data will be safe at a remote location.
2. The second recommendation is to have multiple security layers to important documents. Meaning each file requiring a different password, having magnetic doors to server rooms to prevent anyone from entering ETC.
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[Device Info]

Source Type: Logical

[Drive Geometry]

Bytes per Sector: 512

Sector Count: 4,194,304

[Inage]

TInage Type: Raw (dd)

Source data size: 2048 MB.

Sector count: 4194304

[Computed Hashes]

MD5 checksum:  65588e33843dd92857d8bb3b70d2289

SHAL checksum:  f849cab27df475f869d930d80880e74de2C613a

Inage Information:
Acquisition started: Mon Aug 7 21:07:06 2023
Acquisition finished: Mon Aug 7 21:67:29 2023
Segment list:
C:\Users\dylan\inage\ROB. 601
C:\Users\dylan\inage\ROB. 002

Image Verification Results:
Verification started: Mon Aug 7 21:07:33 2023

Verification finished: Mon Aug 7 21:07:40 2023

MDS checksum:  655d88e33843dd92857d8bb3b70d2289 : verified

SHAL checksum:  f849cab27df475f869d930d808F80e744e2c613a : verified
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