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Was instructed to create a new document file in the :C drive, named “Dept_Important_Docs”.
Afterwards the next instruction was to go into that file and create a new text file and rename it “Important_File”.
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After that, the next bit was to go into the properties of that file and enter the security tab. Before going any further I needed to remove the “Inheritance” which was done and applied.








[image: ]The next step in the process was to add a user to the permissions of this file. A user was added by the name of the account which was “Client 1”.
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This user has now been granted “Full Control” Access which was said to do.




[image: ]After thew first user was allowed all permissions, the next step was to add in another user with the same permissions as well as the “Read and Execute” permission, one that was done. It was said to open up the file and text document and write a line and save it.





Type some text into the file and save the file, does the action permit you to do so successfully? o Logoff, login as the other (non-admin) user, try opening the folder and modifying the file, are you permitted to do so?  Yes added another line.



[bookmark: _Toc71046359][image: ]Server1
When finally logged on, was said to go into the server manager, load up and start a “New Share”.










[image: ]After going through all the instructions to create a new share on the server share. All the settings have been defined as they should be. 
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Headed back to client 1 to try sort out the “Map Network Drive” the worksheet indicated that the drive name would have need the server’s name like back on server 1. Tried using the same one and does not work as you can see from the prompt message. Tried solving nothing would be accepted.
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The very first instruction, was to sign into “Server 1” and go straight into the active directory and create a new object named “Non Admin Users”.
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Next thing to do was to create a new user which was “Non-Admin” which is the important part.
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Was then instructed to close down previous application and open up “Group Policy Management” and to create a new group policy object named “NoCtrlPanAccess”.
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Next was to go into the Group policy object editor and enable the “Prohibit access to control panel and pc settings” policy to ensure no one messes with the computer/workstation.  
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Then ran the command prompt in the administrator role, and used the command “ gpupdate /force” which came back and successful.
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Tried to log on to the user that I created but only allowed to log on with Client 1, in which client 1 still has access to the control panel. 




[image: ]GPO 2
New policy created as instructed in the worksheet. Named the new policy “NoCmdPrmptAccess”.
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Next was to navigate through the polices settings and access the “Prevent Access to the command prompt” policy. Once there the next step was to enable and apply.














[image: ] Once everything has been done the next step would be to access command prompt and the admin and update the polices, and afterwards then line came up saying successful. 



Back to Client 1
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[bookmark: _Toc71046363]Tried to log on to the user that I created but only allowed to log on with Client 1, in which client 1 still has access to the command prompt. 


GPO 3
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New policy created as instructed in the worksheet. Named the new policy “NoRemDriveAccess”.
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Next was to navigate through the polices settings and access the “All removeable storage classes: Deny All Accesses” policy. Once there the next step was to enable and apply.









Again, tried to log on to the user that I created but only allowed to log on with Client 1, in which client 1 still has access to removable storage. 


[image: ]GPO 4
Like instructed from the worksheet, firstly open up the active directory and create a new organisational unit named “NWClient Computers” and then to move computer object to that file.
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The next step then was to head to the group policy management, and create a new organisational unit within the one that was just created recently. 
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Next was to navigate through the polices settings and access the “Prohibit User Install” policy. Once there the next step was to enable and apply.

Again, tried to log on to the user that I created but only allowed to log on with Client 1, in which client 1 still has access to removable storage. 



GPO 5
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Next was to navigate through the polices settings and managed to get to the Password policy
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 Once everything has been done the next step would be to access command prompt and the admin and update the polices, and afterwards then line came up saying successful. 



Task 3 – Observational Tasks

3 a) Explain the main differences between local permissions and file shares. 
The biggest difference between them both is that local permissions would stop people from gaining access to something or somewhere they should not be allowed, for example in a business HR would be the only department allowed to have access to employee’s personal information, there is no need for the delivery department to know any of that. File Sharing is a completely different concept, files being shared is something a business would do, but must be contained within the business complex
3 b) Describe the role of Group Policy Management in the network environment, you can use example policies in your answer. 
The reason for having this is because it helps admins manage policies on network servers, it makes their job and life easier. It helps the admins keep up with backups, and many other important roles. But also, it simplifies the role as well.

3 c) Give some examples of sound ‘password’ principles in modern network environments. 
· Biometric passwords 
· Multiple Authentication – Trying to sign in from a new device, it must be verified from a reliable source.
· Ensuring password length is reasonable, some would say in between 8-15 characters is doable.
· Ensuring that the password contains upper and lower characters, but also should include numbers as well as a special character.
· Ensure that the password is changed monthly to make things more secure
· Maximum attempts trying to sign in, if they fail 5 times, they get locked out
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