Understanding the impact of romance fraud.


Fraud is an unethical, deceptive crime which exploits a victim by misrepresentation or lying about true intentions which creates or intends to create a financial burden (Kassem, 2024). The crime itself, according to Moiseienko and Izenman (2019), is an abstract concept due to its variety of potential methods to commit fraud. It is reported by Wood, Ditcham and Janjeva (2021) that it has the highest rate of adults that fall victim to this crime. It usually entails an unsuspecting incident which will excessively hinder the victim’s life because it was a dishonest situation (NHS, 2024). The Fraud Act 2006 states that someone is guilty of fraud if they cause a loss to someone else or expose them to a potential loss. Murphy and Free (2016) convey that a perpetrator can be profiled by the Fraud Triangle Theory. An individual that is exposed to the opportunity, with the right motivation such as having a compulsive behaviour or debts, mixed with a rationalisation, will allow someone to commit fraud (Lokanan, 2015) as they are desperate enough to deprive someone to aid themselves. 

There are over 120 types of fraud according to Action Fraud (2024), with romance fraud becoming a more relevant concern. It was reported by the City of London Police (2023) that within the last financial year there were 8,036 reports of romance fraud reported to the National Fraud Bureau, with a total of £92 million stolen. 
Lloyds Banking Group (2024) report that romance scams that occurred to members of their bank rose by 22% from the previous year and an average of £6,937 were taken from each person. Cross (2023) describes the concept of romance fraud as a perpetrator establishing a fake relationship with a victim to build a foundation of trust and deceive them into thinking it is a genuine relationship. Fletcher (2023) exclaims how relentless scammers are when it comes to embedding lies into a victim’s life. The fraudsters will come across as the perfect person to the victim and eventually will manipulate the victim into sending them money. A perpetrator can do this by imitating a medical professional or a soldier in the military. This creates the perfect excuse as to why they cannot meet the victim in person and their ‘career’ being in a different country is why they are on a dating site (Crime Stoppers, 2024). However, the facade is far from the truth as the people behind romance fraud schemes are typically members of serious organised crime groups according to Cross, Dragiewicz and Richards (2018), and they scout their victims via dating websites. 

Cross and Layt (2022) convey that fraudsters will create a fake dating profile and when they have scouted a victim, they will establish an authentic relationship. Cross (2023) evaluates that the majority of romance fraud cases form from social media and dating websites, but the victims are encouraged quickly to communicate via emails, calls and texts as this gives validity that the fake profiles are real. The fraudsters can influence the victim into sending them money by creating an elaborate story referred to as plotlines, that will require the victim to send large amounts of money to ‘save’ the victim from trouble or harm (Kopp et al, 2024). The scammers techniques include creating an urgent scenario where there is a scarcity of money (Carter, 2021). Cheshire Constabulary (2024) shared the story of a widower who was manipulated into giving over £50,000 to a fraudster. The scammer established a relationship which the victim believed was genuine and created a backstory that he was a successful businessman who worked over seas. He started the plotline that there were medical bills to pay and that he was in trouble, so the victim willingly gave who she thought was her boyfriend the payment he requested. Victims are drained of money for so long because they strongly suggest that the relationship should be kept a secret (Essex Police, 2024) for romantic purposes. However, it is a preventative measure by the perpetrators as they do not want anyone to tell the victim that it could be a scam.

A large proportion of the public believe they will never be conned by a romance scam, but in 2017 it was reported by Norris, Brookes and Dowell (2019) that in England and Wales there were 4.7 million incidents of fraud and computer misuse. Those who are not familiar with the dangers of the internet are the perfect victims. Unfortunately, this tends to be the older generation as the internet is newer to them than those who grew up with the internet and have more knowledge of scams (Fenge and Lee, 2018). Jones et al (2015) examined the likelihood of participants opening a scam email or following instructions from a scam email. They were shocked by how many people followed the instructions, showing that when a perpetrator has found a mouldable victim, they could easily manipulate them for money. Furthermore, Petty and Cacioppo (1986) explore the elaboration likelihood model, where victims will fall for scam messages when there is great detail with key elements that stick with them. Victims do not always process the positives and negatives to receiving an unknown message (Vishwanath et al (2011). A scammer can utilise this because if they create enough pressure on the victim, they are less likely to think about the cons of what the scammer is demanding.

Fraudsters are very manipulative and hard to identify because they follow a scammers persuasive technique model (Whitty, 2013). The first step that a fraudster implements is finding a victim that is highly motivated to find a partner. Langenderfer and Shimp (2001) write that the victims tend to be vulnerable and susceptible to personal influence. The next step is to make sure the victim has a large financial profile to ensure the time and effort is worth it. Barnor et al (2020) identified that romance fraudsters target westerners as they have access to government benefits and social welfare which the fraudsters can exploit. Once they have selected the perfect target, the grooming process begins. An intricate relationship is established where the scammers dedicate months creating a rapport with the victim. They will call and text weekly to keep up appearances (Archer, 2017). This is what makes the relationship so authentic as months of trust is built just like a real relationship. When a fraudster feels they have gained the victims trust they will choose between a foot in the door technique or a crisis technique. Freedman and Fraser (1966) write that a foot in the door technique is a trial run to see if a victim will transfer a small amount of money. This could be they ‘forgot’ their card at a fuel station, or they need lunch money. If the victim willingly transfers the money, the fraudster can prepare for the crisis. The crisis technique is when a fake urgent scenario is deployed to guilt the victim into sending large amounts of money. The Greater Manchester Police (2024) reported a romance fraud case of a widower who was scammed over £20,000 in 18 months. The scammer claimed they were a millionaire businessman who had a daughter in hospital needing a lifesaving operation. He exclaimed that he did not have access to his banks cards so needed the victim to transfer the money. The fraudsters will continue the scam switching between the two different techniques for as long as possible. Carabellese et al (2020) found that on average romance fraud cases last between 6 to 8 months. A few victims are very reluctant to give out money but still have trust that the relationship is real. A sexual relationship is a part of the manipulation technique where explicit images are shared. These photos are then used to blackmail the victim into sending money to the fraudsters in exchange they will not expose the photos (Cross, Holt and Holt, 2023). If a fraudster has put in enough time and effort even reality cannot save a victim. Re-victimisation is common because a strong relationship has formed which the victim still thinks is real, even when they are notified by the police that they have been scammed. They have fallen in love with someone who does not exist which makes the victim at risk for a second wave of the scam (Buchanan and Whitty, 2014). 

Fraudsters commit romance fraud as they believe it is a victimless crime but on the contrary, it has a huge negative impact on victims (Button, Lewis and Tapley, 2014). The main impact from romance fraud is that you cannot receive your money back because a victim willingly gave away money or willingly took out a loan (Police Scotland, 2024). Not only does it create financial hardship for the victim, but it also has psychological effects as the victim has also lost a relationship (Whitty and Buchanan, 2016). This is a concern for a victim’s mental health. Cernik (2022) reports the devastating story of a women named Anna who was a victim of romance fraud. Despite Anna working as a finance professional, she fell victim to the scam. She has escaped an abusive marriage and was ready for love, but this eagerness is what the fraudster hooked onto. The fraudster coerced Anna into a fake relationship. She had no idea it was all a lie, as this particular fraudster would use video chat to call Anna. The fraudsters played on Anna’s emotions, as they told Anna his daughter had died, and she needed to pay for the funeral. This is a massive emotional toll on a victim because even though it was not real, it all felt real to the victim (Kydd et al, 2023). Online dating was used more during lockdown because it was the only way to meet new suitors. However, this also meant romance fraud also rose. UK Finance (2024) states that when lockdown occurred, there was a 12% increase of romance scams. 

Romance fraud is very prevalent and prevention methods should be put in place by law enforcement to try and reduce cases. Scanlan (2008) proposed to evolve legislation regarding fraud and corruption in England and Wales by making the Government create a public list of regulated companies. Companies should be less self-regulated and regulated more by the government. This will stop the facade of fake companies having websites and will take away the validity of fraudsters stories. The Thames Valley Police (2022) advocate that victims should not be embarrassed by falling victim to romance scams as they understand how real they seem. The Neighbourhood Watch (2024) recommend that the best way to prevent romance fraud is to only accept friend requests from people you know. They also suggest googling their profile picture to see if any incriminating information regarding that person is found. Surrey Police (2024) convey that the public should never send money to anyone you have never met. They also advise that you should never rush into online dating but if someone does, they should listen if the perpetrators focus the conversation around the victim. They do this so they do not have to remember the lies they create about their fake profile and prevent them from being caught. Wang and Topalli (2024) evaluate that a fraudster relies on digitised platforms to gain access to new victims. As long as the public are aware of the dangers of the internet, they should be less likely to fall victim to a romance fraud. Instagram (2024) states they regularly delete suspicious or fake accounts to minimize the risk of impersonation. 

Cross, Dragiewicz and Richards (2018) convey that romance fraud and domestic abuse are not the same because they do not have the same modus operandi. A fraudster’s modus operandi is to deceive money from a victim, but an abuser wants a relationship but carries out awful acts. On the contrary, the Thames Valley Police (2022) compare the grooming process of romance fraud to domestic abuse. This could be because an abuser and a fraudster both possess the power of coercion over a victim. There is a positive impact a victim experiences during a case of romance fraud as they have a loving relationship. However, when reality is shined upon the situation, they have not only experienced a financial loss but an emotional loss too (Whitty and Buchanan, 2016). 






Legislation

Fraud Act 2006, c. 35. Available at:https://www.legislation.gov.uk/ukpga/2006/35#:~:text=2006%20CHAPTER%2035,fraud%20and%20obtaining%20services%20dishonestly. (Accessed: 11th March 2024).
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