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Introduction
   Using SQL to store a database can be a positive, but also dangerous. If you use SQL, care must be taken when accessing a database that is used by hundreds, thousands, or even millions of users - because it may unintentionally make a mistake or erase all data. Therefore, in DBMS there are some closely related functions – Transaction and Concurrency support, which guarantee that any database should be reliable and remain in a steady state. (w3schools, n.d.)
  To explain this, let's create a diagram that shows the processing phases of the Transaction. The processing of transactions requires three phases, as you can see in the image below. First, the transactions need to begin. Then we need to write down the DML operations that we want to run as one function. Also, we need to test for errors in third phase. If an error occurs, i.e. if any of the DML statements fail, then return the transaction (any data that is changed in the database would be cancelled and return ) otherwise commit the transaction to permanently transfer the data to the database. (dotnettutorials.ne, n.d.)
1. Begin the transaction
2. Process database commands
3. Check for errors
If error occurs
   Rollback the transaction  
Else 
    Commit the transaction  
Transaction
  A transaction is a set of specific actions that a program performs to access or modify a user or database. The main objective of the process is that the actions must be finalised or cancelled in full. A transaction is a series of operations that are presumed to be a piece of logic. The transaction allows to group a series of tasks as a single logical unit, and all of these task sets are either all committed, or all reverted back or rollback if error occurs. In simple terms we can describe that a transaction is a series of SQL statements which should be executed as one unit.
  We use transactions when we want to validate that all of our commands are working on the same data - when we want to make sure that there are no other transactions that can operate on these data, while our request is being executed. When you are looking for a sequence of commands you want to execute. When the actions are executed concurrently or overlapping and each of them stays different. (khanacademy, n.d.), (bg.volgaproject.net, 2018), (techs-mobile.blogspot.com, n.d.), (dotnettutorials.ne, n.d.) 
  Concurrency support (control) is the method of handling simultaneous execution of transactions in a multiprocessing database system (such as queries, changes, inserts, deletes, and so on) without interfering with each other. The aim of this control is to allow multiple users to access the database concurrently without having to influence each other. Concurrency is a condition resulting from the transaction process in a database. Concurrence occurs when two or more users attempt to access the same information or data. DBMS rivalry is considered a problem because access to data by two separate users concurrently can lead to inconsistent results or invalid performance.
One problem with multiple DBMS users is the possibility of two or more users simultaneously trying to modify data in the database. If this form of behaviour is not managed carefully, otherwise the database may become inconsistent. (/tutorialink.com, n.d.), (saurabhhooda, 2020) 
However it may also be possible for transaction to fail after some of its operations have been done. The fault can be due to hardware , software or power etc.Therefore to avoid this , Database has two important commands – COMMIT and ROLLBACK. When the actions in a transaction are done, two outputs are possible.
Commit command
  Commit is a SQL statement that means that a transaction is completed successfully. Once a transaction completes its execution without interruption, the modifications made to the database are final by the transaction. Which means that the database cannot recover its previous states in which it was the operation, prior to the execution of the first command.
  When the transaction completes successfully, the results are fixed and the database goes into a new sequential state. (/techdifferences.com, 2016) 
  For another situation, all changes made by it during the transaction will not be registered in the database. As a result, the transaction is not started at all.This output is called “Abort”. ABORT rolls back the existing transaction and discards all the changes made through the transaction. This command is similar in action to the regular SQL ROLLBACK and is present for historical reasons only
Rollback command
  As COMMIT, ROLLBACK is also a SQL command and it means that the transaction was not successfully completed. Therefore, the transaction is terminated in order to eliminate the transaction's modifications. After ROLLBACK has been executed, no changes made to the current transaction will be kept.
  When the execution happens wrongly, and if an error is identified , it will be cancelled. At the same time, the database needs to be returned to the state it was before the execution.
Difference between Commit and Rollback
  The key difference between SQL's COMMIT and ROLLBACK statements is that all the changes made by the current transaction become final through the execution of COMMIT statement. In contrast, the execution of ROLLBACK erases all modifications made by the current transaction.
  The change made by the transaction cannot be ROLLBACK when COMMIT statement has been executed. When the ROLLBACK command is executed, however, the database arrives at its previous location.
  COMMIT gets executed when the transaction statements are completed successfully. The ROLLBACK is therefore executed when the transaction is not successfully completed. (/techdifferences.com, 2016)
  In the databases world in order to maintain consistency in a database, before and after the transaction, specific properties are followed. These properties are called ACID. 
There are four key properties of transaction;
ACID properties of transaction
 Atomicity - a transaction is an inseparable atomic unit that must be completed or cancelled. With that, we say that either the whole transaction happens at once or does not occur at all. No midway, i.e. transactions do not occur in part. Transaction work should be atomic, meaning that all work is one object. When a transfer is carried out by the user, either the transaction should complete and execute all the operations requested, or it will fail, and do nothing. Atomicity deals with the transaction process, and the work is not left unfinished by an RDBMS transaction.
Consistency preservation - a transaction should maintain continuity, meaning that if it is executed completely from start to finish without intervention from other transactions, it will move the database from one stable state to another. This means that integrity constraints must be maintained before and after the transaction, so that the database is consistent.
Isolation - a transaction should appear as if it is carried out in isolation from other transactions, although many transactions are executed at the same time. That is, no other transactions occurring at the same time can conflict with the execution of a transaction. Any transaction that is carried out is independent of the others. Not all the outcomes of a gaping cycle should be available for other transactions. This property means several transactions can take place concurrently without contributing to database state irregularity. Transactions take place individually, without any intervention. Changes that occur in a particular transaction will not be visible for any other transaction until that particular change is written to memory or committed in that transaction.
Durability - This property guarantees that the changes and modifications to the database must be stored in and written to the disc until the operation has been completed, which will continue even if a system failure occurs. These updates are now permanent and will be stored in permanent memory.The transaction 's results, therefore, never get lost. Due to subsequent failures, all outcomes obtained during a successful transaction should not be lost. They are permanently stored in a database.
  In general, the ACID properties provide standard to ensure a database's correctness and accuracy in such a way that each transaction is a group of operations that acts as a single entity.  It produces consistent results, acts in isolation from other operations, and stores durably the processed information. (bg.volgaproject.net, 2018), (geeksforgeeks-ArchitNangalia, 2019), (www.brainkart.com, n.d.), (saurabhhooda, 2020)
Concurrency problems
  When concurrent transactions are completed in an uncontrolled way, several problems can happen. 
  Concurrency is a condition resulting from the transaction process in a database. The Concurrency occurs when two or more users attempt to access the same information or data. DBMS conflict is considered a problem because accessing data by two separate users concurrently can lead to conflicting results or invalid behaviour.
  As we know, ACID properties are used to maintain consistency in the database. Isolation determines how the integrity of transactions is visible to other users and systems. This means that a transaction should take place in a system in such a way that it is the only transaction that has access to the resources in a database system. Levels of isolation describe the degree to which a transaction must be separated from the changes made by every other transaction within the database system. The level of transaction isolation is defined by the following types of concurrency problems:
 - Dirty Reads
 - Lost Updates
 - Non – Repeatable Reads
 - Phantom Reads 
Dirty Reads - This problem arises when the modified, yet uncommitted data is read from another device. For example, if one process has changed data but has not committed it yet, then another process will read the same data. This leads to the user becoming incoherent in state. One transaction reads data that has not yet been sent by another transaction, so some data is eventually returned by another transaction.
Lost Updates - This question occurs when two systems try to access the same data at the same time. This problem can result in data loss, or the second process may overwrite the first change in process.
Non – Repeatable Reads - Non-repeatable reading happens when a transaction reads the same row twice and each time it receives a different value. When this transaction is not complete, the same data is accessed by another transaction. Therefore, the data read by the first transaction two times may be different from the two read data in the first transaction and the alteration of the second transaction. Within a transaction the data read twice is not the same.
Phantom Reads - If two same queries carried out by two users show different output, then this would be a Phantom Read issue. For example, if user Y selects a question to read some data, user H adds some new data at the same time, but user Y can only read the old data at the first attempt, but when user Y re-requests the same statement the user receives a different data set. (alibabacloud.com, 2018), (geeksforgeeks-SaurabhKushwaha, 2019), (saurabhhooda, 2020)
Isolation Levels
The SQL standard explains four isolation levels;
1.Read Uncommitted
2.Read Committed
3.Repeatable Read
4.Serializable
5.Snapshot
Read Uncommitted - In this stage, one transaction that read changes made by another transaction that have not yet been committed, causing the dirty read issue. Transactions at this level aren't isolated from each other. Read uncommitted level has an issue whit the dirty reading. This level of isolation is least restrictive of all the levels of isolation and allows reading uncommitted data.
Read Committed – In this level, we are only allowed to read the committed data, which means the dirty read problem is eliminated by this stage. In this point, if you are reading data then the simultaneous transactions that can delete or write data will block some work until other work is complete.
Repeatable Read - In this stage the transaction must wait until the update or read demand of another transaction is complete. But if an insert transaction occurs it won't wait for anyone.
Serializable - This is the highest level of isolation. In this level of isolation, we can ask any transaction to wait until the current transaction completes.
Snapshot - Here each transaction has its own copy of data, and if a user wants to execute a transaction like an update or insert, it tells him to re-check all the procedure before the execution of the process begins. (saurabhhooda, 2020), (geeksforgeeks-SaurabhKushwaha, 2019)
Dirty Read problem
A dirty read occurs when one transaction is allowed to read data that is being changed by another transaction which is running concurrently but it has not yet committed.
 Transaction 2 has to wait for the completion of transaction 1 before being executed. The question is - Why?
The response is that the default level of isolation between transactions is "Read committed." The level of exclusion Read Committed means that data can only be accessed by a transaction once it is in the committed state.




Transaction1
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Transaction 2
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 If we use Read Uncommitted level of isolation, this situation will be in reverse. Transaction 2 do not need to wait for the completion of Transaction 1.
Triggers
Trigger are the SQL codes that are automatically executed in response to certain events on a particular table. These are used to maintain the integrity of the data. To improve the data integrity trigger can be used. When a data operation is taken, it is possible to test if data manipulation is compatible with the underlying market principles, thereby eliminating erroneous entries in a list. To monitor and control the actions that are performed this trigger can be used. 
The triggers are usually dived into three different types which are DML- trigger, DDL-trigger and Logon trigger. DML trigger is used for the operations Insert, Update and Delete. DDL is used for Create, Alter and Drop. The Logon trigger is used when the user wants to log into SQL server to execute operations. 
 The problem that has been established in the Veterinarian Surgery can be solved by using the triggers above. 
In the tables below I have shown how the triggers work.


Trigger on Database
When creating the trigger table on database for create- table, alter table and drop table. By doing this we can follow each user and the operations they do in each table and consequently the user can manipulate the data.  
[image: ]



Test Trigger Database
In this table we can see that each user’s data is stored in the trigger on database.
[image: ]

Test Trigger on View
The benefits of the view are that it can be used as a security mechanism and can also hide complexity. The main purpose is that it provides the restricted access of data to the user. 

[image: ]
Test Trigger “delete” on Treatment 
As you can see below in the image, we have trigger on the table treatment which records if the user wants to delete any data. 
[image: ]
Test Trigger “Update” on Treatment
The Update Trigger records if the user updates and makes any changes to the data.  
[image: ]

Test Triger “Insert” on Visit
The next trigger is Insert on the table visit. If the user wants to add any data to this table, it will be recorded. 
[image: ]

Conclusion 
  When using a database system, it is necessary to check that users, privileges, access rights are set correctly from the beginning. As a general rule, there should be only a limited number of users with full access to the database, otherwise, this can be dangerous. To avoid errors, it is essential and mandatory to follow the rules of operation in the DBMS.


















References
/techdifferences.com. (2016, october 27). Difference Between COMMIT and ROLLBACK in SQL. Retrieved from techdifferences.com: https://techdifferences.com/difference-between-commit-and-rollback-in-sql.html
/tutorialink.com. (n.d.). Concurrency control. Retrieved from /tutorialink.com: https://tutorialink.com/dbms/concurrency--control.dbms
Alhaddad, M. (n.d.). SQL Tutorials - 22.DML Triggers in SQL. Retrieved from www.youtube.com: https://www.youtube.com/watch?v=wCinUKcsIHA
alibabacloud.com. (2018, August 22). Dirty read, Phantom Read and non-repeatable READ + Transaction ISOLATION level _ dirty Read. Retrieved from topic.alibabacloud.com: https://topic.alibabacloud.com/a/dirty-read-phantom-read-and-non-repeatable-read--transaction-isolation-level-_-dirty-read_8_8_20295064.html
bg.volgaproject.net. (2018). Транзакции - какво е това? Транзакция на база данни. Retrieved from bg.volgaproject.net: https://bg.volgaproject.net/kompyutery/62457-tranzakcii-chto-eto-takoe-tranzakciya-bazy-dannyh.html
dotnettutorials.ne. (n.d.). Transaction in SQL Server. Retrieved from dotnettutorials.ne: https://dotnettutorials.net/lesson/transaction-management-in-sql-server/
geeksforgeeks-ArchitNangalia. (2019, november 21). ACID Properties in DBMS. Retrieved from /www.geeksforgeeks.org: https://www.geeksforgeeks.org/acid-properties-in-dbms/
geeksforgeeks-SaurabhKushwaha, s. (2019, April 1). Transaction Isolation Levels in DBMS. Retrieved from www.geeksforgeeks.org: https://www.geeksforgeeks.org/transaction-isolation-levels-dbms/
khanacademy. (n.d.). Направи своя SQL по-сигурен. Retrieved from bg.khanacademy.org: https://bg.khanacademy.org/computing/computer-programming/sql/modifying-databases-with-sql/a/make-your-sql-safer
saurabhhooda. (2020, May 12). Concurrency Control in SQL Server. Retrieved from www.sqlservercentral.com: https://www.sqlservercentral.com/articles/concurrency-control-in-sql-server
SQL, G. (2020, Jun 29). Triggers in SQL Server 2019 | Complete beginners tutorial | DML Trigger and DDL trigger. Retrieved from www.youtube.com: https://www.youtube.com/watch?v=loF5gP738YU&t=613s
Techie, S. -Q. (2019, May 25). SQL Tutorial 13: TCL Commands | Commit | Rollback. Retrieved from www.youtube.com: https://www.youtube.com/watch?v=W0dJ8e_IIZI&t=3s
techs-mobile.blogspot.com. (n.d.). Транзакции в бази от данни. Retrieved from /techs-mobile.blogspot.com/: http://techs-mobile.blogspot.com/2010/03/blog-post_07.html
w3schools. (n.d.). www.w3schools.in. Retrieved from Transaction and Concurrency Control: https://www.w3schools.in/dbms/transaction-and-concurrency-control/
www.brainkart.com. (n.d.). Desirable Properties of Transactions. Retrieved from www.brainkart.com: http://www.brainkart.com/article/Desirable-Properties-of-Transactions_11558/

image2.png




image3.png
- | P oBecute =V 35 B[H) &7 82 &

B ALEKSANDAR\MSSQLSERVEROT (SQL Server 15.0.2070.41)
1 Databases

1 Security

1 Server Objects

1 Replication

1 PolyBase

¥ Always On High Availability

1 Management

¥ Integration Services Catalogs

B SQL Server Agent (Agent XPs disablec)
T8 Xevent Profiler

Eluse Region
select” from Treatment

Eicreate table PRDatabaseAudit
(
Databasellame varchar(200),
Tablellame varchar(200),
EventType varchar(200),
LoginName varchar (200),
SQLCommand varchar(500) ,
AuditDateTime datetine

)

select” from PRGDatabaseAudit

Eicreate table PRGTreatmentaudit
(
AuditID int identity(1,1),
customerId int,
petId int,
VisitID int,
treatmentDetails varchar (200),
User_name SYSNAME DEFAULT SUSER_SNAME(),
date_due datetine default Getdate()
)

select” from PRGTreatmentAudit

0% <
B Resuts | g Mossoges




image4.png
“F | Region < | b Becte w v

onnect~ ¥ ¥ G+

| @ ALEKSANDAR\MSSQLSERVEROT (SQL Server 15.0.2070.41
1 Databases

1 Security

1 Server Objects

1 Replication

1 PolyBase

¥ Always On High Availability

1 Management

¥ Integration Services Catalogs

B SQL Server Agent (Agent XPs disablec)
18 Xevent Profiler

:::

Elinsert into TestTable

(AuditID, Name) values ('8, 'Pitar’)

ALTER TABLE TestTable add LastName varchar(50)

select* from TestTable

Elupdate TestTable

set name = 'Pitar’ where Auditl

alter table TestTable drop column LastName

drop table TestTable

select” from PRGDatabaseAudit

Resuts | G Messages
Datbseliane_ Tableliane
NULL

"L
NULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL
Nt

FEEIEEEaqaieieeg

EventType
CREATE_TABLE
ALTER_TABLE
ALTER_TABLE
DROP_TABLE
CREATE_TABLE
ALTER_TABLE
CREATE_TABLE
DROP_TABLE
CREATE_TABLE
CREATE_TABLE
DROP_TABLE
CREATE_TABLE
DROP_TABLE
CREATE_TABLE
DROP_TABLE
CREATE_TABLE
CREATE TARLE

LognName
ALEKSANDAR\User
ALEKSANDAR\User
ALEKSANDAR\User
ALEKSANDAR\User
ALEKSANDAR\User
ALEKSANDAR\User
ALEKSANDAR\User
ALEKSANDAR\User
ALEKSANDAR\User
ALEKSANDAR\User
ALEKSANDAR\User
ALEKSANDAR\User
ALEKSANDAR\User
ALEKSANDAR\User
ALEKSANDAR\User
ALEKSANDAR\User
ALFKSANDARIser

SQLCommand
NULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL
N

AuditDateTime
20200824 10:44:39.447
20200824 14:11:39.220
20200824 14:2049.863
20200824 14:26:33.393
20200824 14:27:49.930
20200824 142812137
20200824 15:1920.763
20200824 16:06:07.960
20200824 18:30:15.097
20200824 18:4224.183
20200824 21:24:44.863
20200824 21:2526.780
20200824 21:4058.480
20200824 21:4256.433
20200824 22:11:33573
20200824 22:1215.567
2020.08.24 221950 107




image5.png
omnect~ ¥ 74

¢~

) @ ALEKSANDAR\MSSQLSERVEROT (SQL Server 15.0.2070.41
1 Databases

1 Security

1 Server Objects

1 Replication

1 PolyBase

¥ Always On High Availat
1 Management

¥ Integration Services Catalogs

B SQL Server Agent (Agent XPs disablec)
T8 Xevent Profiler

iy

100 %

R Resuts gl Messages

Elupdate

ins. treatmentDetails
From inserted ins

end

Set petID - '10' where customerI

Vil_treatnent

linsert into Wi_treatment
(customerTd, petID, visitID, treatmentDetails) values ('6','7",'8", "testing’)

customerld_petlD  vistlD _ treatmentDetals

7
4
3

1

2
4
3

1

3
2
4

"Dogay operation on the et leg
Cat operation on the et leg
hamster nai cipping

Canine Vacaines and Vaceination

AudtD _customerid petlD  vistiD  treatmentDetais

7 3

7z 4

8 testng

User_rame.
ALEKSANDAR\User  2020-08:28 09:44:22.967
2 hamsternaicipoing  ALEKSANDAR\User  2020-08:28 03:4945820




image6.png
'€ Edit  View Query Project lools Window  Felp

-0 8- -2 HE Ay BRERD XTa|[2-C B A CRmerED-
| Region - b beate = v g3 E[H] 2" 5| =2 |Ea (0.

onnect~ § *# & - values (@ateDelete,GETDATE())
) @ ALEKSANDAR\MSSQLSERVERDT (SQL Server 15.02070.41 o

Elinsert into Treatment

values('ARRAARAA, 'Tnportan’,’ treatment123',500)
delete from Treatment where treatmentCode = 'AAAAAAAA'

1 Always On High Availability

1 Management

1 Integration Services Catalogs

B SQL Server Agent (Agent XPs disablec)
T8 Xevent Profiler

) CREATE TABLE TreatmentAuditupdate
(

Oldbate varchar (150),
Newbate varchar(150),
User_rrespo SYSNAME DEFAULT SUSER_SIAME(),

00% -

BB Resuts | i Messages.

reatmentCode _ treatmertName: reatmentDescrpton reatmentPrce

1 [ | Canine Adenovios  Important consideratons incude their travel plan 100

2 v ‘Canine Distemper Vius  vaccinaton ae considerng the potentia ks 200

3 oy Carine Parvovius  best practce consders dogs asndividuals 180

4 Rabes vacane rabies vacination fordogs taveling utside 80

5 WWW  Srng Dngreatment 1000

IDTreimeriDelete _DateDelte  UserResponsibleDelle
10 JNUL g 282020 10288




image7.png
mect- § ¥ 0 T G
@ ALEKSANDAR\MSSQLSERVERDT (SQL Server 15.02070.41
1 Databases

4 security

8 Server Objects

1 Replcation

4 PolyBase

¥ Always On High Availability

1 Management

¥ Integration Services Catalogs

8 SQL Server Agent (Agent XPs disablec)
T8 Xevent Profiler

select @oldvate - GoldDate from inserted ;
select @NewDate - @NewDate from inserted

5 insert into TreatmentAuditUpdate(OldDate, NewDate,User_rrespo,Date_due)
values (@oldDate,@NewDate, SUSER_IAVE(), Getdate ()

e

Elinsert into Treatment
values('PPPA’, 'Strong’, 'Drug treatment’,1000)

Clupdate Treatnent
0% -
B Resuts | g Mossoges
Obate_NewDste _ User_mespo Date e
1 [NULCTINULL  ALEKSANDAR\User 20200825 003813270

reatmentCode _ treatmertName: reatmentDescrpton reatmentPrce
1 [ | Canine Adenovios  Important consideratons incude their travel plan 100

2 v ‘Canine Distemper Vius  vaccinaton ae considerng the potentia ks 200

3 oy Carine Parvovius  best practce consders dogs asndividuals 180

4 Rabes vacane rabies vacination fordogs taveling utside 80

5 WWW  Srng Dngreatment 1000




image8.png
nnect~ § *F ¢

@ ALEKSANDAR\MSSQLSERVERO1 (SQL Server 15.0.2070.41
1 Databases

1 Security

1 Server Objects

1 Replication

1 PolyBase

¥ Always On High Availability

1 Management

¥ Integration Services Catalogs

B SQL Server Agent (Agent XPs disablec)
T8 Xevent Profiler

100 %

insert into Visits
values(6,1,4,15022020,50)

CREATE TRIGGER TRGVisitAudit ON Visits
FOR INSERT
as
BEGIN
DECLARE

@ateInserted varchar(5),
@UserResponsible varchar(50)

R Resuts gl Messages

IDTretmertinserted _ Datelnserted  UserResponsbie.

i [ Aug 242020 943PM

vistlD_petlD  cinicNo  vistDate  AmountPaid

7 e 185012020 100
T om 14032018 150
3 2 om 18012020 8
s 3 2 1012015 50
6 1 4 185022020 50





image1.png
@trig.value(" (/EVENT_INSTANCE/LoginNane)[1]", 'varchar(200) '),

@trig.value(" (/EVENT_INSTANCE/SQLCommand)[1]", 'varchar(500) '),
GETDATE()

Eicreate table TestTable

(
AuditID int,
Name varchar (50),

)

Elinsert into TestTable
(AuditID, Name) values ('8, 'Pitar’)

ALTER TABLE TestTable add LastName varchar(50)

Select” from TestTable
Blupdate TestTable

set name = 'Pitar where AuditID-5
|
alter table TestTable drop colum Lastliame
drop table TestTable





