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[bookmark: _Toc69905834]Introduction.

A rather succinct definition of digital forensics is “the process of uncovering and interpreting electronic data. The goal of the process is to preserve any evidence in its most original form while performing a structured investigation by collecting, identifying, and validating the digital information to reconstruct past events. The context is most often for the usage of data in a court of law“ [1]. To be admissible legal evidence the information gathered during an investigation must be relevant to the civil or criminal proceedings. Additionally, any forensic image must be an exact replica of the original source material. Providing bit-by-bit images of the source material is an effective means of establishing the authenticity of the forensic evidence [2].

The process of gathering digital forensic evidence falls into a number of stages: acquisition; searching; analysis; presentation, and management [3] and [2]. The acquisition stage involves taking bit-by-bit images of source material, such as hard drives. The goal of the searching stage is to differentiate between images that may or may not be relevant in the court proceedings. Key words, for example, may be useful in finding relevant incriminating evidence, or in eliminating other material from an investigation. The searching phase enables the investigators to filter files and focus an investigation [3]. The goal of analysis is to make connections between pieces of evidence and to explain how these relate to the suspect’s alleged illegal conduct [4]. Analysis is sometimes described as the most creative stage as the objective is to detect, display and clarify specific unlawful activity  [3]. The presentation stage is about presenting a case report in a structured format that synthesises the evidence and facilitates each readers understanding of the material  [2]. The management stage is about matters such as backing up and archiving the material [2]. The market offers various categories of digital forensic tools, some products are sold commercially, whereas others are open sourced. This paper focuses on five categories, namely: computer integrated tools; mobile device tools; photo software tools; memory tools, and network tools. There is no single digital forensic tool that is entirely suitable for all forensic investigations. The choice of a forensic tool, or a combination of tools, will largely depend on the nature of an investigation.

Some forensic tools, (FTK, Encase, and Autopsy ) integrate a number of investigative modules. Whereas, other tools (Elcomsoft iOS; Ghiro; Volatility; and Wireshark) tend to focus on specific areas of investigation, such as mobile devices; photo software; memory; and network forensics, respectively. The following headings set out the features of the various tools in some detail. An abridged version of the tool features is set out in tabular form in Appendix 24.
[bookmark: _Toc69905835]COMPUTER INTEGRATED TOOLS.

AccessData Forensic Tool Kit (FTK).

FTK is a relatively expensive integrated forensic tool. Its features include:

Acquisition.
· It allows investigators to gather information from various sources, such as PCs laptops, mobile phones, videos and email accounts, and connect all the evidence [2].
· Acquires live evidence from active network computers, including information in RAM and drive data [2].
· Creates bit-by-bit disk images of original source material, such as hard drives and servers, floppy drives, CDs, DVDs, Videos, and RAID arrays [2].
· Secures the integrity of the data through hashing [2].
· Data carving involves looking for and recovering data on media that has been deleted or lost from the file system, which is usually achieved by identifying file headers/footers [2].
· It is possible to identify many types of encrypted files. The original source file is maintained and a child object is created for the decrypted file [2].
· Recovers unknown passwords of encrypted files and decrypts.
· To verify the integrity of the evidential images their hash values are compared with those of the original file [2].
· The software enables the investigators to do a malware threat analysis on executable binaries [2].

Searches.
· Investigators can create an index of the data with a searchable list of words or string of characters [2].
· Searches for evidence by means of Live Search and Index Search. It can find patterns of non- alphanumeric characters, including those not indexed. The investigators can define the text search criteria, for example phone number, or prototype product name [2]. On the other hand, the Index Search uses a prepared index to quickly search for evidence [2]. Runs indexed searches for specific words, names and email addresses.
· It has Optical Character Recognition, which identifies text contained in graphic images.
· Has Explicit Image Detection, which is used to identify illicit content.


Analysis.
· Document Content Analysis can be used to extract key information, such as phone, credit card and social security numbers [2].
· It possible to view registry data in HTML format to support timeline analysis [2].
· Internet artefact data can be examined in detail [2].
· A filtering facility enables investigators to use various types of filters to locate and to exclude certain information from the display, for example, only show encrypted material [2].
· The Known File Filter can be utilised to categorise particular information during the evidence analysis stage. It compares the file hash values of known files against the files in the case under investigation. Using this facility the user can categorise a file as Alert, Ignore, or Discard [2].
· Facial Recognition Analysis [2].
· Image mounting permits forensic images to be mounted as a drive or physical device for read only viewing [2].
· Timeline analysis, which shows events in a graphical interface.
· Bookmarking is particularly useful during the analysis stage as it enables investigators to quickly find relevant data, add to it and attach related material, whether text based or graphics [2]. It is also possible to timeline bookmarks. Bookmarking also facilitates report compilation as bookmarked material can easily be added to sections of a report [2].
· Automatic language identification.
· It uses a single central database for each case facilitating team working [5].
· Possible to examine mobile phone data in detail [2].
· Image analysis automatically recognises specific objects or facial profiles [2].
· The video facility enables investigators to view detailed information about all video files and generate thumbnail graphics for examination [2].

Case Report.
· Creates a case report, which can be compiled in different formats, such as PDF and HTML, and adds videos, screen captures, graphics and other file properties [2]. The software enables the user to add various options, such as case information, bookmarks, graphics, videos, file path list, file properties, and registry selections [2]. A report can be produced in multiple languages [2].it is also possible to customise the report’s graphical presentation [2].

Management.
· Case management functions are executed from the Case Manager [2]. 
· Backups the whole case and archiving the case [2].

Autopsy
Autopsy is an open source integrated digital forensic platform, which offers its users additional tools and professional support on a subscription basis. It features include:
· Creates bit-by-bit images from PC hard drives, laptops, smart phones and media cards.
· The multiuser facility enables individuals working on separate devices to have access to the same case materials, see tags that their colleagues are marking, and compile a single unified report [2].
· Files and folders can be added from a single computer or multiple computers [6].
· Device Correlation is a feature that finds cases and devices that are relevant to an investigation, which is achieved through the use of a central repository database that stores hashes, phone numbers, and email addresses [2].
· Search capability based on key words, MAC times, hash values, and file types [7].
· Uses Web Artifacts, which extract history, bookmarks and cookies from common browsers [8].
· Image gallery tool can collect data from videos.
· Data carving that involves looking for and recovering data on media that has been deleted or lost from the file system.
· Recovers unknown passwords of encrypted files and decrypts.
· Hash filtering that flags known bad files and filters out known good files [8].
· It includes an encryption detection module [8].
· Timeline analysis, which shows events in a graphical interface [8].
· It uses the Sleuth Kit (TSK) to analyse the contents of an image [6].
· Secures integrity of data.
· Bookmarks interesting data.
· Malicious file detection.
· Generates a final report [6].
· Backups the whole case and archiving the case.
· Machine language translation possible.
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iOS Forensic Toolkit

The Elcomsoft iOS Forensic Toolkit, a commercial product, is designed to extract forensic evidence specifically from iOS devices, which other tools may be unable to recover. It’s features include:
- Unlocks iOS devices with pairing records [9].
· Performs physical and logical acquisition of iPhone, iPad and iPod Touch devices.
· Automatically disables screen lock.
· Password and passcode recovery.
· Extracts most encryption keys from iOS devices to assist its decryption process [10] and [11].
· Acquires complete bit-by-bit device images.
· Extracts from iOS devices factors such as full application data, protected keychain items, downloaded messages, location history, backups, crash logs, SMS messages, call logs, emails, media and shared files [9].
· Option to extract complete file system or partitioned material [11].
· Real time file system acquisition.
· Agent based extraction does not make any data changes so data is evidentially valid.

[bookmark: _Toc69905837]PHOTO SOFTWARE FORENSICS

Ghiro

Ghiro is an open source fully automated forensic tool that, among other features, is used to search for photographs and establish their exact makeup and place of origin [12]. The key features of this software include:

· Various search capabilities include identification of photographs by means of hashing [12].
· image metadata are extracted and analysed, which establishes the uniqueness of photographs [13].
· Forensic analysis fully automated.
· All features can be controlled via a Web Interface.
· Images are categorised according to various standards and can be grouped by topic or other heading [12].
· GPS identifiers, embedded in the photographs, can indicate the locations where they were originally taken [14].
· Hash matching.
· MIME information is detected to identify the image type, such as jpeg [14].
· Easy storage and management through thumbnail extraction.
· The consistency feature is used to detect any editing of photographs and thumbnails [12].
· Signature Engine is a means of providing evidence of the most critical data relating to focal points and common exposure aspects of photographs [12].
· Ghiro allows for use by multi users who can be assigned different permissions, for example a read only permission [13].
· Information extracted from photographs are presented in a report format [13].
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Volatility Framework

The Volatility Framework is an open source advanced tool for undertaking in depth analysis of RAM memory [15]. Memory imaging is an useful means of obtaining information about running programmes, operating systems, and the general state of a computer. Volatility’s features include:

· It runs on Windows, Linux, or Mac
· Analyses raw memory dumps, crash dumps, virtual machine snapshots, hibernation files, virtual box dumps, Microsoft crash dumps and many others [16].
· It inspects and extracts the memory artefacts from 32-bit and 64-bit systems.
· It functions independently of the system being investigated.
· It can provide a complete visibility of the runtime state of a particular system [15].
· Information that can be retrieved using Volatility encompass: running processes; open file names for each process; memory addresses; operating system kernel modules; loaded libraries for each process; open network sockets; open network connections; mapping of physical offsets to virtual addresses, and date and time of a captured image.
· It is also used to find out whether a device is infected [15].
· Its analytical functions can inform investigators of the network connections associated with a device [15].
· Volatility can be used in conjunction with other forensic tools, for example FTK [17].
· Malicious content detected by scanning the history of commands on a machine. 
· Information gathered used in other forensic tools.
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Wireshark

Wireshark is a leading open source network packet analyser used to capture and investigate network traffic [18]. It’s multifarious tools include:

· Runs on Windows, Linux and macOS.
· Various search methods available [19].
· Filters traffic according to selected criteria [19].
· Captures files that have been transferred over a network and reassembles them.
· in depth inspection of a large number of protocols [19].
· Offline analysis and live capture [20].
· Captured network data can be accessed using a Graphical User Interface [20].
· Decryption support for many protocols [19].
· Read/ write large number of different capture file formats.
· Colouring rules can be utilised to packet lists to facilitate fast, intuitive analysis.
· Displays time stamps for captured files [19]. Timeline analysis.
· Possible to save data to a file for analysis.
· Information gathered used in other forensic tools.








[bookmark: _Toc69905840]Conclusions.

An integrated tool, such as FTK, which analyses hard drives and other digital components, is likely to be a suitable choice for many investigations [21]. Whereas, Volatility may be an appropriate choice when a tool is required to perform an in depth analysis of volatile memory [21]. A specialist tool, like the Elcomsoft iOS product, may be an inevitable choice where there is a particular problem with recovering data from an Apple mobile device. The deployment of Ghiro Photo Forensics may be unavoidable where a deep analysis of photographs is necessary to prove a case. A tool, such as Wireshark, may be a useful complement where there is a need to dissect and analyse network traffic [21]. In each case the investigator will have to decide whether a single forensic tool, or a combination of tools is the best means of gathering evidence against individuals.





















[bookmark: _Toc69905841]Task 2 – Case Study: Sabotage

[bookmark: _Toc69905842]Abstract.

Ms Dee Rod, the Chief Executive Officer of CEC, commissioned the author of this report to investigate the loss of valuable telephone designs from one of the company’s computers. The principal aims of the investigation were to forensically examine electronic items in order to recover the missing data and gather evidence against anyone responsible for its absence. It was alleged by Ms Rod that Mr Jengelley, a mobile telephone designer, who was employed by the company at the relevant time, had agreed to sell the CEC telephone designs to Samtech, a competitor company. A number of items were examined by the investigator, including HDD, SSD and SD, storage equipment, email messages and telephone numbers. Using a number of technologies it was possible for the investigator to retrieve the missing data from the storage equipment. The examination of email records disclosed that Mr Jengelley had attempted to sell the CEC telephone designs to the Samtech company.


[bookmark: _Toc69905843]Case Background.

On behalf of CEC, Mr Jengelley was involved in the design of the new Samsung Galaxy S20 Plus mobile phone and, in particular, he successfully designed a GUI for it. Mr Jengelley was fully aware that CEC is the copyright owner of all the mobile phone designs created by its staff. CEC allege that Mr Jengelley secretly agreed to sell the phone designs to Samtech, a rival company in the mobile manufacturing sector. There is evidence that many of CEC’s mobile phone designs, which were created using Autodesk Maya, are now missing from the company computer used by Mr Jengelley. It is alleged that Mr Jengelley sabotaged the designs before he left the company. The CEC company had invested many millions of pounds on the development of these mobile telephone designs. Only Mr Jengelley had access to the mobile phone designs, which for confidential reasons were not backed up. CEC planned to patent these designs so that they could license the technology to mobile telephone manufacturers. It is estimated that infringements of CEC’s copyright interests will result in the company losing many millions of pounds.


[bookmark: _Toc69905844]Legal Issues.

There is evidence that Mr Jengelley had dishonesty reached an agreement with the Samtech company to sell them mobile phone designs that are the property of the CEC company. In accordance with section 2 of the Copyright, Designs and Patents Act 1988, CEC are the owners of the mobile phone designs and they have exclusive legal ownership of this property. Consequently, Mr Jengelley was in breach of section 1 of the 1988 Act when he agreed to sell the designs to the Samtech company [22]. A High Court judge, under section 7 of the Civil Procedure Act 1997, granted CEC a civil Search Order. The Search Order authorised named individuals to enter and search specific premises and retain electronic devices and other material that were in the custody of Mr Jengelley and which could contain relevant evidence in the proposed civil court proceedings [23]. The devices retained were subsequently examined by Mr Barry Lynch, a computer forensic expert. The evidence indicated that Mr Jengelley’s dishonest behaviour may also amount to a criminal fraud contrary to section 1 of the Fraud Act 2006 [24]. As CEC decided to follow the civil proceedings route initially, it was unnecessary to apply to the justices of the peace for a criminal search warrant, in accordance with the provisions of section 8 of the Police and Criminal Evidence Act 1984 [25]. In due course, the company intend to hand over to the police all the evidence gathered in this investigation so that the prosecuting authorities may consider whether to initiate criminal proceedings against Mr Jengelley.


[bookmark: _Toc69905845]Physical Items Analysed.

The investigator examined a number of physical electronic items that were used by Mr Jengelley to create/store mobile phone designs for CEC. These consisted of :

Item 1. Western Digital Gold Enterprise Class Hard Drive WD121KRYZ (Retrieved from the CEC office computer used by Mr Jengelley).
Serial Number: WD 3759003668.
Hash Provided: 580a4bca81a275afd95a6697cba312ca.

Item 2. Western Digital Black SN 850 NVMe Solid State Drive (SSD) (Retrieved from Mr Jengelley’s laptop computer).
Serial Number: WD 6448365844931.
Hash Provided: 951fea96f8e737010c4afa691704e0f5.

Item 3. Samsung Galaxy S9 Dual SIM 64GB. 4 GB RAM Android operating system Smartphone (Retrieved from Mr Jengelley’s home address).
Serial number: S586993744719.
Hash Provided: 8612c4770fecab6d56e4a44073c19bbc.

[bookmark: _Toc69905846]Digital Items Analysed.

Item 1. The bit-stream image obtained from the Western Digital Gold Enterprise Class Hard Drive WD121KRYZ (Retrieved from the CEC office computer used by Mr Jengelley).
Hash Provided: 580a4bca81a275afd95a6697cba312ca.

Item 2. The bit-stream image obtained from the Western Digital Black SN 850 NVMe Solid State Drive (SSD) (Retrieved from Mr Jengelley’s laptop computer).
Hash Provided: 951fea96f8e737010c4afa691704e0f5.

Item 3. The bit-stream image obtained from the Samsung Galaxy S9 Dual SIM 64GB. 4 GB RAM Android operating system Smartphone (Retrieved from Mr Jengelley’s home address).
Hash Provided: 8612c4770fecab6d56e4a44073c19bbc.



Item 4. The memory dump file obtained from Rob Jengelley’s home laptop computer.
Hash Provided: 889089599e02ac59e7d81e4cf914ea03f8f6c03018bb367ac20474fb18065b55






[bookmark: _Toc69905847]Windows Registry Editor.

The investigator enabled the ‘Write Blocking’ facility in the Windows Registry Editor to ensure the protection of the original data stored on a Hard Disk Drive (HDD), a Solid State Drive (SSD) and a Secure Digital (SD) card, which were examined by him during the investigation. The action adopted is shown in Appendix 1.
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Western Digital HDD.

The first physical item to be examined by the investigator was the Western Digital HDD number WD121KRYZ. The HDD had been retrieved from a Dell Inspiron 3881,i5 Desktop PC, Serial number D3855620094, which has the computer name DESKTOP-7GI4FJT. This Dell computer was located on the premises of CEC and there is evidence from the network administrator that it was exclusively used by Mr Jengelley. Mr Jengelley’s access to and use of this computer was further established by extracting the event log file from the Windows 10 Event Viewer. The network administrator identified the suspect as being user name S-1-5-18, which is the SubjectUserSid reference in Appendix 13. This appendix also provides the evidence of the suspect’s use of this computer. 



Acquisition/Examination: 

7.4.2021 14:52:43. The AccessData Forensic Toolkit Imager version 4.5.0.3 was used to create the bit-stream image of HDD WD121KRYZ. The extractions of the bit-by-bit images were performed in a manner that preserved the original version of the hard drive and its data content. The process adopted is shown in Appendix 2.

7.4.2021 14:53:43. At the end of the creation of the bit-stream image the hash values were verified for Computed hash and Report hash. The two hash values matched exactly, the evidence of this is shown in Appendix 2, figure 12.

7.4.2021 15:11:26. The bit-by bit images recovered from the HDD contained designs for the new Samsung Galaxy S20 Plus mobile telephone, in particular of its GUI interface [this section refers to fictional images as there is no real evidence against the fictional suspect].


9.4.2021 14:42:40. The deleted files from the unallocated space of the hard drive returned 35 images. The images depict parts of the GUI interface designs for the Samsung Galaxy S20 Plus mobile telephone. The figures demonstrating the recovery process are shown in Appendix 3.

9.4.2021 14:51:30. The AccessData Forensic Toolkit 7.4.0.104 was used to search for emails in the bit-stream image extracted from HDD WD121KRYZ. The search disclosed that Mr Jengelley, on relevant dates, had sent a number of emails to Samtech offering to sell them Samsung mobile phone designs. [In a real case a search using this toolkit may have disclosed emails incriminating the Mr Jengelley, for example, by entering the word Samtech. In order to demonstrate the process that could be adopted in a real case, a sample bit-steam image was obtained from the NIST ‘CFREDS Data Leakage Case’ website [26]. The bit-stream image was added to the evidence files in the Forensic Toolkit. It was then possible to use the toolkit to search for any incriminating emails]. The screenshots showing this process are set out in Appendix 16.

9.4.2021 15:51:22. It was detected that a word document file on the bit-stream image was password protected. This file was extracted from the bit-stream image and placed in a relevant case folder. Then the investigator installed the ‘Passware Password Recovery Forensic Kit’ (PPRFK) onto a lab computer. PPRFK was launched and the process of breaking the password was undertaken in order to obtain full access to the file. The file did not disclose any evidence incriminating Mr Jengelley. The three screenshots relating to this process are shown at Appendix 19.


Western Digital SSD.

The second physical item that was examined by the investigator was the Western Digital Black SN 850 NVMe Solid State Drive (SSD) Serial number K2864966375.
The SSD had been removed from the suspect’s Dell Inspiron 15 3000 Laptop, Serial Number D285502895, which has the computer name Client-2. Mr Jengelley admitted that he was the sole owner and user of this laptop. Mr Jengelley’s access to and use of this laptop computer was further established by extracting the event log file from the Windows 10 Event Viewer. The evidence of the suspect’s use of this laptop is at Appendix 14, where he is identified as S-1-0-0.


Acquisition/Examination: 

10.4.2021 13:35:10. The AccessData FTK Imager version 4.5.0.3 was used by the investigator to create the bit-stream image of SSD serial number K2864966375. The extractions of the bit-by-bit images were performed in a manner that preserved the original version of the SDD and its data content. The process adopted is shown in Appendix 7.

10.4.2021 13:38:20. The hash values of the bit-stream image were verified for Computed hash and the Report hash. The two hash values matched exactly, the evidence of this is shown in Appendix 7.

10.4.2021 13:39:33. To preserve the data stored on the volatile memory (RAM), the investigator captured it in a memory dump file. The screenshots relating to the process of obtaining the memory dump is in Appendix 8.

10.4.2021 14:11:11. The material recovered from the SSD were images of a graphical user interface designed for the new Samsung Galaxy S20 Plus mobile telephone. The images are shown in Appendix 9.

10.4.2021 14:14:22. The deleted files from the unallocated space of the SSD were examined, but no images relevant to the investigation were found. The process adopted is shown in Appendix 10.

10.4.2021 14:35:30. The AccessData Forensic Toolkit 7.4.0.104 was used to search for emails in the bit-stream image extracted from SSD serial number K2864966375. The search disclosed that Mr Jengelley, on relevant dates, had sent a number of emails to Samtech offering to sell them Samsung mobile phone designs. [ In a real case it would have been possible to use the toolkit to search for emails incriminating Mr Jengelley ]. The screenshots showing the process adopted are set out in Appendix 17.

10.4.2021 15:43:22. A single password protected compressed file was discovered on the bit-stream image of the SSD. The file was extracted from the bit-stream image and placed in the relevant case folder. The investigator then installed the ‘Advanced Archive Password Recovery Tool’ (AAPR) onto a lab computer. AAPR was launched and the process of breaking the password was undertaken in order to obtain full access to the file. The compressed file did not disclose any evidence incriminating Mr Jengelley. The two screenshots relating to this process are shown at Appendix 20.


Built-in SD card.

The third physical item that was examined by the investigator was the built-in SD card Serial number S52283659, which was located in Mr Jengelley’s Samsung Galaxy S9 Hybrid smartphone Serial Number S983185569. Mr Jengelley admitted that he was the sole owner and user of this telephone. Mr Jengelley’s access and use of this mobile telephone was also established by the investigator using the Android Software Development Kit (SDK), which was installed on a lab computer. The investigator successfully extracted the mobile telephone’s log file. The whole process of extracting the data is set out in Appendix 15.


Acquisition/Examination: 

11.4.2021 14:50:11. The AccessData FTK Imager version 4.5.0.3 was used by the investigator to create the bit-stream image of the built-in SD card. Whereas, the Autopsy 4.0.0 tool was used to examine the bit-stream image. These tools complemented the SDK kit, which was used to extract a log file.

11.4.2021 14:52:00. The AccessData FTK Imager 4.5.0.3 tool successfully created a bit-stream image of the built-in SD card serial number S52283659. The extractions of bit-by-bit images were performed in a manner that preserved the original version of the SD and its data content. The process adopted is shown in Appendix 11.

11.4.2021 14:54:12. At the end of the creation of the bit-stream image the hash values were verified for Computed hash and the Report hash. The two hash values matched exactly. The evidence of this is shown in Appendix 11.

11.4.2021 14:58:20. The material recovered from the built-in SD card shows images of the graphical user interface designed for the Samsung Galaxy S20 Plus mobile telephone. The images are shown in Appendix 12.

11.4.2021 15:05:11. The investigator generated a report from Autopsy, which shows the design images relating to the Samsung Galaxy S20 Plus GUI. The report is set out at Appendix 12.

11.4.2021 15:25:11. The Autopsy 4.0.0 Forensic tool was used to examine the bit-stream image of the SD card that was located on the suspect’s Samsung’s mobile phone. A search was then performed for any incriminating evidence regarding phone calls, messages and email addresses sent from or received by this device.

11.4.2021 15:41:44. The search undertaken by means of the Autopsy toolkit disclosed that telephone calls took place between Mr Jengelley and someone at Samtech on the same dates as he used the laptop to send the incriminating emails to the same company. These telephone calls are further evidence that the suspect was communicating with Samtech during the critical timeline in this case. The relevant screenshots are at Appendix 18.

11.4.2021 16:33:22. One password protected pdf document was found on the bit-stream image of the SD card. The file was extracted from the bit-stream image and placed in the relevant case folder. The investigator then installed the ‘Advanced PDF Password Recovery Tool’ (APDFPR) onto a lab computer. The APDFPR tool was then launched and the process of breaking the password was undertaken to gain full access to the file. The pdf document did not disclose any evidence incriminating Mr Jengelley. The two screenshots relating to this process are at Appendix 21. Fortunately, Mr Jengelley had not encrypted any files, so it was not necessary to use FTK decryption tools, such as the Automatic Decryption Processing Option, or the PRTK/ DNA integrated feature [27].



A custody log for evidence items related to HDD, SSD and SD is at Appendix 22.

[bookmark: _Toc69905849]Conclusions.

It was possible to recover the S20 mobile telephone designs, deleted by Mr Jengelley, by making use of the bit-stream image taken of Hard Disk Drive, serial number WD121KRYZ. It was also possible to prove by means of the bit-stream images taken of the Hard Disk Drive and of the Solid State Drive, number K2864966375, that Mr Jengelley had attempted to sell the S20 designs to the Samtech company. The investigatory procedures adopted by the investigator means that all the original data remained unaltered. The bit-stream images of the HDD and SSD drives are admissible evidence in both civil and criminal proceedings as their authenticity and accuracy can, if challenged, be compared with the original unaltered source material.


Mr Barry Lynch, Certified CHFI and CEH Forensic Investigator.



Appendix 1:

Enabled Write Blocking on a suspect PC.

Figure 1 - Opening regedit on Windows
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Figure 2 - Navigating to Control
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Figure 3 - Creating New Folder Named StorageDevicePolicies
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Figure 4 - Creating New DWORD 32-bit File Named WriteProtect and Modifying the Value.
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Appendix 2:

Creating bit-stream image copy of the suspect’s HDD.

Figure 5 - Initializing the process of creating bit-by-bit image copy of the HDD.
[image: ]
Figure 6 - Selecting the relevant HDD
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Figure 7 - Selecting Destination Image Type
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Figure 8 - Filling out Evidence Item Information
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Figure 9 - Selecting Image Destination Folder and Choosing Image Filename
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Figure 10 - Ready to Create the DD Copy Image
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Figure 11 – DD Copy Image Successfully Created
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Figure 12 - Drive/Image Verify Results Completed Successfully
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Appendix 3:
Recovering Unallocated Space Files in FTK Imager

Figure 13 - Recovering Unallocated Space Files in FTK Imager part 1.
[image: ]

Figure 14 - Recovering Unallocated Space Files in FTK Imager part 2.
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Appendix 4:
FTK Imager log file for the suspect copy image of the HDD

FTK Imager log file

Created By AccessData® FTK® Imager 4.5.0.3 

Case Information: 
Acquired using: ADI4.5.0.3
Case Number: 01
Evidence Number: 03
Unique description: Rob Jengelley's copy Image of the HDD
Examiner: Barry Lynch
Notes:  

--------------------------------------------------------------

Information for G:\DD Image Copy of Rob Jengelley_s HDD:

Physical Evidentiary Item (Source) Information:
[Device Info]
 Source Type: Physical
[Drive Geometry]
 Cylinders: 1,958
 Tracks per Cylinder: 255
 Sectors per Track: 63
 Bytes per Sector: 512
 Sector Count: 31,457,280
[Physical Drive Information]
 Drive Model: VBOX HARDDISK
 Drive Serial Number: VB0fd4a1eb-f29e7813
 Drive Interface Type: IDE
 Removable drive: False
 Source data size: 15360 MB
 Sector count:    31457280
[Computed Hashes]
 MD5 checksum:    580a4bca81a275afd95a6697cba312ca
 SHA1 checksum:   471278e40334296570cb41803b03d09b5c751776

Image Information:
 Acquisition started:   Mon Mar 29 14:52:43 2021
 Acquisition finished:  Mon Mar 29 14:53:35 2021
 Segment list:
  G:\DD Image Copy of Rob Jengelley_s HDD.001
  G:\DD Image Copy of Rob Jengelley_s HDD.002
  G:\DD Image Copy of Rob Jengelley_s HDD.003
  G:\DD Image Copy of Rob Jengelley_s HDD.004
  G:\DD Image Copy of Rob Jengelley_s HDD.005
  G:\DD Image Copy of Rob Jengelley_s HDD.006
  G:\DD Image Copy of Rob Jengelley_s HDD.007
  G:\DD Image Copy of Rob Jengelley_s HDD.008
  G:\DD Image Copy of Rob Jengelley_s HDD.009
  G:\DD Image Copy of Rob Jengelley_s HDD.010
  G:\DD Image Copy of Rob Jengelley_s HDD.011

Image Verification Results:
 Verification started:  Mon Mar 29 14:53:36 2021
 Verification finished: Mon Mar 29 14:54:48 2021
 MD5 checksum:    580a4bca81a275afd95a6697cba312ca : verified
 SHA1 checksum:   471278e40334296570cb41803b03d09b5c751776 : verified

Appendix 5:
Using HashCalc and comparing hash values

Figure 15 - Example image file Hash values
[image: ]
Figure 16 - Example image file hash values after the file had been modified.
[image: ]
Appendix 6:
Using EaseUS Partition Recovery to Recover Deleted Partitions from a Hard Disk

Figure 17 - Selecting the HDD to recover.
[image: ]













Figure 18 - Investigating the Files that were deleted on that particular HDD.
[image: ]
Figure 19 - Proceeding with the recovery (limited because of a trial version of the software).
[image: ]


Appendix 7:
creating Bit-stream image of the SSD

Figure 20 - Creating bit-stream image of the SSD.
[image: ]

Figure 21 - Verifying the Bit-stream Image.
[image: ]



Figure 22 - Verification of the Bit-stream Image completed successfully.
[image: ]






Appendix 8:
Capturing Memory dump from RAM memory of the suspect’s laptop computer

Figure 23 – Capture of a  Memory Dump Completed.
[image: ]


Figure 24 – Hash value for the memory dump file.
[image: ]

Appendix 9:
Examining the SSD of the suspect’s laptop computer

Figure 25 - Images related to the GUI for Samsung Galaxy S20 Plus.
[image: ]






Appendix 10:
Recovering Unallocated Space Files from the SSD:

Figure 26 - Recovering Unallocated Space Files from the SSD.
[image: ]





Appendix 11:
Created a Bit-stream image of the SD card of the suspect’s Samsung Galaxy S9 Hybrid-Sim

Figure 27 - Creating a bit-stream image of the SD card [28].
[image: ]

Figure 28 - Creating a bit-stream image of the SD card part 2 [28].
[image: ]



Figure 29 - Filling out Evidence Item Information [28].
[image: ]

Figure 30 - Verifying the bit-stream image [28].
[image: ]





Appendix 12:
Generated Autopsy Forensic Report
Figure 31 - Autopsy Forensic Report part 1 - Title Page
[image: ]











Figure 32 - Autopsy Forensic Report Part 2.
[image: ]

Figure 33 - Autopsy Forensic Report Part 3.
[image: ]




Figure 34 - Autopsy Forensic Report Part 4.
[image: ]

Figure 35 - Autopsy Forensic Report Part 5.
[image: ]







Figure 36 - Searching for Files by Attributes in Autopsy.
[image: ]

Figure 37- Analyzing the timeline of files in Autopsy.
[image: ]




Appendix 13:
Accessed Extracted Windows 10 Event Viewer log file

Figure 38 - 29/03/2021 Logon details on DESKTOP-7GI4FJT.
[image: ]



Figure 39 - 07/02/2021 Logon details on DESKTOP-7GJI4FJT.
[image: ]
Appendix 14:
Accessed Extracted Windows 10 Event Viewer log file

Figure 40 - 13/02/2021 Logon details on CLIENT-2.
[image: ]

Figure 41 – 13/02/2021 Logon details on CLIENT-2.
[image: ]
Appendix 15:
The process of obtaining Android log file

“Follow the steps below to obtain debug-logs from Android devices on your Windows PC.
1. On your Windows Computer, download and install Android SDK.
2. Once the installation completes, Android SDK will launch automatically. Select and Install Android Platform Tools.
3. Connect your Android device to your Windows PC via USB cable.
4. Open a new command prompt session, change the working directory to the path where Android SDK is installed (cd [path where Android SDK resides]/platform-tools).
5. First, run the following command
adb.exe kill-server
6. Next, run the command to list the devices connected to your PC. Note down the device id of your device.
adb.exe devices
7. Run,
adb.exe logcat -v threadtime [device id] > C:\android-debug.log
Enter the device id obtained in the previous step in place of [device id].
8. Perform any actions on your Android device.
9. To stop the adb process, press Ctrl + C on the command prompt window.
10. The debug data can be viewed from c:\android-debug.log file.
In case your machine does not recognize your device, try the following:
· Unplug and replug your device.
· Enable Verify apps over USB option (Settings > System > Developer Options > Debugging).
· Check if the device notification bar displays the message USB debugging connected.
· Select Revoke USB debugging authorizations to revoke access to all computers you’ve previously authorized (Settings > System > Developer Options > Debugging).” [29]
Appendix 16:
Analyzing Emails in AccessData Forensic Toolkit 7.4.0.104
Figure 41 - Analyzing Emails in example bit-stream image obtained from the NIST CFREDS Data Leakage Case.
[image: ]


Figure 42 - Analyzing Emails in example bit-stream image obtained from the NIST CFREDS Data Leakage Case.
[image: ]







Appendix 17:
Analyzing Emails located on the bit-stream image of the SSD in AccessData Forensic Toolkit 7.4.0.104

Figure 43 - Analyzing Email correspondence between the suspect and Samtech representative (part1).
[image: ]

Figure 44 - Analyzing Email correspondence between the suspect and Samtech representative (part2).
[image: ]



Figure 45 - Analyzing Email correspondence between the suspect and Samtech representative (part3).
[image: ]







Appendix 18:
Analyzing phone calls and messages obtained from the bit-stream image of the built-in SD card

Figure 46 - Analyzing phone calls - Incoming call.
[image: ]

Figure 47 - Analyzing phone calls - Outgoing call.
[image: ]


Figure 48 - Analyzing messages - incoming message.
[image: ]

Figure 49 - Analyzing messages - outgoing message.
[image: ]




Appendix 19:
Using Passware Password Recovery Forensic Kit

Figure 50 - Selecting a file in PPRFK.
[image: ]

Figure 51 - Cracking the password for the document file in progress.
[image: ]


Figure 52 - The process has been successfully completed.
[image: ]




Appendix 20:
Using Advanced Archive Password Recovery

Figure 53 - Cracking the password for the compressed file in progress.
[image: ]

Figure 54 – Cracking the password for the compressed file in progress.
[image: ]
Appendix 21:
Using Advanced PDF Password Recovery
Figure 55 - Cracking the password for the pdf document file in progress.
[image: ]

Figure 56 - Cracking the password for the pdf document file in progress.
[image: ]


Appendix 22:
Chain of Custody

	Description Evidence

	Item #
	Quantity
	Description of item ( Model, Serial #, Condition, Marks )

	01
	1
	Western Digital Gold Enterprise Class Hard Drive WD121KRYZ

	02
	1
	Western Digital Black SN 850 NVMe Solid State Drive

	03
	1 
	Bit-stream image of Rob Jengelley’s office PC HDD

	04
	1
	Bit-stream image of Rob Jengelley’s SSD located on his laptop

	05
	1
	Built-in SD card obtained from Rob Jengelley’s Samsung Galaxy S9 phone

	06
	1
	Bit-stream image of Rob Jengelley’s SD card taken from the Samsung Galaxy S9 phone



 

	Chain Of Custody

	Item #
	Date/Time
	Released by
(Signature & ID)
	Received by
( Signature & ID)
	Comments/Location

	01
	7/04/2021 – 18:00
	Barry Lynch
	Timothy Matthews
	Law Enforcement Police DPT Lab, Swansea, Wales.

	03
	7/04/2021 – 18:10
	Barry Lynch
	Timothy Matthews
	Law Enforcement Police DPT Lab, Swansea, Wales.

	02
	10/04/2021 – 17:55
	Barry Lynch
	Timothy Matthews
	Law Enforcement Police DPT Lab, Swansea, Wales.

	04
	10/04/2021 – 18:05
	Barry Lynch
	Timothy Matthews
	Law Enforcement Police DPT Lab, Swansea, Wales.

	05
	11/04/2021 – 17:58
	Barry Lynch
	Timothy Matthews
	Law Enforcement Police DPT Lab, Swansea, Wales.

	06
	11/04/2021 – 18:08
	Barry Lynch
	Timothy Matthews
	Law Enforcement Police DPT Lab, Swansea, Wales.





Appendix 23:

Sample Invoice

	Invoice

	
	

	DATE 
19/04/2021

INVOICE number. 372
	INVOICE TO
CEC Mobile Manufacturing Company
16 Broad Walk, 
Swansea, SA2 5UA
	Mr. Barry Lynch CHFI. CEH.
12 Kings Road
Swansea, SA1 8HQ
074432198766
BarryLynch@gmail.com

	
	
	


 Services				Time			Hourly Rate	Tax	     Subtotal
	Examination of Western Digital HDD              
Serial Number: WD3759003668, and
extraction and analysis of information.
	4 hours
	£55
	£44
	£220

	Examination of Western Digital SSD               
Serial Number: WD6448365844931, 
and extraction and analysis of 
information.

	3 hours
	£55
	£33
	£165

	Examination of Samsung built-in SD               
card, Serial Number: S52283659
and extraction and analysis of  
information

	3 hours
	£55
	£33
	£165

	Preparation of professional                             
report of procedures and 
findings.
	1 hour
	£55
	£11
	£55

	Travelling Expenses                                        
	
	£28
	£7
	£28


	Subtotal
	£633.00

	                                                                                                                      Tax
asd
	£128.00

	Total	£761.00





Appendix 24:
Integrated Forensic Tools:
AccessData Forensic Tool Kit
	Acquisition
	· Gathers information from various sources, such as PCs, laptops, mobile phones, videos and email accounts.
· Acquires live evidence from active network computers, including information in RAM and drive data.
· Creates bit-by-bit images of original source material.
· Secures the integrity of data through hashing.
· Data carving involves looking for and recovering data on media that has been deleted or lost from the file system.
· Identifies many types of encrypted files.
· Recovers unknown passwords of encrypted files and decrypts.
· Performs malware threat analysis.

	Searches
	· Creates an index of the data with a searchable list of words or string characters.
· Searches for evidence by means of Live Search and Index Search.
· Optical Character Recognition identifies text contained in graphic images.
· Explicit Image Detection identifies illicit content.


	Analysis
	· Possible to examine mobile phone data in detail.
· Image analysis automatically recognises specific objects or facial profiles. 
· Document Content Analysis can be used to extract key information.
· Possible to view registry data in HTML format to support timeline analysis.
· Internet artefact data can be examined in detail.
· Filtering facility enables investigators to use various types of filters to locate and to exclude certain information from the display.
· The Known File Filter can be utilised to categorise particular information during the evidence analysis stage.
· Image mounting permits forensic images to be mounted as a drive or physical device for read only viewing.
· Timeline analysis.
· Bookmaking useful during the analysis stage as it enables investigators to quickly find relevant data.
· Automatic language identification.
· Single central database which facilitates team working.
· Video facility for viewing detailed information about video files.


	Case Report
	· Can create case reports in different formats.

	Management
	· Backups the whole case and archiving the case.
· Case management functions are executed from the Case Manager.



	Availability
	· Commercial terms




Autopsy Forensic Tool
	Acquisition
	· Creates bit-by-bit images from PC hard drives, laptops,  smartphones and media cards.
· Data carving that involves looking for and recovering data on media that has been deleted or lost from the file system.
· Includes an encryption detection module.
· Recovers unknown passwords of encrypted files and decrypts.
· Secures integrity of data.
· Malicious file detection.
· Image gallery tool can collect data from videos.

	Searches
	· Search capability based on key words, MAC times, hash values and file types.
· Uses Web Artifacts, which extracts history, bookmarks and cookies from common browsers.
· Hash filtering that flags known bad files and filters out known good files.


	Analysis
	· Multi-user facility enables individuals working on separate devices to have access to the same case materials. 
· Bookmarks interesting data.
· Files and folders can be added from a single computer or multiple computers.
· Device Correlation is a feature that finds cases and devices that are relevant to an investigation.
· Timeline analysis.
· Uses the Sleuth Kit (TSK) to analyse the content of images. 
· Machine language translation possible.

	Case Report
	· Generates a final case report.

	Management
	· Backups the whole case and archiving the case. 

	Availability
	· Open-source




Mobile Device Forensics
The Elcomsoft iOS Forensic Toolkit 
(This acquisition tool is used in conjunction with other tools)
	Acquisition
	· Performs physical and logical acquisition of iPhone, iPad and iPod Touch devices.
· Unlocks iOS devices with pairing records.
· Automatically disables screen lock.
· Password and Passcode recovery.
· Extracts most encryption keys from iOS devices to assist the decryption process.
· Acquires complete bit-by-bit device images.
· Extracts from iOS devices factors such as full application data, protected keychain items, downloaded messages, backups, crash logs, SMS messages, call logs, emails, media and shared files.
· Option to extract complete file system or partitioned material. 
· Real time file system acquisition.
· Agent based extraction does not make any data changes so data is evidentially valid. 

	Searches
	· Not Applicable

	Analysis
	· Not Applicable

	Case Report
	· Information gathered used in other forensic tools.

	Management
	· Not Applicable

	Availability
	· Commercial terms






	Acquisition
	· Not Applicable

	Searches
	· Various search capabilities include identification of photographs by means of hashing. 
· Images are categorised according to various standards and can be grouped by topic or other heading. 
· Hash matching.


	Analysis
	· Forensic analysis fully automated.
· All features can be controlled via a Web Interface. 
· Image metadata are extracted and analysed, which establishes the uniqueness of photographs.
· GPS identifiers, embedded in the photographs can indicate the locations where they were originally taken.
· MIME information is detected to identify the image type, such as jpeg.
· The consistency feature is used to detect any editing of photographs and thumbnails. 
· Signature Engine is a means of providing evidence of the most critical data relating to focal points and common exposure aspects of photographs. 
· Ghiro allows for use by multi users who can be assigned different permissions, for example a read only permission.

	Case Report
	· Information extracted from photographs are presented in a report format.

	Management
	· Easy storage and management through thumbnail extraction.

	Availability
	· Open-source


Photo Software Forensics
Ghiro Forensic Tool
(This tool is used in conjunction with other tools)




Memory Forensics
The Volatility Framework
(This tool is used in conjunction with other tools)
	Acquisition
	· It runs on Windows, Linux or Mac.
· It inspects and extracts the memory artefacts from 32-bit and 64-bit systems.
· It functions independently of the system being investigated.
· Information that can be retrieved using volatility include: running processes; open file names for each process; memory addresses; operating system kernel modules; loaded libraries for each process; open network sockets; open network connections; mapping of physical offsets to virtual addresses; and date and time of a captured image.
· Also used to detect whether a device is infected.
· Volatility can be used in conjunction with other forensic tools, such as FTK. 


	Searches
	· Malicious content detected by scanning of the history of commands on a machine.

	Analysis
	· Analyses raw memory dumps, crash dumps, virtual machine snapshots, hibernation files, virtual box dumps, Microsoft crash dumps and many others.
· It can provide a complete visibility of the runtime state of a particular system.
· Its analytical functions can inform investigators of the network connections associated with the device. 

	Case Report
	· Information gathered used in other forensic tools.

	Management
	· Not Applicable

	Availability
	· Open-source




Network Forensics
Wireshark 
(This tool is used in conjunction with other tools)
	Acquisition
	· Runs on Windows, Linux and macOS.
· Captures files that have been transferred over a network and reassembles them.
· In depth inspection of a large number of protocols.
· Decryption support for many protocols.
· Read/write large number of a different capture file formats.

	Searches
	· Various search methods are available.
· Filters traffic according to selected criteria.


	Analysis
	· Offline analysis and live capture.
· Captured network data can be accessed using a Graphical User Interface.
· Colouring rules can be utilised to packet lists to facilitate fast, intuitive analysis.
· Displays time stamps for captured files.
· Timeline analysis.
· Possible to save data to a file for analysis.

	Case Report
	· Information gathered used in other forensic tools.

	Management
	· Not Applicable

	Availability
	· Open-source
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