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Glossary of Terms

Term Definition

Local Area Network (LAN) A LAN is a collection of devices connected together in one
physical location.

Internet Protocol (IP) IP is the code used to label packets of data sent across the
internet, identifying both the sending and the receiving
computers.

Fear of Missing Out (FOMO) A feeling of anxiety or insecurity over the possibility of
missing out on something, such as an event or opportunity.

Soulslike A subgenre of action role-playing games known for high
levels of difficulty and emphasis on environmental
storytelling, typically in a dark fantasy setting.

God Mode God Mode is a type of cheat in video games that makes your
character invulnerable and invincible.

OHK OHK means One-Hit Kill, to be able to eliminate an
opponent in a single attack.

Wallhacks A patch enabling a player to cheat by modifying the
properties of walls, as by making them transparent or
nonsolid.

Aimbot A program or patch that allows the player to cheat by having
his/her weapon aimed automatically.

Triggerbots A hack that shoots for you when your crosshair is on the
enemy.

Random Number Generator
(RNG)

A random number generator (RNG) is an algorithm that
produces random numbers. In video games, these random
numbers are used to determine random events, like your
chance at landing a critical hit or picking up a rare item.

Buffs When something boosts your powers or status in a game,
you talk about getting buffed or acquiring a buff.

Synergy The interaction of elements that when combined produce a
total effect that is greater than the sum of the individual
elements
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Armour Mods Armour Mods are what enable your character in Destiny 2 to
spawn Orbs of Power, enhance their finishers, increase their
damage resistance, and generally improve ability uptime.

Super Energy Super energy is required in Destiny 2 to fill the super bar in
order to allow players to utilise their ultimate ability.

Fragments Sub-sections of a subclass which give passive bonuses.

Subclass A player class-specific, upgradeable, and interchangeable
bundle of abilities and characteristics used by Guardians in
Destiny 2.

Exotic Armour Pieces Designated with their bright yellow icon, are the highest-tier
gear that you can acquire in Destiny 2. Most have unique
abilities.

Griefing The action or an act of deliberately spoiling other players'
enjoyment of a game by playing in a way that is
intentionally disruptive and aggravating.

Trolling When players go out of their way to annoy everyone and
make other players rage.

Mouse and Keyboard
(MnK / KBM)

KBM and MnK are common acronyms for mouse/keyboard
input.

Aim Assist Automatic adjustment to aim to improve accuracy.
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Abstract

The project as a whole will be looking at the ethics and morality behind an individual's

intention to cheat in a video game. There are several theories to further understand why this is a

controversial topic such as but not limited to:

Virtue Ethics: A term first coined by the philosopher Aristotles [1], this theory suggests

that cheating in video games can harm a player’s character and moral values, leading to a lack of

integrity and honesty [2].

Fair Play: As summed by A. John Simmons in The Principal of Fair Play [3], most citizens

within a just community have moral obligations and a need to obey the law and follow just rules.

This theory suggests that cheating in video games violates this basic law and undermines the

integrity of the game [4].

Cognitive Science: Celia Hodent [5] is one of the main researchers in this field, which

explores the psychological and cognitive factors that contribute to cheating in video games, such

as competitive motivation, self-esteem, and aggression [4].

Cyberpsychology: Berni Good is a former member of the games industry and an expert

cyberpsychologist that has been investigating psychology in game design for a good part of her

career now [6]. This field of research explores the social and psychological aspects of gaming,

both online and offline. This field primarily focuses on the significant behavioural and attitude

changes a player may develop when cheating or playing against cheaters [7].

Game Design: This field of research explores how companies in the industry use in-game

purchases and monetisation mechanics as a form of either promoting or preventing cheating [8]. It

can be seen as prevention when the pay-to-win items are available to everyone who spends
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money but can be seen as a way to promote cheating to players who believe that pay-to-win

items should not be available in competitive games [9].

Social Network Analysis: This field of research focuses on the social dynamics of

cheating in online games as well as the use of social networks to advertise and sell cheating

programs and influences players' behaviours to cheat [10].

Some of the notable researchers who have done similar work to the specific topic focused

in this project are members from the University of Bamberg who presented their report at the

Hawaii International Conference on System Sciences this year. They used a more statistical

approach to this topic and mainly focused on the revenue loss for publishers in the games

industry [11]. This project will be looking at the more theoretical side of things as well as

psychological, behavioural and societal issues that may arise when a player decides to cheat in a

video game.
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Chapter 1: Introduction

1.1 Aims & Objectives

1.1.1 Aims

The aim of this project is to investigate the impacts on the lives of players who

choose to cheat in video games, with a focus on changes the player may go through. The

project will explore the ethical and moral concerns surrounding cheating in games as well

as examine how using cheats or hacks affect other players in a multiplayer game.

1.1.2 Objectives

1. To identify the reasons why players cheat in video games.

2. To examine the impact of cheating on the player's mental health and

personality.

3. To explore the social impact of cheating on the gaming community as a

whole.

4. To analyse the ethical and moral concerns surrounding cheating in games.

5. To examine the effects of cheating on other players in a multiplayer game.

6. To identify alternative solutions to cheating in games.

1.2 Hypothesis

The hypothesis for this report is that cheating in video games leads to negative social and

mental health consequences for players. This may include increased isolation, negative

personality changes, and a decline in overall mental well-being. Furthermore, cheating in video

games may be considered ethically and morally incorrect, as it can negatively impact the gaming

experience for both the cheater and other players involved in the game.
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This hypothesis is supported by research that suggests cheating in online games can lead

to de-socialisation of gamers and adversely affect game brands[12]. Additionally, studies have

shown that cheating in online games is associated with specific personality traits, such as the

dark triad traits, which can lead to negative behaviours[13]. Cheating can also erode trust and

integrity within the gaming community, and negatively impact the overall multiplayer

experience[14].
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Chapter 2: Literature Review

2.1 Social Impacts

When players cheat, it can create a domino effect of negativity, as stressed players may

take out their frustrations on others. This can lead to a toxic gaming environment, driving away

legitimate players who may feel that their gaming experience has been ruined by cheaters.

Furthermore, cheating can result in players being blacklisted or receiving a bad reputation, which

can affect their ability to participate in the gaming community[15].

2.2 Gaming Experience for Other Players

Cheaters can significantly affect the gaming experience for other players in various ways.

Some of the main effects include a loss of trust in the game and its community as cheating

undermines the innate ethical values of competition and fair play, eroding trust and integrity

within the gaming community[16]. Cheating can also hinder the development of skills for

legitimate players, as they may struggle to compete against cheaters who have an unfair

advantage[17]. This leads to a negative impact on the overall multiplayer experience, leading to

decreased enjoyment and satisfaction for players[18]. Which then, in turn, can cause legitimate

players to feel frustrated and angry when encountering cheaters, potentially affecting their

overall gaming experience and even their mental well-being.

2.3 Consequences for Cheating in Video Games

Cheating in video games can have various consequences for players such as penalties

from game developers, like banning players from the game or resetting their progress[19]. It can

lead to a loss of reputation within the gaming community, potentially affecting a player's ability

to participate in the community[20] as is the case with many pro players who have been caught

cheating like Nikhil “forsaken” Kumawat who was caught cheating in a CS:GO LAN
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tournament and Johnathan Kosmala of Team Kaliber who was using wallhacks during the

FortniteWorld Cup 2019.

Figure 1. Forsaken Caught Cheating

Malicious users like these and many others then in turn negatively impact the gaming

experience for legitimate players, leading to frustration and decreased enjoyment[21]. This can

lead to a loss of revenue for game developers, as players may be less likely to interact with

in-game content if they encounter cheating[22]. In some cases, cheating may violate end-user

licence agreements, leading to potential legal consequences[23] as is the case with Lee “Life”

Seung-Hyun who was involved in a match fixing scandal within a Starcraft II tournament that

lead to a sentence of eighteen months in prison, a three year ban from the game, a lifetime ban

from any KeSPA tournaments and a £51,000 fine[24].

2.4 Effect on the Gaming Industry

Cheating in video games can have a significant impact on the gaming industry as a

whole. Some of the ways that cheaters affect the industry include a loss of revenue as other
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players are less likely to continue playing the game or put their own hard earned money into a

game when they encounter players who cheat. This can also lead to a negative impact on the

reputation of the game itself, for example, Call of Duty Modern Warfare 3 is renowned for “out

of control cheating”[25], essentially tagging the game as an avoid for the majority of players that

do not own the game. Moving forward with this game in mind, as cheating becomes more

prevalent, the community voices its outcry to the game developers with an increased demand for

anti-cheat thus putting the developers under pressure to spend more time and money on a push

for better anti-cheat measures to combat malicious users. This in turn leads to a creation of a

sub-economy for cheaters as they can purchase digital tools and modified versions of the game

code to gain an unfair advantage once again.

Figure 2. Wallhacks in Call of Duty Modern Warfare 3

Ignoring Modern Warfare 3 for a moment, this seems to be an endless ongoing battle

between cheaters and developers. Anti-cheat can only do so much and if malicious users on PC

in particular are turning to kernel-level cheats (cheats that operate at the deepest level of a
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computer, that being the kernel) that are difficult to detect as they operate above the level of

normal apps[26]. Kernel-level cheats can directly interact with and manipulate system components

like modifying game memory, intercepting and altering network traffic and injecting code, thus

being able to bypass normal security measures. As with any other cheating software, kernel-level

anticheats provide an unfair advantage that undermine the integrity of the game and the

competitive experience for other players.

To combat kernel-level cheats, game developers have to essentially fight fire with fire by

making sure that the anti-cheat software is also kernel-level. This means that again, it is a cheat

detection software running at the deepest level of the system to prevent cheating. Whilst this is

great in regard to combating malicious users who intend to cheat, in games such as Riot Games

Valorant, it raises ethical, privacy and security concerns for other players just enjoying the

games. The invasive nature of such an extreme measure feels like a violation of a user's privacy

and one's personal autonomy.

Figure 3. Valorant Anti-cheat Measures
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In order to address and mitigate these concerns, game developers can explore alternative

anti-cheat solutions that do not involve kernel access in any way, shape or form such as

server-side validation, behavioural analysis and hardware-based approaches. Artificial

intelligence tools can also be used to pick up on trends within a users gameplay history and flag

suspicious accounts, these flagged accounts can then be checked and verified by a team of

humans to make sure that any repercussions are not done mistakenly or based on AI alone. This

would be the solution in an ideal world, the human resources needed to undertake a

responsibility of this magnitude would not be feasible in the real world. Though this is merely an

example of what could be done to mitigate the concerns with kernel-level anti-cheat software,

the more easier and cost effective method would be to employ hardware bans and IP bans for

users who keep reoffending thus permanently barring them from the game[27].

Figure 4. Anybrain AI Anti-cheat

2.5 In-Game “Cheats”

There is some evidence suggesting that players may be less likely to cheat using

third-party software if the game has built-in cheats. Games like Minecraft and Valheim with their
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creative modes, The Sims and Skyrim with an in-game console, V Rising and Palworld with their

interchangeable options within the server settings, allow players to access and use options that

often make the respective game a lot easier to play, or soften the blow of grinding in some way.

Figure 5. Palworld Server Settings

Players would be less inclined to cheat if they already have such easy access through the

game itself. However, it’s important to note that the effectiveness of built in cheats in deterring

cheating is limited. Humans innately have a drive to outdo others and succeed themselves,

meaning that some players may often opt to use third-party software to gain an unfair advantage

regardless of whether or not they had access to in-game cheats thus leading to in-game cheats

within games having unintended consequences[28].

2.6 Reasons to Cheat

An unwritten rule of most gaming communities is for everyone to play fairly, uphold

their own integrity and not diminish the value of the competitive multiplayer scene by cheating.

However, this can lead to some people being overly competitive and this competitive motivation
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can go as far as winning by any means necessary even if that includes cheating to gain an

advantage over their opponents. Highly motivated players aren’t the only case of cheaters, the

entire opposite is also something to be considered, players who have low self esteem may also be

more likely to cheat in order to prove their worth to others in the form of online validation from

strangers. This act of cheating may also make players with low self esteem feel better about

themselves, thus giving a false sense of hope and security for their future in gaming. Another key

factor in the reasons to cheat is aggression, players who are quite aggressive can cheat as a form

of retaliation towards those they lost to, they tend to not view this as cheating and instead as an

act of revenge for having taken a loss[29].

A major factor in the reasons to cheat is because players do not view the online world as

real. They feel as if they are free from the restrictions of societal norms within reality and thus

feel less accountable for their actions. This has been an ongoing discussion within the topic of

cheating as to whether people should feel real life repercussions for their actions online. Though

this can essentially be applied to anything being said and done online, because people tend to

feel the safety and security behind anonymised usernames and gamer tags, they are more

inclined to cheat because they think no one will bat an eye for their choices or actions[30].
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Figure 6. Anonymous User

Another major contribution towards the motive for players cheating is FOMO. This

means that players who know they don’t have the time or motivation to grind for things such as

battlepasses within games or certain timed events are more likely to cheat in order to chase their

desire for limited timed rewards.

FOMO can also lead to negative feelings like anxiety and stress, people suffering under

these conditions may not be able to make the right decisions and instead would be more inclined

to take an easier way out by cheating and obtaining the desired items within the limited time.

This can also lead to other players cheating due to peer pressure, seeing as their friends and

acquaintances have received these items using cheats other players may also be inclined to

partake through these methods, leading to a normalisation of cheating behaviour within the

community[31].

Some players feel justified to cheat simply because they deem some mechanics or the

whole game itself as unfair. These players believe that they have been wronged by the game
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itself and cheat due to frustration and anger towards the game rather than the people within the

community. Game mechanics have been known to even trip up the likes of verified game

journalists, so for an average player, to feel frustrated over a mechanic or bad game design can

lead to them feeling a necessity to cheat[32].

Games that have a higher skill ceiling, even in single-player, tend to force those frustrated

by their lack of skill to cheat in order to get past a level or finish the game. Soulslike games and

those from game developers FromSoftware tend to be the most challenging games. Elden Ring is

one of such games that requires a lot of player skill, however, there are many cheats and mods

out there for a game like this, some giving players to essentially turn on God Mode or OHK.

Figure 7. Elden Ring Game Trainer

Cheats like this essentially trivialise the game and let players play at their own pace and

skill level, however, it gets rid of the entire point of the game where the difficulty and challenge

is necessary in order for players to learn, try, succeed and progress their own personal growth.

Soulslike games are known to be difficult within the gaming community and Elden Ring has
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some of the most challenging enemies and bosses. From a games design perspective, this

challenge is essential to maintain a sense of accomplishment once a player beats a boss or enemy

they were stuck on for hours or days. Cheats like this get rid of any and all difficulty and make

the point of the challenging mechanics irrelevant[33].

Some players tend to cheat simply because they revel in the idea of making life difficult

for those on the opposing team. There are people out there who genuinely just find it fun to cheat

and think that because there aren’t any real world consequences to their actions within an online

video game, they are free to do as they like even if it includes ruining the experience for other

players. These players tend to let their emotions get the best of them and usually turn on their

cheats after a debilitating loss with the idea of if they can’t have fun, no one else can either.

Those in this group are the most malicious variant of video game cheaters, as they enjoy the

disruption and chaos they bring to matches and enjoy watching the enemy team struggle and

complain. They tend to find gratification in the form of not only winning but making sure

everyone on the enemy team knows that they have well and truly lost[34].

2.7 Cheating. A Deeper Dive:

It appears that every player has their own definition of what constitutes cheating in a

specific video game. Many people in the online gaming communities are confused by the

differing definitions leading to the majority of ethical ambiguity surrounding the topic. Cheats in

video games originated from playtesting purposes for the game developers, nowadays, those

same cheats and more, are activated within the game through the use of third-party software

and/or hardware. Some people believe that exploiting game mechanics and bugs within a game

also fall under cheating. No matter the definition of cheating, in its most basic form, it is a

violation of rules and boundaries set in place.
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Rules establish order in a game world and the game’s internal dynamics. Disturbing these

rules can bring chaos and destruction. John Huizinga in his book Homo Ludens said“Inside the

play-ground an absolute and peculiar order reigns. Here we come across another, very positive

feature of play: it creates order, is order. Into an imperfect world and into the confusion of life it

brings a temporary, a limited perfection. Play demands order absolute and supreme. The least

deviation from it "spoils the game", robs it of its character and makes it worthless[35 , p . 10].”

In video games, there are two very important categories in relation to cheating, those

being “Hard Cheats” and “Soft Cheats”. Hard cheats are actions or modifications made to video

games that significantly alter the game’s mechanics or provide substantial advantages in a

manner that clearly violates the rules set in place for the intended gameplay. Utilising third-party

programs, hacks or exploits, these cheats give malicious users an unfair competitive advantage in

multiplayer settings. Wallhacks and aimbot fall under this category, where the former lets users

see through solid objects and walls, hence the name, and the latter, allowing players to guarantee

perfect accuracy without requiring skill. Triggerbots allow users to fire their weapon

automatically once the crosshair is pointed directly at an opponent. External software tools like

this give malicious players a significant competitive advantage over other players by knowing

where the opponents are and securing a kill on said players.
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Figure 8. CSGO Vanity Triggerbot Settings

Soft cheats are less severe manipulations that may not directly violate the game's rules

but still provide the player with a slight advantage or convenience. These cheats are often less

obvious, may be considered as less harmful and may be harder to spot. Instead of using

third-party programs, these cheats often involve in-game exploits or a creative application of

game mechanics. Utilising a known game flaw or glitch to gain unintended advantages, such as

duplicating items or bypassing difficult sections of a level by going out of the known internal

game boundaries is known as bug exploitation, though out of bounds is a very controversial topic

on its own[36]. In other games like Skyrim, Baldur’s Gate or any of the Witcher games, save

scumming can be something that can be seen as a soft cheat. Save scumming is the practice of

saving a game before making a crucial action or decision, then reloading the save file repeatedly

to achieve the best possible results. This is typical in most single-player games that rely on heavy

RNG or have random outcome mechanics. This is not as applicable to multiplayer games as save
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files are usually server-side and not client-side, i.e. the save is on the games servers and not a

user’s local computer[37].

Figure 9. The Witcher III Save Menu

Another controversial soft cheat is meta gaming, the practice of gaining an advantage by

utilising knowledge outside of what is intended to be available within the game world such as

following game guides or advanced tutorials that exploit the game’s mechanics. This can be

something as easily done as following a YouTube tutorial or reading up an article explaining what

to do online. Lastly, using the game’s own rules in unconventional ways to gain advantages such

as stacking buffs to take advantage of synergies between different interactions is considered soft

cheating. This can be done in a lot of games, but Destiny 2 is one of the more popular examples.

Players can seemingly stack multiple armour mods to give them super energy like dodging near

enemies to gain super energy, some players take this to the next level by incorporating fragments

from their subclasses to increase this effect or exotic armour like Radiant Dance Machines which
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allows players to dodge multiple times when near enemies, thus letting them dodge around 8

times in succession to fill up their super bar[38].

Figure 10. Radiant Dance Machines Destiny 2 Build Guide

Both hard and soft cheats can have an effect on the game’s integrity and the overall

player experience. Soft cheats may occasionally blur the lines between a clever use of game

mechanics and unfair advantage, whereas hard cheats are generally regarded as more egregious

and are likely to result in more severe punishments such as bans or account restrictions[39].

2.8 Cheating and its Impact on Player Mental Health

The effects of cheating on players’ mental health have been the subject of a few studies,

however, the research in this area is limited. According to a study that was published in the

journal Frontiers in Psychology, cheating in online games can have negative effects on mental

health, including increased levels of stress and anxiety[40]. This is one of the most detrimental

aspects of cheating as it affects those who are frustrated due to competition pressure and the

overall inherent need to win in games. This high level of competitive motivation may reduce
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psychological rejection of cheating and lead to an excessive expectation of rewards and an

obsession with victory.

Cheating in single-player games can have positive emotional and psychological effects on

players, including increased enjoyment and contentment, according to a ResearchGate study[41].

The reasoning for this is quite simple, as mentioned before, in games like Elden Ring, where a

player wants to explore the game without feeling as challenged or restricted due to the game's

high skill ceiling, cheating to lower the difficulty allows players who may not have much

experience with games within that genre to achieve their ultimate goal of finishing the game. The

contentment of being able to play at your own pace and skill level is something that would be

joyous for any player, cheating in this scenario would be extremely beneficial for those who do

not have the motivation, time or skills and experience. In this setting, cheating has the potential

to reduce stress, improve mood, and satisfy psychological needs. Some people are more likely to

cheat in games that aren't perfect for them, just as a reader might lose interest in a book if they

have to read every chapter before moving on. Additionally, some players may be more likely to

do this if the information they require isn't included in the game and they would rather choose a

more convenient option[42].

A study published in SecureCheats found that cheating in online games can cause people

to lose self-awareness, feel a diminished sense of personal responsibility, and have less

inhibitions[43]. The anonymity of participating in online video games behind social media

usernames and gamertags can lead to an individual's deindividuation. This can then lead to

individuals feeling powerful behind a false sense of security and be more inclined to participate

in griefing, online trolling or even cheating further in games. This usually happens when

individuals are participating together in a group setting and as mob mentality develops, an
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individual begins to view their actions as less of their own but instead more aligned with that of

the group’s collective identity. An online example of this can be seen within the “Arcweb” and

“Feral” clans in Destiny 2. The groups consist of a majority of people who cheat across multiple

competitive settings. Those who want to join their clans may find that cheating is a more

effective way to gain approval from existing members. This then creates an extremely toxic

environment where players are essentially competing to be the most disruptive players. An issue

with the mob mentality of these groups is that they bring chaos to the competitive scene of the

game and violate rules set in place, thus making some players known notoriously within the

community as cheaters[44]. In conclusion, there is little research on how cheating affects players'

mental health. More research is needed to fully comprehend the psychological effects of cheating

in video games.

2.9 Community Responses to Cheaters

Depending on the severity of the cheating and the personality of the individual player,

video game cheaters can react in a variety of ways to their experience. If the cheating was severe

or affected the game's outcome, some players may blame the cheater for ruining their experience.

Though this kind of response isn’t limited only towards players who cheat, players who are bad

at the game or trolling may be subject to a response like this too[45]. Legitimate players can

become irritated and frustrated when they come into contact with cheaters, which can have an

impact not only on their mental health but also on their gaming experience as a whole[46]. Some

of these players may resort to cheating themselves or targeting the cheater in subsequent games

as a means of retaliation against the cheater. Though not uncommon, other players may attempt

to convince the cheater to stop cheating or express their frustration by directly confronting the

cheater[47].
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2.10 Situations Where Cheating Matters

Initially, game developers used hacks and cheats as a means of debugging and testing,

and this still holds true today. It would take a lot of time and resources to make a game where

testing would have to be done through manual means. To go through each level and explore

every interaction would be extremely infuriating and repetitive, when the developers could just

use a cheat that they, themselves, have created. Involving cheats or hacks in single-player games

is by and large viewed as acceptable, as it doesn't affect other players' gaming experience. Games

like Grand Theft Auto series, The Sims franchise, Minecraft, Fallout, and The Elder Scrolls

games have built-in cheat systems and/or cheat codes that allow players to manipulate the

gameplay, characters, and the world in various ways.

Figure 11. Developer Console in the Sims 4

Another instance where cheating actually seems to have a place is modding or creating

custom lobbies within games, this is the case with many co-operative multiplayer games such as

Lethal Company, Risk of Rain 2, and Content Warning where game developers themselves have

27



Independent Project - ACCA6020

endorsed using modded clients[48]. Playing on modded custom games can make the games feel

reprised, the author has over 8,000 hours on RoR2 and replayability seems endless as modders

who are invested in the game love bringing new and exciting changes every day. Of course this

does change over the course of a games lifespan and it may die down but mods and custom

lobbies provide a great deal of enjoyment, especially those mods that increase the player count

across all the aforementioned games. These mods work by allowing users to play with a large

group of friends and still have the ability to scale difficulty accordingly, thus, not sacrificing

difficulty in order to play with more friends.

There are some games where cheating and/or hacking seem to be the main focus or rather

a plot point. Watch Dogs, Cyberpunk 2077, Observer, and Quadrilateral Cowboy are some of

many games where the player must use a variety of hacking strategies to complete missions and

advance in the game.

Figure 12. Quadrilateral Cowboy
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Deus Ex is another game where players can hack into restricted areas and complete

objectives using a variety of methods[49]. In Saints Row IV, players can use the in-game cheats to

gain superpowers essentially making every mission in the game a cake walk. Borderlands 2 is a

game with a wide variation on RNG outcomes and loot drop rates, some players abuse exploits

and glitches found within the game to gain higher levelled weapons and items[50].

Figure 13. Borderlands 2 XP Glitch Video

In multiplayer games that have competitive settings, the notion of using hacks or cheating

is generally considered immoral as it violates the principles of fair play. Cheating is not only

wrong, but it is also against the law in many games that use in-game purchases because cheating

in these games would let players access content for which they have not paid. Hacking on the

other hand, involves gaining unauthorised access to computer systems, breaching security more

often than not goes against the Code of Conduct for the majority of games. Violations like this

can result in severe legal consequences outside of the online space[51].
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2.11 Cheating and Disabilities

There are conflicting opinions thrown around the gaming community about whether

aimbots can help players who have disabilities. Some players argue that aimbots can help level

the playing field for players with disabilities, allowing them to compete on an equal footing with

other players. However, others argue that aimbots can be unfair to other players and undermine

the ethical values of competition and fair play. External hardware tools used by some disabled

players, like XIM which allows players to play on a MnK setup whilst fully retaining the benefit

of aim assist (although in some games, the same benefit can be applied by simply plugging in a

controller and just using MnK) and Cronus which lets players use scripts that modify recoil, aim

assist, firing speed, sprinting and various other game mechanics are also seen as hard cheats

within the community[52].

Figure 14. XIM and Cronus Hardware Accessibility Tools

This however, has not stopped players with disabilities from using them, “I shouldn’t be

punished because of a physical hindrance[53]” said one Reddit user. Whilst this statement may be
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true, there is no form of verification, and there won’t be any as it would not be ethical to show

that a disabled player is behind any of these cheats. People can lie and pretend just to gain an

advantage over other players to compensate for their lack of skill or in-game experience.

Modified controllers on the other hand, are seen as an acceptable method of input for disabled

players. Rarely anyone bats an eye over them because they don’t enhance a player's abilities in

any way shape or form, they simply allow players to remap controls to what they find

comfortable and allow the game to be more accessible to them.

2.12 Anti-Cheat Hardware

It is theoretically possible to stop players from cheating or hacking by using an eye

tracker on a PC, but this method may not be 100% effective. The benefits of using eye trackers to

stop cheating include the fact that eye trackers are able to detect abnormal eye movements,

which could indicate the use of aimbots or other cheats, combining this with other anti-cheating

measures can boost their effectiveness[54]. Although on the complete opposite side of the

spectrum, something like this may not work for players that have certain ocular disabilities. The

fairness and nondiscrimination of anti-cheat measures must be ensured by game developers. Eye

tracking can be used to watch how players act and patterns that could be signs of cheating can be

detected[55].

However, there are some severe issues with using eye trackers, there is a possibility that

players will eventually become accustomed to eye tracking, making it less effective. It's also

possible that eye tracking won't be able to catch all kinds of cheating, like triggerbots or

wallhacks. Furthermore, hardware with such extensive technology may be costly and challenging

to implement on a large scale[56]. Additionally, large-scale eye tracking would necessitate a

significant investment in resources and infrastructure, including the capacity to store and process
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data and trained personnel to monitor and analyse the data, the idea of combating cheating may

not be a substantial enough justification for spending resources like this. Concerns about data

security and privacy can also arise when sensitive information about a player's eye movements is

collected through eye tracking. Players' personal information must be protected by game

developers, and they must be clear about how data is collected and used. If players do not wish to

participate, they should be able to turn off eye tracking, without any discrimination or judgement

from other players or game developers.

Figure 15. Tobii Eye Tracker 5
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Chapter 3: Methodology

This study aims to identify the psychological, social, and ethical factors that encourage

players to cheat in video games, as well as the significant negative effects that cheating has on

individual players' experiences and the gaming community as a whole. It also aims to investigate

potential solutions to this problem. Phenomenology is chosen as the primary philosophy for this

project as it relies on subjective knowledge.

Interviews and qualitative data would have shed light on the perspectives of online

gaming communities regarding cheating. However, the qualitative data, trends, and scripts would

require a significant amount of time to analyse for the intended 50-100 participant sample, which

was beyond the scope of the current project. As a result, it is decided that a questionnaire along

with some interviews would be a better way to quickly gather the necessary information from the

participants.

As part of the demonstration for the final project, a cheating experiment will be carried

out, where the participants can be observed in a real world setting. This only exists to

hypothesise that the rapid scale of difficulty can force a player to cheat in a video game.

A Gantt chart is the preferred project management tool as it provides a visual

representation of the timeline and tasks within the project. This is valuable for planning since it

allows the author to effectively see the beginning and end dates of tasks, recognise dependencies,

allocate resources, and monitor progress towards project milestones. An example of what has

been used as a basis of this study can be found below.
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Figure 16. Proposed Gantt Chart for This Study
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Chapter 4: Analysis of Results

4.1 Results and Observations

4.1.1 Results

The questionnaire is quite comprehensive as it contains a total of 51 questions, a

copy of this document can be found in Appendix A. The number of total responses

received were 77 which fall in the middle of the intended sample size; a copy of these

results can be found in Appendix B. Having both of these attributed to the rich dataset for

analysing the complex phenomenon of cheating in video games from various

perspectives.

Figure 17. Number of Total Responses

4.1.2 Observations

The study has made a number of important observations about how players feel

about cheating in video games. Players struggle to differentiate the acceptability of

cheating as a whole because every individual has their own meaning behind what

constitutes cheating. That being said, aesthetic mods are generally seen as a more

acceptable form of cheating than gameplay-altering mods and hacks.
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It is also observed that many players recognise that cheating can stunt personal

growth and skill development by providing easy solutions to challenges. To address this

issue, 72.7% of participants are urging game developers to implement more robust

anti-cheat measures, severe penalties for cheating (such as hardware bans), and enhanced

community management strategies in order to preserve the integrity of the gaming

experience for all players.

Figure 18. Implementing Stricter Anti-cheat

4.2 Key Trends

The results highlight a notable trend where 89.6% of players cheated in single-player

game modes compared to multiplayer or competitive online environments.

Figure 19. Cheating in Single-player
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This suggests that players perceive cheating in single-player games as less harmful or

unethical. Alongside that, the data shows that there are a variety of motivations to use cheats, the

most common of which being the 46 participants with the desire to save time. Other reasons are

to get past challenging sections of the game, experience different outcomes or increase one's

level of personal enjoyment by gaining access to unique features or all of the gear.

Figure 20. Cheating to Save Time

There also seem to be a significant amount of motivations for modding a game ranging

from playing with more players than intended to entirely revamping the story content within a

game. This suggests that many players do not consider modding as cheating as it only affects the

players in a non-competitive environment.

4.3 Correlations and Common Data

4.3.1 Correlations

According to the data, players were more likely to cheat in single-player games

compared to multiplayer games. 19.5% of participants reported having cheated in online

multiplayer games, this suggests that cheating is more common in single-player games,

which typically have fewer restrictions and consequences because cheating does not

directly affect other players.
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Figure 21. Cheating in Multiplayer

In contrast, 76.6% of participants viewed cheating more negatively in competitive

or multiplayer games due to its direct impact on other players' experiences.

Figure 22. Acceptability of Cheating

This aligns with research indicating that cheating in online gaming communities

can be socially contagious, however, the social dynamics of the community can also deter

cheating because cheaters run the risk of losing friends and social standing within the

community.
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Encountering cheaters leads to high levels of frustration and a decreased desire to

continue playing the affected game. “Irritated because they're ruining mine and others'

experience.” said one participant.

Figure 23. Leaving Games Due to Cheating

Players who experience cheating first-hand are more likely to report the cheaters,

indicating a protective attitude towards maintaining fairness in the game, however, there

is variance in whether players will immediately leave the game or stay until the end

before reporting, depending on their personal integrity and the severity of the cheating.

Figure 24. Encountering Cheaters in Multiplayer
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Figure 25. Reporting Cheaters in Multiplayer

4.3.2 Common Data

The questionnaire results reveal several common trends regarding the

demographics and behaviours associated with cheating in video games. The majority of

players believe that the demographic of younger players and those who engage in

high-population, competitive game modes are more frequently involved in cheating

activities as those in this category are driven by a stronger competitive spirit and a desire

for rapid progression, leading them to seek out shortcuts through cheating.

Figure 26. Cheating and Game Genres
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Figure 27. Cheating and Demographics

Importantly, the data shows that encountering cheaters has a significant negative

impact on the gaming experience for other players. This is characterised by feelings of

annoyance, frustration, and a sense of injustice.

Figure 28. Encountering Cheaters

The responses to encountering cheaters vary, with some players immediately

reporting and quitting the game, while others may stay for a free win before reporting the
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incident. This reflects a range of personal integrity levels and attitudes towards cheating

among players.

Figure 29. Reporting Cheaters

Overall, the research highlights the complex interplay between player

demographics, motivations, and the broader social impact of cheating within gaming

communities. Understanding these dynamics is crucial for game developers and

community managers to implement effective strategies to deter cheating and maintain a

fair and enjoyable gaming environment for all.
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Chapter 5: Evaluation of Project & Future Proposals

5.1 Challenges Faced when Analysing Large Datasets

The scope of this research project played a significant role in shaping the findings.

Initially, the target was to gather responses from under 50 participants, however, the

questionnaire received a higher response rate than anticipated, resulting in a more extensive

dataset. While the larger dataset provided valuable insights, it also impacted the original project

timeline, essentially meaning that the analysis of this comprehensive data proved to be time

intensive, requiring the author to focus their efforts on thoroughly examining the questionnaire

responses rather than conducting additional interviews.

Despite the challenges posed by the expanded scope, the author utilised tools like Google

Forms, Google Sheets and Claude AI to efficiently analyse the data and extract meaningful

insights. This allowed them to make informed decisions about prioritising the questionnaire

findings over other data sources, ensuring the final results were grounded in a robust and

representative sample.

Overall, the scope of this project evolved organically, presenting both opportunities and

obstacles. The author's ability to adapt their methodology and focus on the most relevant data

contributed to the depth and quality of the final outcomes.

5.2 Conclusion and Suggestions for Further Research

5.2.1 Conclusion

The responses provided valuable insights that complimented the existing literature

on the psychological and social factors driving cheating behaviour in online gaming as it

was found that a player's inclination to cheat can also be influenced by emotions,
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self-esteem, and the competitive nature of the game, especially in single-player games

where the consequences are less severe.

Figure 30. Cheating and Its Impact on Behaviour and Ethics

Figure 31. Cheating and Its Impact on Mental Health
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Figure 32. Cheating and Its Negative Impact on Personal Integrity

In general, the data collected suggests that cheating in video games is a

complicated problem that has a variety of causes, effects, and responses from players and

the gaming community as a whole.

5.2.2 Suggestions for Further Research

This study has uncovered valuable insights, but further exploration would provide

a more comprehensive understanding of the motivations behind cheating in video games.

Conducting interviews with both cheaters and non-cheaters, as well as surveys and

studies on the prevalence and impact of cheating across different game genres and

platforms, could yield additional insights.

Furthermore, a deeper examination of the various forms of cheating, including the

use of peripherals, settings, and software, could uncover new perspectives. While the

scope of this project is limited, there is significant potential for further research to build

upon the findings and address this complex issue more holistically.
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Chapter 6: Summary

This study aimed to provide a comprehensive understanding of the complex issue of

cheating in video games through an analysis of player experiences, motivations, and the impacts

on individuals and gaming communities, the research explored the ethical, psychological, and

social implications of cheating. The study identified reasons for cheating, examined its effects on

mental health and player relationships, and evaluated potential solutions to address this

challenge. The findings offered valuable insights to inform future scholars, game developers, and

the gaming community as a whole in fostering a more ethical and enjoyable gaming experience.

46



Independent Project - ACCA6020

References

[1] R. Kraut, “Aristotle’s ethics,” Stanford Encyclopedia of Philosophy,

https://plato.stanford.edu/entries/aristotle-ethics/ (accessed Oct. 26, 2023).

[2] K. K. Kimppa and A. K. Bissett, “The ethical significance of cheating in online computer

games,” The International Review of Information Ethics, vol. 4, pp. 33–34, 2005.

doi:10.29173/irie165

[3] A. J. Simmons, “The principle of fair play,” Moral Principles and Political Obligations,

vol. 8, no. 4, pp. 307–337, Summer 1979. doi:10.1515/9780691213248-007

[4] S. J. Lee, E. J. Jeong, D. Y. Lee, and G. M. Kim, “Why do some users become enticed to

cheating in competitive online games? an empirical study of cheating focused on competitive

motivation, self-esteem, and aggression,” Frontiers in Psychology, vol. 12, Nov. 2021.

doi:10.3389/fpsyg.2021.768825

[5] C. Hodent, The Psychology of Video Games. London, England: Routledge, Taylor &

Francis Group, 2021.

[6] M. Staff, “Using psychology in Game Design,” MCV/DEVELOP,

https://mcvuk.com/business-news/media-pr/using-psychology-in-game-design/ (accessed Oct.

26, 2023).

[7] K. Stuart, “Medal of dishonour: Why do so many people cheat in online video games?,”

The Guardian,

https://www.theguardian.com/games/2021/feb/24/medal-of-dishonour-cheating-video-games

(accessed Oct. 26, 2023).

[8] G. Freeman, K. Wu, N. Nower, and D. Y. Wohn, “Pay to win or pay to cheat: How

players of competitive online games perceive fairness of in-game purchases,” Proceedings of the

47



Independent Project - ACCA6020

ACM on Human-Computer Interaction, vol. 6, no. CHI PLAY, pp. 1–24, 2022.

doi:10.1145/3549510

[9] C. Hodent, “Ethics in the videogame industry: A Mythbusting and scientific approach,”

Celia Hodent, https://celiahodent.com/ethics-in-the-videogame-industry/ (accessed Oct. 26,

2023).

[10] J. Blackburn, N. Kourtellis, J. Skvoretz, M. Ripeanu, and A. Iamnitchi, “Cheating in

online games: A Social Network Perspective,” ACM Transactions on Internet Technology, vol.

13, no. 3, pp. 1–28, Jan. 2014. doi:10.1145/2602570

[11] J. Menzel, M. Meier, and C. Maier, “Online gaming and personality: Explaining gamers’

cheating intention,” ScholarSpace,

https://scholarspace.manoa.hawaii.edu/items/4c0d7ba9-5758-422d-abe1-fe759e34ca01 (accessed

Oct. 26, 2023).

[12] S. J. Lee, E. J. Jeong, D. Y. Lee, and G. M. Kim, “Why do some users become enticed to

cheating in competitive online games? an empirical study of cheating focused on competitive

motivation, self-esteem, and aggression,” Frontiers in Psychology, vol. 12, Nov. 2021.

doi:10.3389/fpsyg.2021.768825

[13] J. Menzel, M. Meier, and C. Maier, “Online gaming and personality: Explaining gamers’

cheating intention,” ScholarSpace,

https://scholarspace.manoa.hawaii.edu/items/4c0d7ba9-5758-422d-abe1-fe759e34ca01 (accessed

Oct. 26, 2023).

[14] N. E. Olupot, “The effect of PC cheats on the modern multiplayer experience,” PC Tech

Magazine,

48



Independent Project - ACCA6020

https://pctechmag.com/2022/02/the-effect-of-pc-cheats-on-the-modern-multiplayer-experience/

(accessed Feb. 17, 2024).

[15] “What are the consequences of cheating in online games? do people get mad or just

ignore it and move on with their lives like nothing happ...,” Quora,

https://www.quora.com/What-are-the-consequences-of-cheating-in-online-games-Do-people-get-

mad-or-just-ignore-it-and-move-on-with-their-lives-like-nothing-happened (accessed Feb. 20,

2024).

[16] M. Moszczynska, “Gamers cheat because they get frustrated with other cheaters,

time2play reports,” Gamepressure.com,

https://www.gamepressure.com/newsroom/gamers-cheat-because-they-get-frustrated-with-other-

cheaters/z840c1 (accessed Apr. 21, 2024).

[17] The business impact of video game cheaters and pirates -- and how to fight back (VB

live) | venturebeat,

https://venturebeat.com/games/the-business-impact-of-video-game-cheaters-and-pirates-and-how

-to-fight-back-vb-live/ (accessed Apr. 21, 2024).

[18] B. Treanor, “Survey finds cheating prevalent among American gamers [Study] ,”

Time2play, https://time2play.com/blog/is-it-cheating/ (accessed Feb. 20, 2024).

[19] P. Arellano, “10 harshest penalties for cheating in video games,” CBR,

https://www.cbr.com/severe-punishments-for-gaming-cheaters/ (accessed Feb. 20, 2024).

[20] “Indian CS: Go player ‘forsaken’ faces lifetime ban for cheating in tournament,”

Firstpost,

https://www.firstpost.com/tech/gaming/indian-cs-go-player-forsaken-faces-lifetime-ban-for-cheat

ing-in-tournament-5421391.html (accessed Feb. 20, 2024).

49



Independent Project - ACCA6020

[21] “Cheating in online games,” Wikipedia,

https://en.wikipedia.org/wiki/Cheating_in_online_games (accessed Apr. 21, 2024).

[22] P. Arellano, “10 harshest penalties for cheating in video games,” CBR,

https://www.cbr.com/severe-punishments-for-gaming-cheaters/ (accessed Feb. 20, 2024).

[23] G. Pochwatko and J.-C. Giger, Cheating in video games – causes and some

consequences,

https://www.researchgate.net/publication/292151847_Cheating_in_video_games_-_causes_and_

some_consequences (accessed Feb. 20, 2024).

[24] K. Townsend, “Esports gamers who were busted for cheating,” Ranker,

https://www.ranker.com/list/pro-gamers-caught-cheating/kyle-townsend (accessed Feb. 20,

2024).

[25] R. Landaverde, “Call of duty: Modern warfare 3 players think cheating is getting ‘out of

control,’” Game Rant,

https://gamerant.com/call-of-duty-modern-warfare-3-cheating-increase-complaints/ (accessed

Feb. 20, 2024).

[26] T. Litchfield, “According to experts on kernel level anticheat, two things are abundantly

clear: 1) it’s not perfect and 2) it’s not going anywhere,” pcgamer,

https://www.pcgamer.com/according-to-experts-on-kernel-level-anticheat-two-things-are-abunda

ntly-clear-1-its-not-perfect-and-2-its-not-going-anywhere/ (accessed Apr. 21, 2024).

[27] Chess. com Team, “About online chess cheating,” Chess.com,

https://www.chess.com/article/view/online-chess-cheating (accessed Apr. 21, 2024).[28] R.

Spijkerman and E. M. Ehlers, Cheat detection in a multiplayer first-person shooter using

50



Independent Project - ACCA6020

Artificial Intelligence Tools, https://dl.acm.org/doi/fullHtml/10.1145/3440840.3440857

(accessed Apr. 21, 2024).

[29] S. J. Lee, E. J. Jeong, D. Y. Lee, and G. M. Kim, “Why do some users become enticed to

cheating in competitive online games? an empirical study of cheating focused on competitive

motivation, self-esteem, and aggression,” Frontiers in Psychology, vol. 12, Nov. 2021.

doi:10.3389/fpsyg.2021.768825

[30] K. Stuart, “Medal of dishonour: Why do so many people cheat in online video games?,”

The Guardian,

https://www.theguardian.com/games/2021/feb/24/medal-of-dishonour-cheating-video-games

(accessed Apr. 21, 2024).

[31] R. Blaukovitsch, “Anti-cheat in video games: The A to Z,” Irdeto Insights,

https://blog.irdeto.com/video-gaming/cheating-in-games-everything-you-always-wanted-to-kno

w-about-it/ (accessed Apr. 21, 2024).

[32] K. Schmidt , “The psychology of cheating in online gaming,” SecureCheats,

https://securecheats.com/psychology-of-cheating-in-online-gaming/ (accessed Apr. 21, 2024).

[33] F. Merigold, “Cheating the challenge away: My experience with ‘Elden Ring,’ ‘dark

souls,’ and ‘returnal,’” Epilogue Gaming,

https://epiloguegaming.com/cheating-the-challenge-away-my-experience-with-elden-ring-dark-s

ouls-and-returnal/ (accessed Apr. 21, 2024).

[34] A. Joyoadikusumo, “The bizarre world of cheating and hacking in video games: Hybrid,”

Hybrid.co.id, https://hybrid.co.id/post/cheating-and-hacking-in-video-games (accessed Apr. 21,

2024).

51



Independent Project - ACCA6020

[35] J. Huizinga, Homo Ludens: A Study of the Play-Element in Cult. London, Boston and

Henley: ROUTLEDGE & KEGAN PAUL , 1994.

[36] “Most controversial rule in Speedrun history - secret worlds,” YouTube,

https://youtu.be/xGnxsJD5Q6Q (accessed Apr. 21, 2024).

[37] G. Smith, “Confessions of a save scummer,” Rock Paper Shotgun,

https://www.rockpapershotgun.com/confessions-of-a-save-scummer (accessed Apr. 21, 2024).

[38] James, “A brief history of video game cheats,” PCL Publications,

https://www.pclpublications.com/a-brief-history-of-video-game-cheats/ (accessed Apr. 21,

2024).

[39] MIT, http://web.mit.edu/comm-forum/legacy/mit5/papers/sezen_isikoglu.pdf (accessed

Apr. 21, 2024).

[40] S. J. Lee, E. J. Jeong, D. Y. Lee, and G. M. Kim, “Why do some users become enticed to

cheating in competitive online games? an empirical study of cheating focused on competitive

motivation, self-esteem, and aggression,” Frontiers,

https://www.frontiersin.org/journals/psychology/articles/10.3389/fpsyg.2021.768825/full

(accessed Apr. 21, 2024).

[41] A cheating mood: The emotional and psychological benefits of cheating in single-player

games,

https://www.researchgate.net/publication/345257517_A_Cheating_Mood_The_Emotional_and_

Psychological_Benefits_of_Cheating_in_Single-Player_Games (accessed Apr. 21, 2024).

52



Independent Project - ACCA6020

[42] C. Littlechild and A. Bosso, “Ranking every fromsoftware soulslike from easiest to

hardest,” TheGamer, https://www.thegamer.com/dark-souls-sekiro-bloodborne-difficulty-ranked/

(accessed Apr. 21, 2024).

[43] “The psychology of cheating in online gaming,” SecureCheats,

https://securecheats.com/psychology-of-cheating-in-online-gaming/ (accessed Apr. 21, 2024).

[44] “‘we matched dyf and Karambit. just back us out.,’” YouTube,

https://youtu.be/SvZ-O3iKupY (accessed Apr. 21, 2024).

[45] 1096bimu, “Why is cheating wrong?,” Ars OpenForum,

https://arstechnica.com/civis/threads/why-is-cheating-wrong.1379675/ (accessed Apr. 21, 2024).

[46] “Re: We seriously need the cheating to stop!,” topic Re We Seriously Need The Cheating

To Stop in General,

https://answers.ea.com/t5/General-Feedback/We-Seriously-Need-The-Cheating-To-Stop/m-p/127

92861 (accessed Apr. 21, 2024).

[47] “What to do with a friend who cheats in games?,” Interpersonal Skills Stack Exchange,

https://interpersonal.stackexchange.com/questions/6456/what-to-do-with-a-friend-who-cheats-in-

games (accessed Apr. 21, 2024).

[48] “Lethal company - the challenge moons patch - version 47 - steam news,” Welcome to

Steam,

https://store.steampowered.com/news/app/1966720/view/3882730411609737888?l=english

(accessed Apr. 21, 2024).

[49] J. Wyche, “13 best hacking and surveillance games, ranked,” TheGamer,

https://www.thegamer.com/best-hacking-surveillance-games/ (accessed Apr. 21, 2024).

53



Independent Project - ACCA6020

[50] “How to hurt the hackers: The Scoop on internet cheating and how you can combat it,”

Game Developer,

https://www.gamedeveloper.com/design/how-to-hurt-the-hackers-the-scoop-on-internet-cheating

-and-how-you-can-combat-it (accessed Apr. 21, 2024).

[51] A. Symes, “Cheating in games: Legality and Market Trends,” Lexology,

https://www.lexology.com/library/detail.aspx?g=e8271099-771c-4854-946e-41f7bf37671b

(accessed Apr. 21, 2024).

[52] P. Tassi, “Xbox is killing unofficial controllers, will it Nuke Xim and cronus ‘cheaters’?,”

Forbes,

https://www.forbes.com/sites/paultassi/2023/10/30/xbox-is-killing-unofficial-controllers-will-it-n

uke-xim-and-cronus-cheaters/ (accessed Apr. 21, 2024).

[53] R/truegaming on reddit: Should disabled gamers be allowed to use AIM-assist?,

https://www.reddit.com/r/truegaming/comments/ancxva/should_disabled_gamers_be_allowed_to

_use_aimassist/ (accessed Apr. 21, 2024).

[54] “How to save FPS Games (visual AI cheat detection),” YouTube,

https://www.youtube.com/watch?v=GOI9EkLsUm0 (accessed Apr. 21, 2024).

[55] Author links open overlay panelLi Wang a et al., “How to persuade an online gamer to

give up cheating? uniting elaboration likelihood model and signaling theory,” Computers in

Human Behavior, https://www.sciencedirect.com/science/article/abs/pii/S0747563219300846

(accessed Apr. 21, 2024).

[56] G. Lawton, “How cheap eye tracking software changes the App Development Game:

Theserverside,” TheServerSide.com,

54



Independent Project - ACCA6020

https://www.theserverside.com/feature/How-cheap-eye-tracking-software-changes-the-app-devel

opment-game (accessed Apr. 21, 2024).

References for Diagrams

Fig 1. AkshonEsports , “The most embarrassing cheating scandal in CS:GO History -

word.exe,” YouTube, https://youtu.be/Gk9vOnTDP90 (accessed Apr. 21, 2024).

Fig 2. “Cod modern warfare 3 & 2 hacks: MW3 cheats, aimbot, ...,” SkyCheats,

https://www.skycheats.com/modern-warfare-3-hacks-mw3-cheats-aimbot-esp (accessed Apr. 21,

2024).

Fig 3. D. Conlan, “Radiant ranked Valorant Cheater, Solista, banned on stream,” GINX TV,

https://www.ginx.tv/en/valorant/radiant-ranked-valorant-cheater-solista-banned-on-stream

(accessed Apr. 21, 2024).

Fig 4. E. Brown, “How ai can help you in game development - useful resources on using neural

networks in game development on Unity,” DevsDaddy,

https://devsdaddy.hashnode.dev/how-ai-can-help-you-in-game-development-useful-resources-on

-using-neural-networks-in-game-development-on-unity (accessed Apr. 21, 2024).

Fig 5. B. Koepp, “Best server settings for Palworld,” Siliconera,

https://www.siliconera.com/best-server-settings-for-palworld/ (accessed Apr. 21, 2024).

Fig 6. J. Ware, “The incel threat,” The incel threat – Democracy and society | IPS Journal,

https://www.ips-journal.eu/topics/democracy-and-society/the-incel-threat-5571/ (accessed Apr.

21, 2024).

Fig 7. “Elden Ring trainer (1.10.1),” MehTrainercom, https://mehtrainer.com/elden-ring-trainer/

(accessed Apr. 21, 2024).

55



Independent Project - ACCA6020

Fig 8. NoHyper, “Legit cheating with 0ms TRIGGERBOT..: Road to overwatch ban s3e2 ft.

vanitycheats.xyz,” YouTube, https://youtu.be/Bac3wiGOw44 (accessed Apr. 21, 2024).

Fig 9. M. Zubyan, “What is save scumming: Is it really worth it?,” Appuals,

https://appuals.com/save-scumming-is-it-worth-it/ (accessed Apr. 21, 2024).

Fig10. Revadike, “Build: PVE + radiant dance machines (void) (2w3ndni),” builders.gg,

https://builders.gg/destiny/dim-builds/2w3ndni/build (accessed Apr. 21, 2024).

Fig 11. JustinaSims, “R/thesims on reddit: Big list of Sims 4 cheats. includes perk cheats and

sickness cheats from GTW,” Reddit,

https://www.reddit.com/r/thesims/comments/3c7z4c/big_list_of_sims_4_cheats_includes_perk_c

heats/ (accessed Apr. 21, 2024).

Fig 12. J. Muncy, “Hacking game quadrilateral cowboy is a bit messy, but you won’t forget it,”

Wired, https://www.wired.com/2016/07/quadrilateral-cowboy-review/ (accessed Apr. 21, 2024).

Fig 13.Wil Fresco, “Borderlands 2 unlimited XP glitch 2020 (sanctuary in the air),” YouTube,

https://youtu.be/KSCEzvwousQ (accessed Apr. 21, 2024).

Fig 14. “How to use XIM apex with Cronusmax Plus on Xbox One console,” YouTube,

https://youtu.be/3trq_EXvsS4 (accessed Apr. 21, 2024).

Fig 15. CNET, “This device turns your head into a controller (Tobii Eye Tracker 5 review),”

YouTube, https://youtu.be/UHCzdlr0tHY (accessed Apr. 21, 2024).

Fig 16. Free online gantt chart software,” Free Online Gantt Chart Software,

https://www.onlinegantt.com/#/gantt (accessed Oct. 19, 2024).

Fig 17. onwards - All sourced from the questionnaire results found in Appendix B.

56



Independent Project - ACCA6020

Bibliography

- S. M. Doherty et al., “An analysis of expressed cheating behaviors in video games,”

Proceedings of the Human Factors and Ergonomics Society Annual Meeting, vol. 58, no. 1, pp.

2393–2396, 2014. doi:10.1177/1541931214581498

- J. Blackburn, An analysis of (bad) behavior in online video games,

https://digitalcommons.usf.edu/cgi/viewcontent.cgi?article=6605&context=etd (accessed Jan. 16,

2024).

- G. Pochwatko and J.-C. Giger, “Cheating in video games – causes and some

consequences - researchgate,” Research Gate,

https://www.researchgate.net/publication/292151847_Cheating_in_video_games_-_causes_and_

some_consequences (accessed Jan. 16, 2024).

- Call of duty: Warzone | reddit,

https://www.reddit.com/r/CODWarzone/comments/q38c0u/aimbots_wallhacks_etc_there_are_ch

eaters_in_every/ (accessed Jan. 16, 2024).

- “Don’t bear with the Cheaters,” Easy Anti-Cheat, https://www.easy.ac/en-us/ (accessed

Jan. 16, 2024).

- Deltia, “Destiny 2: Season pass rewards - season of the wish,” Deltia’s Gaming,

https://deltiasgaming.com/destiny-2-season-pass-rewards-season-of-the-wish/ (accessed Jan. 16,

2024).

- “Steam curator: No to easy anti-cheat,” Welcome to Steam,

https://store.steampowered.com/curator/32754914-No-To-Easy-Anti-Cheat/ (accessed Jan. 16,

2024).

57



Independent Project - ACCA6020

- Asana, “Manage your team’s work, projects, & tasks online,” Asana,

https://asana.com/(accessed Oct. 26, 2023).

- Free online gantt chart software,” Free Online Gantt Chart Software,

https://www.onlinegantt.com/#/gantt (accessed Jan. 16, 2024).

- Aristotle, “Book I - chapter 12,” Book I - Chapter 12 : Aristotle’s Rhetoric,

https://kairos.technorhetoric.net/stasis/2017/honeycutt/aristotle/rhet1-12.html (accessed Apr. 21,

2024).

- Aristotle, “Aristotle - the art of rhetoric - wendelberger,” wendelberger,

https://www.wendelberger.com/downloads/Aristotle_Rhetoric.pdf (accessed Apr. 21, 2024).

- Basically Homeless, “Saving FPS Games - ai Anti-Cheat,” YouTube,

https://www.youtube.com/watch?v=LkmIItTrQP4 (accessed Apr. 21, 2024).

- “Fake difficulty,” TV Tropes,

https://tvtropes.org/pmwiki/pmwiki.php/Main/FakeDifficulty (accessed Apr. 21, 2024).

- G. Costikyan, “Randomness: Blight or Bane?,” Play This Thing! | Game Reviews | Free

Games | Independent Games | Game Culture,

http://www.costik.com/randomness-blight-or-bane.htm (accessed Apr. 21, 2024).

- C. Wilkerson, “Make your first python game: Rock, Paper, Scissors!,” Real Python,

https://realpython.com/python-rock-paper-scissors/ (accessed Apr. 21, 2024).

- A. Boldi and A. Rapp, “‘Is It Legit, To You?’. An Exploration of Players’ Perceptions of

Cheating in a Multiplayer Video Game: Making Sense of Uncertainty,” tandfonline,

https://www.tandfonline.com/doi/full/10.1080/10447318.2023.2204276 (accessed Apr. 21,

2024).

58



Independent Project - ACCA6020

- C. Hellström, K. W. Nilsson, J. Leppert, and C. Åslund, “Influences of motives to play

and time spent gaming on the negative consequences of Adolescent Online Computer Gaming,”

Computers in Human Behavior,

https://www.sciencedirect.com/science/article/abs/pii/S0747563212000659 (accessed Apr. 21,

2024).

- S. Doherty , D. Liskey , C. M. Via, C. M. Frederick, and D. Liu , “An analysis of

expressed cheating behaviors in video games,” ERAU Scholarly Commons,

https://commons.erau.edu/cgi/viewcontent.cgi?article=2893&context=publication (accessed Apr.

21, 2024).

- “Cheating in esports,” Wikipedia, https://en.wikipedia.org/wiki/Cheating_in_esports

(accessed Apr. 21, 2024).

- “Cheating in video games,” Wikipedia,

https://en.wikipedia.org/wiki/Cheating_in_video_games (accessed Apr. 21, 2024).

- “Gaming etiquette,” Wikipedia, https://en.wikipedia.org/wiki/Gaming_etiquette (accessed

Apr. 21, 2024).

59



Independent Project - ACCA6020

Appendices

Appendix A: Example of Questionnaire

A copy of the exact questionnaire used for this study can be found by either clicking here

or at

https://docs.google.com/forms/d/1XuiuefTZo1cbce9ee21NEEPveT_Ot7n2FoYY051bR6o/edit?us

p=sharing. As this was made using Google Forms, a “view only” setting does not exist as forms

are normally sent out for responses and sharing is for adding collaborators. In order to give a

complete example of the questionnaire used, the link above is a collaborator link, allowing users

to edit and share it alongside with the ability to make further copies.

Appendix B: Sample Group Response

A copy of the exact responses received from participants of the questionnaire can be

found by either clicking here or at

https://docs.google.com/spreadsheets/d/15feLDs2VYPvCSnk8cpEcE56IjnCegnoY433m4nD3pwo

/edit?usp=sharing. This link allows anyone with the link to only view the results.
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