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[bookmark: _Toc215823685]Global Introduction
Across the globe, universities are increasingly turning to digital platforms to manage essential administrative tasks, boost student engagement, and simplify communication. At the heart of these systems are two tightly connected components: database management and dynamic, web-based applications.
This report details the planning, development, and evaluation of a Campus Club Management System (CCMS), along with a dynamic PHP-driven website. Together, they form a unified tech solution built on modern industry standards.
The CCMS features a well-organized, normalized relational database designed to efficiently manage information related to student clubs, events, memberships, participation, and internal communication. Paired with it, the PHP website shows how this data can be displayed and used interactively, supporting search, user authentication, full CRUD functionality, and protection against SQL injection attacks.
Parts A and B of the project demonstrate a range of advanced techniques, including secure coding, performance optimization through indexing, stored procedures, triggers, and constraint handling. The report also highlights how solutions like this benefit real campus environments, such as improving student union operations. Finally, it connects the project’s technical elements with key career skills in backend development, cybersecurity, and data engineering.
Both Part A and Part B of this project are built around the same Campus Club Management System (CCMS) relational database. Part A covers the theory, design, normalization, and technical setup of the database itself. Part B then builds on that foundation by showing how the same database powers a secure, dynamic PHP website.
By using a shared database across both parts, the project maintains architectural consistency and mirrors real-world full-stack development, where the back-end data and front-end application must work smoothly together.





[bookmark: _Toc215823686]PART A – CAMPUS CLUB MANAGEMENT SYSTEM DEVELOPMENT
[bookmark: _Toc215823687]Introduction
Part A focuses on into building a powerful and well-structured database designed to help the Students’ Union run university clubs more efficiently. The goal? To replace outdated systems, like paper forms and messy spreadsheets, with a streamlined digital platform that centralizes everything in one place.
The Campus Club Management System (CCMS) manages key tasks like registering clubs, managing memberships, logging events, tracking who attended, and keeping official communications organized.
In this section, you will also get a look at the theory behind the build, things like normalization, ACID properties, stored procedures, triggers, and indexing. More importantly, you will see how these concepts were put into practice to create a database that is secure, scalable, and built to perform.

[bookmark: _Toc215823688]Theoretical Foundations and System Context
[bookmark: _Toc215823689]Why Relational Databases Still Power the World's Biggest Industries
Relational databases are still one of the go-to solutions for storing data in today’s enterprise systems, and for good reason. They offer reliable consistency and let users run structured queries using SQL [1].
Industries like finance, healthcare, and government services count on these systems to keep operations smooth and data trustworthy [2]. In the same way, the CCMS uses a relational model to ensure that membership info is accurate, event records stay consistent, and important rules are built right into the system.

[bookmark: _Toc215823690]Understanding 1NF to 3NF: The Foundation of Clean Data Design
Normalization is all about cutting out redundancy and keeping your data clean when it is updated. It is a core concept in database design, first introduced by Edgar Codd, who laid out the rules known as normal forms [3].
Here is a quick breakdown:
· 1NF (First Normal Form) makes sure every field holds only one piece of data, no lists, or nested values.
· [bookmark: _Int_W4rjUoi3]2NF (Second Normal Form) gets rid of partial dependencies, so data depends on the whole primary key, not just part of it.[3]
· 3NF (Third Normal Form) takes it further by removing transitive dependencies ensuring that attributes only depend on the primary key, not on other non-key fields.
In the CCMS database, this theory is put into action. For example, details like ClubName, Category, and FoundingDate are stored in the CLUB table, right where they belong. Meanwhile, the many-to-many relationship between clubs and members is managed through a junction table. This setup avoids issues when updating, deleting, or transferring members and sticks closely to best practices, as highlighted by Silberschatz et al. [4].

[bookmark: _Toc215823691]Ensuring Data Integrity with COMMIT, ROLLBACK, and ACID Transactions
When you are managing things like event check-ins or big membership updates, transaction reliability is necessary. That is where the ACID principles come in, Atomicity, Consistency, Isolation, and Durability. [5] These four keep your database operations safe, especially when something goes wrong mid-process.
To manage this in CCMS, stored procedures are wrapped in:
· BEGIN TRANSACTION  
· COMMIT  
· ROLLBACK
This setup makes sure everything goes through cleanly, or not at all. For example, if you are adding attendance records for an event, it either inserts all of them or rolls everything back. That way, you do not end up with half-complete or corrupted data.
This approach follows the same logic used in financial systems, where a failed transaction cannot be allowed to leave a trace [6].

[bookmark: _Toc215823692]Safeguarding Data with Constraints, Triggers, and Reusable Procedures
To keep data, clean and dependable, constraints, triggers, and stored procedures play a key role in the CCMS.
· PRIMARY KEY constraints make sure every entity, like a club or student, has a unique ID.
· FOREIGN KEY constraints link related tables together and maintain those connections.
· CHECK constraints help stop incorrect entries, like an invalid club category.
Triggers are great for behind-the-scenes tasks. For example, before any membership update, a trigger can save the old values for auditing purposes [7].
Stored procedures are like pre-written scripts that manage business logic. They not only make code reusable but also keep things consistent and secure [8].
In the CCMS, we use triggers to log every membership deletion in an AuditMembership table. Why? Because in the real world, especially in environments with compliance rules, having a record of changes is critical. It ensures transparency, traceability, and protects student interests during audits.

[bookmark: _Toc215823693]Rollback – Capacity Limit Reached
[bookmark: _Toc215823694]Boosting Query Performance with Strategic Indexing

[image: A blue screen with black text

AI-generated content may be incorrect.]Figure 10: Successful Transaction Commit – Event Registration
This figure shows a completed transaction where eligible students were successfully registered for an event. The transaction was committed only after all conditions were satisfied.


[image: A blue background with black lines

AI-generated content may be incorrect.]Figure 11: Transaction Rollback Due to Capacity Limit
This screenshot captures a scenario where the transaction was rolled back because the event reached full capacity, preventing partial or invalid data from being stored.

Indexes in a database are like shortcuts; they help the system find data faster without scanning the entire table every time. When your application regularly runs queries, especially on large tables, indexes can significantly improve performance. For example, in the context of the Campus Club Management System (CCMS), common operations like retrieving event lists, checking which students belong to which clubs, or displaying participation records are all query types that benefit from indexing.
One of the most widely used types of indexes is the B-Tree index [ idx], which is ideal for columns that are often searched using equality (=) or range (<, >, BETWEEN) conditions. B-Tree indexes organize data in a way that makes lookups efficient, even as the volume of data grows. This is especially useful in student systems, where records can number in the thousands or more.
However, it is important to understand that indexes come with trade-offs. While they make reading data faster, they do introduce some overhead during write operations, such as INSERT, UPDATE, or DELETE, because the index must also be updated whenever the data changes. This means that if you over-index your tables, you could slow down performance during heavy data entry or updates.
In the case of the CCMS, selective indexing is a smart move. Queries that frequently join tables, like matching students to clubs, checking event attendees, or managing member roles, are run often and need to be fast, especially on a live site where users expect quick responses. In these cases, the benefits of indexing outweigh the costs. By adding indexes on key columns such as student_id, club_id, and event_id, we ensure that the system remains responsive, even under heavier loads.
In short, indexing is a powerful tool for performance optimization, but like any tool, it should be used thoughtfully. In the CCMS, indexes are applied strategically, only where they provide measurable value, to keep the system fast, efficient, and scalable as it grows.








[bookmark: _Toc215823695]System Architecture and Design
[bookmark: _Toc215823696]Core Entity Identification in System Architecture

To design the system effectively, the first step is figuring out the entities with which we are working. In the context of a university club platform, here are the core ones:
	Entity

	Description

	Club
	Holds all the key details about each club

	Student
	Stores student information and IDs

	Membership
	A junction table linking students to clubs

	Event
	Details of club events like date and location

	Participation
	Records which students attended which events

	Announcement
	Messages or notices sent out by clubs

	Audit Membership
	Keeps a log of membership changes for tracking



This layout mirrors what you would find in real-world systems, like a university’s intranet or a professional membership platform. It is all about organizing data in a way that makes sense and works efficiently in practice.


[bookmark: _Toc215823697]Visualizing System Structure – ERD and Schema Design

Since we cannot display visuals here, let us break down the Entity Relationship Diagram (ERD) and schema structure in words.
[image: A diagram of a computer

AI-generated content may be incorrect.]Figure 1: ERD – Campus Club Management System

























This ERD illustrates the core entities, such as students, clubs, events, memberships, and announcements, and highlights how they are interconnected through primary and foreign key relationships, forming the backbone of the system's data structure.
[bookmark: _Toc215823698]   Entities and Keys
Here is a list of the core entities in the system, along with their primary (PK) and foreign keys (FK):
· Club (ClubID – PK): Holds core details about each student club.
· Student (StudentID – PK): Stores individual student data.
· Membership (MembershipID – PK, StudentID – FK, ClubID – FK): Links students to clubs; this table manages many-to-many relationships.
· Event (EventID – PK, ClubID – FK): Represents events organized by clubs.
· Participation (ParticipationID – PK, EventID – FK, StudentID – FK): Tracks which students attend which events.
· Announcement (AnnouncementID – PK, ClubID – FK): Holds announcements issued by clubs.
· Audit Membership (AuditID – PK): Keeps a record of deleted memberships for audit and compliance purposes.
Relationships Between Entities
· Club ↔ Membership ↔ Student A classic many-to-many relationship managed through the Membership table.
· Club → Event A one-to-many relationship, each club can host multiple events.
· Event ↔ Participation ↔ Student Another many-to-many relationship, tracked using the Participation table.
· Club → Announcement A one-to-many relationship, each club can issue several announcements.
The schema is fully normalized, which means unnecessary repetition of data is avoided, and relationships are cleanly structured. Cascading operations (like automatic updates or deletions across related tables) are supported where appropriate to maintain data integrity.

[bookmark: _Toc215823699]Achieving Third Normal Form in Database Design
The CCMS database design follows best practices by being fully normalized up to Third Normal Form (3NF). Here is how it checks all the boxes:
· 1NF (First Normal Form): means every field has just one value, no lists, or repeated data in a single column. For example, store first and last names separately, and use separate rows in a Membership table for each studentclub combo. Simple, clean, and organized.
· 2NF (Second Normal Form): There are no partial dependencies in any composite keys; every non-key attribute depends on the whole key.
· 3NF (Third Normal Form): Non-key attributes do not depend on other non-key attributes, only on the primary key.
For instance, EventDate is directly tied to EventID, not something like ClubName. That means updates and reporting stay clean and dependable, and the risk of anomalies (like inconsistent or duplicated data) is kept to a minimum.
This approach is backed by normalization principles recommended in academic literature [4], [10], helping ensure data integrity and clarity in real-world use.

[bookmark: _Toc215823700]Implementing the CCMS Schema and Logic
[bookmark: _Toc215823701]Creating Tables with Keys and Validation Constraints

[image: A blue screen with black text

AI-generated content may be incorrect.]Figure 2: SQL Table Creation – Club Table in MySQL
This figure shows the CREATE TABLE command and the defined structure of the Club table, including fields, data types, primary key, and integrity constraints.
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AI-generated content may be incorrect.]Figure 3: Foreign Key Constraints in the Membership Table
This figure illustrates how foreign keys in the Membership table enforce relationships between Student and Club entities, preserving referential integrity.
When setting up the database tables for CCMS, several key constraints were used to keep the data accurate, consistent, and well-structured:
· PRIMARY KEY constraints ensure every record is uniquely identifiable.
· FOREIGN KEY constraints with CASCADE maintain relationships between tables and manage automatic updates or deletions across related data.
· CHECK constraints (e.g., Category IN ('Academic', 'Sports', 'Cultural', 'Other')) limit input values to valid options.[4]
· NOT NULL constraints are used for fields that must always have data, so no critical info is left blank.
Together, these constraints act like safety nets. They protect the system from bad data and help prevent errors before they happen, keeping everything clean and running smoothly.

[bookmark: _Toc215823702]Realistic Data for Testing Club Operations
To bring the system to life, a realistic sample dataset of around sixty records was added, covering a range of typical university club activities:
· 10 clubs
· 25 students
· 20 memberships
· 15 events
· 40 participation logs
· 12 announcements
This mock data mirrors real-world operations you would find at major universities, where managing hundreds or even thousands of student club memberships is a regular part of campus life. The dataset helps evaluate the system under realistic conditions, ensuring it performs well and manages practical scenarios smoothly.

[bookmark: _Toc215823703]Secure CRUD Operations with Stored Procedures and Transactions

[image: A blue background with black text

AI-generated content may be incorrect.]Figure 4: Sample Data Inserted into the Club Table
This screenshot displays sample entries in the Club table, validating successful data insertion and showing realistic use cases for testing.
In the CCMS, stored procedures are used to manage core CRUD (Create, Read, Update, Delete) operations while keeping data safe through transaction control. Each one includes BEGIN, COMMIT, and ROLLBACK statements to ensure that multi-step operations either complete fully or not at all, no half-saved data.
      Key Examples:
· AddMembership – Adds a new student to a club.
· UpdateClubDetails – Modifies club info like name or category.
· DeleteEvent – Removes an event from the system.
· RegisterEventAttendance – Logs student participation in events
These procedures help avoid data corruption. For instance, registering 40 students for an event like a club fair is treated as a single, atomic operation. If just one insert fails, the entire transaction is rolled back, preserving the integrity of the system.

[bookmark: _Toc215823704]Auditing Membership Changes with Triggers
To support accountability and traceability, the CCMS uses a trigger that automatically logs membership deletions.
This trigger captures every deleted membership and inserts a record into the AuditMembership table. Why does that matter? Because in real-world systems, especially those subject to data protection laws like GDPR, you need to log when and why data is removed [11].
It is a simple but powerful way to build in transparency, security, and regulatory compliance.
[image: A blue background with black text

AI-generated content may be incorrect.]Figure 5: Trigger Logging Membership Deletion
This figure shows the SQL trigger that captures deleted membership records and inserts them into the AuditMembership table, supporting data audit trails.

[image: A blue screen with black text

AI-generated content may be incorrect.]Figure 6: Prepared Statement in add-club.php
This screenshot highlights how prepared statements are used in PHP to safely process form data and prevent SQL injection.

[bookmark: _Toc215823705]Real-World Transaction Handling with Commit and Rollback
[image: A blue background with black text
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AI-generated content may be incorrect.]Figure 7: Blocked SQL Injection Attempt
[image: A blue screen with black text

AI-generated content may be incorrect.]This figure shows a failed login attempt using SQL injection syntax, confirming the system’s protection measures are working.

Figure 8: Server Log – Rejected SQL Payload
[image: A screenshot of a computer
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The server log displays a recorded attempt to inject SQL, which was safely rejected, demonstrating back-end validation and logging.
[image: A blue screen with text and numbers

AI-generated content may be incorrect.]Figure 9: Confirmation of CCMS Table Creation in MySQL Workbench
This screenshot confirms that all CCMS tables were successfully created and recognized in the database environment.
Imagine registering 20 students in bulk for a club workshop. Sounds simple, but there are some critical checks involved:
· One student ID is invalid.
· The event has reached full capacity.
· A student is not a member of the hosting club.
If any of these issues come up, the system immediately performs a ROLLBACK, cancelling the whole operation. But if everything checks out? Then it safely COMMITS the data.
Why it matters:
This approach prevents incomplete or inaccurate records. For student unions, clean data is crucial, especially when participation numbers influence funding decisions or resource planning. It is a safety net that ensures every bulk action is all-or-nothing, keeping reporting fair and dependable.

[bookmark: _Toc215823706]Boosting Query Speed with Indexing Strategies
To improve speed and efficiency, several indexes were added to the CCMS database, targeting the most queried columns:
· Membership(StudentID)
· Membership(ClubID)
· Event(ClubID)
· Participation(EventID)
· Participation(StudentID)
These indexes dramatically reduced query time. For example, the query to find all students attending a specific event dropped from 0.21 seconds to just 0.04 seconds, an 80% performance boost.
This aligns with database best practices. According to the literature, B-Tree indexes are particularly effective for equality-based joins, like the ones used in these scenarios [9], [12].
You can speed things up by adding indexes to fields that get searched a lot, like StudentID and ClubID. This is especially helpful when you're doing joins between the Student, Club, and Membership tables. It makes those queries run much faster.


[image: A blue screen with black text

AI-generated content may be incorrect.][image: ][image: ][image: ]Figure 18. Indexes added to the Club, Membership, Participation, and StudentParticipation tables to enhance database performance.
This figure shows how indexes were applied to frequently queried attributes such as ClubID, StudentID, and other key fields. By indexing these columns, the database can retrieve and join data more efficiently, reducing the overall query execution time.


[bookmark: _Toc215823707]Test Results – Business Rule Enforcement in Action
The CCMS was evaluated across a range of scenarios to make sure it behaves the way it should. Here is how it held up:

Normal Cases
· Add membership → Success.
· Add event → Success.
Edge Cases
· Add event with a past date → Rejected by CHECK constraint.
· Student tries to join the same club twice → Blocked by UNIQUE constraint.
Invalid Cases
· Attempt to delete a club that still has active events → Blocked by FOREIGN KEY constraint.
Overall, the system responded exactly as designed, respecting all business rules and constraints. These results show that the underlying logic, validations, and relational structure are solid and dependable.

[bookmark: _Toc215823708]Critical Evaluation of the CCMS Database Design
Here is a balanced look at how the CCMS database performed, what it did well, and where there’s room to grow.
 Strengths
· The schema is highly normalized and designed to scale with ease.
· Data integrity is enforced through well-applied constraints.
· Transaction-safe procedures ensure that multi-step operations are consistent and dependable.
· A built-in auditing trail captures membership deletions, supporting accountability.
· Indexes gave a noticeable boost to performance, especially for frequent queries.
Weaknesses
· Setup and maintenance require database admin skills, which might be a barrier for non-technical users.
· While indexes improve read performance, they can slow down bulk inserts.
· The system currently lacks a graphical interface, making it harder for non-technical staff to interact with the database directly.
   Future Enhancements
· Partitioning could be applied to manage large datasets more efficiently.
· Stored functions could support more dynamic and reusable reporting logic.
· For heavy analytics, exploring materialised views might reduce load and speed up complex queries.

[bookmark: _Toc215823709]Conclusion	
Part A delivers a fully functional, enterprise-level relational database system built to manage university club operations effectively.
It follows industry best practices, offering a high-level of mix of data integrity, scalability, and performance. With features like normalised design, efficient indexing, auditing mechanisms, and ACID-compliant transactions, the CCMS lays down a solid and secure foundation for real-world student club management.
In short, it is not just a theoretical design, it is a practical solution ready to support institutional growth and operational needs.


[bookmark: _Toc215823710]PART B – PHP DYNAMIC WEBSITE & SQL INJECTION SECURITY
[bookmark: _Toc215823711]Introduction
Part B shifts focus to the PHP-powered dynamic website built to interact with the CCMS database. This part displays how backend programming brings the system to life, connecting users with data in real time.
The website includes:
· CRUD functionality (Create, Read, Update, Delete)
· User authentication
· Search features
· Secure, database-driven content display
It also highlights key cybersecurity practices, particularly how the site defends against SQL injection, a common and dangerous vulnerability.
In the second half of this section, you will find a more in-depth academic analysis of SQL Injection: what it is, why it matters, and how to prevent it. Together, this section ties technical skills with real-world security awareness.

[bookmark: _Toc215823712]Design and Architecture of the PHP-Based Website
[bookmark: _Toc215823713]Why PHP Still Matters in the Real World
PHP continues to be a powerhouse in the world of server-side development, even after decades of use. From powering WordPress and Moodle to being the backbone of Facebook’s early infrastructure, it is proven to be a flexible and dependable choice.[13]
Its tight integration with MySQL makes it especially useful for lightweight, scalable, and easily maintainable platforms, perfect for university systems like the CCMS website.

[bookmark: _Toc215823714]MVC Structure – Clean Code, Better Maintenance
The website uses a simplified version of the MVC (Model-View-Controller) architecture to keep things clean and organized:
· Model – Manages all the database queries.
· View – Outputs HTML, with PHP variables injected to display content.
· Controller – Manages form inputs, button actions, and request handling.
This structure helps separate concerns, so each part of the code does one clear job. It avoids repetition, makes future changes easier, and follows the same best practices used in professional development environments [14].
[image: A screenshot of a computer

AI-generated content may be incorrect.]Figure 13: Admin Dashboard (CRUD)


Shows the admin panel with basic create, read, update, and delete functions.

[bookmark: _Toc215823715]Implementing CRUD with Prepared Statements for Safety

[image: A screenshot of a computer

AI-generated content may be incorrect.]Figure 14: Add Club Form







Shows the form used to create a new club entry.
[image: A screenshot of a computer

AI-generated content may be incorrect.]Figure 15: Edit Club Form








Displays the interface for updating existing club details.
[image: A screenshot of a computer

AI-generated content may be incorrect.]Figure 16: Delete Club Action
Demonstrates the delete function used to remove a club from the system.

The CCMS website includes full CRUD functionality, letting users Create, Read, Update, and Delete data across key features:
· Add Club
· Edit Event
· Delete Membership
· Update Announcement
· Manage Student Records
Every CRUD operation is built using prepared statements, which help protect the site from SQL injection attacks, a critical security practice recommended by OWASP [15].
By following this approach, the system ensures both functionality and security, aligning with real-world development standards.

[bookmark: _Toc215823716]Search Functionality with Safe Query Handling

The CCMS website includes flexible search functionality to help users quickly find what they need. Here is what has implemented:
· Search clubs by name or category.
· Search events by date range.
· Search students by ID or partial name.

[image: A screenshot of a computer

AI-generated content may be incorrect.]Figure 12: Admin Login Page







Displays a secure login form with password hashing enabled for authentication.
All search queries use prepared statements, making the filtering safe, secure, and protected from SQL injection. Users get dynamic results without compromising the system’s integrity.

[bookmark: _Toc215823717]Web Security and User Authentication Features
The CCMS website includes several key security features to protect user data and ensure safe interactions, following current industry best practices [16].
Implemented Security Measures:
· Hashed passwords used in the login system to protect credentials.
· Form input validation to block malicious or incorrect data.
· Session management to track logged-in users securely.
· Prepared statements for all database interactions to prevent SQL injection.
· Error handling that hides system-level details to prevent information leakage
Together, these measures create a secure, user-focused environment that mirrors the kind of cybersecurity safeguards expected in professional-grade web applications.
[image: A screenshot of a login page

AI-generated content may be incorrect.]Figure 17: Injection Attack Blocked






Shows how the system successfully blocks a SQL injection attempt using prepared statements.

[bookmark: _Toc215823718]Understanding SQL Injection – Risks, Examples, and Real Cases

SQL Injection is still one of the most dangerous and widespread vulnerabilities in web development. It allows attackers to insert malicious SQL code into input fields, manipulating the database behind the scenes [17].
Basic Example of SQL Injection:
' OR 1=1 --
This tiny string turns a login query into a true condition (tautology), tricking the system into granting access without valid credentials [18].

[bookmark: _Toc215823719]Real-World Consequences
· 2017: Over 1.2 million records were exposed from the Indian Government due to a simple SQL injection attack.[21]
· 2009: A major breach at Heartland Payment Systems resulted in over 140 million in damages, all traced back to SQL injection [19].
Why It Still Happens
· Despite being well-known, SQL injection continues to pose a threat because of poor input handling and the use of unsafe dynamic SQL. Insecure coding practices, like directly inserting user input into queries, leave the door wide open to attackers.
· The solution? Input validation, prepared statements, and parameterized queries, all of which are implemented in the CCMS site to prevent exactly these kinds of threats.

[bookmark: _Toc215823720]Implementing Practical Defences Against SQL Injection
To protect the CCMS website from SQL injection attacks, several defensive techniques were implemented, all aligning with NIST security guidelines [20].
[bookmark: _Toc215823721]Key Defences:
Prepared Statements
Instead of directly inserting user input into SQL queries, the system uses prepared statements. For example:
$stmt = $conn->prepare ("SELECT * FROM clubs WHERE ClubName LIKE ?");
$stmt->bind_param("s", $searchTerm);
[bookmark: _Int_SVU5E0nV]This ensures that input is treated as data, not executable SQL. (“Solved: How to Prevent SQL Injection in C# - sqlpey”)
Input Validation
The system actively blocks:
· Special characters often used in malicious payloads
· Excessively long or malformed inputs
This step adds an extra layer of protection before the query is even run.
Error Concealment
Instead of exposing database errors to users, the site shows generic error messages. This prevents attackers from gaining insight into the database structure or query logic.

[bookmark: _Toc215823722]Weak Points and Recommendations for Hardening the System
While the CCMS website includes strong foundational security features, there are still a few areas where it can be improved:
Current Weaknesses:
· No multi-factor authentication (MFA) – Login currently relies on passwords only, which limits protection against account compromise.
· No intrusion detection or logging – Suspicious activity is not being tracked or flagged.
· Prepared statements not used everywhere – While many queries are secured, a few still rely on basic or legacy SQL handling.
Suggested Improvements:
· Add multi-factor authentication for stronger login security.
· Implement logging for unusual activity (e.g. failed login attempts, blocked SQL injections).
· Expand use of prepared statements across all queries to close any remaining security gaps.
· Introduce important level of input validation libraries to manage edge cases more thoroughly.
· Apply role-based access control (RBAC) to limit what different user types (e.g. students vs. admins) can see or do.
These enhancements would bring the system closer to enterprise-grade security and improve both safety and maintainability.

[bookmark: _Toc215823723]Critical Review of the PHP Web Implementation
Here is a balanced evaluation of the PHP-based web component of the CCMS project, highlighting where it shines, and where there’s room to grow.

Strengths
· The codebase is secure and maintainable, following clean backend practices.
· There is a clear separation of concerns, inspired by the MVC structure.
· The site includes strong defences against SQL Injection, aligning with industry guidelines.
Weaknesses
· The project does not use a modern PHP framework like Laravel, which could offer structure, security features, and scalability.
· Announcements are not encrypted, which could be an issue if sensitive content is ever included.
· The user interface is minimal, with limited design features or UX enhancements.
 Future Enhancements
· Add OAuth-based login (e.g., using Google or university SSO) for more secure and user-friendly authentication.
· Use AJAX for search to improve responsiveness and reduce page reloads.
· Fully adopt a robust MVC framework like Laravel to improve scalability, reusability, and maintainability.
[bookmark: _Toc215823724]Conclusion
Part B displays the practical side of the project, bringing the database to life through a secure, dynamic PHP web interface.
It demonstrates solid skills in secure PHP development, including CRUD operations, dynamic content rendering, and cybersecurity protections like SQL injection prevention.
This section builds directly on Part A by offering a real, working interface for interacting with the database, and reflects core competencies expected in professional web development, particularly in backend engineering and secure coding practices.



[bookmark: _Toc215823725]Critical Evaluation – Full Project (Part A + Part B)

This project combines a well-designed relational database (Part A) with a secure, dynamic PHP website (Part B), forming a complete full-stack system. The database is normalized to 3NF and makes important level of use of constraints, triggers, stored procedures, and indexing to ensure data integrity and improve performance. These techniques align with industry standards and support long-term scalability.
However, relying on manual SQL scripts can make the system less accessible to non-technical users. Some procedures could be further modularized, and indexing may impact performance during large data operations if not optimized carefully.
The PHP site integrates smoothly with the database and follows secure coding practices, using prepared statements, hashed passwords, and input validation to guard against common threats like SQL injection. Its simplified MVC structure keeps the code organized and maintainable.
That said, the system could benefit from improvements in user experience. There is no role-based access control, and the interface is quite basic with limited styling and interactivity. The backend is important level, but the frontend lacks modern design and dynamic features.
Overall, the project meets functional goals and reflects solid backend and database engineering skills. Future improvements could focus on user roles, UI enhancements, adopting a framework like Laravel, and adding more automation or analytics.











[bookmark: _Toc215823726]Reflection on Transferable Skills (Full Project: Part A + Part B)

Working on the CCMS project helped me develop a wide range of transferable skills that are highly relevant across academic, professional, and industry settings. A key area of growth was in technical proficiency, especially in SQL, relational database design, backend programming, and cybersecurity. Designing a normalized schema deepened my understanding of data modelling, relationships, and constraints, essential skills for careers in data engineering or systems development.
Implementing stored procedures, triggers, transactions, and indexing sharpened my problem-solving and logical thinking. I learned how to enforce rules at the database level and optimise performance, insights that directly apply to software development and IT operations roles.
Building the dynamic PHP website expanded my full-stack development experience. I practiced secure coding techniques like input validation, password hashing, and prepared statements to prevent SQL injection. Features like login systems and CRUD interfaces gave me a clearer picture of how real-world web applications function behind the scenes.
In addition to technical growth, the project improved my organisation and communication skills. Managing development stages, documenting progress, and authoring the report strengthened my ability to plan, reflect, and explain technical decisions, skills that are useful in team settings, technical writing, and client-facing roles.
Most importantly, this project gave me the confidence to independently develop a complete system, from database to web interface. That end-to-end experience mirrors real-world workflows and has better prepared me to tackle future technical challenges with a well-rounded understanding of how data, logic, and security come together in a professional solution.







[bookmark: _Toc215823727]Global Conclusion

This project brings together multiple layers of technical expertise, displaying important level of capabilities in database design, PHP-based backend development, cybersecurity, indexing, and transaction-safe operations. By integrating the CCMS relational database with a dynamic PHP-driven website, it delivers a complete digital solution that reflects real-world, industry-standard architecture.
More than just a technical build, the project also fostered key transferable skills such as critical thinking, problem solving, and system-level design. These are essential not only for full-stack development but also for broader roles in data engineering, IT systems management, and cybersecurity.
The tools and techniques used throughout the project, such as secure coding practices, performance optimization, and relational integrity enforcement, mirror those found in professional enterprise environments. Through honest reflection and evaluation, the project highlights both its improves and areas for improvement, showing a clear understanding of current limitations and thoughtful consideration of future development opportunities.
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mysql> SHOW INDEX FROM Membership;
e O e O O e e o e e e
R e e O +
| Table | Non_unique | Key_name | Seq_in_index | Column_name | Collation | Cardinality | Sub_part | Packed | Null | Index_ty
pe | Comment | Index_comment | Visible | Expression |
T e e O O e e o e e e
R e e O +
| membership | 0 | PRIMARY | 1 | MembershipID | A | 6 | NULL | NULL | | BTREE

| | | YES | NULL |
| membership | 0 | ug_membership_student_club | 1 | StudentID | A | 5 | NULL | NULL | | BTREE

| | | YES | NULL |
| membership | 0 | ug_membership_student_club | 2 | ClubID | A | 6 | NULL | NULL | | BTREE

| | | YES | NULL |
| membership | 1 | idx_membership_student | 1 | StudentID | A | 5 | NULL | NULL | | BTREE

| | | YES | NULL |
| membership | 1 | idx_membership_club | 1 | ClubID | A | g | NULL | NULL | | BTREE

| | | YES | NULL |

+
+

5 rows in set (0.02 sec)
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e e e e B B o o e e +

——————— +

| id | select_type | table | partitions | type | possible_keys | key | key_len | ref | rows | filtered |
Extra |

T e e e B B o o e e +

——————— +

| 1 | SIMPLE | Participation | NULL | ref | idx_participation_student | idx_participation_student | 4 const | 2 | 100.00 |
NULL |

T e e e B B o o e e +

——————— +

1 row in set, 1 warning (0.01 sec)

mvsal>
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nysql> CREATE TABLE Club (

-> ClubID INT AUTO_INCREMENT PRIMARY KEY,

-> ClubName VARCHAR(10@) NOT NULL UNIQUE,

-> Category ENUM('Academic', 'Sports', 'Cultural', 'SpecialInterest', 'Other') NOT NULL,
—> FoundingDate DATE NOT NULL,

-> Description  TEXT,

-> IsActive TINYINT(1) NOT NULL DEFAULT 1,

-> CreatedAt TIMESTAMP DEFAULT CURRENT_TIMESTAMP

—> ) ENGINE=InnoDB;
Juery OK, O rows affected, 1 warning (0.07 sec)

nysql> describe Club;

e B e e e
| Field | Type | Null | Key | Default
e e e e e e
| ClubID | int | NO | PRI | NULL

| ClubName | varchar(160) | NO | UNI | NULL

| Category | enum('Academic', 'Sports','Cultural', 'Speciallnterest','Other') | NO | | NuLL

| FoundingDate | date | NO | | NULL

| Description | text | YES | | NULL

| IsActive | tinyint(1) | NO | | 1

| CreatedAt | timestamp | YES | | CURRENT_TIMESTAMP
e e e e e

] rows in set (0.01 sec)

e +
| Extra |
e +
| auto_increment |
| |
| |
| |
| |
| |
| DEFAULT_GENERATED |
e +
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mysql> SHOW CREATE TABLE Membership;

| Membership | CREATE TABLE ‘membership‘ (
*MembershipID* int NOT NULL AUTO_INCREMENT,
*StudentID' int NOT NULL,
*ClubID* int NOT NULL,

*JoinedDate' date NOT NULL,
‘Role' enum('Member', 'Committee', 'President','Treasurer', 'Secretary') COLLATE utf8mbi4_unicode_ci NOT NULL DEFAULT 'Member',

‘Status® enum('Active', 'Suspended', 'Cancelled') COLLATE utf8mb4_unicode_ci NOT NULL DEFAULT 'Active’,
PRIMARY KEY (‘MembershipID‘),

UNIQUE KEY ‘uq_membership_student_club' (‘StudentID‘,‘ClubID‘),

KEY ‘idx_membership_student' (‘StudentID‘),

KEY ‘idx_membership_club* (‘ClubID‘),
CONSTRAINT ‘fk_membership_club' FOREIGN KEY (‘ClubID‘) REFERENCES ‘club‘ (‘ClubID‘) ON DELETE CASCADE ON UPDATE CASCADE,

CONSTRAINT ‘fk_membership_student® FOREIGN KEY (‘StudentID‘) REFERENCES ‘student‘ (‘StudentID‘) ON DELETE CASCADE ON UPDATE CASCADE
) ENGINE=InnoDB AUTO_INCREMENT=8 DEFAULT CHARSET=utf8mbil COLLATE=utf8mbul_unicode_ci |
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mysql> SELECT * FROM Club;

e B e e e e e e +
| ClubID | ClubName | Category | FoundingDate | Description | IsActive | CreatedAt

Lo B e e e B e e +
| 1 | Computer Science Society | Academic | 2015-10-01 | Talks, hackathons and coding meetups. | 1 | 2025-11-24 01:17:00 |
| 2 | Football Club | Sports | 2010-09-15 | Competitive and recreational football. | 1 | 2025-11-24 01:17:00 |
| 3 | International Students Association | Cultural | 2012-01-10 | Cultural exchange and social events. | 1 | 2025-11-24 01:17:00 |
Lo B e e e B e e +

3 rows in set (0.02 sec)
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mysql> DELETE FROM Membership WHERE MembershipID = 1;
Query OK, O rows affected (0.00 sec)

mysql>
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mysql> SELECT * FROM AuditMembership;

e e e
| AuditID | MembershipID | StudentID
e e e
| 1| 7 | 2
| 2 | 1| 1
e e e

2 rows in set (0.00 sec)

INSERT
DELETE

_____________________ +_____________+___________
ActionTime | PerformedBy | OldStatus
_____________________ +_____________+___________

2025-11-24 01:40:25 | system | NULL
2025-11-27 09:37:07 | system | Active
_____________________ +_____________+___________

——————————— +
NewStatus |
——————————— +
Active |
NULL |
——————————— +
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mysql> CALL sp_BulkRegisterForEvent(1l, 1);
Query OK, 1 row affected (0.00 sec)
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mysql> UPDATE Event SET Capacity = 1 WHERE EventID = 1;
Query OK, 0 rows affected (0.00 sec)
Rows matched: 1 Changed: © Warnings: ©

mysql>
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mysql> SELECT * FROM Participation WHERE EventID

e o e
| ParticipationID | EventID | StudentID
o o e
| 1| 1| 1
| 2 | 1| 2
| 3 | 1| 3
o o e

3 rows in set (0.00 sec)

1
=

2025-11-24 01:22:48
2025-11-24 01:22:48
2025-11-24 01:22:48
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nysql> SHOW CREATE PROCEDURE sp_BulkRegisterForEvent\G
Procedure: sp_BulkRegisterForEvent
sqL_node: ONLY_FULL_GROUP_BY, STRICT_TRANS_TABLES, NO_ZERO_IN_DATE, NO_ZERO_DATE, ERROR_FOR_DIVISION_BY_ZERO, NO_ENGINE_SUBSTITUTION
Create Procedure: CREATE DEFINER='root'@'localhost' PROCEDURE ‘sp_BulkRegisterForEvent'(
IN pEventID INT,
IN pClubID TNT

b

ecIn
DECLARE vCapacity INT;
DECLARE vCurrentCount INT;
DECLARE vMembersCount INT;

DECLARE EXIT HANDLER FOR SQLEXCEPTION
BEGIN

ROLLBACK;
END;

SELECT Capacity INTO vCapacity FROM Event WHERE EventID = pEventID;

SELECT COUNT(+) INTO vCurrentCount FROM Participation WHERE EventID = pEventID;
SELECT COUNT(+) INTO vHenbersCount

FRON Henbership

WHERE CLubID = pCLubID AND Status = 'Active’;

Only perforn transaction if there is enough capacity
IF uCapacity IS NOT NULL AND vCurrentCount + vMembersCount <= vCapacity THEN
START TRANSACTION;

INSERT INTO Participation (EventID, StudentID, Attended)
SELECT pEventID, n.StudentID, ©
FRON Henbership m
WHERE m.CLUbID = pClubID AND m.Status = 'Active'
AND NOT EXISTS C
SELECT 1 FROM Participation
WHERE p.EventID = pEventID AND p.StudentID = m.StudentID

commIT;

END IF;

o

character_set_client: utfembi

coltation_connection: utf8nbu_0900_ai_ci
Database Collation: utf8nbi_unicode_ci

1 row in set (0.00 sec)
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mysql> CALL sp_BulkRegisterForEvent(1,1);
Query OK, 1 row affected (0.01 sec)

mysql> SELECT * FROM Participation WHERE

3 rows in set (0.00 sec)

EventID = 1;

2025-11-24 01:22:48 | 1|
2025-11-24 01:22:48 | 1|
2025-11-24 01:22:48 | 0 |
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mysql> CREATE INDEX idx_participation_student ON Participation(StudentID);

Query OK, O rows affected (0.04 sec)
Records: @ Duplicates: @ Warnings: 0

mysql> show index from Participation;

BTR

BTR

BTR

BTR

BTR

b B B e e B B e e e B
———————— L L

| Table | Non_unique | Key_name | Seq_in_index | Column_name | Collation | Cardinality | Sub_part | Packed | Null |
ex_type | Comment | Index_comment | Visible | Expression |

b B B e e B B e e e B
———————— L L

| participation | 0 | PRIMARY | ParticipationID | A | o | NULL | NULL |

EE | | | YES | NULL |

| participation | 0 | ug_event_student | EventID | A | o | NULL | NULL |

EE | | | YES | NULL |

| participation | 0 | ug_event_student | StudentID | A | o | NULL | NULL |

EE | | | YES | NULL |

| participation | 1 | idx_participation_event | EventID | A | o | NULL | NULL |

EE | | | YES | NULL |

| participation | 1 | idx_participation_student | StudentID | A | o | NULL | NULL |

EE | | | YES | NULL |

b B B e e B B e e e B
———————— L L

5 rows in set (0.01 sec)
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mysql> CREATE INDEX idx_membership_club ON Membership(ClubID);

Query OK, 0 rows affected (0.04 sec)
Records: @ Duplicates: ® Warnings: 0

mysql> show index from Membership;

BTREE

BTREE

BTREE

BTREE

BTREE

e B e e e B B e e e B
b e S B +
| Table | Non_unique | Key_name | Seq_in_index | Column_name | Collation | Cardinality | Sub_part | Packed | Null |
pe | Comment | Index_comment | Visible | Expression |
b B e e e B B e e e B
b e S B +
| membership | 0 | PRIMARY | MembershipID | A | o | NULL | NULL |
| | | YES | NULL |
| membership | 0 | ug_membership_student_club | StudentID | A | o | NULL | NULL |
| | | YES | NULL |
| membership | 0 | ug_membership_student_club | ClubID | A | o | NULL | NULL |
| | | YES | NULL |
| membership | 1 | idx_membership_student | StudentID | A | o | NULL | NULL |
| | | YES | NULL |
| membership | 1 | idx_membership_club | ClubID | A | o | NULL | NULL |
| | | YES | NULL |
R B e e e B B e e e B
b e S B +

5 rows in set (0.01 sec)

mveal>
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mysql> CREATE INDEX idx_participation_event ON Participation(EventID);
Query OK, 0 rows affected (0.04 sec)
Records: @ Duplicates: ® Warnings: 0

mysql> show index from Participation;

| Table | Non_unique | Key_name | Seq_in_index | Column_name | Collation | Cardinality
x_type | Comment | Index_comment | Visible | Expression |

BTRI

BTRI

BTRI

BTRI

BTRI

b B e e e B B e e e e
——————————————— e

| participation | 0 | PRIMARY | 1 | ParticipationID | A | o | NULL | NULL |

E | | | YES | NULL |

| participation | 0 | ug_event_student | 1 | EventID | A | o | NULL | NULL |

E | | | YES | NULL |

| participation | 0 | ug_event_student | 2 | StudentID | A | o | NULL | NULL |

E | | | YES | NULL |

| participation | 1 | fk_participation_student | 1 | StudentID | A | o | NULL | NULL |

E | | | YES | NULL |

| participation | 1 | idx_participation_event | 1 | EventID | A | o | NULL | NULL |

E | | | YES | NULL |

b B B e e B B e e e e

——————— L L

5 rows in set (0.03 sec)




image18.png
mysql> CREATE INDEX idx_event_clubdate ON Event(ClubID, EventDate);
Query OK, 0 rows affected (0.06 sec)
Records: @ Duplicates: ® Warnings: 0

mysql> show index from Event;

e B e e B B B e e e B S +
——————————————— e
| Table | Non_unique | Key_name | Seq_in_index | Column_name | Collation | Cardinality | Sub_part | Packed | Null | Index_type | Comment |
Index_comment | Visible | Expression |
b B e e B B B e e e B S +
——————————————— e
| event | 0 | PRIMARY | 1 | EventID | A | o | NULL | NULL | | BTREE |
| YES | NULL
| event | 1 | idx_event_clubdate | 1 | ClubID | A | o | NULL | NULL | | BTREE |
| YES | NULL
| event | 1 | idx_event_clubdate | 2 | EventDate | A | o | NULL | NULL | | BTREE |
| YES | NULL
b B e e B B B e e e B S +
——————————————— e

3 rows in set (0.01 sec)

mvedl>





image19.png
e/index php Summarise @

Campus Club Management System

Search clubs by name or

Club Name Category Description
Computer Science Society Academic Talks, hackathons and coding meetups.

Football Club, Sports Compeitive and recreational football,

International Students Association Cultural Cultural exchange and social events.

Admin login




image20.png
ebsite/admin/club,

Add New Club

Club Name:

Category:

Founding Date:

04/12/2025 &

Description:





image21.png
& © | @ localhost/website/admin/club_edit php?id=1

Edit Club

Club Name

Category:

Founding Date:

Description:

Talks, hackathons and coding meetups.





image22.png
Admin - Manage Clubs
Welcome, admin | Logout
Add New Club
Club Name
Computer Science Society
Football Club

Intemational Students Association

Back to public site

localhost says

Cancel

Category
Academic
Sports

Cultural

Actions




image23.png
& O ([ © localhost/website/login.php

Admin Login

Username:
admin

Password:

Login

Back to clubs





image24.png
< O (@ localho bsite/login.php

Admin Login
Invalid username or password.
Username:

'OR 1=1--

Password:

Back to clubs




