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1. Introduction
This report will document the research and implementation of a Bring Your Own Device (BYOD) configuration on a business network. BYOD is becoming increasingly popular in the present day. It means that the end device being used on a network is owned, maintained and used by the owner. This poses a challenge to the IT administrator as they must be sure that the devices are protected from potential security threats as if it were a device owned by the establishment themselves. This also poses an issue as any device can carry malicious code that could penetrate a networks security and put all other users at risk. There will be research, implementation and results/findings included in this report.

2. What is BYOD?
BYOD is bring you own device, sometimes known as Bring You Own Technology (BYOT). It is a service in which a company or establishment allows staff members, students and even members of the public to use their own devices/technology to connect to their network. BYOD is becoming increasingly popular as technology progresses and is expected to continue to grow and grow as there are studies to show there are many benefits to productivity and even cost, but it should be noted that this is not always the case [1].

3. Why use BYOD?
BYOD can have some benefits to a business ranging from IT costs, to employee productivity. When an employee has a choice of what device they can use in the workplace ranging from smartphone to laptop they are usually more motivated and more productive [2]. BYOD can also, in some cases, be more cost effective for the business as they do not have to keep buying new equipment and licenses, also employees are more likely to look after the device if they own it which in turn reduces maintenance costs. Finally, the owned technology is more likely to be up to date compared to what the IT department would offer to every person individually which means faster processors and better security such as fingerprint or facial recognition [2].
	Not only is BYOD useful in a business environment but it is also a great way to get students to be more productive with their work, as they can transfer home work to the learning environment easily and continue where they left off without downloading of transferring data and documents between devices [3].

4. Policy
4.1 Authorisation
· All devices that are personally owned must be authorised for use by the Hyper Fort IT department.
· All devices must be configured to meet Hyper Fort policy guidelines.
4.2 Use
· If you are using a personal device, you must follow the Hyper Fort policy guidelines.
4.3 Authentication
· Users are required to complete an authorised authentication process (Device passcode, fingerprint etc) to gain access to the device.
· it may be required to have application passcode on company sensitive information as well as the compulsory device passcode.
· After 3 failed passcode attempts the device will trigger a remote wipe to save any company sensitive data from being breached.
· To prevent unauthorized access to the network, devices that have been approved for use will have a form of authentication to identify the device to establish a connection.
· The User can only access Hyper Fort services once the device has been correctly authenticated as an authorized for use device.
4.4 Protection of data
· Any data that is stored on a personal device must always be protected from online and offline attacks. Some of the guide lines are as follows:
· Strong passcodes (at least 6-character pin, or fingerprint)
· All cloud storage must be disabled unless it is managed by the company.
· As the connection from personal devices will be through untrusted networks a VPN must be used when connecting.
4.5 Updates
· It is compulsory to update the device as soon as update become available to increase device security.
· Only devices that are supported by the manufacturer can be authorised for use within the Hyper Fort network.
· Hyper Fort will keep a list of authorised devices and users for BYOD.
4.6 Application Management
· To manage applications on personal devices Hyper Fort will be using a Mobile Device Management (MDM) System.
· Hyper Fort will determine what applications are required for company activities.
· When sensitive data is accessed Hyper Fort will limit what applications can access the data, this will be done using MDM system.
4.7 Malicious Code Protection
· To increase security and protection against malicious code Hyper Fort will list what devices are permitted ad BYODs.
· The permitted devices must permit security patches and updates to be installed as soon as it is available.
· The permitted devices must enable Hyper Fort to use MDM on the device.
4.8 Incident report
· All users must report incidents on their BYOD as if it were a Hyper Fort device.
· All devices Must be configured to receive a remote wipe. By default, this will include all company applications of files on the device, if this is not possible the whole device shall be wiped.


5. Implementation

The task that has been taken on is to create a network topology of what a Bring Your Own Device network would look like and how it would perform. It will also show the level of security that should be used to keep all the different personal owned devices secure on the network but to also to keep the network secure from the devices too. This topology has been created using cisco packet tracer.
There will also be MDM (Mobile Device Management) software that will be used to manage the devices remotely do ensure the best security both to user and company.

6. [bookmark: _GoBack]MDM

Mobile device management is a piece of software that allows administrators to control and enforce policies on different end devices on a network. It is used to keep devices and network both safe and working well in the network. This because increasingly popular after the release of the Apple iPhone in 2007 which bought the BYOD trend which increased the interest in MDM software [4].
	The MDM that has been chosen for use in this report is IBM MaaS360, this has been chosen because it has several characteristics that would make it appeal to a BYOD network and policy. It is easily used with multiple different operating systems and also allows over the air device enrolment, so devices can be managed without any hardware to install.






7. Results

When attempting to create network topology using Cisco Packet Tracer it was swiftly discovered that there were a few different security measures that would need to be implemented and configured to ensure the safety and security of the network for all parties involved. Firstly, the firewall was the first layer of security that has been used and should be used on almost all networks. This was not configured correctly in the topology due to lack of knowledge in the software and networking. Secondly, it has been attempted to create a three-tier hierarchal model in the topology as stated by Cisco ‘Cisco Three-Layer network model is the preferred approach to network design’ [5].
	The data that is retained by Hyper fort from connected mobile devices should only be basic information such as IP address, device name and possibly any application that tries or does interact with company documents. One of the biggest potentials for data leakage when devices leave the office and are returned to personal homes would be if there is company data still stored on the device and the potentially connect to and unsecure network, theft or even a genuine mistake from the owner could cause a data leakage.
	There is always concern of blending personal and business use of a personal device when in the office. A good way of countering this is the devices could be monitored to know when the company applications or data is being used, this way it would not intrude onto the user’s personal life or data, but it would still show when work is being carried out and if it is being done correctly.
	Furthermore, a big obstacle to overcome is to decide how different devices that all have different operating systems and different applications on user devices all need to be managed and controlled in the same way with the same level of security across all platforms. This is achieved by selecting a MDM that can operate on most of the world leading brands and operating systems of modern devices, this will ensure that regardless of the device brand or operating system they will all be maintained with a high level of security and always meet the expected standards. 
Finally, a strategy had to be concocted that would deal with a device being no longer used in the office network, this could be because of an employee leaving or something simple like theft, loss or device failure. In which case, Hyper Fort would need to ensure that their data would always be safe from a potential leakage or theft of data, this would again be achieved by the use of an effective MDM as devices can be remotely wiped of company data, this can be done to remove only the company sensitive data or failing this, a total wipe of the device.
	
8. Conclusion
In conclusion, it is believed that BYOD can both increase productivity and moral when such a service is implemented into a business environment and using the latest available security software and network design there is also a high level of security maintained even on personal devices that are owned and maintained by a non-IT professional. The BYOD framework that has been implemented is a fairly poor example of how it would be connected and configured within a business, this is due to lack of proper knowledge and skill with the packet tracer software. If the skills that were required were available there would be a fully configured Firewall and VPN service on the network to ensure a high level of security, but the firewall is unconfigured and the VPN is not shown in the topology. However, with this being stated, it is believed the topology provided can show a basic outline of how the network should be laid out using Cisco three-tier hierarchical system to give multiple layers to the network and ensure it is reliable and robust. Finally, BYOD is believed by the author to be a great addition to any establishment or business and help increase happiness and workload.
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