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[bookmark: _Toc26698821]Introduction

[bookmark: _GoBack]To define and compare the main encryption standards, the paper will give both a broad definition of encryption and cryptology more specific definition with regard to network and data transfer in modern communication systems.

It will discuss the need for encryption and cryptology with modern day data communication, before finally detailing the main types of encryption standard.


[bookmark: _Toc26698822]What is Network Encryption and Cryptology

Cryptography was can be described as the art and science of protecting data and securing it from being viewed. 

It makes data in all its formats illegible and unintelligible from being read or copied by use of an encryption process to scramble the data being communicated and a reverse process Decryption to unscramble the data to make it intelligible to bone fide recipients. [1]

Cryptology has been utilised since ancient history from ancient Egyptians hieroglyphs , to the most widely known the story of the German World war II communication device  the Enigma machine, which encryptions were cracked by Professor Turing and the Bletchley park code breakers.


The purposes of encryption were postulated in [1] and can be listed as :-

· Confidentiality 
· Authentication.
· Integrity Non-Repudiation.
· Access Control 







Figure 1 main cryptology algorithms [2]
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The 3 main types of encryption keys as detailed by [3].  Being Symmetric or secret Key, Asymmetric or Public Key and Hash. 

For symmetric and Asymmetric the modus operandi is simply to taken plaintext from the sender create a cypher text when sending data and at the recipient end decrypt the cypher text back into plain text. Hash Functions look at the data validity and authenticity of the data in the message.

Symmetric Private secret Key Encryption

Symmetric key use a single for both the encryption and decryption algorithms use the same key for encryption and decryption. There are 2 main ways of encrypting within the protocol stream and block cyphers, they are distinguished by the size of data encrypted, Block takes a fixed sized block and encrypts where Stream encrypts one byte at a time. [3] [4]

Several encryption standards use a symmetric key  DES ( The data encryption standard was developed in the 1970’s. It uses a series of 16 substitution and transposition cycles to mask the original input text to the cypher text and to decrypt in the same manner. It is uses a 64 bit key tis small key size however means it is insecure being first broken in 1997 [4]

Given the weakness of DES in 1999 another encryption algorithm was designed by 2 Belgian cryptologist Rijmen and Daeman 

The new Algorithm named the Advanced Encryption standard . In comparison with DES it used the same Confusion and diffusion techniques to create the cypher text, and has ability to utilise a 256k bit, size in encryption matters and as such it is a more difficult key to break. [4]








[bookmark: 8]Public Key or Asymmetrical Algorithms


Asymmetrical or Public key algorithm employs 2 keys. A private secret key and a public key, which is freely available. One key is used to encrypt the plaintext the other to decrypt [2] The keys use a mathematical relationship called one way functions link them 

A well used Public Key algorithm is the Rivest-Shamir-Adelmen ( RSA) system. This uses the number theory and prime numbers. [4]

In essence multiplier prime numbers is a very easy process, However the inverse of this factoring back to the prime numbers especially is the numbers are very large is a very difficult task and this difficulty is what the RSA used to provide encryption and decryption processes. [4]


[bookmark: 9][bookmark: 10]Hash Functions


Symmetrical and Asymmetrical algorithms looked at have looked at securing the data and ensuring secrecy and confidentiality.

However if algorithms codes are broken and the data being transmitted is changed, this change if not recognised  may well create serious issues of disinformation


Hash Functions algorithms are one way encryption there is no Key per se but a hash value based on the plaintext content is generated, this hash ensures that if the transmission is intercepted the file if tampered with would not match the hash value that was sent with the data, It is as described Digital fingerprint algorithm [2] [4]

One of the best known of the hash function algorithms is the SHA or The Secure hash Algorithm.SHA-3 is the current SHS algorithm. Created in 2012 by the Keccak group it can support hash outputs up to 512 bits
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There are 3 main encryption algorithms each has a place in an overall Network cryptology within network security

 symmetrical algorithms due to their bit size key are less secure though that bit size means speed of encryption and decryption up to 10,000 times faster than  Asymmetrical algorithms. [4]

Asymmetrical keys with their two key protocols and key bit length are more secure and more likely to be used currently

Hash Functions such as SHA  look primarily at authenticity of the message and can be used in conjunction with other algorithms which can seal the data message and the  Hash Function can ensure the message  cannot be modified without the sender and recipients knowing

.
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A) Secret key (symmetric) cryptography. SKC uses a single key for both
encryption and decryption.
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B) Public key (asymmetric) cryptography. PKC uses two keys, one for
encryption and the other for decryption.
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C) Hash function (one-way cryptography). Hash functions have no key
since the plaintext is not recoverable from the ciphertext.




