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Abstract
The data centres and cloud computing are becoming gradually popular due to the ease of provisioning the computer resources with VMs. As indicated in the different academic surveys and government publishing, energy utilisation of computing units within a data centre comprises a significant operational cost. As per the given case, the architecture of UWTSD needs to be redesigned for the purpose of centralising the overall IT operations and equipment. The proposed architecture will be able to ensure efficient management of the hardware components. The delivery of such an application model will remove any need for executing or installing cloud applications in the user’s system, which will not only enable ease of maintenance but also utmost centralisation. Additionally, the data centre should be designed in such a way that it is able to support day-to-day operations. In this regard, we have to also consider that the overall architecture is cost-effective combined with the highest concern for energy consumption. In addition to this, all the metrics associated with design, scalability, security, fault tolerance, performance and energy efficiency based on the current assessment and future possibilities with the proposed CS model. The fundamental structure of the cloud system will be followed by hybrid cloud adoption where companies such as Google, Microsoft and Amazon will provide the public cloud and private cloud will be formed by the collaboration of the various institutions under UWTSD. In addition to this, the system flow model in the proposed structure shows how the different application software, ERP system, database systems and data centres will be integrated within the different layers of UI, IaaS, SaaS and PaaS. The sustainability aspect of the model will be maintained by adopting DVFS as the main approach for power consumption and management.
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[bookmark: _Toc38201108][bookmark: _Hlk38200415]Introduction
In the next generation of IT business and IT industry, “cloud computing (CC)” is seen as a fast-paced technology, which affirms to provide reliable “Infrastructure as a service (IaaS)”, hardware and software delivered over remote data centres. The advent of “cloud services (CS)”, with CS providers such as Amazon, Google and Microsoft have made its mark in being a powerful architecture for performing large-scale complex computing operations with different types of IT functions ranging from application services, database and storage functions. This has drawn an increased attention for analysing, storing and processing large amounts of datasets [14]. A consistent, objective among the data centres have been identified with the need to build a storage infrastructure with a minimum cost, energy efficiency, performance-oriented computing and commodity components [31]. One of the chief aspects of big data security relates to integrity. Similarly, the integrity provides authorisation only to the desired users, thereby preventing any misuse of data. The information stored in the cloud data centres, enables the users to manage and store their data with the proliferation of “cloud-based applications (CBA)”. It is also crucial to ensure that user data in the cloud is correct. As the authorised parties are not able to physically access the data, it is essential for the cloud to provide a mechanism for ensuring data integrity [4]. 
The purpose of this study emphasises on the concept of how data centre relates to wider understanding of CC, thereby critically evaluating its current as well as future advancements. In the recent times, ICT is seen with an exponential growth, which is expected to grow at a rapid pace in the future as well. However, the manufacturing and application of ICT have to go through a large amount of resource and electricity consumption. In 2006, ICTs were seen to contribute 2% GHG emissions, which is similar to that of the aviation industry.  The discourse of the study also emphasises on sustainability aspect. The overall analysis for designing the data centre is based on the idea of centralising IT operation [16]. The proposed structure for the data centre will support day-to-day operations and will focus on energy usage and management, scalability, fault tolerance, design, security and performance. The evidence of each study will be supported with practical application and deployment of the theories, techniques, models and methods.
[bookmark: _Toc38201109]Design of the architecture
	The designing of data centre for UWTSD needs to consider the appropriate CS deployment model and CS model. In this regard, the proposed CS deployment will be based on a combination of public and private cloud. A private cloud is a CC which is managed by one organisation or any form of CC which ensures that an organisation is isolated [29]. On the other hand, a public cloud is identified as an external and publicly available cloud environment which can be accessed by any user for free or pay per use criteria [28].  A hybrid cloud is viewed as an amalgamation of both private and public cloud. The CS model will allow the users of the cloud to efficiently use the data centre by processing the information into four layers of “User interface (UI)”, SaaS, IaaS and PaaS. The designing of the architecture will further comprise of three modules, namely log database of the users, security and service management [25].
	As per the given case, the architecture design for the cloud data centre needs to suffice the purpose of centralising the overall IT operations and equipment. The hybrid CC infrastructure will permit the use and management of ICT infrastructure by all the Institutes of UWTSD as well as the students and potential students. In addition to this, based on the recent research, it can be seen that a hybrid cloud model would be appropriate for satisfying the infrastructural requirements of faculties, researcher and students on a global scale with its adaptability to specific hardware configuration for a particular task. The use of IaaS will further allow UWTSD to store and retrieve files through a remote virtual hosting server. [7]. 
The expected users of CS will mainly comprise of faculty, students, staff, Administration Department, HR, admission department, library and IT department. The resources which can be shared by multiple institutes under UWTSD will be placed at the data centres of “UWTSD hybrid cloud (UWTSDHC)” which will be made available to all the hosted institutes. The University needs to also purchase the registrar system follow up with the hybrid cloud implementation system. A single copy of the registrar system will be deployed to the UWTSDHC to ensure cost minimisation. The proposed UWTSDHC interface will range from UWTSD private cloud (UWTSDPC) to the service providers of public cloud. The cloud service will be taken from Microsoft (Office Web Apps and Office 365), Google (Chromebooks and Google Apps for Education), Amazon (AWS Cloud) and Cisco (Collab9’s UCaaS platform) [7].
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Figure 1: Expected users of CS in UWTSD
Source: Adapted from [7]


The overview of proposed hybrid cloud for UWTSD is illustrated below as follows:
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Figure 2: Proposed users of CC in UWTSD
Source: Adapted from [2]
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Figure 3: Proposed hybrid CS in UWTSD
Source: As created by the author
	The adoption of UWTSDHC should be done when there is a peak in the user demand and increased data storage capacity is needed. In addition to this, the proposed datacentre deployment based on cloud architecture will lead to adding of the desired services in relevant layer (IaaS, PaaS or SaaS) through the interface [12]. This architecture will be conducive to “Quality of service (QoS)” when students try to implement more multimedia content. Therefore, whenever there is an increased need for video streaming, UWTSD would be able to make better use of its underlying ICT infrastructure.
The implementation and management of private cloud will be done in collaboration with the other institutes and academics under UWTSD such as the Academy of Sinology, Swansea College of Art, WIAV etc. The list given below shows the different providers of both public and private cloud for the institution.
	Providers of CS
	CS name

	Microsoft
	· Office Web apps
· Office 365
· Microsoft dynamics
· Microsoft Azure

	Amazon
	· AWS Cloud (Only Public Cloud)

	Google
	· Chromebooks
· Google Apps- Calendar, email and documents

	Cisco
	· Collaboration and communication platform with Collab9’s UCaaS [23]



	The UI layer will be mainly designed for accessing any data which is suitable for potential students and e-library for the existing students and faculties. The SaaS “cloud computing service (CCS)” should be implemented in areas wherever the software-based cloud services need to be accessed by the admin department, students, classes, staffs and faculty. The IaaS layer would be most applicable wherever the data centres need to be accessed by the developers, servers, IT department and researchers. The PaaS layer will be only suitable for accessing data during execution and any need of information by the database developer [3].
[bookmark: _Toc38201110]Scalability of the architecture
	Scalability refers to the capability of the cloud layer to expand its threshold of software service delivered in a particular architecture. The performance of the CS is often determined by the testing and measuring the scalability of CBA or “cloud-based software services (CBSS)” [1]. The scalability is of prime importance to focus on cost minimisation and increasing the flexibility. The scalability aspect of the model will ensure that UWTSDHC is able to increase and scale down the computing needs as per the service demands in different layers of CS.
“Data de-duplication approach (DDA)” will be used for ensuring that the implementation of CS is consistent and scalable across all the layers. It also focuses on overall consistency of the data. As the CS model will focus on keeping only one copy of each data, even if this is shared among several users, the institution will be able to efficiently utilise its cloud storage. The data de-duplication method is the process of examining an I/O or dataset at a sub- file level for sending unique data. The terminology of what is duplicate is based on the technique used to avoid, evaluate, track and identify duplication.
	DDA approach is most suitable in situations when the database needs to focus on energy efficiency and space saving. The process should include evaluating data, investigating redundancies, updating reference information, transmission of unique data and reading or reproducing data [27]. The aforementioned scalability technique will be suitable for focusing on load scalability, space scalability and space-time scalability [9]. The scalability options will be exercised by the database admin at UWTSD. The de-duplication may take place in the WAN optimisation appliances such as VTL, NAS and SAN.
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Figure 4: Deployments as per customer situation
Source: Adapted from [27]
	UWTSD needs to ensure the implementation of DDA in file level de-duplication and block level de-duplication. The file level is determined with the redundancies in the data in various files, thereby eliminating these replications and improving storage space. The block level de-duplication needs to be determined the redundancies which are to be eliminated in particular data blocks. The file will be for the decomposed into smaller blocks which will be of fixed size. This will allow us to calculate the boundaries of the blocks in a simplified manner, thereby improving the efficiency of deduplication [30].
[bookmark: _Toc38201111]Security of the architecture
The security aspect of CS determines the level of vulnerability in the CC platform as per the selection of delivery and deployment model. Some of the common types of security attacks on the cloud environment include DDoS such as Smurf attack, IP spoofing attack, botnet-based attack, tear drop attack and PING of death attack. Additionally, there may be several types of “cross site scripting (XSS)” attack [22].
	The security of the CC system has a pivotal role to ensure not only fault tolerance, but also efficiently mitigating malicious attacks on the system. In terms of security, perspective, the ICT infrastructure needs to be secured against unauthorised access thereby avoiding redundancy. Additionally, the security issues may affect the cloud user in terms of authorisation, availability and authentication of data. As the cloud service will be mainly implemented for viewing multimedia content, UWTSD is highly prone to XSS attack [17].
	Deployment of Hybrid CC model will ensure that, in security concerns such as security -related threats and fear of privacy can be avoided as the sensitive data will be owned and managed by institutes and academics under UWTSD such as the Academy of Sinology, Swansea College of Art and WIAV. The cloud service providers and the owners and managers of private cloud in UWTSD needs to take countermeasures such as an end to end encryption which will ensure that the data in the cloud model travels through various geographical locations. Additionally, the scanning of malicious activities for the end-to-end encryption is recommended as the university needs to allow important data to be added as an exception in the firewall. It is important for the cloud provider to take appropriate measures in validation of the cloud consumer so that the CS providers take necessary precautions to prevent important cloud features to be used for the purpose of malicious attacks. Additionally, securing the interfaces and APIs needs to be ensured for mitigation of vulnerability, automation, management and orchestration [24].  
In instances, when there is loss of data without any human error or any risk arising from third-party API, it is the responsibility of database administrator to monitor and ensure proper security services are put in place for the CS. The cloud vendor selection as a deciding role in ensuring utmost protection, integration, management, security and flexibility in the infrastructure. The protection function will ensure that there is no compromise with the approach of data preservation in the data centres. The management function is associated with securing services for recovery, archive, backup and replication. The integration function is concerned with rapid development and improve mobility. The security aspect will be able to ensure that highest integrity is maintained with the data. The flexibility will be particularly important for providing services related to e-learning and distance learning [8]. In the proposed hybrid CS model for UWTSD, the security is implemented among the three modules which ensures consistent prevention of vulnerability in UI, IaaS, SaaS and PaaS. It is also the responsibility of the users to determine whether the security profile is maintained for each workload.	
[bookmark: _Toc38201112]Fault tolerance of the architecture
“Fault tolerance (FT)” is identified as the technique to keep active power and reliability in the cloud data centre architecture, thereby ensuring failure recovery, improved performance and lower cost of operation [21]. The various approaches to make a fault resistant architecture involves three phases. These include redundancy measures, policies for tolerance and load balancing of fault tolerance [11]. In the proposed CS model for UWTSD, the data de-duplication approach for scalability can pose considerable challenges for deploying fault tolerance in the systems. It is therefore necessary to consider the expectations of the users associated with reliability and at the same time reducing storage costs. 
The emphasis on the FT approach needs to be adopted with an augmented focus to resolve issues pertaining to complex workflows. In addition to this, there needs to be appropriate metrics for evaluating the overall robustness in the cloud system. The metrices used for the assessment of benefits pertaining to FT approach should be taken into account with total cost and achieved reliability. The network topology designs, and routing methods of the data centres should be particularly designed for ensuring efficient FT techniques. The proposed architecture will enhance reliability of the real time systems. Furthermore, apart from tracing the fault in the system, the FT approach will be also conducive to measure any negative impact of consequence in the task workflow as a result of performance variation in the virtual components in the data centre.	
	It is necessary for the system admins and the developers to propose a robust algorithm which can be scheduled through the approach of elastic resource provisioning associated to the workflows in the cloud environment. The resource provisioning comprises of optimisation of QoS metric cost and dynamically adjusted against the total number of VM instances for ensuring completion of the workflow within a certain period [5]. The main goal of such a mechanism would be based on completing high priority jobs within a restricted timeline. UWTSD will implement this approach in four stages, namely pre-processing of the workflow, workflow admission control, task scheduling and elastic resource provisioning. UWTSD also needs to develop a proactive FT metric for locating and predicting the exact reasons for faults in the cloud [26]. 
	The implementation of aforementioned FT techniques will ensure that the system is tolerating and preventing faults which may take place either due to software or hardware failure. This ensures that our FT approach is consistent among all the layers of CS model. The deployment of such an FT approach will allow UWTSD to enhance availability, failure recovery and reliability among all the sources of data centres.
[bookmark: _Toc38201113]Performance of the architecture
	The performance is that criteria of FT in CC which confirms the efficiency of the system. However, the performance is vulnerable to inherent issues owing to scaling of a system [16]. Accessing the data centres by CC architecture allows the students to share collaborative environment for learning, permit universal right to exclusive documents and a common ground to interact with faculties and classmates in an online environment [6]. As the usage of CS in an educational setting can influence the superior performance of the students, it is important to focus on system efficiency to support the same. There also exists a direct relationship between rapid expansion of technology and institution’s budget. Moreover, the instability in the economy has created a number of challenges for UWTSD is associated with the performance of a system due to pressure on income, increased cost, and competition [3].
	The scaling, security and FT approach will ensure a performance boost to a certain extent. As per the aforementioned approaches UWTSD will offer more options in learning for the students, facilitate a stronger cloud learning environment and improve administrative efficiency. In addition to these measures, UWTSDHC will also reduce cost by making best use of economies of scale among all the cloud users and inculcate cost proficiency by following pay per use policy which will be based on resources consumed. The public cloud service providers such as Amazon will allow the institution to take advantage of rapid development, improved mobility and leverage mobile computing [8]. The CS model of UWTSD will further focus on buffer capacity, which will ensure buffering of the requests in a temporary memory, if the server is not able to handle an enormous flow of requests. As several requests will be rejected, UWTSDHC will experience a lesser toll on the system performance.
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Figure 5: Transmission of information in normal state
Source: Adapted from [20]
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Figure 6: Proposed cloud request model for UWTSD
Source: Adapted from [20]
	It is important to focus on performance issues, particularly when the average response time for requests is increasing. Performance issues as per the proposed model should consider the number of IOPS. In addition to this, the performance evaluation will be required in situations where a percentage of CPU utilisation is very high, and the number of requests denied per unit is increasing.
	The performance of CBA is seen as one of the core responsibilities of the users in the cloud and it also depends on the ability of the Central IT team to forecast the need for resource utilisation and debate the real-time demand for the application. It is the responsibility of the IT team to ensure applications are able to get the required resources for performing as per user request [8].
	The proposed performance initiatives will enable the CS model in improving overall response time, throughput and elapsed time for processing requests. In the SaaS layer, the performance boost will be directly perceived by the users of CBA. In the PaaS the performance boost will be indirectly perceived by the users as this will be based on the reliability of the technical service which is provided through scalability and availability of middleware [32].
[bookmark: _Toc38201114]Energy use and management of the architecture
Energy use is a subsection of performance measures which is associated with the power consumption of entire cloud system [10]. The energy efficiency will be ensured with DVFS techniques for power management. DVFS relates to adjusting the frequency and power settings of computing devices for efficient resource allotment and optimisation of tasks thereby maximising performance. As the clock frequency of the processor is reduced, less voltage is supplied in all the layers of CS model. The main objective of implementing such a strategy would be to reduce the power consumption. 
	The hybrid cloud architecture of UWTSD is susceptible to high energy consumption pertaining to limited control over the CBA and user request. The execution of workload with minimum energy wastage does become very crucial for sustainability. The implementation of DVFS is most relevant to the suggested cloud architecture of the institution as the data centres are accessed through both virtual components and physical components in the proposed model. Therefore, such a technique will allow the VMs posted by physical components to reduce the energy [25].
	The server motherboard will be assembled with an Intel Xeon Gold range of multicore processors which will allow the DVFS to monitor and manage the power consumption of individual cores. The workload planning for energy consumption will be conducted in two stages, namely workload scheduling and slack recovery. In the schedule generation phase, the task graphs will be rescheduled as per the DVFS-empowered, which will enable energy saving and meet both time and energy limitations in the meantime. In the phase of slack reclamation, the DVFS ensures that there is a limit put on electric vitality utilisation of undertakings for timetable generated in different schedulers [19]. The technique of DVFS will be able to make a trade-off between performance and energy consumption, thereby making use of a novel consolidation algorithm which is aware of the frequency while allocation of the workload in the UWTSDPC and public cloud hosted by various service providers. The DVFS enabled CS model will utilise the heuristic scheduling algorithm to perform the tasks. The objective of energy consumption will be finally achieved by merging the inefficient processors, thereby reclaiming redistributes tasks and slack time. Several other theorists have supported the benefit of adaptive algorithm to reduce the energy consumption and make use of a feedback loop for controlling the voltage level and usage of the servers [18]. UWTSDPC will implement such an algorithm using a LINUX kernel which will further adhere to the SLA [15].
	The focus on energy consumption should be more when the physical components of the ICT infrastructure are generating excessive heat, this calls for the need to allocate workloads as per the temperature of physical machines. The IT team is responsible for implementing the DVFS in the data centre comprising of both virtual and physical components. In this way, the proposed architecture will be able to ensure that the education cloud and the public cloud delivers the data with minimum power consumption [13].
[bookmark: _Toc38201115]Conclusion
The proposed architecture in the cloud data centre of UWTSD has focused on different parameters of CS architecture. We have been able to discern the present situation as well as the possible developments which can be made through the proposed cloud model. In terms of design, we have proposed a model where resources can be shared by multiple institutes under UWTSD which will be placed in the data centres of UWTSDHC. The cost efficiency will be ensured by deploying a single copy of registrar system. As per the current situation we can see that the expected users of the data centres would range from Administration Department, HR, IT, library, faculty and students. The hybrid CC infrastructure will be conducive to gain a better control in authorising the user process requests from the cloud. This will act as one of the main initiatives, ensuring security of the CS model. The private cloud hosted by institutes and academics under UWTSD will be also able to ensure a fault-tolerant system by not depending on a single access point. Additionally, UWTSD will be able to take advantage of the technological developments by the public cloud servers such as AWS Cloud and Microsoft Azure.
The scalability will be implemented by DDA approach which will ensure energy efficiency and space saving as this will be implemented in both file level and block level. In terms of security, the hybrid CC model will be able to take care of DDoS attack. However, in order to ensure prevention of XSS attacks, UWTSD will take the help of end-to-end encryption. The proposal report further shows how FT approach needs to be adopted with an augmented focus to resolve issues associated with intricate workflows. This will be done by adopting the technique of elastic resource provisioning. This will allow cloud optimisation through QoS metric cost and dynamic adjustment against the total number of VM instances for ensuring completion of the workflow within a certain period. The main criteria for performance enhancement will be ensured by introducing buffer capacity technique which will ensure buffering of the requests in a temporary memory, if the server is not able to handle an enormous flow of requests. Furthermore, DVFS will safeguard energy efficiency in the system by workload scheduling and slack recovery.
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