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Dwr Cymru Welsh Water (DCWW) are the industrial partner for this project as they are my employers. As DCWW are a water company, they are classed as critical national infrastructure (CNI) as without water companies working to process water to a potable level there would be disarray within the country as it would have a detrimental effect on society as additional infrastructures would be affected such as the NHS. Due to the importance of CNI, alerting systems to aid in the protection of such organisations are highly beneficial. Therefore, this project is to provide an alerting tool to be trialled, improved, and used within the organisation before being shared with other water industries within the UK. 
I have been with DCWW since January 2019 working within their cyber security team and have experienced our team grow and develop whilst increasing our capabilities and monitoring as a team. I spent almost 5 years in their Security Operations Centre (SOC) as a cyber analyst and have recently transitioned into the Engineering team as of November 2023. Whilst I am still a cyber analyst, I am tasked with managing processes and identifying issues and whether they can be resolved. As the cyber threats are always present any cyber security team must be expected to be vigilant and respond to alerts for both incidents and exploitable vulnerabilities. This means that alerting tools are a valuable asset to any cyber security team.




[bookmark: _Toc163571288]2. Background to the Proposed Research

Critical National Infrastructure (CNI) has always been classified as at risk due to the impact that it can have on social, health and transport. If a CNI industry such as a water and sewage company is targeted there is the possibility of not only making people ill, but there is the risk of fatalities especially if the chemical dosing is altered. This paper will examine the criticality and effects of having cyber threat intelligence (CTI) with a closer focus on CNI.
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Aims
To create a solution that enables organisations to automatically generate alerts for threats which can either be reviewed manually or automatically with the goal of minimizing the risk threats posed.
The solution will generate Cyber Threat Intelligence (CTI) alerts to enable an organisation to quickly respond to critical threats and to allow less-critical threats to be monitored, managed, and mitigated in line with the dedicated Service Level Agreements (SLAs) that an organization has. 
The solution will also be and be able to produce reports based on the type and Threat score along with some details regarding the threat actor and be able generate reports suitable for board members.

Objectives

1. Develop a parsing and processing system capable of efficiently handling data from various sources, including security blogs, Twitter, and other relevant platforms.
2. Implement a notification system to generate alerts via email, SMS, or dedicated Teams channel upon the detection and processing of data from these sources.
3. Integrate a reporting mechanism that can report identified risks along with their assigned Common Vulnerability and Exposure (CVE) scores.
4. Design a flexible and easily amendable application assets list for vulnerability assessment purposes.
5. Enable the generation of daily, weekly, and monthly reports to provide insights into the security posture and threat landscape.
6. Provide suggestions for Service Level Agreement (SLA) based on the severity of identified threats categorized as critical, high, medium, or low.
7. Explore the feasibility of producing reports on threat actors by analysing observed threats and the Indicators of Compromise (IOCs) they employ.
8. Ensure the system does not automatically generate lists regarding the tools, software, and hardware existing within the estate, maintaining manual oversight for this process.
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[bookmark: _Toc163571292]4.1.1 Philosophy
	 
The Positivism philosophy emphasizes empirical observation and measurable phenomena. It relies heavily on quantitative data and aims to establish causal relationships between variables. Therefore, in this project, a positivist approach could be useful for aspects such as generating reports based on quantitative metrics like CVE scores, frequency of alerts, and SLA adherence. Quantitative data analysis can provide clear, objective insights into the severity of vulnerabilities and the effectiveness of response measures. Thus, positivism would be particularly relevant when analysing statistical trends in threat data, assessing the impact of security measures, and measuring the efficiency of the system in processing and responding to alerts.
On the other hand, the phenomenology philosophy focuses on understanding subjective experiences and the meanings individuals assign to them. It involves qualitative research methods such as interviews, observations, and textual analysis to explore human perceptions and interpretations. Whilst the primary focus of the project is on processing and analysing quantitative security data, there may also be value in understanding the qualitative aspects of security incidents and threat actors. For example, investigating the motivations and tactics of threat actors, or understanding the human factors influencing response to security alerts. A phenomenological approach could be beneficial for generating reports on threat actors based on qualitative insights gathered from analysing threat intelligence sources, security blogs, and social media. It could help uncover patterns in adversary behaviour and provide context for understanding their actions beyond just numerical metrics.
Due to this I am going to pursue a mixed method approach as it combines elements of both positivist and phenomenological philosophies, allowing me to leverage the strengths of both quantitative and qualitative methods.
In the context of this project, a mixed method approach would enable a comprehensive understanding of the security landscape. It would allow for the quantitative analysis of security metrics and trends, while also exploring the qualitative aspects of threat intelligence and human factors influencing security outcomes. By combining quantitative data analysis with qualitative insights, the project can provide a more holistic understanding of security risks, enhance the accuracy of risk assessments, and inform more effective response strategies.
In summary, while the project primarily deals with processing and analysing quantitative security data, incorporating qualitative insights through a mixed method approach can enhance the depth and comprehensiveness of the analysis, leading to more informed decision-making in cybersecurity operations.
[bookmark: _Toc163571293]4.1.2 Approach
	
The approach for this project would be mainly an inductive approach, this is because the inductive reasoning involves moving from specific observations to broader generalizations and theories. It begins with collecting and analysing data, identifying patterns or trends, and then formulating hypotheses or theories based on those observations.
In the project, an inductive approach would involve collecting and analysing security data from various sources such as security blogs, Twitter, and threat intelligence feeds. Through this process, patterns and trends in security threats, vulnerabilities, and attacker tactics could be identified. The inductive approach aligns well with the project's objectives of parsing and processing information from diverse sources, assessing vulnerability via application assets lists, and generating reports on threat actors. It allows for the discovery of emerging threats and trends that may not be immediately apparent. By starting with specific data and observations, the project can develop a nuanced understanding of the security landscape, enabling more targeted responses to emerging threats.
The advantages of using an inductive approach are flexibility, the use of real-world data and discovery of insights.  Inductive reasoning allows for flexibility in exploring various sources of data and adapting to evolving threat landscapes. This flexibility is crucial in cybersecurity, where new threats emerge rapidly. By starting with real-world data and observations, the inductive approach ensures that conclusions are grounded in empirical evidence, enhancing the credibility and relevance of the findings. Inductive reasoning can lead to the discovery of novel insights and patterns that may not have been anticipated at the outset of the project, enriching the understanding of security threats and vulnerabilities.
There are disadvantages that can come with using the Inductive approach and they are a bias as well as generalisation. To mitigate bias in the analysis, it's important to ensure that data collection methods are rigorous and transparent. Employing multiple sources of data and diverse analytical techniques can help in cross-validating findings and reducing the influence of bias. While inductive reasoning allows for the generation of hypotheses and theories based on specific observations, care must be taken not to overgeneralize findings. It's important to contextualize conclusions within the scope of the data and acknowledge any limitations or uncertainties.
This project can incorporate elements of both deductive and inductive reasoning, depending on the specific objectives and stages of analysis. Whilst the majority to be used in this project is going to be inductive the use of deductive reasoning may be employed when generating reports based on predefined criteria such as CVE scores and SLA suggestions. The inductive reasoning would be utilized in analysing diverse sources of security data to identify emerging threats, assess vulnerability trends, and understand threat actor behaviours. By combining these approaches, the project can leverage the strengths of each method to provide a comprehensive and nuanced understanding of the security landscape, while mitigating the limitations inherent in any single approach.
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4.1.3.1 Literature Review

Whilst the majority of CNI have a segregation between their operational technology (OT) and their IT estates, this segregation can also leave organisations open to attack if not properly configured or managed. Some OT sites are at a greater risk as the Supervisory Control and Data Acquisition (SCADA) software, application and architecture are utilising older operating systems as they are often not upgraded after implementation due to the cost and architecture that exists and relies on them. Due to this the Cyber Security Risk Management (CSRM) for CNI even more challenging.
CTI can be gathered from both open-sourced intelligence (OSINT) and from threat intelligence platforms (TIP).  Whilst TIP’s utilise OSINT sources they also can provide dark web monitoring as well as additional analysis however this is not always affordable for businesses. There are CTI and Threat Intelligence Platforms but none that specifically are targeted for CNI usage therefore my solution will consider the OT threats that Dwr Cymru Welsh Water (DCWW) may be affected by as well as the IT threats. This can be done by creating a tailored list that could be applied to any water industry to provide alerting that enables the reactive response timeframe to be minimised.
 The SANS cyber threat survey response [5] indicates that “the leading use was for threat detection (89%), followed by threat prevention (77%), threat response (72%) and threat mitigation (59%).” It also implies that any organization that are focusing too heavily on threat prevention often struggle with detection and response elements that occur in an incident.  Whilst [6] CTI is predominantly seen as a primary data driver for the detection of threats found in their estate however the most beneficial CTI is the indicators of compromise (IoC) especially when used with the tactics, techniques, and procedures (TTP). 
[1] Emphasises that there is necessity for industries to share CTI however there is a “lack of focus on how CTI information can support the CSRM activities” this is also due to attacks being more sophisticated and multi-vectored. Which is also backed up by the attacks seen against the Ukraine power grid [4] targeting CNI SCADA along with the 2013 Rye dam attack [3] which specifically targeted the floodgate of the Bowman Avenue Dam. 
As CNI are not only vulnerable from OT and SCADA attacks as well as IT attacks such as the recent 2023 MoveIT automated attack from Clop [7], but this also emphasises the need for a tailored CNI alerting tool that can be utilised within the water industries. As SCADA are Industrial Control Systems (ICS) that provide a supervisory-level control over a machine or industrial process [8] their versatility means that they can be found in numerous CNI settings as well as in manufacturing processes – this means that they are likely to have vulnerabilities.  Loshin’s [9] SCADA system architecture as shown in figure 1, below, conveys the depth at which SCADA operates and from such it enables the visualisation of how a threat can impact a SCADA system as well as the  
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[bookmark: _Toc163570072]Figure 1 - SCADA system architecture.

Trend Micro’s zero-day initiative [8] indicates that vulnerabilities are known in SCADA and they are likely to be present for some time. Whilst this does not indicate whether mitigations are possible for these vulnerabilities alerting and monitoring systems would be required to ensure that the SCADA and ICS systems are not being exploited. With technological advancements cyber threats against SCADA are becoming more prevalent by exploiting elements such as weak IT and OT segregation [9] along with a lack of maintenance and weak protocols. Depending on the SCADA system it is likely that there may be elements that are exposed to the internet that sites such as Shodan may show vulnerabilities [9]. These known vulnerabilities can be mitigated via hardening and the appropriate monitoring of the devices however attacks that might circumvent the security controls are often not monitored as it would require a dedicated cyber threat analyst or an automated reporting system that is specifically looking for these exploits in the wild to enable an organisation to monitor and alert on the specific IoC’s.
With the constantly changing landscape in the field of Cyber Security means that organisations are regularly at risk of cyber threats and whilst this can vary depending on the services, data and applications that they use. This means that businesses must be on constant alert to be able to respond reactively when such incidents are identified. Whilst this is not always feasible for many organisations to respond promptly resulting in delays responding to incidents involving cyber threats especially if they don’t have a security operation centre (SOC) or a hybrid SOC.
CNI’s need for a dedicated and tuneable alerting system is highlighted from the sources reviewed in this document and if it is sharable amongst water industries it would strengthen the security postures and reactive response times in relation to the alert notifications. Having a shared tool that would allow for alerts to be received, reviewed, and added to reports whilst it would have some deviance in the initial response to such an alert would allow and organisation to assess the applicability as not all CNI especially in the water industry use the same systems or SCADA. Ensuring the input from customisable lists would allow organisations to tailor the alerts that they see which would grant flexibility as to the alerts received.


[bookmark: _Toc163571295]4.1.4 Risks & Limitations

Several external factors could potentially prevent the success of the project, including:
1. Technological limitations or rapid advancements in cybersecurity threats and technologies may outpace the capabilities of the project's parsing, processing, and analysis systems. To prevent this, I will also continuously monitor technological developments, stay informed about emerging threats and vulnerabilities, and regularly update and enhance the project's systems and algorithms to adapt to evolving security landscapes.
2. Data availability and quality can also impact the success of the project relies on the availability and quality of data from various sources such as security blogs, Twitter, and threat intelligence feeds. To address this, I should look to establish partnerships with reputable data providers, implement data validation and quality assurance processes, and explore alternative data sources if necessary.
3. Regulatory and Compliance Requirements: Legal and regulatory constraints, such as data privacy laws and industry standards, may impose limitations on the collection, processing, and sharing of security-related data. I will look to ensure compliance with relevant regulations and standards, implement robust data governance policies and procedures, and seek legal guidance if needed to navigate complex regulatory environments.
4. Resource Constraints: Limited budget, time, and human resources may hinder the project's ability to achieve its objectives within the desired timeframe and scope. To mitigate resource constraints, I will aim to prioritize tasks and allocate resources efficiently, seek funding opportunities or additional support from stakeholders, and leverage open-source tools and collaboration to maximize productivity.
If things do go wrong, I can employ several strategies to work around potential obstacles; The use of Contingency Planning and developing contingency plans and alternative strategies to address unforeseen challenges or setbacks, such as technical failures, data breaches, or regulatory issues can be used to maintain open communication and collaboration among team members to quickly identify and respond to issues as they arise. The use of Iterative Development can be used to embrace an iterative development approach that allows for incremental improvements and adjustments based on feedback and lessons learned from previous iterations. This will utilise regular review sand reassessments of the project objectives, priorities, and resource allocations to ensure alignment with evolving needs and circumstances. The stakeholder engagement including engaging with the relevant parties and stakeholders such as the end-users and industry partners, to solicit feedback, gather insights, and foster collaboration in addressing challenges and identifying solutions. The use of risk management and utilising robust risk management practices to identify, assess, and mitigate potential risks throughout the project lifecycle. This enables DCWW to maintain a proactive stance towards risk mitigation by regularly monitoring and updating risk registers, developing mitigation strategies, and allocating resources to address high-priority risks.
As with any projects there are limitations which may include:
1. Scope Limitations: The project may be limited in scope to specific types of security threats, vulnerabilities, or data sources, potentially excluding certain categories of threats or sources of information. To address this limitation, I will clearly define the scope and objectives of the project, prioritize key areas of focus, and remain open to expanding or refining the scope based on evolving requirements and feedback.
2. Technical Limitations: Technical constraints, such as limitations in computing power, data storage capacity, or software capabilities, may impact the project's ability to process and analyse large volumes of data efficiently. To overcome technical limitations, I should leverage scalable and adaptable technologies, optimize algorithms and data processing workflows, and explore cloud-based solutions or distributed computing architectures to enhance scalability and performance.

[bookmark: _Toc163571296]4.1 5 Ethical Issues
	
There are several ethical considerations and potential risks associated with conducting research in the field of cybersecurity, particularly when dealing with sensitive data and information related to threats, vulnerabilities, and attack tactics. 
The main ethical issue would be regarding the leaking of business information which could impact DCWW as an industry. Whilst the majority of information being used is open sourced there are some static lists that are going to be used to focus the alerts on more relevant or affected applications. The handling of such lists would require an NDA or suitable redacting. The handling of sensitive data related to security incidents, vulnerabilities, and threat intelligence requires strict adherence to data privacy and security protocols to prevent unauthorized access or misuse of information. Therefore, I must ensure that appropriate measures are in place to safeguard the confidentiality and integrity of data.
There is the possibility of retaliation from threat actors as such engaging in cybersecurity research, particularly investigations into threat actors and their tactics, may inadvertently increase the likelihood of retaliation from malicious actors or criminal organizations as we are strengthening our security posture against their attacks.
There is the repetitional risk to DCWW as conducting research in cybersecurity carries the risk of reputational harm if findings are misinterpreted, misrepresented, or leaked to the public or media. Therefore, any products of this project must be closely controlled and monitored to limit and mitigate the risk of reputational damage.
To mitigate these ethical issues and risks, researchers should adhere to established ethical guidelines and best practices, such as obtaining ethical approval from institutional review boards, maintaining transparency and integrity in their research methods and reporting, and prioritizing the safety and security of themselves and the business involved in the research process. Additionally, collaboration with industry partners and stakeholders can help address ethical concerns and ensure responsible conduct throughout the research lifecycle.
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4.1.6.1 Validity

Based on how DCWW and our cyber team operates there was a gap noted when a member of our team left as he frequently checked and had alerts for relevant CTI sources. By approaching this problem and investigating it through a similar means as to how it was manually performed, this could be considered a good way to investigate this problem and to build the solution from.

4.1.6.2 Reliability
	
It is unlikely that a different researcher from our team would come up with a different result however we now have more confirmation tools at hand so can confirm the validity of such alerts generated by the potential solution.

4.1.6.3 Generalisability

The situations that the results will apply to are narrow and specific. This is because the solution is an alerting system which will generate and parse information based on the sources it reviews. Due to its specificness, it means that there is the potential for this to be shared with other CTI and specifically water industries in the UK as part of an initiative to encourage CTI sharing amongst the industry.

[bookmark: _Toc163571298]4.1.7 Data Evaluation Methods
4.1.7.1 Data Collection
	
The data that I plan to collect is Open source and is often referred to as OSINT. This is because it is freely available on the internet. I plan to collect this data through using an API to look at a list of specific sources at designated intervals. 
As I am using OSINT, we will need a minimum of 10 reliable sources and will also explore multiple source platforms such as X (formally named Twitter) as well as reputable cyber security news sources. Due to the amount of potential sources available there should be no issues with not collecting enough data.

4.1.7.2 Data Evaluation
The data will be analysed against a static list of applications on the estate which will be separated into IT and OT applications for providing suitable alerting. 
There will need to have validation and verification performed on the data to ensure that the data is suitable for the use. This also includes the evaluation of the relevance of the data to the research objectives and the specific security challenges being addressed. This allows for DCWW to review and consider whether the data provides meaningful insights into our threat landscape, vulnerabilities, and attacker tactics.
I will use a variety of statistical analysis techniques to better understand and identify which methods of analysis will best present the information required by the organisation. I will mainly utilise descriptive and time series analysis to identify any patterns including the frequency analysis and trend analysis. It may become necessary to construct and train a machine learning algorithm to aid in classifying and predicting the potential security threats. These analytical techniques will be adjusted and tweaked depending on the data received. This also covers the use of visualisation techniques as they will help to communicate the findings more effectively across the wider business if required and can aid in decision making within the team.
[bookmark: _Toc163571299]4.2 Development Methodology

This project focuses on creating an appropriate alerting system that can be tuned to our software and hardware requirements to enable us as a business to have greater visibility and awareness of threats that are being use and vulnerabilities that are being exploited.
By enabling greater visibility and awareness we can in turn increase the monitoring, detection, and remediation timeframes by utilising the CTI gathered. Whilst initially there is likely to be a lot of noise from ingesting data from multiple sources over time this will be tuneable either by removing unnecessary sources or by applying additional tuning.
Therefore, this project will have an increased start-up impact both financially and employee-time required however once it is out of its development phase and into a live environment there will be many benefits that can be reaped. As this project will belong to DCWW there is the potential for us to work with other water companies to enable them to build out a similar platform based on the findings.
The development of this alerting tooling will utilise applications that we have at DCWW as well as the OSINT that is freely available. The development of this project will occur over 3 main workflows with the fourth being the evidence gathering and formal presentation of the proposed solution.
As mentioned, this project will have 4 main workflows. Flows one, two and three are using a waterfall development life cycle and will use the waterfall method. Whilst workflow 4 will be present throughout the project as creating the final document will require evidence generated from each of the workflows and will also require a working demonstration of the CNI Alerting system.
In the first workflow it will be focused on getting a single OSINT data source to pull and be analysed correctly. Once this is completed the analysis and testing of the workflow can begin prior to building upon it as part of workflow 2 which will incorporate multiple sources of OSINT. Workflow 3 will focus upon the analysis output and creating reports for the organisation which are aimed at three main areas, our SOC team, the wider cyber security team and finally for the board members of DCWW. 

[bookmark: _Toc163571300]4.2.1 Software Development Methodology OR Other Relevant Major Methodology

This project is using an agile development lifecycle however when displayed on the Gantt chart it also has a waterfall life cycle especially as there are quality gateway reviews in place to ensure that any issues that are encountered as part of the project are either recorded, mitigated, or resolved prior to entering the next stage of development. By ensuring there is a testing period in each workflow, it ensures that the produced product works well prior to moving into the next phase where additional functionality will be added into the project.

[bookmark: _Toc163571302]5 Resources and Planning
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Cloud resources will be used as part of this project I will explore constructing this tooling in Azure Logic Apps.
[bookmark: _Toc163571304]5.2 Software Resources
	
I will be utilising Azure logic apps and the use of the Kusto Query language (KQL) to create the basis of the monitoring tool and to create the templates for the reports to be created as part of the reporting elements.

[bookmark: _Toc163571305]5.3 Information Resources

The external data required will be from open-sourced intelligence, this will take the form of several reputable cyber security sites and extending to X (Twitter) and Threads. This list of sites is already being confirmed with the relevant team to ensure that all relevant sources are monitored.
[bookmark: _Toc163571306]5.4 Human Resources
	
I will be utilising our SOC team during parts of the testing phases to ensure that the product of this project is suitable and meets their needs to enable an enhanced response time to threat and vulnerabilities. Their feedback and experience of this tooling will be invaluable to the development of it as they will be the primary recipients to the alerts and report that are generated.
[bookmark: _Toc163571307]5.5 Project Plan
	
For this project, I will create an application that searches the specified sources every 10 -15 minutes and parses the information gathered into threat actors as well as vulnerabilities and the risk they pose to us based on information given.
The project must have the ability to:
· Parse and process information
· Generate alerts by either email, SMS or to a dedicated teams channel upon the detection and processing of data from the sources
· Report a risk with the assigned CVE score
· Process information and ingest from a variety of sources such as security blogs or Twitter
· assign a SLA suggestion based on the threat posed such as critical, high, medium or low.

The project should have the ability to:
· Generate reports for daily, weekly and monthly reports
· Assess vulnerability via an application assets list which should be easily amendable and updatable.

The project could have the ability to:
· produce reports on threat actors based on threats seen and the IOC’s they use

The project won’t have the ability to:
· automatically generate lists regarding the tools, software and hardware that exist on the estate
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[bookmark: _Toc163570073]Figure 2 - Gannt Chart of project.


[bookmark: _Toc163570078]Table 1 - Workflow and Quality Gates
	Workflow
	Date
	Item being quality checked
	Requirements to progress

	1
	3-10th of June
	Single Source Alerting
	Correct pull of data and deliverance into a dedicated Teams Channel

	2
	15-18th of June
	Multi Source Alerting
	Correct pull of data from multiple sources and deliverance into a dedicated Teams Channel

	3
	30th of August to 3rd of September
	Adaptive Reporting
	Reports Generated and sent to channel and email box

	4
	19th of July to 1st of September
	Final Draft and Evidence Review
	Completion of Delivery documentations
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