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1.0 [bookmark: _Toc214390078][bookmark: _Toc215687373]Introduction
The following report will be researching what health and safety means in an engineering environment, the legislation and regulations that have been implemented to ensure safety, modern risks and how they have changed over the years, how to negate and prevent them, as well as what skills and knowledge an engineer must have to deal with these issues.
I will be reflecting on my own personal experience and how that links into my research, outlining the necessary steps and precautions that were adhered to when conducting the lab work in the workshop, and then the wider role of how engineers and the industry require collaboration, teamwork, ethical awareness, different organisational structures and communication. I will cover the codes of conduct and frameworks around engineering principles and how they shape how engineers work and make decisions.





2.0 [bookmark: _Toc215687374]Health & Safety 
Health & Safety in engineering is vital for the safety of the employees and workers, and is now an essential part of any workplace, especially in workshops and laboratories where there are higher levels of risk that require prior training and awareness of the potential hazards. During a practical conducted in the workshop, individuals had to outline how to stay safe and minimize risk whilst conducting the engine strip and consider the laws imposed for health and safety. There were a few main hazards involved in the disassembly and reassembly of the engine that required mitigation, such as the use of PPE like Steel toe boots to prevent injury from falling engine components and a clear tidy work environment with correctly stored tools and parts to prevent trip hazards. These hazards are covered in the Health and Safety at Work Act 1974- legislation, (Health and Safety at Work Act 1974) which protects employers and employee’s health, safety, and welfare through providing a safe work environment by ensuring there is training, regular checks and enforcement in place. As well as this, anyone in a work environment should keep in mind the ‘COSHH’ or Control of Substances Hazardous to Health regulations (HSE n.d.), when near or managing potentially dangerous substances. It is a set of rules designed to protect workers from health risks posed by hazardous substances in the workplace, it states that employers must create an inventory of all the substances present in a workspace that could prove dangerous if handled incorrectly. It also involves risks assessments that judge the individual levels of danger and how to eliminate or reduce risk where possible. For example, when carrying out an engine strip, food and drink is prohibited to avoid contamination or mix-ups where engine oil or degreaser could be ingested, both of which are known carcinogens (HSE n.d.)









[bookmark: _Toc215687375]	2.1 Risk Assessment
	Activity
	Hazard
	Risk
	Control Measures

	Engine assembly 
	Trapping hand or fingers when tightening parts 
	Injury to hands
	Wear safety gloves and use tools as instructed

	Handling oil
	Slips and contamination
	Ingestion, falling and skin damage 
	Keep floor clear, use nitrile gloves, prohibit food/ drink

	Using tools
	Cuts and impact injuries
	Hand injuries and bodily harm
	Inspect tools and use correctly

	Handling engine parts
	Back injuries, trapping hands and dropping parts
	Muscle and body damage
	Use lifting aids and safe lifting techniques, steel cap boots




3.0 [bookmark: _Toc215687376]Risks to modern vehicles
As technology develops, so too do modern vehicles, becoming more connected and autonomous. This shift from mechanical to more electrical systems creates areas of vulnerability and a change in the traditional risks posed toward vehicles, such as hotwiring and rolling a car away. The use of immobilisers and the advanced security systems on modern cars has mostly mitigated these risks. However, just as cars have evolved, so have the methods of compromising and infiltrating these systems. Previously, cars were ‘dumb’ mechanical systems, overseen by a simple computer that controlled the timing and the fuel-air ratio. Whereas nowadays, every parameter is monitored and controlled to meet emission and safety standards. Whilst increasing efficiency and safety, it also paves the way for potential hijacking and exploitation. 
Cyber security threats are increasingly prevalent, as cars become connected to the internet and vulnerable to remote attacks. Recently in 2024, Subaru found that their Starlink service provided access to control of major features of any vehicle, such as starting and stopping the engine, locking or unlocking doors, tracking and even any personal information stored on the on-board computer, down to billing details and Location history (Vakulov, A. 2025). With financial losses from automotive cyber incidents reaching $22.5 billion in 2024 (Business Tech Weekly n.d.) In cars where almost all inputs- accelerator, steering, brakes and clutch- are electrically controlled, (drive by wire) like the Tesla Cybertruck (Lean Design n.d) they can be overridden very easily, and with no physical connection, this could pose a very real risk to pedestrians and passengers alike.
Furthermore, car theft is increasingly common with large SUVs such as Range Rovers, where the key fob frequency can be recorded, amplified and then used to simply walk up to any vehicle with keyless technology and drive away, as shown in the film gone in 60 seconds, this is called ‘Relay theft’ (Smart Safe Home n.d.). According to the 2022 to 2023 Crime Survey for England and Wales, remote locking (keyless entry) was responsible in 40% of thefts of vehicles (Gov.uk. 2025)
Cars are also vulnerable to software related threats which include malicious malware and insecure updates which can incapacitate a vehicle, from incorrect sensor values or code that can corrupt the whole function of a car. These issues can also be caused by the manipulation of hardware like direct access ports (OBD) and sensors (Lee, S. 2025).
GPS and other Location services in vehicles, like LiDAR and cameras are also at risk of being distorted or changed to create incorrect positioning or navigation, which opens up the possibility of physical risk and theft. 
[bookmark: _Toc215687377]3.1 Security Risk Matrix
	[bookmark: _Hlk215686513]Threat
	Likelihood
	Impact
	Risk Level

	Remote hacking via connected services (e.g., Subaru Starlink)
	Medium
	Severe
	High

	Drive-by-wire system compromise (e.g., Tesla Cybertruck)
	Medium
	Severe
	High

	Relay theft using keyless entry amplification
	High
	High
	High

	Malware and insecure software updates
	Medium
	Medium
	Medium

	Physical tampering via OBD-II port and sensors
	Low
	Medium
	Medium

	GPS and LiDAR spoofing causing navigation errors
	Medium
	Low
	Low





[bookmark: _Toc215687378]3.2 Response 
In response to this, a reasonable way of mitigating the risks of remote hacking and access to the systems of a vehicle would be to adopt stronger and more secure encryption of data, to prevent the hacking being possible in the first place. Then furthermore, live monitoring tools on the on-board interfaces would detect anomalies and recognise patterns to negate any attack. These could be implemented and updated through regular software patches which would give dealerships an opportunity to spot any missed potential threats before they become major. Physical overrides should also be mandatory to ensure that if all systems get infiltrated, it stops the likelihood of total failure by giving mechanical, physical control.

[bookmark: _Toc215687379]4.0 Engineers Role in Society
Chartered engineers are guided by two main codes of conduct, these being the Engineering council (UK) and the Institution of Mechanical Engineers (IMechE). The Engineering council regulates the licensing of institutions such as universities and engineering workplaces as well as creating the Statement of Ethical Principles which outlines the need to prioritise public safety and reduce environmental harm whilst encouraging sustainable development (Engineering Council, 2017)
Alongside this, the Institution of Mechanical Engineers (IMechE) promotes an industry standard of professional competence, integrity, and accountability using a platform to share skills and knowledge. This provides the means to prevent avoidable risks to health, safety, and the environment. reducing emissions, saving and preserving resources for future generations, and exploring technologies that fight climate change (IMechE, n.d.). 
Both of these institutions play a large role in keeping engineers safe, particularly in the motorsport industry where carbon emissions are a very key factor as manufacturers feel a higher pressure to move to alternative fuels or powertrain systems. These changes demonstrate the Statement of Ethical Principles in effect, finding innovation and invention without compromising the future. 












[bookmark: _Toc215687380]5.0 Problem Solving
Engineering is primarily composed of problems and solutions, very often when creating new products or components. Proof of a good engineer comes when faced with an issue or problem during development, and how they react to the given situation. The start of a strong approach involves RCA, or Root Cause Analysis which can identify the problems stem and deal with it effectively, then following this, data collection and research into the root cause and finding out as much as possible about the situation. Using this information, a team should ‘brainstorm’ and discuss potential solutions, using all of the relevant data and situational awareness, this then leads into the evaluation and critique of any ideas that are agreed on, criteria such as safety, cost efficiency, environmental impact, ethics and feasibility all play a part in consulting the most effective solution to the original problem. Lastly, the implementation of the solution should be relatively simple, if all the planning and testing was done correctly, following the steps that would have been used for the original product (Greater Manchester College (n.d.).

















5.1 Flow diagram
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[bookmark: _Toc215687381]6.0 Team Structure
[image: ]Teamwork is one of the most essential skills an engineer can learn, this skill will be put to the test frequently as an engineer, so it is vital to understand the importance and know how to work in a team setting, in any situation to ensure that any conflict is handled professionally and delicately. When working on measuring the suspension geometry of a Van Diemen in the workshop in a team of four, teamwork played a big part in the smoothness and efficiency of the practical. As a group, we delegated different roles, splitting into two pairs, one for the suspension side and one for the wheel side. This made reading values and measurements very quick, whilst everyone was involved in the project rather than having one or two people doing all the work. This structure is called a horizontal or flat structure, where there isn’t a hierarchy system, instead everyone has an equal level of responsibility and authority (AIHR n.d.). 
(Chisel Labs n.d.)

This structure was most effective for the investigation we were conducting, where all of the team members had an essential job in the process, such as measuring the spring length, or wheel height. When it came to finding data for WinGeo simulation software, we had to split into pairs, one to measure and draw on the dimensions and the other to note down the data and do the calculations, which is more of a team-based structure where smaller groups come together to create a finished piece of work.
[image: A diagram of a company structure

AI-generated content may be incorrect.]






(Asana n.d.)
[bookmark: _Toc215687382]7.0 Conclusion 
Overall, my own experiences and the research I have conducted during this paper show that engineering requires multiple different skills that can be applied in every aspect of life, not just in an institutional of industrial setting, skills like teamwork, planning, and understanding of risks and how to manage these risks. Legislation and codes of conduct have been implemented to help guide engineers, from ethics such as environmental impact and sustainability to the proper training and rules that should be in place in the workplace to ensure safety and keep regulations up to date to keep up with modern problems and risks. Considering all of this, these elements ensure an engineer is equipped with the right tools to face any situation and be able to problem solve and overcome challenges.
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